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OLORFETTED,

(15) FAXF* v k
ANFRERR 2 I LT FAX OEZERCERZEIREOBE IR IND T /31 X, Zii TOE
%T&)éo
1.42. HA4AHF VR

TOE OF A X2 AXFEFER & BAGERRN H 0 . BRFEHIRIIS U Tl 3 %, UITICHA X AD

—E a2,

B Ver.
bizhub C754e / C654e L—H —XF A K 1.00
bizhub C754e / C654e —W—XH A N XV T ¢ HEEEMR 1.04
bizhub C754e / C654e User’s Guide 1.00
bizhub C754e / C654e User’s Guide [Security Operations] 1.04
ineo* 754e / 654e User’s Guide 1.00
ineo* 754e / 654e User’s Guide [Security Operations] 1.04

Copyright ©2013-2014 KONICA MINOLTA, INC., All Rights Reserve
12/81



bizhub C754e / bizhub C654e / ineo* 754e / ineo* 654e ¥ )7 rF—5'wk

1.4.3. TOE OBERERDH R

TOE Z##p+ % MFP Kk, 77 —2 v =7, BIOS, MFP f#k, SSD EARITE £l 4 £
D, TNENDOEH] L MFP AKIZHER S L O ERE ORI T O®Y Th D,

MFP 7 {4 MFP itk Ty —AU T SSD FAR BIOS
bizhub C754e
ineo* 754e
- A2X0H020-01 A2X00Y0-F000-G00-80 A161HO02E-01 A2X00Y0-F000-G00-41
bizhub C654e
ineo™ 654e
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1.4.4. TOE MORIBHEEH

LITIZ TOE D&% = U 7 1 HhE & EARHE 2 30k 5 5,

&)

X 27547 hPC

SMTPH#—/3
I FRGEY— X
DNS#—3

B 1-3 TOE MBI

1.4.4.1. A EE

LITIZ, TOEDFEARKRE ZFEk ¥ 5,
(1) FlkERE
27472 M HLAN 28l L CRE LIERT —# B L OUSBA ¥ 7 = — R b%AF
L 72T 7 — & & BRI 2 HERE,

(2) A% v HHE

MR L DBE RN DBRIEIC L > T, XF (1K) ZFAM-> TXET 7 A V2 AR
ERAY 1=

(3) = v —H&RE

FIREIC L DBEASRVIN L DBIEIZ L > T, XFE () 23AM- TR - g2 E
BHIKIY 5 HEE,

(4) 77 7 A¥ie
MLELZ TR TINE T 7 7 ATEET HHERE (7 7 7 AEEHEE) BRIOSNTE 7 7 7 X
PO LEEZIETHHEE (77 7 AZ(EHEE).
TOE I XEAZERB L TH Z LR, TOE ICEBEN TWAXELZ 77 7 ZEETH D
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EBHEKL. TOEICEEIN TWEILETY 7 7 AREARERLOE 7 7 7 AREFELEL VD,
£o, 77 7 AZELEXEITOE NICEM L. EIRL, HIERT D2 LB TE 5,
o 777 ALIEHEEE
MXEBBLOT 7 7 AREXELEEBFHEBR DINERD 7 7 7 ALEBIZEE T DHEEE,
MCEITRIE SR D L OB L > TAXF Yy U LT 7 7 AEET D, 7 7 7 ARELE
IHRME S F L8 BT Web 77 T NEOBEIC L > T7 7 7 2%ET 5,
. Ty U AZ{EHERE
NER T 7 7 ADHEIEERREZ I L CEEZET DHERE,

(5) LEDORLEEEY H L OBEE
TOE IZXELZZEREL., THELE-CELZE By e, EIRT — & A F ¥ U H#EE
Téﬁéﬂéi%774w\77ﬁxxmLti%@&%%ﬁ&@@ﬁb@ﬁ%&ﬁéo

6) LHEAT 4T A % 7 = — AKERE
TOE OFIHZENZ 747> K PC»5 TOE 2V £— MNMEET D720 ORRE, HA X AT
LN THRED Web 77 U7 7 r—y g %% (A2 h—/L L, TOE &3 LAN #&H
THEHET Do

1.4.4.2. €% 1Y) T 1 HhE

LUTFIZ, TOEO®X =V 7 ¢ HEEE LR T 5,

(1) #%AIFRFER4RE
HDE%ﬂﬁLiﬁk#é%%TOE®%ﬂﬂﬁ%?%é#85b%wa%kﬂwaFV
KXo THIEL.TOE OFRAIAE CTH 2 Z L D3 HER TX 7235412 TOE ORI A 27 7] 3 5 #45E,
FREE S B IIARTRAE & AN — GREES & V) | ﬁﬁ%#%%mbm RE LI R CRIAT D,
AHEREIZIT, BB SN B RR T — REANT DI NAT — K& X I —UFTERT D
BEENEEND, IDIT, EFE LRI R B A R EMICE LG a I CRERgiE 2 v v 7 3
Dy 7 HERE, SR T — b®%g%%@Tétb¢ﬂ%#%%#bb RE LT NA T — RO
IMTEDOSEMZTT LT R AT — R 2 B 8T DENAERRICE TN D,

(2) EFEET 7 & A HlEeE
W RBRERKRE CTREBRE S 117z TOE OFFATFIAE K LT, T OMMAZFORENIH L TEAD
N HERETZIIFIREBICE A SN HERICE SV TERBLE~OBRIEL ?T@“é*%éﬁbo

(3) | & Il BRI it
AR AIFERERERE CRRRE S L7 TOE OFFAIFIAEICR LT, ZORAZOE XTL’CE-Z%
IV BEHEIR E 72 IIFAHE BT 5 2 O NV BRAEERRIZEE DWW T, FIRIFERE., Jiﬁfﬁ’«/%& AE
%%%\777X%%\ﬁ%®%ﬁkﬁbﬁb%@%%\iﬁ%?4?47&7:%2%%
OEEZFFRIT 5088, BL O, ETHOY a3 TIE TN 5 ERLELSN O SLTEA~DOBEIEDH
2 3 2 HERE,

(4) HDDHE 5{uikse
HDD (CRE# STV DT —Z IR O IRET 27201, £ b 2Rk 2 ikee

(5) B o JHERE
TOE OFERABLO X2V 7 4 ICBEETLIHES (UT, BEEFL VD)) ou s a HEFE
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HwELLELICEEn 7 LTRSL, e lLtEEn 7 2BEETE 51?/#(’(1’@&?51‘%%%@ B

#1713 TOE N HDD (2RI 2 23, FEFATEIAS AR 70 > 735

AITEHEEIC

AR
DX

TeioT, Va7 Oz E3R b E IS E‘Eﬁf\kiééﬁﬁo S

Fhdk LB o Z I3 HEE CTICHEAH L, BIROBIEZFFATT 5,

(6) ZRAFEH#IH LbkeE

EIZL
b5z

TOE NOHIBRENT-XE, —RIRITEFEHLWVIZZOWRIZH LT, HEDOT —# % £F

ETDHILIChY ., BREFROBFFAM Z R FEE & T KR,

(7 * v bU— 7 BIE1RHEMEE

LAN FAEFC AR v FU—7 EOEIZ X 5EHRIRA VN ZPikT o88E, 7 747 F PC &
MFP O D#(E T — % SMNHBFRFEY—/S DNS % — 3 & MFP O O@E T — ¥ 2 1

(8) BB 7T A MkAE

T 2,

HDD W5 5{bHRE. B 5tV — R HNC TSF E{7=2— FRIEE Th 5 Z & MFP O EhiF

(ZHRRE S D PR RE,

(9 tX=U 7 ¢ EHERE

I REBRERERE CTRERE S L7z TOE OFFATFIAE K LT, £ OHMMAZEORENIH L TEXD
NTHERE T2 I3RIAE BICE A DIVIEAERIZEE S W CTSF 7 — 2 (263 D #AEIC B3 2 il &

B 2720 HEEE,

(LOYINER A o & 7 = — R4 ElibkRE

USB A v B 72— RAZERNEA L Z T 2—ANLD A2 FDEE Shared-medium
Interface ~friET 52 N TERWE ST L, T, EEEEELS LAN ’\0)1?47\%?%&@”6
0 EEEEIRR DS D
RBAZBIEL. ZE7 7 7 ADEREEEEIET S 2 LI KV EFEREREND LAN ~DORAEBLIET

HEE, FBEEEIRIZOWTIIANIERE 7 7 7 AZEORIIIBETHZ LI

50

1.4.4.3. IR

LITIZ, Bk S HHEER D NI TE W REZ TRl 2,

- FTPi%{E. SMBi%(E. WebDAVi((E, IP7 KL AFAX, A » ¥ —x v FFAX

PRI v 7 A STIZHIZES VTV R WD AR v 7 A

- SNMP#ERE

- DPWS#&E

- BMLinkS#% &

- LPD#&E

+ RAWHIJI]

CREE& TV v NS DT Y v RE (77U 2 MEEEIT Z OHIfRIC
BERMTONZHETHLT ) v MVRE&T Y b eEL Lfﬁféﬂé

1.4.5. TOE OF AHE

TOE OF| % (UUSER) UToO Xk icmEIN5,

. EE OER

B

AX

CHII
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Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FreIFI )
U.NORMAL A User who is authorized to perform User Document Data processing
(—RFIHE) functions of the TOE.
U.ADMINISTRATOR A User who has been specifically granted the authority to manage some
(EHEHE) portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.4.6. REEE
15:28& 721, User Data, TSF Data, Functions T 5.
1.4.6.1. User Data

User Data (ZFFAIFIREVMERT 20, FFAFIAEZE O DICERK S L, TOE €% = U7 « #EED
BRI B L 52 W T — % Th D, User Data lZLL T L H iz I N5,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consist of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data i TOE MERKT %2>, TOE RIZER ST —% TH Y., TOE OFRIEICEEL 5 2
HT—HTdhb, TSFData lFLULTO L > IHhEIND,

Table 1-3 TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security

of the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who

is neither an Administrator nor the owner of the data would have an effect on the

operational security of the TOE.

K TOE T# 9 TSF Data % LA FIZRT,
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Table 1-4 TSF Data

Designation

Definition

D.PROT

Z— bt Uk FERR

BEm 77 U R

FRRIE SR R[] e B M

PRAT — RAR—E B R

T 7R AN D00 57— % GERERMIEER, AT — RA—EEIEE)
SN — NREERTET — ¥

R - BRI

LA RERE O B EAR L iR BRIRF ]

R 2115

F v hU—2FRE (SMTPH—DIPT KL A, HK— ES4%, MFPOIPT R L 2%)
REIESERTE (A —IT X 5 3%EE D5 L)

RAT— FHK

257 7 7 AOEERIZET S
User ID

Group ID

Box User ID

Box Group ID

Permission Role

Allocation Role

Role

E

e

D.CONF

BJA L AAT— R
FRFH R AT — K
ALY — K
Befrm

BOX PASSWORD
DOC PASSWORD

1.4.6.3. Functions

2.3.2 SFR Package functions (27~ 3 #4HE,

1.4.7. FAEE

K ST THEHT L HFEOERELERT D,

Table 1-5 FAEE

Designation Definition
Allocation Role FIRFE \CBEEMT 5D Bit, MFPOMRES EI1TT IR EN 5,
Box Group ID A > 7 A5 S 72 Group 1D,
Box Type Ry 7 20T,

X2 VT4 —LER Y7 A BB AT ZER Y 7 A, AT — I
BAPDF Ry 7 A, W& TV v "Ry 7 A ARy 7 A, T —
TRy I A FHERY T A, T34 V7« Fr =Ky 7 x USB
N 5D,
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Box User ID R 7 ZAE S iz User 1D,
Copy Role a b — & FET T HEE,

Data Administrator

AT FPCILEBEREEZITOROOT T r—va vy
R

Data Administrator

with Device Set-Up and Utilities

BB OMFPIZHIET 2 EHREHT NA ALY 7 vy =T, 777
A Y7 b T THsData Administrator D L E) A3 7] HE

DSR Role 7 — 4% OHDD~DORTF, HDDIZRTFEENTWDH T — X OFit L. &
ENTE HEE,

Fax Role T 7 I ABREEFATTE HEE,

FTPE ARy U LT —F %, A Ca—F—TWAD 7 7 A VITEH LT,
FTPY —/"—Z7 v 7’ r— KT D H%kE,

GROUP AUTHENTICATION HREREE (BB 82 U — RIZ L B

HDD7 — % L& & HilbRBERE

HDD L7 — % % LEXHIFRT 5 e,

HDD 7 — % & & HI BRI 6E O B {E

S
A FEFERE

HDD7 —# L& ZHIBRERICHS W THEAT SHIBR TR (BEHR) %
BT D e,

Panel Operation

BRI r T A L, BE SRV HLTOEZ #E L TV 24K 1E,

Permission Role

MFP DOFEREIZ BIE AT & 2 JE Mk,

Print Role T IA4T v RPCOL T v N EFEITTE H&EE,

Role U.USERD#&#,
U.NORMAL, U.ADMINISTRATOR: % %,

Scan Role AX ¥ U EFETTE HHRE,

SMB.fF AX XU LET—H%E, ava—H—TWAD7 7 A/VICEHL T,
Ao —H =Y —N—D I T L H —~EET DR,

User Role TV b, Ax Ly, abt— Ty I A XET 7 ANORIFEL VST

PERE & AT T D BRIC R B Bk,

Web Connection

Sy hNU—7 bpar a2 —2—TWeb”7 7 U H%EE LMFPORE
B SCHRRETERE &2 T 2 72D OF%RE,

WebDAV%(E Ax vy LT —4%, ara—F—TRxD7 7 A /VITEHRL T,
WebDAVH— R—|27 v 71— K9 BHEHRE,

R Re FAXAREHR AOSLRS-232CE I L7 E T L8, E-mail& W\ o 7285
FREFALT, 2=F I ) VRSN HET Z2MFPO YA — b
T2 —LiEE L, MFPOEIWRIREE, FIRIEE OBSREREZEE T 5,
FAMER U CEY AR — A GBI — D3k, MAeER, HE
ZWNHLY—E AT V=T OIRER YY) RT3,

el NV N 0y A I TFORESINA— Ny NEEITT 7 B2 720 -

TEHEICBEICe 7T U N DR,

F— kUt R

BHEPBET O2RH, ZORMARE TS L ABMICe T T M
Do BAE SN D OEEDR RS,

Yars

N—Ra b —EEECEH SN D CEAE Y A7, B—0 X 27131
AR EOLELZNUHETE 5,

T )T o BBRE

X2 VT AEOSDETVICHERTOIREL X 27 REIC—FE*
TELE OBREZHERTT DIERE, Z OBEN AN > TN D Z LT LY
Xy bU—2 % LIZTOEOEHHERE. * v MU — 27 REFBIHIL
PRE ., EFRZITIEREIC L DBUERE 2 EORMRELE S, E72I3FA
DER TGS B 3R R S D 1E 0 BOEM O E ORI & & & i 23 &
RS, REMOEE (FEEZITNIATARE) 2175 LtF2 ) T4
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LR E VTN D,

X2V 7T —E

2547 FPCAIL Y RAT — RBHEE & 4L, TOERIZRIFE 723X

(SECURITY DOCUMENT) =,
X2 VT —LERRT =R X2 VT 4 —LEICHEESINTNH/IRT— K,
(DOC PASSWORD)

RAT — FAR—EEIR R E

EHE DR ET D BIE,

Ry 7 ANRRAT— R EANENTZ/NAT — RO L= R—EEEN
COBMEICET S LEEAR Y I ANDT VB AREILEEN D,
X2V T 4 —LEART - R EANENTZAARAT — FO#ERE LR
—HEHNZOBREICET S EEF2 YT 4 —LE~DT 7 & AN
kEnsd,

Tr7AV T « FUN—Ry T A

W (B, FonNY o) #RELTBS ARy 7 A,
REFSNTWLXELZR vy 7 2P HEY H4 (FIR,
SNTALERIMES N D,

HE) Bio, RE

7Y v b a TR AR

TOENR 7 A7 v FPCHLEFEENT-2—HFID, s A L /RAT—
K. BT — & 250 AV kRE, = —HID, v/ A /32U — KIiZ
X BREREED R LT3 B O BRHIT — &% 2% 7 A b,

Ry o A

NELZEETD20D0F 4 L7 Y,
Ay 7 RZEY, CEERE, BIET2Z EPNHRLIFHBENRLR S,

Ry 7 ANRAT— R

Ry 7 A HE SN2/ RAT— K,

(BOX PASSWORD) U.ADMINISTRATOR 72 WA TX 5 /32U — R % K IZsBOX
PASSWORD & b7,

= —HID FAZFICHZ 2N T D5+, TOEXZ 0BTk v A%

(User ID) RET 5,

2 —HID, HMHIDO—KFIAELE « | —ERAELE  Y3%=2—VID, HMIDICk3u s f v 2ELRTH I L

A iRl - —FER A IR 2 iR D 2 L,

o — W E KRR a—FOREEHIBR, HEROM G HIBR R 54T 5 HERE,

o — YR RE TOEDOFI I % F8FE9 5 HfE,

AK#EF (INTERNALLY AUTHENTICATION) & Shh— /3383
(EXTERNALLY AUTHENTICATION) o 2 fif&3d %
¢@%iﬁwuﬁwﬁfmﬁéhé
FIFHEIZED 50 COEAID 2 8%
BEEDIT 5,

:"—'ﬂ_uunﬂiﬁ# él% gKPqIDk

— W ERGE D B GE

FREEH R (ARIRGREE,/ M6 — \FREE) DR E %17 9 H%EE,

aJA

TOEIZBWT, 2—HIDE a7 A AT — N2k » TikBlEREE 2 FE
1TT56Z &,

AL RAT— R

TOEIZu 7' A T BT DD/ AT — K,

(LOGIN PASSWORD)

LT — R HDD OB Z{Lic B W T AT 2 S #O LRI W CHERT 55—
4, TOEIKBLY — F&MH L L2 £ERT 5,

SIS — SFRRERR E T — ¥ SNEFRFEY — BT DR ET — X UMY — DR T2 R AL V4
mEEEL)

B o /g ke B o J RO EBEDRESC, B e V2 FAH L - HIBRE 21T O 1%
HE,

R o 7 i 7 & RS9 268,

PR TR O B LR (R BR IR e L7 RRRE R B SRR EMEICE T 5 2 LI K 0 B EEREEOMRE
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Nu v ENTEBEICT vy 7 BRSNS £ TORRB,

PrRIRA > 7 A

A=V TG FEFHENODOERTY 7 7 AEE) LIoWLELEHE
T DRy T A,

ST v R LBERE

LANZ#EH L TRV WY 327 — % k5t L CRiET 2 Hkae

EEHET v RV E T RE

RfEHET ¥ RVBERE D FAT DI D>, SSLITLS ¥ — /G #-0ms 7575 30
DEHEZAT O HEE,

ArEE FIRENET B E, HPXEMAID CH# SN 5,
FRATIEHMIE B EE HDDF —# L& X HIRH4AEIZ L W HDD L5 — % ZHIi&1 2 HRE,
R 1 B D15, BEA R ERNIAE LA, - ORAIFERNES o /2

kS h D,

S0 =yl S|

BHENHRET HRFE, ZORFEARETL BN T T MY
%, Web Connection? %42,

tyvia o EBKRTEE

tva v EEEBRINCKT T HHERE,
BE/ 2L, Web ConnectioniZ DWW CZENE— ERFMERIEN I 2 72
gty a 2 BBICKTT 5,

RAE& 7Y > BERE
(AUTH PRINT)

Fy M= bDa s Ea—anbEESN-a—Y4 RRATY— K%
I XELZ TV MEREINTEIEL L TRET HHERE,

TFIE S [ 4 B i EHE MR ET D BIE, #e L - BRE R Z oBEICET D LR
AEEgRED 1 > 7 I D,

ERHID R O,

(Group ID)

B S AT — MFERECTHER T2 32T — 1,

(GROUP PASSWORD)
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1.48. Ryo R

TOE 22t 2R v 7 ZIZHOW TR T 5, TOEIZUTORBEOR v 7 2 2734 5,
(RBZNEFAR Y 7 ZAORKBICESS GETH LN BE X NVFEIIB T IR R ELT L —ET
DbDOTIER, £lo. THNLSMIEBRIRR v 7 27 EBFET D0 2 ZICRE LIZHEEHO R v 7 A

PIAMIEER TE 720,)
Table 1-6 Y RTFLERYHR
Ry 7 2A0ER B
X2V T —ERy BX VT 4 —CEBRREINDIR YT A,
7 %

HHIA TV ZERY 7 A | FAX Z{EXEPRFEEINDI AR 7 A,

%%Uf TUZEREN ON [CHESN TV DHHAIL, ZELEITHEROR
CEVBREI ATV ZER Y 7 AERITER-R v 7 ARIES N D, HEH A

%)xﬁﬁiiUADMHMHmUORﬁﬁ5O

/N2 T — RiE&{t PDF B 5{L PDF (A< & XAV —FREZANTB LI CHREESN TS PDF

Ry A TrAN) ERETLIR Y I A, XEBEREL TSRV —RANTHZET

b e ENTEYNGPYN

WFE& TV v bRy 7 A | FRRE& TV ¥ MERE TXENMREEFEINDI R v 7 A

Table 1-7 #feRvH X

Ry 7 20H
LR v 7 A WEEERMTHZOOR Y7 A,
TrAV T e F = | RELEXET —ZIZEM BRI T 74V 7 ESOEEE L CHIR
Ry A BIORENRTE LRy 7 R,

BREARy 7 AT I BICUTO X IchEE NS,

Table 1-8 EWMRYHIR
Ry 7 2D0EHR A
EHEAR 7 A PN U.ADMINISTRATOR & 4% K v 7 AOFHHE (SFA v 7 R
Ry 7 A @ Box User ID & —%9 2% User ID T/ A HD2—V) D
HBERTREZR AN » 7 A,

T =" U.ADMINISTRATOR & YR v 7 ZAORMAEZFR &= 7L

Ry 7 A — BT B2 —W (Y%A v 7 AD Box Group ID & —E 35
Group ID Tua 7' A Y HO2—H) OHEIEREERR v 7 A,
HH U.ADMINISTRATOR & 7 7 & A4 BEIC SR v 7 2D BOX

Rw 2 % | PASSWORD % AJ L7zt — Y ORERFFa SN DR v 7 %,

2. Conformance claims
2.1. CC Conformance claims

ASTiZ. LLF®Common Criteria (LLfE, CCLET) @#EET D,

CC version ¢ Version 3.1 Release 4
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CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level ¢ EAL3 augmented by ALC_FLR.2
2.2. PP claim

ASTIE, L FTOPPICHEAET 5.

PP identification : IEEE Std 2600.1-2009

PP registration ¢ CCEVS-VR-VID10340-2009
PP version 1.0

Date : June 2009

2.3. Package claim

ARSTiL, LLFDOSFR Packagelli#E &7 %,

- 2600.1-PRT ke
- 2600.1-SCN ke
- 2600.1-CPY Sk
- 2600.1-FAX Sk
- 2600.1-DSR A
- 2600.1-SMI A

2.3.1. SFR package reference

Title ¢ 2600.1-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment A

Package version : 1.0

Date : June 2009

Title : 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment A

Package version : 1.0

Date ¢ June 2009

Title : 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment A

Package version 1 1.0

Date : June 2009

Title ¢ 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions,
Operational Environment A

Package version 1.0

Date : June 2009
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Title

Package version

Date

Title

Package version
Date

2600.1-DSR, SFR Package for Hardcopy Device Document
and Retrieval (DSR)
Environment A

1.0

June 2009

Storage Functions, Operational

2600.1-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment A

1.0

June 2009

2.3.2. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed by

multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the

function is associated with that particular data as a security attribute. This attribute in the TOE

model makes it possible to distinguish differences in Security Functional Requirements that

depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
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+FAXOUT Indicates data that are associated with an outbound (sent) fax job.
+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.
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3. Security Problem Definition

3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for

which they are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for

which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to

unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these

threat agents.

3.2. Threats to TOE Assets

This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons

T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons
Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define the

assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security,

Users will be

authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

to self-verify executable code in the TSF.

To detect corruption of the executable code in the TSF, procedures will exist

P.AUDIT.LOGGING

To preserve operational accountability and security, records that provide an
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audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,

operation of those interfaces will be controlled by the TOE and its IT

environment.

P.HDD.CRYPTO

The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections

of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization
and are trained and competent to follow those policies and procedures.

A.ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with
those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective

Definition

0.DOC.NO_DIS

The TOE shall protect User Document Data from unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users and shall
ensure that Users are authorized in accordance with security policies before
allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO

The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT
environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the
non-IT environment of the TOE.
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Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Objectives
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oola |a |a |t w | |z ¢ f ¢ B |t t : t t
S |9 | |® |© |O |=& = O O A T =R T
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=5 lzlzglelz|E2 |22 (2|28 |=|E 5|37 |8
Threats, policies, aola e |5 ’;Ol;1 g tﬁ g [° = g = |z |2 E E % Z
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© % E O |O |=
=N °
& |5
= =
o |Z
T.DOC.DIS v vV |v
T.DOC.ALT v vV |v
T.FUNC.ALT v vV |V
T.PROT.ALT v vV |V
T.CONF.DIS v vV |V
T.CONF.ALT Vi v |v
P.USER.AUTHORIZATION vV | v
P.SOFTWARE.VERIFICATION (4
P.AUDIT.LOGGING v vV |V |V
P.INTERFACE.MANAGEMENT v (4
P.HDD.CRYPTO 4
A.ACCESS.MANAGED (4
A. ADMIN.TRAINING v
A.ADMIN.TRUST v
A.USER.TRAINING v

Table 4-5 Sufficiency of Security Objectives

Threats. Policies,

and assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data

may be disclosed to

unauthorized persons.

0.DOC.NO_DIS protects D.DOC from unauthorized

disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
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of the TOE Owner to appropriately grant

authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

O0.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization to use the TOE.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant
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authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,

and reviewed.

O.AUDIT.LOGGED creates and maintains a log of
TOE use and security-relevant events and prevents

unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide

appropriate access to exported audit records.

OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are

appropriately reviewed.

PINTERFACE.MANAGEMENT

Operation of external
interfaces will be
controlled by the TOE

and its IT environment.

O.INTERFACE.MANAGED manages the operation
of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation
will be
TOE.

controlled by

O.HDD.CRYPTO encrypts data stored in HDD by
TOE.

A.ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUST establishes responsibility of the
use their privileged TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A.USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.
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5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
2, Part 2. These extended components are defined in the Protection Profile but are used in SFR

Packages and, therefore, are employed only in TOEs whose STs conform to those SFR Packages.
5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces I— 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT_FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:
Quite often, a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data are allowed to be transferred to another external

interface. Examples are firewall systems but also other systems that require a specific work flow
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for the incoming data before it can be transferred. Direct forwarding of such data (i.e., without
processing the data first) between different external interfaces is therefore a function that—if

allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it has been
viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and TSF
data flow using administrative control instead of attribute-based control. It was found that using
FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this
functionality.

This extended component protects both user data and TSF data, and it could therefore be placed
in either the FDP or the FPT class. Since its purpose is to protect the TOE from misuse, the
authors believed that it was most appropriate to place it in the FPT class. It did not fit well in
any of the existing families in either class, and this led the authors to define a new family with
just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfaces| from being forwarded without

further processing by the TSF to [assignment: list of external interfaces).
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6. Security Requirements

RKETIE, BX 2V T s BHEIZOWTERRT D,

6.1. Security functional requirements

ZOETIHE, A1 EBETHESN-EX 2 7T 43R F#H A2 FEB ST 57200, TOEDEFxF 2T ¢
BEREE AR T 5, od, X 2 U T ¢ HEREEMIL. CCPart2 ITHEDE X 2V 7 ¢ HEEE )
5. 5T %, CCPart2 IZHEIN TV RWEFX =2 U7 ¢ #EEE M 1X. PPAEEE Std 2600.1-2009)
WCHEDIEEX 2 U 7 e ZE 46, 5IHT 5,
<tFal) T4 HEEEHRE ORTAE>

UTORBOFIZENT, F—N FTCRINDRIELIL. PP CEMEITFEMI L2 L 2R,
AEY I AORF = FORIASEDL. K ST TEIN, TR SN TNDEZ L ETRT,
T o HE—=FGA LV TCRENDEILDER I FUNEE TALF Y 2 HoR—n FCRIASELDL. 7

YE=T A SHIRERTAA ST THML S T g Z & 2md, 7V ORITHEIMS 1T TR
SNHEZIE, YAEREEMENA ST THR LS THER SN TS Z L 2mrnd,

6.1.1. Class FAU: Security audit

FAU_GEN.1 Audit data generation
Hierarchical to No other components
Dependencies : FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
- Start-up and shutdown of the audit functions; and
- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and
- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events)
[selection, choose one of: minimum, basic, detailed, not specified]
not specified
[assignment: other specifically defined auditable events]
2L

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1)
information as defined by its Audit Level Gf one is specified), and (2) all Additional
Information Gf any is required); [assignment: other audit relevant information)
[assignment: other audit relevant information|
2L

Table 6-1 Audit data requirements
Auditable event Relevant SFR | Audit level Additional Details

information
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Job completion FDP_ACF.1 Not specified | Type of job - Success of Print
+Success of Scan
- Success of Copy
-Success of Sending FAX
+Success of Receiving FAX
+Success of Storing document data
- Success of Reading / Deletion /
Modify of document data

Both successful FIA_UAU.1 Basic None required - Failure of login

and unsuccessful - Success of login

use of the

authentication

mechanism

The reaching of FIA_AFL.1 Minimum None required -EEDE I

the threshold for SEE R~ OE R

the unsuccessful

authentication

attempts and the

actions (e.g.

disabling of a

terminal) taken

and the

subsequent, if

appropriate,

restoration to the

normal state (e.g.

re-enabling of a

terminal).

Both successful FIA_UID.1 Basic Attempted user | *Success of login

and unsuccessful identity, if +Failure of login

use of the available

identification

mechanism

Use of the FMT_SMF.1 Minimum None required Use of the management functions

management

functions

Modifications to | FMT_SMR.1 | Minimum None required | && & L TOZ—VF DI N—T131F

the group of TEL 72D CREERIT ARV,

users that are

part of a role

Failure of the FTP_ITC.1 Minimum None required Failure of the trusted channel

trusted channel functions

functions

Changes to the FPT_STM.1 Minimum None required changes to the time

time

Locking of an FTA_SSL.3 Minimum None required Termination of an interactive

interactive

session by the session locking
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session by the mechanism.
session locking
mechanism
FAU_GEN.2 User identity association
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.
FAU_SAR.1 Audit review
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FAU_SAR.1.1 The TSF shall provide [assignment: authorised users| with the capability to read
[assignment: list of audit information] from the audit records.
[assignment: authorised users|
UADMINISTRATOR
[assignment: Iist of audit information]
Table 6-1 IZ T E&ZE R
FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to interpret the
information.
FAU_SAR.2 Restricted audit review
Hierarchical to No other components
Dependencies : FAU_SAR.1 Audit review
FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users that
have been granted explicit read-access.
FAU_STG.1 Protected audit trail storage
Hierarchical to No other components
Dependencies : FAU_GEN.1 Audit data generation
FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorized
deletion.
FAU STG.1.2 The TSF shall be able to [selection, choose one of - prevent, detecfl unauthorised

FAU_STG.4(1)

modifications to the stored audit records in the audit trail.
[selection, choose one of- prevent, detect]

prevent

Prevention of audit data loss
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FAU_STG.4.1

FAU_STG.4(2)

FAU_STG.4.1

Hierarchical to : FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

»

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “‘overwrite the oldest
stored audit records’] and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (EZEFFBF I BHRIZ 10 o 7= REDBYED [ L FEE LI ICRIE
ShEWRE T, EBTBIHHIZLR 0 7EHE).

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

”» @

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
ignore audited events

[assignment: other actions to be taken in case of audit storage failurel

Za TOFEI

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_GEN.1 Audit data generation

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’ and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BZFEGFPHHIZ 0o ERFOBIEDR [ LEEZFFA) IZRE
ShERET, EEZIBFIHHICL o EHE)

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

» o«

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failurel
el

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to - No other components.

Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption) in

accordance with a specified cryptographic key generation algorithm [assignment:
cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithm]

refer to Table 6-2

[assignment: cryptographic key sizes]
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refer to Table 6-2
[assignment: list of standards]
refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

a=h I ) NVAEEE

AR e 2= /)4 HDD R 58EmR 7T LT XA - 256 bit

FCS_COP.1

..FCS_COP.1.1

Cryptographic operation

Hierarchical to No other components

Dependencies : [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic operations] in accordance with

a specified cryptographic algorithm [assignment: cryptographic algorithm] and

cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:

[assignment: list of standards].

[assignment: list of cryptographic operations]

refer to Table 6-3

[assignment: cryptographic algorithm]

refer to Table 6-3

[assignment: cryptographic key sizes]

refer to Table 6-3

[assignment: list of standards]

refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES - 256 bit HDD DiE &1k

6.1.3. Class FDP: User data protection

FDP_ACC.1(a)

FDP_ACC.1.1(a)

Subset access control

Hierarchical to No other components

Dependencies : FDP_ACEF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4, Table 6-5,Table 6-6, Table 6-7,Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common
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Access Control SFP in Table 17 (the list of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6, Table 6-7,Table 6-8, Table 6-9).

Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access  control
Function Object Attribute rule
Attribute | Attribute
D.DOC +PRT User ID Delete U.NORMAL User ID User ID 3 —% 9
+SCN HIEE DB BEE
+CPY FAT D,
+FAXOUT
D.FUNC | +PRT User ID Modify U.NORMAL User ID User ID 23—
+CPY Delete D56 O EREE
+SCN PR 2,
+DSR
+FAXIN
+FAXOUT
Table 6-5 PRT Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +PRT User ID Read U.NORMAL | User ID User ID 3 —E7 5%
D DHERAEE TS
%,
Table 6-6 SCN Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3 —E7 5%
Modify DOIERE AT
%,
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +CPY User ID Read U.NORMAL | User ID User ID 3 —F7 2% %
DOl 2 FF AT
%,
Table 6-8 FAX Access Control SFP
| Object | Attribute Operation(s) Subject Subject Access control rule
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Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL User ID Box Type HMEANR v
Box User ID Read 7 ZA D6\ User ID
Modify L —#3 % Box User
ID Db DD It
EZFFA T 5,
Box Type Group ID Box Type W7 V—7
Box Group ID Ry 7 ZADFEIT
Group ID & —#3 2%
Box Group ID % Fi>
b DO HEEZ TR
5,
Box Type BOX PASSWORD | Box Type 235 * &
BOX PASSWORD VEZERy 7 ZFET21T
FHER Y 7 ZDBFEIT
BOX PASSWORD 2%
—HLRWGE ITHRE
ST 5,
+FAXOUT | User ID Read U.NORMAL User ID User ID 3—E7 5%
Modify DO IR TS
%o
PFunction Attribute 73+ FAXIN O34 13, Box Type (2% L C Box User ID, Box Group ID, BOX
PASSWORD OWFhmiift 5 SN Cndizn, BoxType BT 25 2 L TEALERET D,
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | +DSR Box Type Delete U.NORMAL User ID Box Type 2MEAR >
Box User ID Read 7 ADAEIZ User ID
Modify & —37 % Box User
Create ID 2 b DD
TEE#FAT 2,
Box Type Group ID Box Type W7 V—7
Box Group ID Ry 7 ZADFEIT
Group ID & —#3 2%
Box Group ID % Ff>
b DO HEEZ TR
5,
Box Type BOX PASSWORD | Box Type M3tH R v
BOX PASSWORD TR TrAV T

F U R—=IR 7 ADWN
TN OHEIZ BOX
PASSWORD 73 —% L
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Box Type Delete
DOC PASSWORD | Read
Modify
Box Type Delete
User ID Read

OGS EIIRELES
T2,

DOC PASSWORD

Box Type 23 EF =V
TAXERY 7 ADY;
&1z DOoC
PASSWORD 73 —% L
WG EITBEERIES
T 5,

User ID

Box Type 73/X &2 T —
KEEE1t PDF R v 7
A DA Object D
User ID & —E7 %
User ID ZF>bH DD
D EZ TR T D,

X Box Type |Z%})its L T Box User ID, Box Group ID, BOX PASSWORD, DOC PASSWORD, User ID ®
WFRORME SN TWSTH, BoxType 2B+ 52 L TENLZ/HET D,

FDP_ACC.1(b) Subset access control

FDP_ACC.1.1(b)

Hierarchical to
Dependencies
The TSF shall enforce the TOE Function Access Control SFP (TOE Function Access

No other components

FDP_ACF.1 Security attribute based access control

Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right

to use the functions as operations (the list of users as subjects, objects, and operations

among subjects and objects covered by the TOE Function Access Control SFP in Table

6-10).

Table 6-10 TOE Function Access Control SFP

Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
F.PRT Permission AT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role =& A
TWHIEHE, HKEEDFET
o T R RN
F.SCN Permission AT U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object @
Permission Role % & A/
TW2 GG, HREDFAT
T D,
F.CPY Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A/
TWDIGE. HBEEDFELT
i ) AR
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F.FAX Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A
TWDIGE, HBiEDFELT
T D,
FEDSR Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @

Permission Role & A
TWHEgGE, HEEDFEIT
IR 5,

FDP_ACF.1(a)

FDP _ACF.1.1(a)

FDP_ACF.1.2(a)

FDP_ACF.1.3(a)

FDP ACF.1.4(a)

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (¢he

list of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control

SFP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document

Access Control SFP in Table 6-4, Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .
The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]

« UADMINISTRATOR 139X T®» D.DOC, D.FUNC DHER73 7758

« UADMINISTRATOR }#+DSR D F#t % & 29X TdD D.DOC, D.FUNC ® Delete 737
B

« +FAXIN D BM# #2009 ~XT?D D.DOC, D.FUNC IEZFEHFD FAX F5#F+ AT

BT EIZL VF#E TS Delete I5A[EE

* Box Type 23 USB DFE. BIENFNADE AL T E2—FIEEIENFN ZHRIE
L T Box D D.DOC ?D Read 73T gE
The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of subjects to
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FDP_ACF.1(b)

FDP ACF.1.1(b)

FDP _ACF.1.2(b)

FDP ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP.1

objects].
- BOX PASSWORD D&t 73 F—EE# 35 1~3 IZH 1} 3 BBEFE T BEL IE DB
(ZELEHE, UFN Y I R~NDT 2 EXEHEEHT B,
«DOC PASSWORD Dt 737 —BIEEI 1~3 IZEIT S BB R E FJEL IEDERME
CELEGE SFEEF2 YT — X FE~DT I R EHEERT S,
« Box Type #5 USB DEE . BIENZNLLIA G 6 D Box D D.DOC ~DF 2 &R FHEE
73,

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (7OFE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
Iist of TOE functions and the security attribute(s) used to determine the TOE Function
Access Control SFP\.
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the Iist of users as subjects and objects controlled under the TOE Function Access

Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized to use the TOF is
automatically authorized to use the functions [assignment: list of functions|,
[assignment: other conditionsl].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOF 1is automatically authorized to use the functions
[assignment: list of functions, [assignment: other conditionsl]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts in the role U ADMINISTRATOR: [assignment: other
rules, based on security attributes, that explicitly authorise access of subjects to objectsl.
[assignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objectsl.

zL

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].

ZL

Subset residual information protection

Hierarchical to No other components
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FDP_RIP.1.1

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assignment: list of objects].
[selection: allocation of the resource to, deallocation of the resource from)
deallocation of the resource from

[assignment: list of objects].

2L

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive integer number/, an

administrator configurable positive integer withinfassignment: range of acceptable

values/] unsuccessful authentication attempts occur related to [assignment: /ist of

authentication events).

[selection: /assignment: positive integer number], an administrator configurable positive

Integer withinlassignment: range of acceptable valuesj)

an administrator configurable positive integer withinlassignment: range of acceptable

values/

[assignment: range of acceptable values/

1~3

[assignment: list of authentication events|

B A NR T — FIC L B BFF

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: list of actionsl.

[selection: met, surpassed]

met, surpassed

[assignment: Iist of actions]

B2A N T — FIZ L BRBAEDEEIE

<BEERD D D>

BBEDBADEE : TOE DEGHEZIT S5, (EBLIEED L B EEH I DBRIERIAELIF
FIREIZRIE X TV S RFR] 2 BEB 5 IZ SEBR AL EE D T 0 P S, )

ENLANDEE : BEEHIZ L BBALFREIH DI L HEE DEST

User attribute definition

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: ist of security attributes].

[assignment: list of security attributes.

User ID
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FIA_S0S.1(1)

FIA_S0S.1.1(1)

FIA_S0S.1(2)

FIA_S0S.1.1(2)

FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

Group ID
Allocation Role
Role

Verification of secrets

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (&2 27 > /NI 7 — F, 2P NX
U—PF, By 2 INIT—PF, tF=z Y7 ¢ XE/XT— F)meet [assignment: a defined

quality metricl.

[assignment: a defined quality metric]
- ¥ SHTLLE
o XFRE : 94 LFLIEDHD 6B ATE
A O R—DOXFET CRBEIH TR,
@O FEISHE EREDEPEEREIHTHEELEELLR,

Verification of secrets
Hierarchical to No other components

Dependencies : No dependencies
The TSF shall provide a mechanism to verify that secrets (&7 — F) meet

[assignment: a defined quality metricl.
[assignment: a defined quality metric]
- Hr¥ 2047
« XFHE : 83 XFLLEDF 5 ZIRATGE
A O R—DOXFET CRBEIH TR,
@ BT SHE EREDEIREERESN TNSELEHLAL,

Timing of authentication

Hierarchical to No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is authenticated.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

FFEFEIZ I 1T B =2 — S FYFELE KRB DR

FAFREEIZ T 17 S BBPIFI/F L K BE DRERR

Z 72 XRZE

TOE DR ERBL S T FEDRE

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.
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FIA_UAU.6

FIA_UAU.6.1

FIA_UAU.7

FIA_UAU.7.1

FIA UID.1

FIA_UID.1.1

FTIA UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

Re-authenticating

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall re-authenticate the user under the conditions [assignment: /st of
conditions under which re-authentication is required].

[assignment: Iist of conditions under which re-authentication is required]

BEDa A2 NI T— FOEE

Protected authentication feedback

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: st of feedback] to the user while the
authentication is in progress.

[assignment: list of feedback]

AG SR ET—F 1 XFEHFIZ “%” DFF

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

FAFRAEIZI 1T B 2 — S FYFIELE KRB DRETE

FAEFRFEIZ I 1T 5 BEFPIFIfFELE R DREE

Z 72 XZE

TOE DYRERRBI L VKT EDRE

The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: ist of user security attributes].

[assignment: list of user security attributesl.

User ID

Group ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security

attributes with the subjects acting on behalf of users: [assignment: rules for the initial
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association of attributes).
[assignment: rules for the initial association of attributes]
L
FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes.
[assignment: rules for the changing of attributes)
2L

6.1.5. Class FMT: Security management

FMT_MOF.1 Management of security functions behaviour
Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
FMT_MOF.1.1 The TSF shall restrict the ability to [selection: determine the behaviour of,

disable, enable, modify the behaviour off the functions [assignment: /st of
functions] to [assignment: the authorised identified rolesl.
[selection: determine the behaviour of, disable, enable, modify the behaviour ofl
modify the behaviour of
[assignment: list of functions]

¥z VT BRIERE

- 2 — YV ERAFHREE

* HDD 7 —% L& & HIBRHEE

- BEE o B

- BISHET ¥ X HEE
[assignment: the authorised identified roles].

U ADMINISTRATOR

FMT_MSA.1(a) Management of security attributes

Hierarchical to - No other components

Dependencies : [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1(a) The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP in
Table 6-4, Table 6-5,Table 6-6,Table 6-7,Table 6-8,and Table 6-9),[assignment: access
control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:

change_default, query, modify; delete, [assignment: other operations]] the security
attributes [assignment: list of security attributes] to [assignment: the authorized
identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

zL

[selection: change default, query, modify, delete, [assignment: other operations/l
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Refer to Table 6-11,Table 6-12

[assignment: list of security attributes]

Refer to Table 6-11, Table 6-12

[assignment: the authorized identified roles]

Refer to Table 6-11, Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID Nobody Any operation
PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
FAX Access Control SFP Box Type Box Type MMEAAR v 7 2O 4 Box User ID @
Box User ID Modify
- UNORMAL (Box User ID &[dl | Delete
U User ID %#£§2)
- U.ADMINISTRATOR
Box Type Box Type M7 NV—7R v 7 ZADY; | Box Group ID @
Box Group ID & Modify
Delete
+ UNORMAL (Box Group ID &
@ U Group ID ##5)
- U.ADMINISTRATOR
Box Type Box Type 23 EH AR v 7 ZDHE BOX
BOX PASSWORD PASSWORD
(sBOX - UNORMAL (BOX PASSWORD (sBOX

PASSWORD % DANTTHIREE) PASSWORD % B
<) - U.ADMINISTRATOR <) @
Modify
Delete
Box Type Box Type 2358 A€V ZEAR > 7 | sBOX
sBOX PASSWORD | ADi& PASSWORD @
Modify
U.ADMINISTRATOR Delete
DSR Access Control SFP Box Type Box Type 2332 U — FiE={k PDF | Any operation
User ID Ry 7 ZADE4E
Nobody
Box Type Box Type BMEAR v 7 2ADEE Box User ID @
Box User ID Modify
- UNORMAL (Box User ID & Al | Delete

U User ID ##-5)
+ U ADMINISTRATOR
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Box Type Box Type M7 NV—7R v 7 ADY; | Box Group ID @
Box Group ID & Modify
Delete
+- UNORMAL (Box Group ID &
@ U Group ID ##5)
- U. ADMINISTRATOR
Box Type Box Type 2 EH AR v 7 ZDHE BOX
BOX PASSWORD PASSWORD
(sBOX +- UNORMAL (BOX PASSWORD (sBOX
PASSWORD # & DATIHILEE) PASSWORD # &
<) - U.ADMINISTRATOR <) @
Modify
Delete
Box Type Box Type 237 7 A U > 7« F 13— | sBOX
sBOX PASSWORD | A v 7 ZAD&E PASSWORD @
Modify
U.ADMINISTRATOR Delete
Box Type Box Type 3% = U7 1+ —3EA | Any operation
DOC PASSWORD v I ADLGE
Nobody

Table 6-12 Management of Subject Security Attribute
Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID U.ADMINISTRATOR Create
PRT Access Control SFP Delete
SCN Access Control SFP Modify
CPY Access Control SFP — FEFI 45 1k
FAX Access Control SFP fiR bR
DSR Access Control SFP
FAX Access Control SFP Group ID U.ADMINISTRATOR Create
DSR Access Control SFP Delete
Modify
— R RS L
fiRBR
BOX Nobody Any operation
PASSWORD
DOC Nobody Any operation
PASSWORD

*%BOX PASSWORD, DOC PASSWORD |Z#(EENAT) BRE) T 5,

FMT_MSA.1(b) Management of security attributes

Hierarchical to

No other components
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FMT MSA.1.1(0)

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Dependencies

The TSF shall enforce the TOE Function Access Control SFP, [assignment: access
control SFP(s), information flow control SFP(s)l to restrict the ability to [selection:
change_default, query, modify; delete, [assignment: other operations/l the security
attributes [assignment: list of security attributes| to lassignment: the authorised
identified roles).

[assignment: access control SFEP(s), information flow control SFP(s)]

zL

[selection: change default, query, modify, delete, [assignment: other operations/l

Refer to Table 6-13, Table 6-14

[assignment: list of security attributes]

Refer to Table 6-13, Table 6-14

[assignment: the authorised identified roles)

Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify

Table 6-14 Management of Object Attribute

Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation
Control SFP

FMT_MSA.3(a)

FMT MSA.3.1(a)

Static attribute initialisation

Hierarchical t No other components
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8Table 6-9), assignment: access

control SFP, information flow control SFP to provide [selection, choose one of:

restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFPl

L

[selection, choose one of: restrictive, permissive, [assignment: other property/l default

values for security attributes that are used to enforce the SFP.
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FMT MSA.3.2(a)

[assignment: other property]

refer to Table 6-15

The TSF shall allow the [assignment: the authorized identified roles] to specify

alternative initial values to override the default values when an object or information is

created.

[assignment: the authorized identified roles]

nobody

Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object Security
Control Attribute | Attribute Attribute
SFP
Common D.DOC +PRT User ID User ID of UNORMAL who
Access +SCN created the left Object
Control +CPY
SFP +FAXOUT
D.FUNC | +PRT User ID User ID of UNORMAL who
+CPY created the left Object
+SCN
+DSR
+FAXIN
+FAXOUT
PRT D.DOC +PRT User ID User ID of UUNORMAL who
Access created the left Object
Control
SFP
SCN D.DOC +SCN User ID User ID of UNORMAL who
Access created the left Object
Control
SFP
CPY D.DOC +CPY User ID User ID of UUNORMAL who
Access created the left Object
Control
SFP
FAX D.DOC +FAXOUT | User ID User ID of UNORMAL who
Access created the left Object
Control +FAXIN Box Type | Box User ID FT7 V2l NORGFENPBEAR >
SFP I ADOEE, Uik v 7 2D Box
Type & Box User ID
Box Type | Box Group ID FTV = NORFERN T N—T
Ry 7 ADLE, BERy 7 AD
Box Type & Box Group ID
Box Type | BOX PASSWORD FT Y7 N ORIFIED RG] A T
UZERy 7 AF3dkFRy 7
ADEE . BFEA v 7 2D Box
Type & BOX PASSWORD
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DSR D.DOC
Access
Control
SFP

+DSR Box Type

User ID

FT V7 NOBRIFIEDRNAT —
Rt PDF A > 7 ZA0%46, 4
%R v 7 A0 Box Type &4 7Y
=7 &AL 7z UNORMAL @
User ID

Box Type

Box User ID

FT7T 2 NORFEDBEAR >
7 A%A. %% Box Type & Box
User ID

Box Type

Box Group ID

FTY =) NORIEES T N—T
Ry 7 ZGE . Bi%R v 7 A0 Box
Type & Box Group ID

Box Type

BOX PASSWORD

FTV =7 N ORGERPIER >
DA T ANV T e F o R—E
7 ADVTRBOE S, K v 7
A® Box Type & BOX
PASSWORD

Box Type

DOC PASSWORD

ATl "R VT 4 —
E0A . Box Type iTtF=2UF
4 —XERy 7 2, DOC
PASSWORD (347 v =7 D4t
R A S SN XA T — R

Box Type

A7V N USBIZTFET 55
4. Box Type X USB

*Function Attribute (347 V=7 MEAEKTHHEE (Y b, AF ¥ Rd) B L THEENS =
OERFICEERM G IN D Z &30,
Object Attribute IX Function Attribute &> hTft5 &5, User ID, Box User ID, Box Group ID,
BOX PASSWORD., DOC PASSWORD % Box Type (2% is L CHRt5 S 5 I ORI ET 5 Sh b = &

1272\, Box Type (ZPRTFHED R v 7 2D 2 £ T BIETH 5,

FMT_MSA.3(b) Static attribute initialisation

FMT MSA.3.1(b)

FMT MSA.3.2(b)

Hierarchical to No other components

Dependencies: : FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control

SFP to provide [selection, choose one of: restrictive, permissive, [assignment:

other property]l default values for security attributes that are used to enforce

the SFP.

[assignment: access control SFP, information flow control SFP|

ZL

[selection, choose one of: restrictive, permissive, [assignment: other property]l

[assignm ent: other propertyﬂ
Refer to Table 6-16

The TSF shall allow the [assignment: the authorized identified roles] to specify

alternative initial values to override the default values when an object or
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information is created.

[assignment: the authorized identified rolesl

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes
F.PRT Permission Role Print Role
F.SCN Permission Role Scan Role
F.CPY Permission Role Copy Role
F.FAX Permission Role Fax Role
F.DSR Permission Role DSR Role
FMT MTD.1 Management of TSF data

FMT_MTD.1.1(a)

FMT MTD.1.1(b)

No other components
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Hierarchical to

Dependencies:

The TSF shall restrict the ability to [selection: change default, query; modify; delete,
clear, [assignment: other operations/l the [assignment: list of TSF datal to [selection,
choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized
identified roles except U.NORMAIL]II.

[selection: change default, query, modify, delete, clear, [assignment: other operations/]
refer to Table 6-17

[assignment: other operations/

refer to Table 6-17

[assignment: list of TSF datal

refer to Table 6-17

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the
authorized identified roles except U.NORMAL]]

refer to Table 6-17

The TSF shall restrict the ability to [selection: change default, query, modify; delete,
clear, [assignment: other operations/| the [assignment: list of TSF data associated with
a U NORMAL or TSF data associated with documents or jobs owned by a U NORMAI)
to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the U NORMAL
to whom such TSF data are associated]l.

refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
UNORMAL w7 A /NZAT — R U.ADMINISTRATOR BotioN
Modify
U.ADMINISTRATOR ®»=u 7' A /XA T — K U.ADMINISTRATOR Modify
Wby — R U.ADMINISTRATOR RIE
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Modify
IR 1 U.ADMINISTRATOR Modify
F— 1Vt MM U.ADMINISTRATOR Modify
BEhe 77 7 MR U.ADMINISTRATOR Modify
FRAE S R e 5 B i U.ADMINISTRATOR Modify
AR (B EE L) U.ADMINISTRATOR Clear
RAT — RAR—E e E U.ADMINISTRATOR Modify
INAT — RAR—E[EHK U.ADMINISTRATOR Clear
INAT — NHLK U.ADMINISTRATOR Modify
SN — BREER ET — ¥ U.ADMINISTRATOR B
Modify
FrEEBf (U.NORMAL O #RAI7T— %) U.ADMINISTRATOR Modify
# U.ADMINISTRATOR Bk
Modify
Delete
AT — K U.ADMINISTRATOR BotioN
Modify
B TRRE D R ERE 1L MR BRI U.ADMINISTRATOR Modify
Xy NU— I EE U.ADMINISTRATOR Bk
Modify
ZAET7 7 7 ADERKRIZET DR E U.ADMINISTRATOR Modify
RIE 50 R E U.ADMINISTRATOR Bk
Modify
L= U.ADMINISTRATOR Query
Delete
Table 6-18 Operation of TSF Data
TSF Data Authorized Identification Roles Operations
UNORMAL ©®u 7' A L /RAT— K YigAT— RIZBERM T b oo —3 Modify
(U.NORMAL)
U.ADMINISTRATOR
FrEEM (UNORMAL D& 7517 — 4 ) LELHEM ID (P D N2 U — R & | B
Mo TdHx—4 (UNORMAL)
U.ADMINISTRATOR

FMT_SMF.1 Specification of Management Functions
Hierarchical to No other components
Dependencies: No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:

[assignment: list of management functions to be provided by the TSH].
[assignment: list of management functions to be provided by the TSF
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refer to Table 6-19

Table 6-19 list of management functions

management functions

U.ADMINISTRATOR (= & 5 &% = U 5 ¢ 5Lk E O & Pk AE
U.ADMINISTRATOR (Z & % = — ¥ 3R AE O & B R B
U.ADMINISTRATOR (2 & 5 HDD 7 —# 3 X HISHSAE O BhER T HERE
U.ADMINISTRATOR | & % B4 1 7 & FRELRE
U.ADMINISTRATOR (T & % & {5#EF v RV E Bk G

U.ADMINISTRATOR |Z & % = — V& HkEAE

U.ADMINISTRATOR iZ & 5 UNORMAL ®=—¥% ID, #F5 ID & —BpFI {1k - fRHEAE
U.ADMINISTRATOR IZ & % UNORMAL @& 7' 1 /R AT — RO &4k - ZHEHERE

UNORMAL IZEDHBOR 7 A /3R T — ROEHERE

U.ADMINISTRATOR IZ & 58/ 82 U — R DXk - 28 HERE

U.ADMINISTRATOR 2L 2 BH D v A /32T — RO FEHEHE

U.ADMINISTRATOR (Z & BB B{LY — RORRE - ZEFHEHE

U.ADMINISTRATOR (T & % W5 o0 25 TR

U.ADMINISTRATOR (2 & 24— b U & v HERDOZEFRERE

U.ADMINISTRATOR (2 L 2 HEm 7' 7 v NI O ZE FHHERE

U.ADMINISTRATOR (2 & % FRFE SR 01 %5 B 1 0> 22 A RE

U.ADMINISTRATOR IZ L A 4MBY— "FBEEXET — F OBk - ZZ TR

U.ADMINISTRATOR |2 & % & BRE FERE DO BAEEE 1L ARFRRFH] O 28 T B R

U.ADMINISTRATOR IZ L A 0 %6k - £ - HIBREERE

U.ADMINISTRATOR = X % U.NORMAL DOFTJEHF D 245k - 25 FHkhE

U.NORMAL (Z & % B & O P& H o 2 sk

U.ADMINISTRATOR |2 & % /32 U — R —EX[EIEL DY EHEhE

U.ADMINISTRATOR (= & % /S 2 U — 17— Er [ Bl 0> 25 B g

U.ADMINISTRATOR IZ L A BGERMEL (EHEE LS O EHRE

U.ADMINISTRATOR (2 & % /32 U — FHFIZE H R RE

U.ADMINISTRATOR IZ L 5% v b U — 7 3R TE DBk - 25 EHERE

U.ADMINISTRATOR |2 & % 3%{2 %06 5t O B4 - 75 FH%AE

U.ADMINISTRATOR 2 X B35 7 7 7 A ORI BT 5 3% E D ZE FHHERE

UNORMAL 2 L2547 V=2 X2 T 4@ (User ID |, Box Type, DOC PASSWORD, Permission Role
<) DEPRERE

U.ADMINISTRATOR 2 £ 547 V=2 bEFx =2 U7 &M (User ID, Box Type., DOC PASSWORD, subject
DE X2V T 4 BETHS BOX PASSWORD & DOC PASSWORD # (<) D& FREkEE

U.ADMINISTRATOR IZ L 2 Y7 V=7 hEXa VT 4B (22— VERERICL2EHONE, 2 —FID, &
F1 ID O —BRIFE L - f2F:, BOX PASSWORD, DOC PASSWORD # (&< ) D% HikkRE

FMT SMR.1 Security roles
Hierarchical to No other components
Dependencies: : FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

Copyright ©2013-2014 KONICA MINOLTA, INC., All Rights Reserve
58/81




bizhub C754e / bizhub C654e / ineo* 754e / ineo* 654e ¥ )7 rF—5'wk

[selection: Nobody, [assignment: the authorised identified rolesl]
Nobody
FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to No other components
Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any external Interface
from being forwarded without further processing by the TSF to any Shared-medium

Interface.
FPT STM.1 Reliable time stamps
Hierarchical to No other components
Dependencies: : No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.
FPT _TST.1 TSF testing
Hierarchical to No other components
Dependencies: : No dependencies
FPT TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up, periodically

during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurl] to demonstrate the correct
operation of [selection: [assignment: parts of TSH, the TSH.
[selection: during initial start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment: conditions under which self test
should occurl]
during initial start-up
[selection: [assignment: parts of TSH, the TSF
[assignment: parts of TSF]
HDD B 5{E#5E
TSF %Ef7=— FDRIHEE

FPT_TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSFl, TSF datal.
[selection: [assignment: parts of TSF, TSF datal.
[assignment: parts of TSF]
BEET—F

FPT TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity of
stored TSF executable code.
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6.1.7. Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
Hierarchical to No other components
Dependencies: : No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: t/me

Interval of user inactivityl.
[assignment: time interval of user inactivityl
c BRIENZNADEE, T— Pty FREEJIZ L o TRIESH SRR
« Web Connection D4, HEz 27 FEEREIC L o TRES I 3 EE
e Data Administrator D##4". 60 %
« TYLH FFAN, 772 ADHE, Mgt a i
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of

D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.1-PP, Protection Profile for
Hardcopy Devices, Operational Environment A, and related SFR packages, EAL 3 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.1 Security Assurance Requirements
Assurance class Assurance components
ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.3 Functional specification with complete summary
ADV_TDS.2 Architectural design
AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ALC: Life-cycle support ALC_CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation CM coverage

ALC_DEL.1 Delivery procedures

ALC_DVS.1 Identification of security measures

ALC_FLR.2 Flaw reporting procedures (augmentation of EALS3)

ALC_LCD.1 Developer defined life-cycle model

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE _INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.1 Testing: basic design
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ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment

AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives

‘0

SId ON'DOd’ 0

LTV ON'D0d 0

SFRs

LTV ON'LOYd O

LTV ON'ONNA O

SId ON'ANOD'O

LTV ON'ANOD
HZTYOHLNAV EHSN O
QHIATHHA ' HEIVMLAOS O
dEHHOTLIANV O
OLdAYD'ddH O

THODVNVINHOVAYHLNI O

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4(1)
FAU_STG.4(2)
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P| P | P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1
FIA_ATD.1
FIA_S08S.1(1) S S S
FIA_S0S.1(2) S
FIA_UAU.1
FIA_UAU.6
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FMT _MOF.1 S
FMT_MSA.1(a) S S S P| P | P
FMT_MSA.1(b) P
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT _MTD.1 S P
FMT_SMF.1
FMT_SMR.1 S S S S S S S S

=l la=A la-Aka~A vl la-h kav!

n

wn

wn

ae)
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Objectives
o S92 |o |o |9 ©|1o [© © |9
) g | = ) = w0
e olc | = 8 S % 5 e é 5
Q Qlz [([Q |z |=z g |3 =R
Z z|12 |2 |2 |= = |2 S| a
o olz |2 |z |z ZolE |2 = | =
)} 2> | | | | = Q ae)
2 | S|ElE |2l | 2|82 |83
5 |2 |8 |5 |2l |5 ]| 8|°
S|2 |E|°
= b =
5 [w)
FPT_FDI_EXP.1 P
FPT_STM.1 S
FPT_TST.1 P
FTA_SSL.3 P P
FTP_ITC.1 P P P P P

Table 6-22 Sufficiency of security requirements

Objectives

Description

SFRs

Purpose

0.DOC.NO_DIS,
O.DOC.NO_ALT,

O.FUNC.NO_ALT

Data from
unauthorized
disclosure or

alteration

Protection of User

FDP_ACC.1(a)

Enforces protection by establishing an

access control policy.

FDP_ACF.1(a)

Supports access control policy by

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(a)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

FIA_S0S.1(1)

Supports authorization by requiring by

specification of secrets.

0.DOC.NO_DIS

Document Data

Protection of User

from unauthorized

FDP_RIP.1 Enforces protection by making residual
data unavailable.
FMT _MTD.1 Supports protection by management of
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disclosure

TSF data.

O.PROT.NO_ALT,

Protection of TSF
Data from
unauthorized

alteration

FIA_UID.1

Supports access control and security

roles by requiring user identification.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MTD.1

Enforces protection by restricting

access.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports control of security attributes

by requiring security roles.

FTP_ITC.1

Enforces protection by requiring the
use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.CONF.NO_DIS,
O.CONF.NO_ALT

Protection of TSF
Data from
unauthorized
disclosure or

alteration

FIA_UID.1

Supports access control and security

roles by requiring user identification.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Usersand
Administrators to
use the TOE

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by

providing access control function.

FIA_AFL.1 Enforces authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.

FIA_S0S.1(1)

Supports authorization by requiring by
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specification of secrets.

FIA_UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.6 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA_UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR 1

Supports authorization by requiring

security roles.

FTA_SSL.3

Enforces authorization by terminating

inactive sessions.

O.INTERFACE.MANAGED

Management of

external interfaces

FIA_UAU.1

Enforces management of external
interfaces by requiring user

authentication.

FIA_UAU.6

Enforces authorization by requiring

user authentication.

FIA_UID.1

Enforces management of external
interfaces by requiring user

authentication.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_SMF 1

Supports control of security attributes
by requiring functions to control

attributes.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3

Enforces management of external

interfaces by terminating inactive
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sessions.
O.SOFTWARE.VERIFIED Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.
FAU_SAR.1 Enforces audit policies by providing
security audit record.
FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.
FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes
by requiring functions to control
attributes.

FPT _STM.1 Supports audit policies by requiring
time stamps associated with events.

O.HDD.CRYPTO The encryption of | FCS_CKM.1 I = g AR
data FCS_COP.1 w551k

FIA S0S.1(2)

WSO b & &R 5T — 2 OaE Z MGk
T,

FIA_UID.1 Enforces authorization by requiring
user identification.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring

security roles.
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6.3.1.1. The dependencies of security requirements

X2 U T A HEREEA 2 R — 2 hOEFRERE TRISTT, CC/ =k 2 THRIE SN D IRFE

T SRV E

[ ST 2B A IRTFERR) oOicEoBBE2ERT 5,

Table 6-23 The dependencies of security requirements

A ST DHEREE {4 CC/Ss—Fk 2 o
aAVR—%Y R DR AR ST 25 1T B IK7FREF®
FAU_GEN.1 FPT_STM.1 FPT _STM.1
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1
[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1
FCS_CKM.4 <FCS_CKM.4 % H L72\ Bl >
- B 58T HDD OF — % 22k 5 -0 HT %
FCS_CKM.1 LOTHY, BIRONKICAREIND, ERSHZ8#T
FERAEVITHEMSNDD, YT 7|82 T 5T
A B T 2—AEERMELTELP EIF OFF 12L& - TH
WA D7, WEEEBET LB,
[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 %M L7V >
FCS_CKM.4 - B 58T HDD OF — % 22k 5 7= M+ %
FCS_COP.1 LDOTHY, BIR ONKRIZARSISND, ARSI 8IT
HR AT VIR SN D, YT 7 & A4 5458
AVHE T =AML TE L6 BR OFF Ik > Tl
WA D20, WEESBET DLEMEITR,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT MSA.3 FMT_MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1(b) FMT_MSA.3 FMT_MSA.3(b)
FDP_RIP.1 L 2L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 oL oL
FIA_S0S.1(1) 2L 2L
FIA_S0S.1(2) 2L 2L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.6 7L 7L
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 L 2L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT_MSA.1(a) FMT_SMR.1 FMT_SMR.1
FMT_SMF'1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT_MSA.1(b) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 FMT_MSA.1(a)
FMT_MSA-3() | oy sMR. FMT SMR.1
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A ST DHREEH CC/8—F 2
5 TIZ8I %
2=k b it +STEBTeRERR
FMT MSA.1 FMT_MSA.1(b)
FMT_MSA.3(b) FMT SMR.1 FMT_SMR.1
FMT SMR.1 FMT_SMR.1
FMT_MTD.1 FMT SMF.1 FMT SMF.1
FMT _SMF.1 oL L
FMT SMR.1 FIA UID.1 FIA UID.1
FPT_STM.1 L L
FPT TST.1 2L L
FTA_SSL.3 L L
FTP_ITC.1 L L
FMT_SMF.1 FMT_SMF.1
FPT_FDI_EXP.1 FMT_SMR.1 FMT_SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial

information processing environments that require a relatively high level of document security,

operational accountability, and information assurance. The TOE environment will be exposed to

only a low level of risk because it is assumed that the TOE will be located in a restricted or

monitored environment that provides almost constant protection from unauthorized and

unmanaged access to the TOE and its data interfaces. Agents cannot physically access any

nonvolatile storage without disassembling the TOE except for removable nonvolatile storage

devices, where protection of User and TSF Data are provided when such devices are removed

from the TOE environment. Agents have limited or no means of infiltrating the TOE with code to
effect a change, and the TOE self-verifies its executable code to detect unintentional

malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.
EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that

instructions and procedures for the reporting and remediation of identified security flaws are in

place, and their inclusion is expected by the consumers of this TOE.

Copyright ©2013-2014 KONICA MINOLTA, INC., All Rights Reserve

69 /81




bizhub C754e / bizhub C654e / ineo* 754e / ineo* 654e ¥ )7 rF—5'wk

7. TOE Summary specification

TOEDtx =V 7 4 EEEM L VENND TOE D ¥ = U7 1 HERED

—& % Table 7-1 IR 7,

FEMI. BB OIEIZTHREAT 5,
Table 7-1 TOE Ot& 1Y T1#RED & FFEMAF
No. TOE Ot ¥ = V7 1 ke
1 F.AUDIT A v 7 HRe
2 FHDD_ENCRYPTION HDD Hs Sk
3 F.ACCESS_DOC EROCET 7 & AR
4 F.ACCESS_FUNC P 2 A R 1 A
5 F.RIP FRATIE S LB RE
6 FI&A AR
7 F.SEPARATE_EX_INTERFACE | M1 > % 7 = — R4y Bfibhe
8 F.SELF_TEST BT A MRE
9 FMANAGE B RS RE
10 | FSEUCRE_LAN v U — R

7.1. FAUDIT (B5& 0% #a:

FAUDIT 3B 72 RETH2L L HBICHREB LIZEE 72 %S - BBENOLIRET S,
71.1. BEEO VWG
— %S T AHREE M  FAU GEN.1. FAU GEN.2
TOE XU Tor V%A T 5,
Table 7-2 E&EOY
R =24

BagE o S RE O B AG HEOBAB - 1L
BAE o/ BB RE DR T FHOKT B - B

TEFRDO I G4 T N PCE~DFLHL

XEFHROTY b

XEFRO L —
XEHFRD 7 7 7 AEE
XEERDO 7 7 7 A%AE
SCEE RO
SCEFROHIR
TEBFHROT 7 AK— b
CEFROA AR — |

a7 A CEED R & R
RS IE

FUGEE I IRRE D & D1 IF

Table 6-19 D& EHEEE D

Ty MU =2 g LToilfE DR

LSS ER Y Y

FROHHIE
P77 MEAIER
FROMR ()« KR
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Ty va OB THREICL S EY 3 VOKT

712 . 8BFOSLE 1 —#5E

— XS T oMEEZE - FAU_SAR.1, FAU_SAR.2
TOE (3E&E = 7 DF A L UADMINISTRATOR O A IZHIRT %, TOE I%
U.ADMINISTRATOR IZEs&E R 72 7 T A4 7 F PCIZH U v u— N LA 2T 5,

7.1.3. BEE R AhEE

—  XIST HHEEEEME  FAU_STG.1. FAU_STG.4(1). FAU_STG.4(2)
TOE (3E&&En /O L #2814+ %, £72. TOE (3EE#E 1 7% TOE W? HDD 2T 5 235, #
MR NN 22 o 72356 LT OB AT 9,
(1. TEEEEE] CRESNTWDIEHEA
Va7 0%t EEERETS,
Q). TEEXHT| IRESHTWHIEE
ELE I EIn-EERHE~LEXT 5,
(1), (Q»#&EIL U ADMINISTRATOR 34T 9,

7.1.4. BIERER A LR A > THEE

— xS T o8EeZEF - FPT_STM.1, FMT_MTD.1

TOE (37 v v 7 s %A L, U ADMINISTRATOR (2%} L T TOE DR 2 225 3 % Hire 4 f2 it
T 5, KRAFEROZLEE X FMT MTD.1 (2 L Y UADMINISTRATOR DA A FGETH 5, TOE (X7
2y JHERBIC R D XA LA TR D JAERRECEITL, Bhn & LTRET 5,

7.2. FHDD_ENCRYPTION (HDD EES{tt#sE)

— RIS HHEREEE : FCS_CKM.1, FCS_COP.1, FIA_S0S.1(2)
TOE i3 HDD IZREENTWA T — & ZIRIRN HIR#ET L -0 21T 95, BAT oS8 L
THAITY XNFIUTO®EY TH D,
Q). EESE
a=h 3 ) NVHAREBHAREENRET S a =0 /v X HDD B S8AR T LT U XA LD,
s AR T 5, (BEHEREIL. 256 bit)
58X, U ADMINISTRATOR 238%E L7 B{L Y — K& b LIC L CTERKT S Z & T TOE

BICE A OS2 AT 5, By — NIIUTOREZE-Tb00RE2%ZIFAND,
> Mg - 204
> SCFEFE 83 UFELLEOH N BT EE
> HA

< Fl—OXFEET THER I TR,
> BEETLHHE, BEREOENBRERESINTNDHMELEEHE LRV,

(2). BE7ILIYX L
Table 7-3 IZRTHEE T /LT Y X A,
Table 7-3 HDD BB {L#EEICHTIHBE7ILTUX L
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SRR BE7ATY XA
256 bit FIPS PUB197 (#9285 57 /L 2V XA (AES)

7.3. FACCESS_DOC (BEXET7 Y t X#ifHeE)

— XM AEEREZEE . FDP_ACC.1(a). FDP_ACF.1(a)

TOE X XEEZEETH20DOT 4 L7 bY (Ry 7 2AEHT5) 285, Ry 7RIy AT
LR 7 A LHERER v 7 AT EN D, LEEFIAR v 7 A ZEEEIN, Ry 7 20 @M (Zhixi
Ry 7 AFETHXLEORMEE AR END) £REIXEORE CCECEEMS SN TV DB
ZHERLTT 7 B AHE SHRE (B, <—Y0HIBR2R L), HIR, FAX 3#E, A —/L%E%42E
fid sz ENTED,

PIFICAR y 7 ZANXEICET 57 7 B AR ONEZ =T,

Table 7-4 Y RATLRYIZARXEDIRE

. Ny 7 ANLEDOERE
ANDTE/PS
create Modify read Delete
_ DOC PASSWORD doc_passwd
X270 — .
N RECRY g or
FE . U.USER doc_passwd doc_passwd
. D.DOC MRfES L U.ADMIN
RNy 7 A
Do
FAX Z{ESCENRAF box_passwd
| &b, FAXZEX or
ikl A E U 2 (E ”
Ro s 2 #1213 BOX — box_passwd box_passwd U.ADMIN
Hh
PASSWORD 73+ 5-
b,
h5 51t PDF #6E C login_id
5 5{t. PDF TOE 2 b7 U.USER » losia id or
Ry s 2 D.DOC R & h ' osinA U.ADMIN
5 o

% U.USER : U.USER »#AEREETHDH Z L 2 KT,
U.ADMIN : U ADMINISTRATOR 2 #{ERIEETH L Z L &#FKT,
login_id: 2 7 A > D=2 —H% D User ID & LED User ID B —ET 555 ICBIERRETH 5

ZEERT,

box_passwd : SBOX PASSWORD & —F T 5320 — R&Z AN LIS ICHRIETRETH S =
LEERT,

doc_passwd : DOC PASSWORD & —#4 2 /32 U — R& A L= BEICEBIERTRETH D =
LEERT,

R ATV ZIERY 7 ADcreate (TFAX #ZETH5Z & TCXENERINDI I LERLTE
D, TOE \Zxt79 % FAX OFEIZHOWTOT 7 v A#lfEiZ 2z T—] L LTWnb,

Table 7-5 #EERYHIRREICHTSRE

Koo 2 Ny 7 ANDICEITKET L BAE
AR “/

create modify read delete
2| A PRTFEE 7= D.DOC i Jogin_id login_id login_id login. id
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| Ay7 R % Box User ID 23 5. or

R b, U.ADMIN

> e {7 & 7= D.DOC I group_id

7 Ry s R % Box Group ID 723} group_id group_id group_id or

A HENhb, U.ADMIN
s fR1E S 7= D.DOC i box_passwd
- 1% BOX PASSWORD box_passwd box_passwd box_passwd or

BftEEND, U.ADMIN

T4 V7 - | RTFE7= D.DOC I sbox_passwd

F i N—R > 7 | X BOX PASSWORD sbox_passwd sbox_passwd sbox_passwd or

A BB IS, U.ADMIN

% U.ADMIN : U.ADMINISTRATOR M #{ER[EETH D Z & &£ T,
login_id : 2 7 A > HD2—H% D User ID & Box User ID N —E§ 255 I RIEFRETH D
ZE&ERT,
group_id : 27 4 > H D2 —H D Group ID & Box Group ID 23— T HHE ICHIEFEET
bHbHEERT,
box_passwd. sbox_passwd : BOX PASSWORD & —E3 5 /32U — K& AN LTZ5EIC#E
AEETHDLZ L EET,

F72. BOX PASSWORD :#ifie 9~ % RN —EEIE A 1~3 PIZ IS 5 EBLETRE FIRE 7R IE DB
ELSGE, HEAR v 7 A~0T 7 2255 L, DOC PASSWORD D4 5 A~ — =0 1~3
WNICB T 2B HERERRIEOERBIEICSE LGS, 43%XE (X274 —XF) ~07 7t
AEEET D,

7.4. FACCESS_FUNC (F| F%& i BR %l 014 5e)

— XSt HHEREZEME . FDP_ACC.1(a). FDP_ACF.1(a). FDP_ACC.1(b). FDP_ACF.1(b).
FMT_MSA.1(b)

TOE |3 FIFREE S - FIFF ORI L7-723 > T, FPRT, FSCN, F.CPY, FFAX, F.DSR ®
BEA AT 5, B, 250 BEMHTH 5 Permission Role 1234 A E/EIZTTEX 2y, ZHITEY
HRFRRES NI LB B ISR SN HEED A EITTE 5,

FI-BREOETHICHAET S D.DOC, D.FUNC 125t L CIELL T OEMENRFRETH 5,

R ETE & I3EEMZ O D.DOC, D.FUNC ® User ID ¢ @ U User ID Z £ oF|HEX T,
TOE |%i# @ User ID % i L —E+ 2B AT OFAZEZEITEHE L LTI,

IV F
LT o#EENTRE GRIF& T Y v bR v 7 2Z2FIA),
- FJ
ZD7V vk &ELT L= UNORMAL A3 HIRIFTHE,
- HilBR
Z0O7V v F & ET L7 UNORMAL & U.ADMINISTRATOR 73 HIB& AT BE,
- D.FUNC DOfR%
ZDF Y v b EFEFT L UNORMAL (2@ 7 b, A —/3— LA OIRENTTHE,
c AX ¥ U DGE
TV E 2 —MARE, 7L E 2 —RETITLLT OBRIEN FTHE,
- D.FUNC Ot
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FDAX ¥ &2 FELT L2 UNORMAL [F3— Y BEAL TlalER )3 AT HE,
- D.DOC DiFEE
FDAF ¥ & FELIT L7 UNORMAL [3~X— VENL TOHIFR R EE,
AN RFGT —ZI1I A=V TEELZY, Ry 7 RABRELEZDV T Z ks, 22
TEERFOLRENEL D Z LR LN EOHELLT OBRIEMNFTHE,
- HilB®
FDAX v UEEEFEIT LT UNORMAL £ X TV U.ADMINISTRATOR (X% DEEFHL DY
a 7 EHIRT SN TE D,
s a b —0OBREE
LLT O#AER AT RE,
- Fll
0 a v —%3F4T L7z UNORMAL 23E1 Rl vl 6.,
- L a—
ZOat—%3%(T L7- UNORMAL 7' L & = —HlHE,
T, T E 2 —KRETIHLULT OBIENFIEE,
- D.FUNC OfRt
D2 —%2%E(T L7~ UNORMAL i3-_X— VBN CHAZEERT 25 Z & NA[HE,

- HIlBR
D= v — %347 L7z UNORMAL & X ) U ADMINISTRATOR (32D 5 7 ZHIRT %
TLENTED,

« T3 I AZEOSE
U.USER IZZAEHF DT 7 7 ADF ¥ BV ATRE,
77 7 2%Zf5 L= D.DOC TR v 7 R R FEEN D,
- 77 7 AREOLE
T LU E 2 —ERE, YL B o —REETIILLT OBRIEN AT EE,
- D.FUNC DR
FDT 7 I AEEEFEIT L2 UNORMAL (I — VHAL TREERT 25 Z & R A[HE,

- HilBR
FD7 7 7 Z%EEEFELT LT UNORMAL & L O U ADMINISTRATOR X% D 5 7 A Bl
TAHILENTX S,

- D.DOC DffFtE

DT 7 7 AREE & FEFT L7z UNORMAL [T~2— Y HANL TOHIBRATRE,
IRy I ARE SN T — 2 DG

Ry 7 ABEIFESINTZT — X2 LT Table 6-9 (7 7 7 A%Z1E DA 1L Table 6-8) IR L= T
7 ZEIENT LT3 - 1= HEDS AT RE,
- USB IZRfFENT=T — % DA

USB A E U NEEINT-HE., YU USB AEY FOTEDOHIALNTE D, AT
FEITV V MRAR Yy I ASDRIFNTE D, ZOMERITRIE SRV TOARFETTE, Web DA
VR T 2= AR EX Y R I NE OB TERNE DI o T D,

7.5. FRIP (BR#FIEHEEREE)
7.5.1. —ET— A2 HIR#EEE
—  xbied AHgREEEM: - FDP_RIP.1

TOE i3 HDD EORIBRSNIZCE, —FRIEH LWL OMAICK LT, EHEEHIBRE FET
52 ETHRFEROBMALZYIET 5, AEELILTOX A IV I TEITEND,
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(D). 7V bRAXF Y R EDY a TOET, EILE
Va TEITHICER SN D B STED D WVITE OB A 2 HIRT 5,

(2). HIBRERIEFEITHE
FBE SN CEZHIRT 5,

(3). BIRA VBRI ERDFIET HIE
(1), QOHIBRFEATHICERNA 7 SN THIBRMNZET L TR L TREFERN/TFET 54, &
JRA VR ZEN D ZHIRRT D,

EEXCBOWTEZALT —¥, EXATREIE, HDD 7—# L& X HIBREIE O BI{ERR EHRE!

& > C U.ADMINISTRATOR 23 ET 5, AHEREE LT ONFIILLTOM®Y Th D,

Table 7-6 —F7—3 L REHIRMREDORERTE

X E NE (EEBXENET XX A7 LZDIERF)
Mode:1 0x00 CT—[a] L&
Mode:2 0x00, OxFF. 0x61 DIEIZ E&E X 24TV G 5B 2 BiiE

7.5.2. T—RA L HIBRHBEE

—  XIET S HREZE M - FDP_RIP.1, FDP_ACF.1(a)

U.ADMINISTRATOR (3 HDD LO®E /g7 — % # &te7 — X I 2 LESHIREZFETT D
ZEAHED, ZHIC HDD EOXTEHETHIBRS W0 FEROBHASYIESh D, EES 2B
TEZALT—¥, EZATEET, HDD 77— L& HIREREEOBIER EMREIC L - T
U.ADMINISTRATOR 238 E ¥ %, FIHERETE & T ONEIZUUT O@Y TH 5.

Table 7-7 T—AELHIRBREDOBERTE

FH EEEXEINDT XA T L ZDIERF
Mode:1 0x00
Mode:2 L3 = &3 = 0x00
Mode:3 0x00 = OxFF = &l = W3E
Mode:4 HL# = 0x00 = 0xFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = #l&
Mode:7 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = 0xAA = f&iF

7.6. FI1&A (G AIREEHERE)

—  xbET AHEEENE - FIA_AFL.1, FIA_ATD.1. FIA_SOS.1(1). FIA_UAU.1. FIA_UAU.6.
FIA_UAU.7, FIA_UID.1, FIA_USB.1, FTA_SSL.3

TOE X TOE 2FIH L &L 9 LT 23EFENHFRFAIAZETH S Z & 2FHAE LTS L 7-ikBIEREEERE
PESTHEEL ., FARIAE & SN2 TOE OFAZHA 45, #kBIREEREIL. TOE
B & 25355 nwft%ﬁ5ZMLL.:Eji‘tk%*E@nuﬁ*f—/\%ﬁﬁﬁfféﬂiﬁﬁ NFREEFRNFHET D,

Table 7-8 BREAR

BT SRR I ATI T RE TR BRI SFR
AT PRI ALIR O FIA UID.1
BRI B L AR O TR
SNER Y — N\EEE FIA_UAU.1
777 AZAE
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TOE DIRREMERR I L OFRFOHRE

¥ FEEHFROFREIL UADMINISTRATOR 31T 9, ARFRIEH R & AR — 383
FRIIW T & RERCECTHZ N TE D, MENEDT> TWDEEE, FIH
FHLIZEL S0 HFREMERT S D)vE UADMINISTRATOR 2% ET 5,
U.ADMINISTRATOR 75 5 DFRFE T 2O i & FIRE & 5% & L 7= F & 13RI &
H & RGN A BRI 5,

F72. TOEIIAASNI/RAT — Rz “%” & LTERRTDH, FIA_UAU.7,
IblIZu A U RAY — ROEFEORRICITHRIELERT 5, FIA_UAU.6,

FAIFREES RSN L7256, YEAMAE 2 Y74 5 7 m & Z12iL User ID, Group ID, Allocation

Role ##%&7 %, FIA_ATD.1, FIA_USB.1

& 5612, TOE [TREFEMHEM T 2" AV — N2 U TOMmEZ -9 b DOICHIIRT S Z & T, 5ED
BWARY — RBRESND Z L 2Bkt 5,

Table 7-9 IRRD—F¢SE

PIE eSS SFR
=7 TOE (X FREDEEE# /=T /AT — FOHhEZ T ANLD FIA_S0S.1(1)
PRAT— R <A 8HTLLE
« SCFE 1 94 SCFLL B 5 IR ATRE
M AN O F—OXFET TRER STV,
NRAT— R @ ERT 6. EEHOMEPBUEREINTOHEE AL
AN

o, WEEN KR LT-%E . TOE XL T OB 21T 5

Table 7-10 BBEELMBFDME

PIE AP SFR
= v e L 7o EER MBS, U ADMINISTRATOR 23#% & L7 fBIZE L7254 | FIA_AFL.1
INAT— R RREZAF1IET 5,

X HRE U.ADMINISTRATOR |2 X 2% EEOZEEIZ L - THEife L 72 i8RE R EIEK
@%Eﬁl NREMEBZTREICR S TGS bREE L1 T 5,

EHE ORFEPMFIE L2564 TOE oREIE 41T 5 Z & T, téﬁkﬁfp
O EEEEFRAE O BRIEES IL AR PRIFRIRR T N2 RRE S 4T 2 e fi] 2 Rl 1% (238
AEFE L 2 fRER S 2, THLSA OB EIE, BEE DSFRAERIEI R O LkaE 2
EATT 5 Z & TRAHE I 2 f#FR T 5,

I BT, BAERGES N2 — T OBEN—ERFR R WIEE, Ty a v 2K T35, dFEMIELLT
DY Thb, FTA_SSL.3
Table 7-11 WEEEav DT

PIp= tova KT 55

R L AR K DRENTET | A— MV &y MERIZ ISR
LT, A—FVty b | EESNTEY, BEENET A6
R K-> TIRFES N D I
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i L= 5 a

Web Connection BB L DB ET | BB 77 U R T3 R R R
LThb, BEIRZ7 U N | EENTEY, EHENEE A
WEHIT & o TIRIE S 4L72iF
i L= %a

Data Administrator ASEREIC L DAL T | B EE

LChyb. 60 4rfElfgiE L7z

BE*
TYLHE RT AN, INHIZONTIE, ZERESh 7B oz
Ty A TAHT AR, BELDSE TR T L7205

728, wEET T g AR,
BB, 77 7 AZIEOEE RV L
j—'fif‘ ‘)OD%B)#‘%%IJMA :&73)??302‘%5

BIKIEHROZ 7 m— Fip CRF 2 50 2 B8 L 7R

7.7. FSEPARATE_EX INTERFACE (M4 & 7 = —RX 5 BftkaE)

—  *HS7 2HEEZE A} . FPT_FDI_EXP.1

TOE [ ZEFEREIFRN O DO ATNERE 7 7 7 A% L ZERZWEEE D AIZIRET 5 Z &2 & Y EEEE]
BNODERAZFIET DL EHICRET 7 7 AOBEHFHRELEEILL TS, SHIZUSBA 47 =
—RABELNEA L H T 2= A D AN EF D E F Shared-medium Interface ~#5i%9 25 Z &%
TERVWEIEL 2> TV D,

7.8. FSELF_TEST (B2 7T X MH#E)

— KIS DHEREEME : FPT_TST.1

TOE i3FEH DT —# 2 L Tk v . EIR ON RICHE BV — F& > THRMIEA T — 2 D
BEZITO, THICXY BEEHOT =2 PNEL ES SN I L 2R T 5 L TS Y—FD
FEEMEZRIET 5 & & b IZ HDD B 5{vére & TSF 172 — FOEFEEL RIS 2 ire 2 1R at
%, S HIZ TOE IXEJR ON Ke il Y 7 k f7:n70)/\y?/11ﬁ%§+% L. fi#k L CWAHIEE D—F

N

%EEE 195 Z L TTSF ET2— FOZEEMEEZREAET D, 5LV — RebONZHl#EY 7 o =70
EYEREEIZIB WV CREEMEOERI R S 25E ., TOE FRIEASFVICEE 2R L, BEEX%
BEREPRAYAR

7.9. FMANAGE (%2 ) 7« EEHEE)

— xS AEEREE: - FIA_S0S.1(1). FMT MOF.1, FMT MSA.1(a). FMT MSA.1(b).
FMT MSA.3(a). FMT MSA.3(b). FMT MTD.1. FMT SMF.1. FMT SMR.1
TOE 2L T OB B 2 1249 5,

Table 7-12 &k
B PRRERE N2 =g
X2 VT 4 HLRREDOE | BXx =2 T kiR EOA ML, ELbE | UADMINISTRATOR
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HRRE T2,
o — RGO BT EERE | SRR ROREEIT . U.ADMINISTRATOR
HDD 5 —#% LEX K% | HDD ¥ — % L& X HIBRERE DB ERE U.ADMINISTRATOR
REDBER EHERE (Mode M E) #1TH
Ao i SRR RE Bd o 7RO @EORE (EF &1L | U.ADMINISTRATOR
S LEEEE) ., B e S EFEAHL - HIER
2179,

EEHET v 1V E BRRE BEREHRERTE (BERTHAOER) U.ADMINISTRATOR
o— P E R TOE ~® = —H¥ D&k, HIFk. B (Group | U ADMINISTRATOR
ID, #RR) Ok - AR - HIFREIT O,

2—FEHIRT 25834 — A O

AR Y 7 REIBR Y 7 ANZERT 50

HIBR9 2 A& ®IRT 5,
o—HID, #F ID »—i§ | User ID. Group ID O—KF|fAfE1E, £ | U.ADMINISTRATOR
FIFRE L - fRBRESRE 1T,
IRYED W H LR RE TOE|ZD.DOCE L UD.FUNCHOEF=V | 2L

7 1 @M% Table 6-15 (2~ L7238 ) #1EA(L

T5, 2otz nsod T2 b

DARIFIZIB 220 Z oYL

AT DHEREIXTFEL 2,

¥ 72 TOE (Z FPRT,F.SCN,F.CPY,F.FAX,

F.DSR ® &% Table 6-16 O Y FIHA/L9

5, ZOPEHLIEIIN LA T V2 D

AERFICR 222V, Z O BB A

T DHEERIAEAE L2,
UNORMAL ®r 7 A > 7% | UNORMAL O 11 7 A XA U — RD%4% | U ADMINISTRATOR
2T — N DB GRHERE 2179,
UNORMAL ®wua 7 A X UNORMAL ®ua 7' A /)N AT — ROEE U.ADMINISTRATOR
AT — N DR FEERE 2179,

HEDRAT— REEETD, U.NORMAL
HRAT — ROXgE - & | MR T — ROk - BEEZITH, U.ADMINISTRATOR
TR
U.ADMINISTRATOR ®» 1z | U ADMINISTRATOR 73 & D<A U — | | UADMINISTRATOR
TA U NAT— REFRKEE | #EE T 5, (LEHARHCOHEIHE S

NTNDTD, REDOHREIZ R ,)
BELY — RORE - A% | HDD WFS{LE CEH T 2R 540 & | U ADMINISTRATOR
BERE ERDT—HTHLHWELY — RERE -

EET D,
REI 1 i D 25 T RE RAERERET D, U.ADMINISTRATOR
A= Uty NEFOEE | A=tV kv NEFHOEFEEZIT, U.ADMINISTRATOR
e (TG AR PIHIES R E S TS 72

B, BRIEDOHEREIZRN,)
BEin 77 v NEMOETE | BEn 77 U MFHOETEIT O, U.ADMINISTRATOR

PR RE

(T HFFRHCHIHIEN R E SN TN D12
O, REDOHREIT 2 V,)
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PRI BB O T | RAERME S EEE AR T 5, U.ADMINISTRATOR
HE (FIHE 3 NRESNTWBEZD, BRED

BEREIZ 720 ,)
S — FERERRET — % | SMERREY — NICBAT A ET —F (UM | U.ADMINISTRATOR
DE G - FEEHERE = "BFBT D RAAL V&R EERET)

DX - EEEITH,
EHHRIEOBRIERIL MR | E TR B ERE L MR 2 AT & U.ADMINISTRATOR
R DS g RE %, (THHTTRICHIHME (547 BRES

NTWDHI=, BEOHKRRILARW,)
OG- B - HIBRKE | S ORE - BE - HIBREIT S, M ZH] | UADMINISTRATOR
= 256, YA O I V—T Ry

7 ARy 7 ATERT L 0EIRT S

IR T 5,

U.NORMAL @ B & D& | UADMINISTRATOR 73Fr @ &8 % 247k | UNORMAL
HE > 2 g R E LTV UNORMAL X, /SR A0 5

Wb Tu J A 4 HRHZIE LW ID,

FH/RA T — R CRRGERR YT 5 2 kfﬁ%@

PrBE e 2 56k 9 5,
U.NORMAL Ofi@#ifa% | UNORMAL OfiE# (Group ID) %% | U.ADMINISTRATOR
# - AR k- EET D,
PNRAT — RAR—FEOWE | "AT— FAR—HKE#HEZWHET S, 2 | UADMINISTRATOR
FR s FVRY 7 2ADT 7 ABEILBRIE SN

D,
RAT — RA—HKESEE | AT — FR—HKEHBEHEZ2EE T 5, (¥ | UADMINISTRATOR
OISR RE HUE 3 BERESNTWD 20, RIEDHEHE

IE7e0,)
FRERMEIE (EERE LS MHQE&@%I (BEELSN) BEET D, U.ADMINISTRATOR
DI EHEHE ZHIC kG RE D 1 v 7 MR S H

e
NRAT — FHEFIOETRRE | 2T — FROORE - BEEITH, U.ADMINISTRATOR
Iy NT—7REDOES: + | Fv hU—275%E (SMTP % —~3, DNS ¥ | U ADMINISTRATOR
YA RIS —ROIPT7 KL &, A— FERS MFP

D IP 7 KL A, NetBIOS 4. AppleTalk

TV BB ORE - EEEITH,
KT D Bk - BFERE | BEFERE (A=K HEEDES) | UADMINISTRATOR

DXFEk - BEEEITH,
ZET 7 7 AOERICHET | BT 7 7 AOBRICHET 2R EETTH U.ADMINISTRATOR
R E D FEREHE
7Vl b eFaUT 4 | ATV bEXa VT 4B (UserID . | UNORMAL
Bt (User ID, Box Type. | Box Type, DOC PASSWORD, Permission
DOC PASSWORD, Role #Br<) DOZERE - HIBRZ1T 9
Permission Role Z <) @
EHRERE
FTx vF2VT 4 | ATV bEFa VT 4B (User ID, | U ADMINISTRATOR

JEME (User ID, Box Type.

Box Type, DOC PASSWORD % [x<) ®
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DOC PASSWORD #[&<) | ZE% - Hl&E4T 9
O B RE

Y727 b ex2V T | VTV beEF2 YT 4B (2—VE | UADMINISTRATOR
BYE (= —VEEMEREIC L | BRI L 2B ONS, =—F ID, &M
LEBOMNEG, 2—PID, | ID o—KEFAEL - f#Ex, BOX

ERFY ID o —BFI s 1L « f# | PASSWORD, DOC PASSWORD % [#:<)

4. BOX PASSWORD. DEF - BIFRELT 9
DOC PASSWORD # <)
OB RE

ATV 2 bFXa VT A BHEOERIIA T 27 FOHIBRBLORy 7 A TOBETH B, 4
TVl MPEIRENDEZDOF TV 7 MFEINTWHREEBHIRESN D, BEIZOWTIE,
T ZIXENR > 7 A6 T N—T Ry 7 A~DBENL Box Type DZH & Box User ID 75 Box
Group ID ~DBEMEDER L1225, Ry 7 ANDA TV =7 b~DT 7 A7 5 NCBENE~DRT

(create) 1% [7.3F.ACCESS_DOC(EBEXETVAHIHEERE) ) (X5, BENIEREA v 7 AMD
HTETTE D,

BB, Y7V X2V T4 BHETH DS BOX PASSWORD, DOC PASSWORD O##:fE, A4

T2l bOEX2 VT 4 BETHD UserID, Box Type, DOC PASSWORD O#{EIZ TE 72\,

Table 7-13 %2l T4 X W/ RT—FEE#RE

(EgEilis N
X2 VT4 LEASART— | TOE FUTOMEEH T /A= ROAhEEXF 2V T 4 LEIRT— KL
RN HRERE LCZIFTAND,

i 8#TLlE
SCFAE : 94 SUFELL B DD 5 BIRATRE
Bl FA—OXFET CTERE L TO R,

Table 7-14 BYHRIRRT—FEBE#EE

B EERERE N
Ry 7 A2 — REHME | TOE ZUTOMEZHMIZT/NAT—ROAEEX 2T 0 LEASRy 7 AR
He U—RELTERITFAND,

Hid 8 #TLlE
SCEFE 94 SCFERA Lo s B IRIRATRE
FAI  F—OXFET CTHER S L TH R,

7.10. FSECURE_LAN (#w k7 —4 @{EFREMEE)
— XS AHEREEEM: . FTP_ITC.1
TOE 1% IT #22 & O@EIC BV CHREBLBIEZ1T 95, TOE Nt 2R EdEIZ To@y ¢
br, (BX=V T BLBRENEDRES)

Table 7-15 TOE Higft9 2B 1LE(E

W55k Zua kan EE7ATY XA

7747 ~PC | TLSv1.0,TLSv1.1,TLSv1.2 3DES(168 bits). AES(128bits. 256bits)
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IPSec 3DES(168 bits). AES(128bits, 256bits)
SMEBRRRE Y — /3 Kerberos v5 3DES(168 bits), AES(128bits, 256bits)
DNS #— IPSec 3DES(168 bits), AES(128bits, 256bits)
SMTP #— IPSec 3DES(168 bits). AES(128bits, 256bits)

Uk
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