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1 ST introduction

1.1 ST reference

ATl Security Target (BL T, ST L) ORI 4 Tk 2.

ST £ #R:

IN—Tg
FHATH:
FATH:
F—T—R:

Canon imageRUNNER ADVANCE 500/400 Series 2600.1 model Security Target

1.07
X /oA

2014/08/07

IEEE 2600, Canon, 3 />, imageRUNNER. iR, Advance, &%/ &k 86
B, e — TV T IR ELG T2 @k, BREE, TR, ns | 1
b, BxX T Vb, BT 4R, BT —F b

1.2 TOE reference

AHITIX TOE ORI #A ek 35,

TOE 4 #r:

N—Tg:

Canon imageRUNNER ADVANCE 500/400 Series 2600.1 model
13

[, A TOE IZU FITRTYZh =7 N—Fu =T K OTA B RS LD,

iR-ADV Security Kit-H1 for IEEE 2600.1 Common Criteria  Ver 1.03
HDD Data Encryption Kit-C
(Canon MFP Security Chip 2.01)
Canon Super G3 FAX Board-AM1(iF &5 /L3 A AIE %E)
Canon imageRUNNER ADVANCE 500/400 Series
Access Management System (5t A4 7 S a6 K Hi XTI A i)

1.3 TOE overview

TOE %, < Canon imageRUNNER ADVANCE 500/400 Series 2600.1 model >X\ )5 X L EHET
b5, Wi ET /L DO< Canon imageRUNNER ADVANCE 500/400 Series >(ZLLF D 32 (4-2) O#LE,

A AR—)L -

REL, FHREEZITHIZET TOE ThbH< Canon imageRUNNER ADVANCE

500/400 Series 2600.1 model >A35Ei% 3 %,
723%5. < Canon imageRUNNER ADVANCE 500/400 Series 2600.1 model >, H AEN TITIGESN

720N,

- iIR-ADV Security Kit-H1 for IEEE 2600.1 Common Criteria
- HDD 7 —#i5 (k¥ vk

T 77 ZR—R (iF &7 /IR 1E)

(Access Management System) *

1 Access Management System (37 A ¥ A4 a o TH Y . EBROREKEFHEIL, iIR-ADV Security Kit-H1 for
IEEE 2600.1 Common Criteria (ZE £i15, ZD T A & AKX CIHEREEHECTH D,
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iR-ADV Security Kit-H1 for IEEE 2600.1 Common Criteria (21, < Canon imageRUNNER
ADVANCE 500/400 Series >O il 7 vy =7 K O eX 2T 4 —F v oAU 2N E b,
HDD 7 —#i5 Bk —R %, HDD IZEHIS DT —Z 2K (V7 Ny =T & G te) 5 A b 35720 D
N—=RT =T THD,
Ty I AR—RIET7 7V A REZ T 5720 D/ N—RU =7 Th b,
< Canon imageRUNNER ADVANCE 500/400 Series 2600.1 model >(%, UL F D4 &4 o Protection
Profile(CL T, PP &%) . BLOED PP TEZRSAL TS 7D SFR Packages TERSAL TS
X UT A HEEE | SE R T HIENTED,

Protection Profile

- 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

SFR Packages

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A
- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
- 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A
- 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

- 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operationa Environment A

- 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment A

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

1.4 BREE B

K ST TIXLL FOrEGE - FHFEZE 35,
Table 1 —W&3E « FEE

&5 - G A

TUANAE R o —HERE. 77 7 AERE. U MERE, 2515 (Universal Send) B BE7 2 & & OF
RO AOZ L, ZNODOEREE 570, KEED HDD ki,

Y7 by =7 A=K =7 EEIEL X 27 ASBEDO R Z T 5V 7 =7 Thd,

BE L FOANAEEAER T HN— R =27 DUOESTHY, BfEF—LZ o F 1L
DORERSIL, T VAN EEE B ET DX SN A X —T =2 —ATH
éo

UVE—k Ul Web 7757055 LAN 2B L CF o2V EAHEICT 7B AL, T2 VE AR
OENMER IR DOFEZRRL T a 7 DEME, Ry 7 AT D8 E, KR TRENTX
HALE—T 2—ATHD,

HDD TUINEEBUIERESNDN—RTAAI DL, §ilHY 7 Y =T B LT, (Rl
G PENRFSID,

| 777 A T I AL EDEZIZEEITI- DO DAL 7L U T, BEERIR TlIel A Z—F
T DA =R T 7T ADI L,

A A= T AV FEAIAIA, TV, ZAETRE I L CTT VAN SN RS- B8 T —
&o
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W& RE - FAE

At

TURTVARA—TT
7A I

Ot — PV NEDOT a7 ORFINERSIL, PaTd B T THEREN I/ DHA A
— 77 A)L,

v—/

T 7R ARIEBSRE TR § 22— —DHERTHY , 2 —F =T VEHD
H—/LISEREM T B,

HOMUDEZESNTVAT 74 ha— Iz HAZ A — L ELTT 7 4
L — )L TCROLNTZT 7B AR REAZE B LI Filon— LV 2 El 3528
WARECTH D, T 74/ a— LT L FOe— L0365

Administrator/Power User/General User/Limited User/Guest User
Administrator =— /L &3 B HE 2 FI 9 D HEBR (8 BRAERR) 27~ 3~

EEH

Administrator =—/L 230 Y TONEHMERA AT 02— —,
PP CTEFKIN TS U.ADMINISTRATOR,

EwA

22— —7% TOE OHREZFIAL T EEBRIET RO = —F — DR
LA REIRDITEDT —5 (B LE) HMAEDELO,

LEOBIEIZIL, Giriddr, TV, At — 777 ZR(E | RAF, HIFRD DY,
2P ORIEIC LI Va7 DAR, EIT, 55 T £TO—HOMENTHh 2,

TUHNEERN TRV DN — Y —F =2 THY A A= T 7 AV EME
TS D,

AEY—52 15

ZIELT=T 77 AN 770 A% TV RN T AT LRy 7 AR TEL Tl <k
HEDZ &,

AT IR T A

T 7P AR =G5 Ty I ARE)—Z G LB LENMRGFSNDHETH
D, B LEOTVIREERENRETHD,

A— LY —/N—

FOIN O CHAA T X HE | 77/ AR A T
B BT —/S—,

2= PR —

2—H—ID L/XRAT—REDO 22— —IFRERFEFL, Zo T —I 2L T2—
P —FIEEA T — 3 —,

Firewall Internet 7>5PNEE LAN ~D B [H 72 00 DIEE OV AT L,

HA L —sR— W2 EREIZ A B TERY, Internet 241 LT, Network Time Protocol {7~
I DN A DA R DI LB TED Y — 3,

Ry araINaN YX T TV (R BT BEENT=7 VN T A RE A+ 54
VE IV FEDRZ L,

[ap’—) b —EREA R BT D E L DR EZ Y,

(777 T 77 ARSRER BN T DB E RV R,

(2% PEARIANTE B A L EEFE T A—ILTRLRARL PC OIF T4 NE —E~EET

HHEREZ BN T 28 E/ 2L EDORA L THH AF v LTI IRA L,
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W& RE - FAE i

{5 LA [ZAEPLA N ETZAT I A DA E ST EDRZ

ZAEN ALV, T7 IR T I AZAGENT=T 7 A N e — AR AFE T DA
THY, VAT LRI ABZ LR T,

UE—hUlI EDTZAZ | VAT LR I ANRAFSNC B LEL R T oo EE 75U E—M Ul &
roA ) DIRE
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1.5 TOE description

TOE %, 2" —HEHE - 7V MEHRE - 2415 (Universal Send) BfE: 7 77 ARRE | 777 A {SHERE, 728 %
B A THDH, TOE 2432 2600.1, Protection Profile for Hardcopy Devices,
Operational Environment A TIZLL FOXORFMHEREE LA EL TWD, (7 2600.1, Protection
Profile for Hardcopy Devices, Operational Environment A” clause “1.1 Scope’ 7>HD 5| H)

This standard is for a Protection Profile for Hardcopy Devices in a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. The typical information processed in this environment is trade
secret, mission critical, or subject to legal and regulatory considerations, such as for privacy or governance.
This environment is not intended to support life-critical or national security applications. This environment
will be known as “Operational Environment A.”

Figure 1%, TOE THDHT ¥/ ER< Canon imageRUNNER ADVANCE 500/400 Series 2600.1
model >OA 7 v armE e T 256 OBERERK THY EHLRWERIH L6
(213, REBREIIRRD5E 1305,

Figure 1 < Canon imageRUNNER ADVANCE 500/400 Series >

PG
#EXE X
oo B ) 1 REF—/\—
25 Vgp———a—v-mp— »
» 25 < ZileR
SroREE—
ST 70 RS RIE (BF A=) b
_ ~ «— 1775256 5
= o
WEAROH S \
«———————T7IRHEE \ ,z_{[,-aj-_,(_

(

S N I\ irewall
‘ ' Web TS o4

Figurel (23~ X7 f0E sk B R BE ClE, 7 VOV IEAHEITINES LAN ICE> TA— L — R — =
— P —FBREY—N—_ PC, Firewall (28 CHY, Firewall (22T Internet 2258 LAN ~D K
BEEBHNTWND, TUXNEAIEIT, B TtAAAT B+ X EE | 777 ARESCEFA—LVEEL
7201 777 2% G LT T AT A— N — R — T8 5, 72, PCEZHWTE T LEE TV,
RAE N 777 AE R AT HILINTE, Web 7 TV 9% PC LA A= 5L TF VA NAELHEY
E—MRETHIELARETHD, 72721, PC LTV MNATHG AL, #8727V 2 —RT74/3—% PC
(A A= LU TE T 20N H5, USB 77— 7 /LT PC ZE ST 52LT PC b EF LEL

2 CC Mz T DT ARNREE TlL, Web 777 %1% Microsoft Internet Explorer 8 ZFH L 7,
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TV RGTHIELRIRETH D, 72721, USB Hifii TFT VXA GG PC P USB 7 /3NA AIZT —
AEARFET DI EIT TERWIDICRE R IR E T 5,

F |2, TOE (34 A L — "—BIEME R B B2 B L CREZIRE 21T -720 %+B®1~4f»—mft4f»—
/\—&@dﬁa‘é TR O R RE AR L7209 D22 ATREE L TUD, ZD LI HERR
EABRBLIZRBWT, TUXVEAHEIILL T OEEZRI 422 LmM T D,

- = —HKRE

ML E LA T THRIAT, TV THIEIEY MCELE T T HHETHD,
- U MERE

T VNG ERENOE T LEFL PCLIEESNLEF LEFEHCEICT VM DR Th D,
- | T AAEHRE

AL H—F N ML TN 77V AEL TE T LEEZETORIETHD, | 77/ AZESNT=T7 74V
1. ZERHI TV RSN TIC U AT AR v 7 A RTFESND, RAESNTZT7 7 AV IR, EIR &I
UK, G, HIFRNRTED,

- Ty ARG HERE
77 7 AAFREN LT, BFLEEGZETIHRETHD, 777 AZEINTZ7 74 0%
ZEFFIIZTY P ENTICV AT ARy 7 AR TFESND, BRIESNTZT7 74 VIE, BER
XY b, EE HIERNTE D,

- T REEREEE
MCEA AT v L TAERSNT B F LERV AT AR I ARFESN TWAEF L EEL T 77 A
EETHHEETHD,

- 3%{E (Universa Send) e

L EL AT v L TAERSNIZE T LERY AT LRI AR EEN TODHEF LEL TIFF %3
PDF 7 7 AN TEFA—ILTRL AR PC DILEFE TNV — | T 7 A E 155 T DIk RE
ZDO
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1.6 TOE D&

TOE 2% 795 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A @
BURAMRZ FZE S D720 F D X572 TOE 2442,

TOE OB #aFH S in FRAVERFR L LA T @ Th s,
1.6.1 TOE O¥)3aY&iEE

TOE |3/ —RU=T /7 =T DR SN T DA NVE A ThHD, WERRIEHIZLL T Figure 2
\RTH ThD,

Figure 2 TOE /
TOE:
, Canon imageRUNNER ADVANCE HDD
iF 500/400 Series
TOE TOE
TOE

HilfE > 7 7 = 7 1% iR-ADV Security Kit-H1 for IEEE 2600.1 Common Criteria & L CiEflt a5,
A Nn— K7 =7 & iR-ADV Security Kit-H1 for IEEE 2600.1 Common Criteria % Ah¥CF V% /L
BEBAKLET D,

TOE T %< Canon imageRUNNER ADVANCE 500/400 Series 2600.1 model > 137 3 % L A HEA
KICHE AL R — B, 77 7 28— REAREDEE LD Th 5,

TOE ZA& K T2 AR N —R 7 =7 T o< Canon imageRUNNER ADVANCE 500/400 Series >(Z(X LA T
DIALT T INED,

Table2 —AT A v T v 7—%&

iR-ADV500iF / iR-ADV500i / iR-ADV400iF / iR-ADV400i
KIF BT VL, 777 AR —RPMERELE i 270D,

TOE ICEENDHA X L AFLLTDOEY TH 5,

imageRUNNER ADVANCE 500/400 Series 2600.1 model e-Manua CD (USE Version)
imageRUNNER ADVANCE 500iF/400iF e-Manual
Access Management System Individual Management Configuration Administrator Guide
imageRUNNER ADVANCE 500/400 Series 2600.1 model e-Manua CD (APE Version)
imageRUNNER ADVANCE 500i/400i e-Manual
Access Management System Individual Management Configuration Administrator Guide
iR-ADV Security Kit-H1 for IEEE 2600.1 Common Criteria Certification Administrator Guide
Before Using iR-ADV Security Kit-H1 for IEEE 2600.1 Common Criteria Certification
HDD Data Encryption Kit-C Series User Documentation CD

Copyright Canonlinc. 2013
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1.6.2 TOE DihHEA&iH

TOE OimBRI&EFHZ LL N @ Figure 3 TR T4 (2 — W — | o — W —FRAE — /" — A=/t —/3—
PC. #A LY — "—%[FR<), TOE DX 2T AEREIX D E TRTE 5 ThHD,

Figure 3 TOE

PC

[ e Inl |

| LAN | | LAN | | LAN | | LAN |

| LAN |

PC

A

| | || oo

| | |

UsB

| | | ) Fax

TOE (% 1.5 = CHB L7 BEITIN % LL T O— ik EZ A T 2.
- Ul Bkge
=P = PEAE SRV 2 VT TOE Z#EL 72D, TOE 2 EAE/ SR VICERIRLIZN T 5,
- HIBgRE
TOE M #CHFAH /175,
FeFrIA TR
TOE 3 3HE A AT 5,

TOE IZ. LA F O EX 2T 1#texH 45,

Copyright Canonlinc. 2013
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- :L_‘H-‘—nu nE*)%%
BRI D N LT T TOE BRHS WIS, EY e —Y—%5R3ET 5,

o —W—3BFEL, TOE N TR .JE?‘E)V\?::BM FEEANA D 2 — W —FBRE Y — X — & W CRERET 54+
Bnu nE%‘H_T I\Té ﬂ‘mlgnun j‘z)nu nEjiJQ X KefberOSnu an:%L< X LDAPnu nE“%FHl/\}:)

- DaZ ETT 7 e AR

RES N e —H —DHERRIN DT DX NAE AR OBERE R EIT TERWIDIIL, 22— —Dur—1|Z
U TR TR BE D FEATE T )55,

- AT T A EE

BALEYa7 izt LT, PV hReola 7 Ty o BV EOBEEL a7 A LT — P —(ZHIFR T
%6

- ZEVa TR
xm L7=a7 ® LAN ~OEEk % ET 5, 777 ATA L B LU i3 57-012, 777
ZAET a7 DEREE IR 5,
- HDD 7 —X5e42iH Lihe

TaZ FATRHNERE NI A A=V T = F RSN D2 L2 i<TeoIl, HDD OFkfFA A= T
S EESLCGERNETD

- HDD 5 =o{bikne

HDD B{EDFFH £ LI, HDD & HDD 7 —# 5 5t — R &8 TR 20 HDD 5 — 4~
DT 7B AT HEBNF LT H72012, HDD 7 — X 5 bR — R, fE:RIE ST U2V A8
AR, BT /5?/1/@ *%ézlzfzttot HDI HDD 727 AEH 35, X512, HDD
F— A DRV AR T D202, HDD IS DT R COT —2 %1 5115

- LAN 7 —2{rikne

LAN 7 —F D IP /37y MDD A=y 7 7V TR EL TIPSy M IPSec I THE k35
- HOTAMERE

FEOEX 2T MHERENIER ThHIeh | AX— Ty T REHRGET 5
- RO HE

22— P —DEEL R CEAHI0IIn /B E L, HDD WIZRIFET DHERE THY, IR FSIN-
ARG ARE, BB CEDI0I1CT D

07\ ZEREREND B FFE #IX. TOE 2»DitfitEns, TOE @ H W& HiL, FHEEEE ORI A, HLAUX
HA LY — R —INGIEMEZ H B2 B U CREZ R 2 L TR ES LD,

- EPRERE

AP —Rm— L E Rk BRI D720 Do —F — B RE L A AR T 2 U T o B RE AR B B
FTHIZODT NAREERERE THY | LHITEBE OB ERIRESN TS

3 CCiHilc BT 5T ARBREE T, Kerberos 583EE L T Active Directory Domain Services %z L 7=,
4 CC iz #1357 AMREE Tk, LDAP #FELL T eDirectory 8.8 SP7 Z#F| L7,
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1.7 TOE ®D=—H%—

TOE ®=—#— (UUSER) 1%, AT O 2 EDO 2 —F —|ZHFETX 5,

Table 3 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or al of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
EPEIL. User Data, TSF Data, Functions ® 3 fi T 5,
1.8.1 User Data

User Datald, ==—H¥—IC k> TIER ENS TOE Dt F = U T 4 MEEICIZEE A2 5 2 70T
— X ThY . LITo2FfEICOETX A,

Table 4 — User Data

Designation | Definition

D.DOC User Document Data consist of the information contained in a user’'s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Datalt, TOED X =T 4 HRBICHEL 5257 —4THY, LATO 2 FHEIZHHE
TE 5,

Table 5 — TSF Data

Designation | Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.

Copyright Canonlinc. 2013
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A TOE T TSF Data%z L. F o Table 6 (1279,
Table 6 — TSF Data B &L
AT | TSFTF—# AR BRIFS
D.PROT | = —#—%, a2 — YR PRI EE TR T 5 = — Y — 5 | HDD
5
m—)L 772 A HEEERE TR 35— — DO HERRIE ) HDD
Oy 77K | vyl T U MERBOREFRTHY, vy 7w~ | HDD
— X E OHREEE T v 7T 7 NREEORETE )
NAT— RRY v— | 22—V —FBFHERE CRIH T 5 /32U — RO EN | HDD
X IE HMTHY., PR T—RE, EHTREXT. A
G IR T 2 HIHI OF E N
F—hr 7 ) TERE BERRX LDy a A LT 7 NORHERTE | R #E %
15 AEY
H AR AR E H £} & ReZl o E 1 RTC
HDD 2 &M £ E | HDD 7 — ¥ e M EERER EEHR TH Y MEDAH | K 3
HENALIZ B3 5 3% EE i AEY
IPSec i & LAN 7 — Z (REKEEICBE T X ETHR TH 0 | HEE | R %
DA NN BE 3 5 5% &1 H AEY
D.CONF | /XA T — | a2 — Y BRI EE TR 9 5 = — Y — D FREE | HDD
15
A=/ o JERE ARSI Er S HDD
Ry 7 ARGRES & BN a7 T 72 AR EE CRIH 3D A7 LK~ | HDD
JASNDT 72 A THHT 5K v 7 280K
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1.8.3 Functions
Table 7 12 =31 BE
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2 Conformance claims

2.1 CC Conformance claim

Z® ST 1%, LL F® Common Criteria (LL T, CC &M&3) IS T 5,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL3 augmented by ALC_FLR.2

2.2 PP claim, Package claim

ZO ST L, BLF O PPIZiE AT 5,
- Title :2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
- Version : 1.0, dated June 2009

ZD ST X, LLFd SFR Packages # 4. 1BI1TH5,
- 2600.1-PRT i &
- 2600.1-SCN i A
- 2600.1-CPY i A

oy

oy

- 2600.1-FAX jii

- 2600.1-DSR i
B

- 2600.1-SMI B0

op

op

- 2600.1-NVS

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical document
output.

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as scanners, paper-based fax machines, and
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MFPs) that perform a scanning function in which physical document input is converted to electronic document
output.

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a copy
function in which physical document input is duplicated to physical document output.

Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile (fax)
transmission, and a printing function in which a telephone-based document facsimile (fax) reception is converted
to physical document output.

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as MFPs) that perform a document storage and
retrieval feature in which a document is stored during one job and retrieved during one or more subsequent jobs.

Title: 2600.1-NV'S, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operationa Environment
A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for products that provide storage of User Dataor TSF Datain a
nonvolatile storage device (NV'S) that is part of the evaluated TOE but is designed to be removed from the TOE
by authorized personnel. This package applies for TOEs that provide the ability to protect data stored on
Removable Nonvolatile Storage devices from unauthorized disclosure and modification. If such protection is
supplied only by the TOE environment, then this package cannot be claimed.

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products that transmit or receive User Data or TSF Dataover a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide atrusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied by only the TOE environment, then this package cannot be claimed.
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2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products.
The functions that are allowed, but not required in any particular conforming Security Target or Protection
Profile, arelisted in Table 7:

Table 7 —SFR Package functions

Designation | Definition

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic
document output

F.CPY Copying: afunction in which physical document input is duplicated to physical document
output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based

document facsimile (fax) transmission, and a function in which a telephone-based
document facsimile (fax) reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs
F.NVS Nonvolatile storage: afunction that stores User Data or TSF Data on a nonvolatile storage

device that is part of the evaluated TOE but is designed to be removed from the TOE by
authorized personnel

F.SMI Shared-medium interface: afunction that transmits or receives User Data or TSF Data over
a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency
wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being performed.
The attributes that are allowed, but not required in any particular conforming Security Target or Protection
Profile, arelisted in Table 8:

Table 8 —SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.

+NVS Indicates data that are stored on a nonvolatile storage device.

+SMI Indicates data that are transmitted or received over a shared-medium
interface.

2.4 PP Conformance rationale

TOE 1%, 7V NVEAHO EEREEE CThHLat — TV AX T 77V ADEREIZINZ , VAT A
Ry 7 A, HDD K5 SALHERE . LAN 7 — & DI 5L B RE A 2 T 5287070, 2.2 % D PP claim, Package
claim ([Z517% SFR Packages (2 &322 &30 Th o,

A ST TiE, EDSR 133 AT LR v 7 A% 77T,
LUz, EFE 7180 SFR Packages # @& L7= PP & Z @ ST Z ki L T <,
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F4°, Security Problem Definition (ZBI L C, PP & ST %9 5L, LLTFD OSP 21U & DB MLT

WHLSMIIRIC T 5,

P.HDD.ACCESS.AUTHORIZATION
ZHUE, EHBREAHL QDO TIHARL, TOE ZHiIL T % OSP Tih o,

=N G W NN 5 VA R
- STO®X 2T AREERE =TT X COTOEX, PPOEX2U 7 (i iH
- PPOYEX VT A E R A= T X COEHAREEL, STOBX U7 (73 &E

EFRLMTZL TS
ELTE-L QD

RIZ, Objective IZBIL T, PP & ST #thikd 5L, LU T D Objective Z U & -DIBINL TWDIEANEIF
CThH5,

O.HDD.ACCESS.AUTHORISED
ZHuZ, TOE Zfil#IL T\ 5 Objective Tho,

T L ARAL T 5,

- STOTOED &2V T A/ % 7 #2729~ CHOTOEIL, PPOTOED & 2V T (% K 7 #tbiiT=L
Tn5

- PPOIEMBREED X2V T %R Et a7 3 X ToOE BRI, STOEHLR
Wik ans) e NGRS

BovxaT %)

2, BEREZERICB LT, PP & ST ZLbikd 5L, Table 9 ®LHIC 7 D SFR Packages "
RTOBAEBELRICHIEL T, SHIC ST TIHEREESENSH TS,
Table 9 —PP, ST TOMRREGXIIEE

PP_Package PP ST

Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG1 FAU _STG1

Common FAU_STG4 FAU_STG4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)

Common FDP_ACC.1(b) FDP_ACC.1(exec-job)

Common FDP_ACF.1(a) FDP_ACF.1(delete-job)

Common FDP_ACFE1(b) FDP_ACF.1(exec-job)

Common FDP_RIP1 FDP_RIP1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA_USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)

Common FMT_MSA.3(a) FMT_MSA.3(delete-job)

Common FMT_MSA.1(b) FMT_MSA.1(exec-job)

Common FMT_MSA.3(b) FMT_MSA.3(exec-job)

Common FMT_MTD.1J(FMT_MTD.1.1(a) | FMT_MTD.1(device-mgt)

Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)

Common FMT_SMF.1 FMT_SMF.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1
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PP_Package PP ST
Common FPT_TST.1 FPT_TST.1
Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP_ACF.1 FDP_ACF.1(in-job)
SCN FDP_ACC.1 FDP_ACC.1(in-job)
SCN FDP_ACF.1 FDP_ACF.1(in-job)
CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF.1 FDP_ACF.1(in-job)
FAX FDP_ACC.1 FDP_ACC.1(in-job)
FAX FDP_ACF.1 FDP_ACF.1(in-job)
DSR FDP_ACC.1 FDP_ACC.1(in-jab)
DSR FDP_ACF.1 FDP_ACF.1(in-job)
NVS FPT_CIP_EXP1 FPT_CIP_EXP1
SMI FAU_GEN.1 FAU_GEN.1

SMI FPT_FDI_EXP1 FPT_FDI_EXP1
SMI FTP_ITC.1 FTP_ITC.1
Common - FIA_AFL.1
Common - FIA_SOS.1
Common - FIA_UAU.7

NVS - FCS_COPR1(h)
NVS SMI - FCS CKM.1

SMI - FCS_COP1(n)

SMI - FCS_CKM.2

NVS - FPT_PHP1

PP TiX, FDP_ACF1@!iZ&\ T, +FAXIN/+DSR @ D.DOC @ Delete, +FAXIN/+DSR @ D.FUNC
o Delete [Z %13 % Subject # UNORMAL & LC\ % 2%, ST ¢l FDP_ACF.1(deletejob) 2 34 C
Subject # U.ADMINISTRATOR & L, UINORMAL ® Access Control rule Z [Denied) & L CTW\%,
F7-. PP Tl¥. FDP_ACC.1 |25\ T, +FAXIN/+DSR ¢ D.DOC @ Read |Z%f3 % Subject %
UNORMAL & LCW5#, ST Tl FDP_ACC.A(in-ob)IZ T, Read (Z%4 % Subject %
U.ADMINISTRATOR & L. U.NORMAL @ Access Control rule 2 [Denied] & L T\ 5,

Lk U7z ST OBREZ 4D EN V) 117 1% Delete <> Read FIHE7: Subject D% % 5, UNORMAL O
7 7 & A A[RE7e Object & 72 < 3EIV £+ TH v | PP OBEREZH: L 0 HHilIRAYA T 7 & A 217
")Tb\é &%X‘.éo

PP TiX. FDP_ACF1(@iZEB T, +FAXIN/+DSR @ D.FUNC @ Modify [N IR ) Subject %
U.NORMAL & LT\ % 2%, ST Cid FDP_ACF.1(delete-job)l= 31 T, Subject % U.User & L. Access
Control rule %2 [Denied] & LT\ 5,

ST OSEEZADEI Y AT IX MEREDOFIH &2 & D Subject IZHF RN E I I THENVfHTFTH Y,
PP OEERESE L v B HIFRAY 72 T 7 & R 2T TWAH EE X 5,

UUEOBH LI ST TS TWad SFRIEL, PP TREAR SN TWD SFR LV TRHFEEIT LY
HlfRAY ] THDHEWR D,

B~ T, LSRN T 5,
- STOSFRZi7-9 9 <~ THOTOEIL., PPOSFRb i 7-L TV %
F7-. ST ORFFELRT PP O AE B RIL Th D,
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PLEZEY, 20 ST 1% PP IZHHEL T, TOE (2[RI L EOHIRAZFRL . TOE OEHERERIZFRZELL T O
HIRBAFRL TV 5,

WE-ST, 20 ST I PPEHHFEEEAS L TV,
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3 Security Problem Definition

3.1

3.2

Notational conventions

Defined termsin full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v™) place at the intersection
of a row and column indicates that the threat identified in that row is wholly or partialy
mitigated by the objective in that column.

In tables that describe completeness of security requirements, abold typeface letter “P’ placed at
the intersection of a row and column indicates that the requirement identified in that row
performs a principal fulfillment of the objective indicated in that column. A letter “S” in such an
intersection indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement
name and purpose indicates that the requirement performs a principal fulfillment of the objective
in the same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.In specifications of Security Functiona
Requirements (SFRs):

Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the origind SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria Part
2 or an Extended Component Definition, but which also must be completed by the ST Author in
aconforming Security Target.

The following prefixes are used to indicate different entity types:

Table 10— Notational prefix conventions

Pr efix Type of entity

u. User

D. Data
F. Function

T. Threat
P. Policy

A. | Assumption

0. | Objective

OE. | Environmental objective
+ Security attribute

Threats agents
This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.
3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.
Table 11—Threats to User Data for the TOE

Threat Affected asset | Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOCALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNCALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12—Threats to TSF Data for the TOE

Threat Affected asset | Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13—Organizational Security Policies

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF

P.AUDIT.LOGGING To preserve operational accountability and security, records that
provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or ateration, and will be reviewed by authorized
personnel

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment

P.HDD.ACCESS. AUTHORIZATION To prevent access TOE assets in the HDD with connecting the
other HCDs, TOE will have authorized access the HDD data.

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14—Assumptions

Assumption Definition

A.ACCESSMANAGED | The TOE islocated in arestricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.
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Assumption Definition

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’ s guidance
and documentation, and correctly configure and operate the TOE in accordance
with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4  Security Objectives

4.1  Security Objectives for the TOE

ZDETIL, TOED-+_R&tvXx 2T ¢ kEHFEHIE L TEoR T %,
Table 15— Security Objectives for the TOE

Objective Definition

O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
ateration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
ateration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE.
O.INTERFACE.MANAGED The TOE shall manage the operation of external interfacesin
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain alog of TOE use and
security-relevant events, and prevent its unauthorized disclosure
or dteration.

O.HDD.ACCESS. AUTHORISED The TOE shall protect TOE assets in the HDD from accessing
without the TOE authorization.

4.2  Security Objectives for the IT environment

ZOETIE, ITREOEX 2 U 7 4 xR FFHIBE L itk 4 5,

Table 16— Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted I T
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are exported from the
TOE to another trusted IT product, the TOE Owner shall ensure
that those records can be accessed in order to detect potential
security violations, and only by authorized persons
OE.INTERFACE.MANAGED The T environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3  Security Objectives for the non-IT environment

ZOFETE, FITEEOEX 22U 7 4 X RGEHIE L TRiik T 5,
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Table 17— Security Objectives for the non-IT environment

Objective Definition

OE.PHY SICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization, and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization, have
the training, competence, and time to follow the manufacturer’s
guidance and documentation, and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4  Security Objectives rationale

ZOFETIE, BX a2 VT &K ITEE (Security Objectives) DOARHLIZE L Citik 45,

Table 18—Completeness of Security Objectives

Obijectives
a)
w | 3
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o=
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[alNaR it
n|Q Qo:gs wiw|o
Ofw| W Im<ggo< A
R IEIRE IR A
=X a2z |3lg|2|S|ZIFD
- |_D:OLIJ|_|J<.mLIJL|J§§._UJ
w25 1215(C|T>6|ec|Q|3|2(2(u| <22
54<|<Q<Il—m@$|_omm_lon:n:<
< I N AE2z| o || gl < |H|H|x
I |OoOOD<<_|U o EISO L | S| 5| F
2121212(2|Z2|2||S|E|QIEIEIEIEI2IGZ|S
AR = T TR e i P e S e R Fe R N A R = A
QIOIZ|o|Z|Z|W|lo|L|2|QID|ID|2|F|I|Z|0|lo|®
QlO|ID|x|Oolo|22|0|2|8|< (< |<|Zz|a|=|<|<|2
.. . QoL a0 02|uw|9 <L |w|w|lwu/=|w|w|w|w|.w
Threats. Policies, and Assumptions |0 |o|o|olololololololololo|lololololololo
T.DOC.DIS v vI|v
T.DOC.ALT v v|v
T.FUNC.ALT v v|v
T.PROT.ALT v vI|v
T.CONF.DIS v v|v
T.CONFALT VI vV
P.USER.AUTHORIZATION V|V
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING v VI ivi|vY
P.INTERFACE.MANAGEMENT v 4
P.HDD.ACCESS.AUTHORIZATION 4

Copyright Canonlinc. 2013
25




Canon

F7T H: 2014/08/07

Obijectives
[a)
| 3
=N
alo|=
W|w |
215 |¢ a)
QoW
DO %DCI— Wwiw|o
oWl [£|%(2al0]0|<
g5 B85 82121508,
=lxix a2z |n|32|Z|S|ZIFD
E_|<I<Q<Il—mwm|_oml.u_lon:o:<
< HAlATE2| 2|8 n|I<lglQ|< || H|H|x
A2 lololo2<|g| QI ELIOIL| S| 5| F
Sl1C1Z21z|Z|Z|< |2 EIRIEIEIEIRI2|IE |2 S|
Z|1Z|d|lelclc|c|w|E|E|Sala|a|F = (M 22w
lO|Z|o|Z|IZ|W|la|w(Q|2ID|D|D|F|I|Zz|ala|w
QO D |x|0|Q|@|2|0|2(2|I< |||z |=|<C <D
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Threats. Policies, and Assumptions |0 |o| o |o|lololololololololo|lololololololo
A.ACCESS.MANAGED v
A.ADMIN.TRAINING v
A.ADMIN.TRUST v
A.USER.TRAINING 4

Table 19—Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectivesand rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons

0O.DOC.NO_DIS protects D.DOC from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.DOCALT

User Document Data may be
atered by unauthorized persons

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.FUNCALT

User Function Data may be
altered by unauthorized persons

O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

T.PROT.ALT

TSF Protected Data may be
atered by unauthorized persons

O.PROT.NO_ALT protects D.PROT from
unauthorized ateration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization
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T.CONF.DIS

TSF Confidential Data may be
disclosed to unauthorized
persons

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.CONF.ALT

TSF Confidential Data may be
atered by unauthorized persons

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

P.USER.AUTHORIZ
ATION

Userswill be authorized to use
the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable codein the TSF

P.AUDIT.LOGGING

An audit trail of TOE use and
security-relevant events will be
created, maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains alog
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed

P.HDD.ACCESS AUT
HORIZATION

To prevent access TOE assetsin
the HDD with connecting the
other HCDs, TOE will have
authorized access the HDD data.

O.HDD.ACCESS.AUTHORISED protects TOE
assets in the HDD from accessing without the
TOE authorization.

P.INTERFACE.MAN

Operation of external interfaces

O.INTERFACE.MANAGED manages the

AGEMENT will be controlled by the TOE operation of external interfacesin accordance
and itsIT environment . with security policies
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces
A.ACCESSMANAG | The TOE environment provides | OE.PHYSICAL.MANAGED establishesa
ED protection from unmanaged protected physical environment for the TOE

access to the physical
components and data interfaces
of the TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of and
trained to follow security
policies and procedures

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.
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A.ADMIN.TRUST

Administrators do not use their
privileged access rights for
malicious purposes.

OE.ADMIN.TRUST establishes responsibility of
the TOE Owner to have atrusted relationship
with Administrators.

A.USER.TRAINING

Administrators are aware of and
trained to follow security
policies and procedures

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.
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5 Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Release 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_CIP_EXP Confidentiality and integrity of stored data
Family behaviour:

This family defines requirements for the TSF to protect the confidentiality and integrity of both TSF and user
data.

Confidentiality and integrity of stored data is important security functionality in the case where the storage
container is not, or not always, in a protected environment. Confidentiality and integrity of stored data is often
provided by functionality that the TSF uses for both TSF and user data in the same way. Examples are full disk
encryption functions, where the TSF stores its own data as well as user data on the same disk. Especialy when a
disk is intended to be removable and therefore may be transported into an unprotected environment, this
becomes a very important functionality to achieve the Security Objectives of protection against unauthorized
access to information.

Component leveling:

FPT_CIP_EXP.1 Confidentiality and integrity of stored data 1

FPT_CIP_EXP.1 Confidentiality and integrity of stored data, provides for the protection of user and TSF data
stored on a storage container that cannot be assumed to be protected by the TOE environment.

Management: FPT_CIP_EXP.1

The following actions could be considered for the management functionsin FMT:
a) Management of the conditions under which the protection function is activated or used;
b) Management of potential restrictions on the allowance to use this function.

Audit: FPT_CIP_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

a) Basic: failure condition that prohibits the function to work properly, detected attempts to bypass this
functionality (e. g. detected modifications).

FPT_CIP_EXP.1 Confidentiality and integrity of stored data

Hierarchical to: No other components.
Dependencies: No dependencies
FPT CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: media used
to store the datal.

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
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[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: media used to store the datal.

Rationale:

The Common Criteria defines the protection of user datain its FDP class and the protection of TSF data in its
FPT class. Although both classes contain components that define confidentiality protection and integrity
protection, those components are defined differently for user data and TSF data and therefore are difficult to use
in cases where a TOE provides functionality for the confidentiality and integrity for both types of data in an
identical way.

This Protection Profile defines an extended component that combines the confidentiality and integrity protection
for both types of data in a single component. The authors of this Protection Profile view this as an approach that
simplifies the statement of security functional requirements significantly and therefore enhances the readability
and applicability of this Protection Profile. Therefore, the authors decided to define an extended component to
address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since it is intended to protect data that are exported to storage media, and in particular,
storage media that might be removable from the TOE, the authors believed that it was most appropriate to place
it in the FPT class. It did not fit well in any of the existing families in either class, and this led the authors to
define anew family with just one member.

5.2 FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and process this
information before it is transmitted on another external interface. However, some products may provide the
capability for attackers to misuse externa interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of unprocessed data between different
external interfaces is forbidden unless explicitly allowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Redtricted forwarding of data to external interfaces, provides for the functionality to require
TSF controlled processing of data received over defined external interfaces before these data are sent out on
another external interface. Direct forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functionsin FMT:

a) Definition of therole(s) that are allowed to perform the management activities;

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role;

¢) Revocation of such an allowance.
Audit: FPT_FDI_EXP.1
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one externa interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i. e. without processing the data first) between different external
interfaces is therefore afunction that —if allowed at al — can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since thisis a function that
is quite common for anumber of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both user data and TSF data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: /ist of external interfaces] from being forwarded without further
processing by the TSF to [assignment: /ist of external interfaces.
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6 Security requirements

ZDETIE, TOEDOEXx = U7 ¢ F{f (security requirements) (2B L Criilk 95,

6.1  Security functional requirements

ZOETIE, TOEDO X = U7 1 FEREZ{F: (security functional requirements) (2B L TRtk 3%,
W, IR —F FERBIEROBEETD L A NADOBAD () EEIT, BV IELOBRIEEZRTIERB T
ZRLTWD,

6.1.1 —¥—FRIEHERE
FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an
administrator configurable positive integer withinfassignment: range of acceptable
valuesj] unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events).

[selection: [fassignment: positive integer number], an administrator configurable
positive integer withinfassignment. range of acceptable values]
L] an administrator configurable positive integer within 1 to 10

[assignment: /ist of authentication events]
. BE 2L LRV E— N Ul Zffislzn /A 31T

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
. met

[assignment: /ist of actions]
. 2y 77Uk
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes].

[assignment: /ist of security attributes]
. P-4, m—
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FIA_UAU.7
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FIA_UID.1
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Timing of authentication

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is authenticated.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

. IV Cad T IR aT 1 TR a7 DN

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedback]
*

Timing of identification

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is identified.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

] TVNoad Ty IARaT 1 T IR a7 DA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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FIA_USB.1 User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: /ist of user security attributes].

[assignment: /ist of user security attributes]
. =4, m—L

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes].

[assignment: rules for the initial association of attributes]
= L

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes].

[assignment: rules for the changing of attributes]
. 7L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time
interval of user inactivity].

[assignment: time interval of user inactivity]
. BB SRV B R L 22V REEDS | BOE e[t
FTA_SSL.3(rui) TSF-initiated termination
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: #/ime
interval of user inactivity].

[assignment: time interval of user inactivity]
. UE— b Ul ZHAE L7V RAEAS, 15 4y [l
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6.1.2 Tay ETT AR
FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
ogperations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]
. 7L

[selection: change default, query, modify, delete, [assignment: other operations]]
] query, modify, delete, create

[assignment: /ist of security attributes]
. o —/)

[assignment: the authorised identified roles]
. U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFF, information flow control SFP| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
. L

[selection, choose one of: restrictive, permissive, [assignment: other property]]
= Restrictive

[refinement]
L] TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles]
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
L] Nobody
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FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(exec-job)  The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACEF.1(exec-job) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: /ist of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFA,.

[assignment: /ist of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFF]
= objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20.

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U.ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: /ist of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U.ADMINISTATOR fo use a
function, a user that is authorized to use the TOE is automatically authorized to
use the functions [assignment: /ist of functions], [assignment: other conditions]]

. [assignment: other conditions]

[assignment: other conditions]
. rules specified in the TOE Function Access Control SFP in Table 20
governing access among controlled users as subjects and controlled objects using
controlled operations on controlled objects

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U. ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
= L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].
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[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects]
= 7L

Table 20—TOE Function Access Control SFP

OlgEEr Attribute Operation(s) | Subject | Attribute | Accesscontrol rule
Object P _ B .
Poijr?tcer sV n—L Object ? J& (2 %f L C Subject
(%7 7V k) +PRT L vaT & U.USER Dr—/L7% Operation Z 2 AT &HL
17 ) fer—/LTHD
. 5 — . - .
ngr?tcetr ZFIH o Object @ J&M:1Zxf LT Subject
(o —| +CPY L Uar ® U.USER Dr—/ L7 Operation ZFF A SH
T ) Fza—/LCTho
Object D m—/) _ B _
Poijr?tcer ZFI Object @ J& M IZ%FL T Subject
(A% +SCN Ui sra ge | USER (DE— L7 Operation ZFF AT
17 ) fer—/LTHD
' —L
Sc?ricetr W;? o Object @ J& 1125} LT Subject
(7772 +FAXOUT Ui oaT g U.USER Dr— 173 Operation & 7F A &1
17 ) Tea—/LChd
Object > n—/)L ] - _
+FAXIN Poijnter ZFI) Object @ & MEIZ%F L T Subject
{5k +DSR Uiy | VUSER Dr—/L73 Operation Z 7T W[ &4
7 B 7-a— L Thb
Object D 7—/)
VT—b UL EDI | +FAXIN Pointer 21|/ U.USER Subject O rr— 173 Administrator
EhLA1] +DSR L7-YarE | T Operation 73 A HE
17

6.1.3 BATaT TR

6.1.3.1 ¥ = THIMEE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment. other
gperations]] the security attributes [assignment: /ist of security attributes] to

[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

37
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. In The JOB Access Control SFP in Table 23

[selection: change default, query, modify, delete, [assignment: other operations]]
. Table21 » [#E] DIA

[assignment: /ist of security attributes]
. Table21 @ T[security attributes] MIA

[assignment: the authorised identified roles]
. Table21 ® Tm—)v ) DOIE

Table 21—Management of security attributes

security attributes BiE a—L

L4 delete, create, query U.ADMINISTRATOR

VAT LRy 7 AW :

75— T AWy 7 AREELE | iy, create U.ADMINISTRATOR
APPLICATION NOTE 1. This Protection Profile does not define any mandatory security attributes, but some may be

defined by SFR packages or by the ST Author. The ST Author should define how security attributes are managed. Note
that this Protection Profile allows the ST Author to instantiate “Nobody” as an authorized identified role, which makes it

possible for the ST Author to state that some management actions (e.g., deleting a security attribute) may not be
performed by any User.

FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFF, information flow control SFF| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
. Common Access Control SFP in Table 22
= In The JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other property]]
] restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles]

to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
= Nobody
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FDP_ACC.1(delete-job)Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on

the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of

subjfects to objects]
. U.ADMINISTRATOR i%, 9XT® D.DOC « D.FUNC D #3725 AT BE
. U.ADMINISTRATOR iZ. +FAXOUT ¢ D.FUNC ® Modify 73] fig

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjfects to objects]
. L

Table 22—Common Access Control SFP

Object Attribute Operation(s) | Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for hissher own
+FAXOUT documents

D.DOC +FAXIN,+DSR Delete U.NORMAL | Denied

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for hissher own
+FAXOUT Delete function data
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Object Attribute Operation(s) | Subject Access control rule
D.FUNC | +FAXIN,+DSR Modify U.USER Denied
D.FUNC | +FAXIN,+DSR Delete U.NORMAL | Denied

6.1.3.2 ¥ a 7HRT7 I EAHIfEERE

FDP_ACC.1(in-job) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23

on the list of subjects, objects, and operations among subjects and objects covered
by the In The JOB Access Control SFP in Table 23.

FDP_ACEF.1(in-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in
Table 23 to objects based on the following: the list of subjects and objects controlled
under the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
specified in the In The JOB Access Control SFP in Table 23 governing access
among Users and controlled objects using controlled operations on controlled
objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

. U.ADMINISTRATOR /%, +FAXIN/+DSR @ D.DOC @ read 7> F[HE

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects]
. 7L
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Table 23—In The JOB Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for hissher own documents
D.DOC | +SCN Read U.USER Denied, except for hissher own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read U.NORMAL | Denied

+DSR
D.DOC | +FAXOUT Read U.USER Denied, except for hissher own documents
6.1.4 BIFVaT iRk

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

6.1.5 HDD

FDP_RIP.1

FDP_RIP.1.1

Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles.
The TSF shall provide the capability to restrict data received on any

external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

T —HSERIH AR
Subset residual information protection
Hierarchical to: No other components.
Dependencies: No dependencies
The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from|

. deallocation of the resource from
[assignment: /ist of objects]
L] L
6.1.6 HDD HF={LHkHE
6.1.6.1 WA bR SR

FCS_COP.1(h) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1
attributes, or
FDP_ITC.2 Import of user data with security attributes, or

FCS_CKM.1 Cryptographic key generation]

Import of user data without security
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FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: /ist of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm)] and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations]

. HDD ~EXIAEN DT — & O 5k
. HDD bt S5 7 — & OIS HAE
[assignment: cryptographic algorithm]
= AES
[assignment: cryptographic key sizes)
. 256 bit
[assignment: list of standards]
] FIPS PUB 197
FPT_CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components.
Dependencies: No dependencies
FPT_CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: & Removable
Nonvolatile Storage device).

[assignment: a Removable Nonvolatile Storage device)
. HDD

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: a Removable Nonvolatile Storage device].

[assignment: /ist of actions]
= no action

[assignment: a Removable Nonvolatile Storage device]
. HDD

APPLICATION NOTE 2. Today many manufacturers are looking at hardware solutions such as fully encrypting
disks to meet disk encryption requirements. Some of these driveswill not allow data to be written to the drive unless the
correct credentials (either the key itself or credentials required to unlock the key stored in a secure area of the drive) are
presented. Assuming that this functionality can not be bypassed, detection of modificationsis not a useful function
within the TOE and therefore it should be possible to instantiate "no action” in the assignment for the "list of actions” in
FPT_CIP_EXP.1.2, arguing that unauthorized modification is prevented by the design of the system.

Quote from [PP Guide]

6.1.6.2 A{RiAIEREHAE
FPT_PHP.1 Passive detection of physical attack

Hierarchical to: No other components.
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Dependencies: No dependencies.

FPT _PHP.1.1 The TSF shall provide unambiguous detection of physical tampering that might
compromise the TSF.

[refinement] physical tampering — HDD & ("HDD 7 —# ff 5{bAR— ROT D B x

FPT_PHP.1.2 The TSF shall provide the capability to determine whether physical tampering
with the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD &k O'HDD 7 — # i 5{bAh— RDOT 0 B 2

6.1.7 LAN 7 —Z{R7EHKRE
6.1.7.1 IP/N7 y M SALERRE
FCS_COP.1(n) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment. /ist of cryptographic ogperations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: /ist of cryptographic operations]

. LAN ~36(E 32 IP 37 v kOB 5{LifE
. LAN 22 B35 55 P37 v kO B4R
[assignment: cryptographic algorithmi)
. Table 24 @™ Tcryptographic algorithm| DIH
[assignment: cryptographic key sizes]
. Table 24 @™ Tcryptographic key sizes| DIH
[assignment: /ist of standards]
. Table24 @ Tlist of standards] DIH
Table 24— IPSec cryptographic algorithm, key sizes and standards
cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 hit FIPS PUB 46-3
AES-CBC 128 hit, 192hit, 256 hit FIPSPUB 197
AES-GCM 128 hit, 192hit, 256 hit SP800-38D
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Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 BT AMERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test should occurl]] to
demonstrate the correct operation of [selection: [assignment: parts of TSF], the
TSA).

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occun]

Ll during initia start-up

[selection: [assignment: parts of TSF], the TSF]
. LAN 7 — Z (REERERE TR 205 =57 /v = ) X L (AES. 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF|, TSF data).

[selection: [assignment: parts of TSF], TSF data]
. i

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.
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6.1.9 BEEDIHERE
FAU_GEN.1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU _GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified)]
level of audit; and

- all Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25; [assignment: other specifically defined auditable events|.

[selection, choose one of: minimum, basic, detailed, not specified)]
= not specified

[assignment: other specifically defined auditable events]
. L
FAU _GEN.1.2 The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in Table 25: (1) information as defined
by its Audit Level (if one is specified), and (2) all Additional Information (if any is
required); [assignment: other audit relevant information)].

[assignment: other audit relevant information)
. L

Table 25—Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP ACF.1 Not specified Typeof job

Both successful and unsuccessful use of the FIA_UAU.1 Basic None required

authentication mechanism

Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user

identification mechanism identity, if available

Use of the management functions FMT_SMF.1 Minimum None required

Modifications to the group of usersthat are FMT_SMR.1 Minimum None required

part of arole

Changesto thetime FPT_STM.1 Minimum None required

Termination of an interactive session by the FTA_SSL.3 Minimum None required

session locking mechanism®

Failure of the trusted channel functions FTP ITC.1 Minimum None required

5 PP Guide ¢ [14.1 IEEE Std 2600.1 Errata] % %

IEEE Std 2600.1(Z%“Locking of an interactive session by the session locking mechanism” & & % 73, #5503 &

T B EA R
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FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU _SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: /ist of audit informatiori] from the audit records.

[assignment: authorised users]
. U.ADMINISTRATOR

[assignment: list of audit information]
. Table25 (TR 7D U X |k

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.
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FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of: prevent, detect
. prevent

FAU_STG.4 Prevention of audit data loss

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “lgnore audited events”, ‘prevent
audited events, except those taken by the authorised user with special rights’,
“overwrite the oldest stored audit records” and [assignment. other actions to

be taken in case of audit storage failure] if the audit trail is full.

[selection, choose one of: “ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

= “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
. L
6.1.10 FHEE
6.1.10.1 = —¥ —E HEkkRE
FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

FIA SOS.1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

[assignment: a defined quality metric]
» AT ERILFLUTONRRAT — R
3 TR BT D SUTAI A E D IR
. BERUFA~D)E L LT EEDD
» BNTF(a~2)E 1 LTLLEED D
= HF0~9% 1 XFTLUEEDD

Copyright Canonlinc. 2013
47



Canon

FE7T H: 2014/08/07

s TAT 7Ry RSO LFO-@[):, AT #%& ()=~ +)_><)& 1 CTFLLE
HHD
= fERRRESCT
o HHSIFLA DL TOILTF

FMT_MTD.1(user-mgt) Management of TSF data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other operations]] the [assignment: /ist of TSF
data associated with a U.NORMAL or TSF Data associated with documents or jobs
owned by a U.NORMAL] to [selection, choose one of: ANobody, [selection:
U.ADMINISTRATOR, the U.NORMAL to whom such TSF data are associated]].

[selection: change default, query, modify, delete, clear, [assignment. other
operations])

. Table26 ®» T#:{E] DA

[assignment: Jist of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL)
. Table26 ® [TSF data)] DIH

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF data are associated]]

. Table26 ® T —/1 ] DIA
Table 26— —J—{EHEHL
TSF data o —/L #BiE
a—H—4 U.ADMINISTRATOR | delete, create, query
7 —)L U.ADMINISTRATOR | modify, delete, create, query
INAT— R U.ADMINISTRATOR | modify, delete, create
BEDORZAT— R U.NORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U. ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified roles]].

[selection: NMobodly, [assignment: the authorised identified roles]]
Ll Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to
which no user shall be associated.
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6.1.10.2 M5 #EE HFLRE
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithmi)
. FIPSPUB 186-2 {235 D < Wi Bk 7 v =Y X A

[assignment: cryptographic key sizes]
. 128hit, 168hit, 192hit, 256 bit

[assignment: /ist of standards]
. FIPS PUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards].

[assignment: cryptographic key distribution method)]
. DH (DiffieHellman) 35 JTNECDH (Elliptic Curve Diffie Hellman)

[assignment: /ist of standards]
. SP800-56A

6.1.10.3 T /31 AEHKRE

FMT_MTD.1(device-mgt) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change _default, query,
modify, delete, clear, [assignment: other operations]] the [assignment: /ist of TSF
data] to [selection, choose one of: Aobody, [selection: U.ADMINISTRATOR,
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[assignment: the authorized identified roles except U.NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment. other
operations])
. Table27 » [H#fE] DA

[assignment: /ist of TSF datal]
L] Table27 @ [TSFData] DA

[selection, choose one of: AMobody, [selection: U.ADMINISTRATOR, [assignment:
the authorized identified roles except U.NORMAL]]]

. Table27 ®» T —/1 ] DIA
Table 27—7 /3 A R EPEHERE

TSF Data 7—/ e
F /520 3% U.ADMINISTRATOR | modify
HDDSERTHERE U.ADMINISTRATOR | query, modify
IPSec 72 7E U.ADMINISTRATOR | query, modify
F—r VT ERE U.ADMINISTRATOR | query, modify
a7 T NRY Y — R TE U.ADMINISTRATOR | query, modify
INAT—RRY Y —E&TE U.ADMINISTRATOR | query, modify
o= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: /ist of management functions to be provided by the TSF].

[assignment: /ist of management functions to be provided by the TSF]
. LI R Table 28 127~ ERAAE

Table 286—The management of security requirements

EHERE ByE

A A/ REZIRR E modify
HDDSERIE LR E query, modify
IPSec 7% & query, modify
F—rIVTEE query, modify
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B HERERE BIE

a7 7 NRY Y — R E query, modify

ISR — RV —FTE query, modify

o= query, delete

a—H—% delete, create, query

°—/) modify, delete, create, query
INAT— R modify, delete, create
VAT LR v T ARGREE modify, create
HYD/AT— R modify

6.2  Security assurance requirements

This section defines the security assurance requirements for the TOE.

Table 29 lists the security assurance requirements for 2600.1-PP, Protection Profile for Hardcopy Devices,
Operational Environment A, and related SFR packages, EAL 3 augmented by ALC_FLR.2.

Table 29— 2600.1 Security Assurance Requirements

Assurance Class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.3 Functional specification with complete summary

ADV_TDS.2 Architectural design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC CMC.3 Authorisation controls

ALC CMS.3 Implementation representation CM coverage

ALC DEL.1 Ddlivery procedures

ALC DVS.1 Identification of security measures

ALC FLR.2 Flaw reporting procedures (augmentation of EAL3)

ALC LCD.1 Developer defined life-cycle model

ASE: Security Target evaluation

ASE CCL.1 Conformance claims

ASE ECD.1 Extended components definition

ASE INT.1 ST introduction

ASE OBJ.2 Security objectives

ASE REQ.2 Derived security requirements

ASE SPD.1 Security problem definition

ASE TSS.1 TOE summary specification

ATE: Tests

ATE COV.2 Analysis of coverage

ATE DPT.1 Testing: basic design

ATE FUN.1 Functional testing

ATE IND.2 Independent testing - sample

AVA: Vulnerability assessment

AVA VAN.2 Vulnerability analysis
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6.3  Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 30 |X TOE BX=UT %R it a7 a2~ 7 LI=b D THD, 2L,
B X2 UTAREREBEN D2l 1 DD TOE X 2T 46K T EHIIS L TNAZEEZRL TV,
FHEAXNE%R%E Bold (A0 (P) THEL, AR —RL TWDRIGERRE (S) TRLTZ,

Table 30—The completeness of security requirements

Objectives

O.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS.AUTHORISED

SFRs
FIA_AFL.1
FIA_ATD.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S| S| S|S|S|S
FIA_USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)
FMT_MSA.1(exec-job)
FMT_MSA .3(exec-job)
FDP_ACC.1(exec-jaob)
FDP_ACF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACF.1(delete-job)
FDP_ACC.1(in-job)
FDP_ACF.1(in-job)
FPT_FDI_EXP1 P
FDP_RIP1
FPT_CIP_EXP1
FCS_COP1(h)
FPT_PHP1 P
FCS_COP1(n)
FTP_ITC.1
FCS_CKM.1
FCS _CKM.2

WO VW T TT T OVTOWO

mwoinwn
wonw

WO nWTnw

)
i)
wn o
)
(ph ]
)

nwwnowm
nwnowm
nwunowm
nwunowm
nwnolwnm
nwwnowm
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Objectives
3
a)
o I(JDJ B d
Flklo|-|N|<|E|Q |0
IRl =z al=I2 | | ¥ |
Sl |52 %58 |2|u |35
olo|lo|od|Q|od|Z|=|>|0]2
O S le el 2ol |8
3181z |6lz2|z|<|g|L|5|uw
al81|5|g|Q o B =59
s8Iz |z |Q|C |y |H|E|=|Q
s |22 a
o |© T
o
SFRs
FPT_TST.1 P
FAU_GEN.1 P
FAU_GEN.2 P
FAU_SAR.1 P
FAU_SAR.2 P
FAU STG1 P
FAU_STG4 P
FPT_STM.1 S
FIA_SOS.1 S
FMT_MTD.1(user-mgt) P P P
FMT_SMR.1 S| S| S| S|S|S]|S
FMT_MTD.1(device-mgt) P|P|P
FMT_SMF.1 S S S S S S

6.3.2 The sufficiency of security requirements

ARETIE, B2 T ABEREEAED TOE U7 k5K 7 #H &2 DI+ ThOHRMAFLIE T
60

O.DOC.NO_DIS i, user document data 23 5% 4172 K91,

FIA_UID.1 TOZ—H—i5fFHMITIET T, FMT_SMR.1 TEEIN/Zr—/L 3 DY ThHil, £0u
—/UZEDE,

FMT_MSA.1(deletejob)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= &2
Va7 Fx B NBEE R NDHRIZT 72 AGIR T 59 212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

WZEDHI a7 F D= —F —H~DT I AERNDRIZHIRLIZD ., 2DV a7 hoa—
P =T —H DT 7 RATHEL TERLLIENTHZ LTI FEBEND,

Fio, Va7 WEIZ A RS U7 user document data DFETETE HiE. FDP_RIP.1L IZEV 522l EEn5,
EHIZ, HDD WD —H —F — X TSF 7 —H ~Dh K A - BFR IR T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 (2 kv {fi#Sh .

LAN 252 545 2—W —F —Z - TSF T —H~DXS A RFRIHL T

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZXVifi#ESn5,

TNBICEET DB HEAE I FMT_SMF.1 ICk > THREEh T2,
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O.DOC.NO_ALT iZ. user document data 73t & A S 720 91T,

FIA_UID.1 TOZ—H—i5IfFHMITIET T, FMT_SMR.1 TEEIN/Zr—/L 3 DY THil, £0u
—VZEED X,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= &
VEAEZARNDIIZT 7B ARIRTHZ LV FEBISND,

E5I2, HDD WD —H—F —H - TSF 5 —Z ~DUE A - 2B ITKI LT

FPT_CIP_EXP.1, FCS_COP.1(h), FCS CKM.1 |[Zkvi%#Sh.,

LAN 252 5452 —W—F —Z - TSF T —H~D S A RFRIHL T

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 I kv {fi#ES N5,

TNBICBET A EFEREIX FMT_SMF.1 ICk > Tk T2,

O.FUNC.NO_ALT I, user function data 73t & A S0 91T,

FIA_UID.1 TOZ—H—i5IfFHMITIET T, FMT_SMR.1 TEEIN/Zr—/L 3 DY ThHi, £0u
—JZEED X,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= &
VEAEEZARNDIIZT 7B ARIRTHZ LD FEBLS D,

&5, HDD WD —H—F —H - TSF 5 —Z ~DUE A - IR LT

FPT_CIP_EXP.1, FCS_COP.1(h), FCS CKM.1 |[Zkvi%#Sh,

LAN 252 5452 —W—F —Z - TSF T —H~D S A RFRIHL T

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 I kiS5,

TNBICBET DB FERE X FMT_SMF.1 ICk»> Tt Tna,

O.PROT.NO_ALT i, TSF protected data 73X A SR EIT,

FMT_MTD.1(user-mgt) C& FEEM 72 FIA_UID.1 CTO2—H —iBIIEHRICIG T T, FMT_SMR.1 TEH
ST — LB Y THIL, EDua— LIETE,

FMT_SMR.1, FMT_MTD.1(devicemgt) , FMT_SMF.1 {2857 /A A& R RE IC LW EHLEND,
E5IZ, HDD WD 2—H—F —H TSF 7 —Z ~Dh X A - BFZ IR T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 [ZXviEi#sh,

LAN #5525 52— —F —HTSF T —Z ~DES A BB LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 (20 {fi#ES N5,

O.CONF.NO_DIS . TSF confidential data 735 172 K91,

FMT_MTD.1(user-mgt) CEELE 7= FIA_UID.1 TO2—W—fBIEHIZG 0 T, FMT_SMR.1 T B
SN — L3 EN Y THIL, EDu— L FEDX,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (2557 A AE HIEREIC L0 EHSND,
E5IZ, HDD WD 2—H—F —H TSF 7 —F ~DU X A - BFE IR T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 |[ZXkhiEs#sh,

LAN #3552 5452 —P—F —HTSF T —H ~DES A BB LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 (kv {fi#EEs N5,

O.CONF.NO_ALT i, TSF confidential data /3cZS A SH72WN DT,
FMT_MTD.1(user-mgt) CEH X 7= FIA_UID.1 TO2—W—#BIEFHRITIGC T, FMT_SMR.1 TEH
Siza— BN S THiL, ZTOr—/LIHSE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (2L T A AE HIEREIC L0 EHIND,
E5IZ, HDD WD 22— —F —H TSF 7 —Z ~DU X A - BFEITHRTL T

FPT_CIP_EXP.1(h), FCS COP.1, FCS CKM.1 |[ZXhiti#ESi,

LAN 2525302 —H—F —H - TSF 7 —H~DWX A« BFEIH LT

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZXhix#sn5,
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O.USER.AUTHORIZED i, FIA_UAU.1, FIA_UID.1, FIA_UAU.7, FIA_AFL.1 TOBIFRFEAD =
A LZEOFRFES NIz — P — 03,

FIA_ATD.1, FIA_USB.1, FTA_SSL.3(Iui)/FTA_SSL.3(rui) IC LV —H —D v ar FHE N,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (Z&D7 7 AHIMIZ LY | MERRZ f 5 S 7= RE & FI|
TEHZEIZEVEILSIND,

&H1Z, FIA_SOS.1, FMT_MSA.1(exec-job), FMT_MSA.3(exec-job), FMT_SMR.1 (ZLVIE Y/p2—
—ZEHT D,

O.INTERFACE.MANAGED (X, A A #—T7 = — 2% E BT 5% 5K 8 THY . FIA_UAU.L,
FIA_UID.1, FTA_SSL.3(Iui)/FTA_SSL.3(rui)ickp 2 —H — A Z—7 =—ADEH L FPT_FDI_EXP.1
128D LAN ~DHRkZ IR T HRERRIC K- THEBIS D,

O.SOFTWARE.VERIFIED %, FPT_TST.1 ® H &7 AM&EREIZ L » CEHIND,

O.AUDIT.LOGGED % . FAU GEN.1. FAU GEN.2. FAU SAR.1, FAU SAR.2. FAU STG.1,
FAU_STG.4 |[ZEDEEA a7 BEREIC L > THEBISND, EHIZ, A7 4 — vy MO E e —F— {5 &
LG AR 9572012 FIA_UID.1 & FPT_STM.1 IZX> THR—F&En5,

O.HDD.ACCESS AUTHORISED (%, HDD 727 ARC FPT_PHP.1 (2L AMAGRBIFRAFRERE I L » T
FHEND,

6.3.3 The dependencies of security requirements

ARETIL, ST THREEF ORI IEA T 72 L QU Ve EB O I W B 250l -2,

Table 31—The dependencies of security requirements

. CC TERLTVS ST THZL T3 :
=L CUVRUY
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A RTF AT 7L QD)
FIA_ATD.1 No dependencies. No dependencies. N/A (EAFEMEZ 7L T D)
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A (AT 272 L TN D)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A URTF AT 7L QD)
FIA_UID.1 No dependencies. No dependencies. N/A (KA IED TR 72 L)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A RTF AT T2 QD)
FTA_SSL.3(lui) No dependencies. No dependencies. N/A URFEPED TR 721L)
FTA_SSL.3(rui) No dependencies. No dependencies. N/A (AT D BLR 7R )
E:T:DPPTQCC%l or FDP_ACC.1(exec-job)
FMT_MSA.1(exec-job) EMT SMR.L FMT_SMR.1 N/A (RTF AT 2L T D)
— FMT_SMF.1
FMT_SMF.1 =
. FMT_MSA.1 FMT_MSA .1(exec-job) P
FMT_MSA .3(exec-job) FMT SMR 1 FMT SMR.1 N/A (IRAFEEZ 72 T D)
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) N/A (RAFEEA 72 TN D)
I FDP_ACC.1 FDP_ACC.1(exec-job) .
FDP_ACF.1(exec-job) FMT MSA.3 FMT MSA 3(execiob) N/A (UKAFEZ 7L T D)
[FTDDPPTég%'l o | EDP ACC.1(déletejob)
FMT_MSA.1(deletejob) || ooy FMT_SMR.1 N/A (RAEMEZ R 72 TN D)
— FMT_SMF.1
FMT _SMF.1 =
. FMT_MSA.1 FMT_MSA.1(delete-job) P
FMT_MSA 3(delete-job) FMT SMR 1 FMT SMR.1 N/A (IRAFEEZ 72 T D)
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. CC TERLTWS ST THZL T3 .
=L TUNVRUY
FDP_ACC.1(deletesjob) | FDP_ACF.1 FDP_ACF1(delete-job) | N/A (UKTFMEETZLC\D)
FDP_ACF(deleteob) | Foi—/vrar s EEAF;—’?ACS%,O(,?;' ele;e;}):t))) NIA (T2 72l TV %)
FDP_ACC.1(in-job) FDP_ACF1 FDP_ACF.1(in-job) N/A (A7 2 72 L TN D)
FDP_ACF 1(in-job) e Eaﬁ—’?ﬂcsi_lg(ggg’;j op) | VA TFHER L TU %)
FMT_SMF.1 FMT_SMF.1 P
FPT_FDI_EXP1 FMT SMRL FMT SMR1 N/A RTF AT 7L QD)
FDP_RIP.1 No dependencies. No dependencies. N/A U AEMEDER 72 L)
FPT_CIP_EXP1 No dependencies. No dependencies. N/A URFFPED TR 721L)
FCS CKM.4 2 FE3EL TV VR FEH
[FDP_ ITC.1or 58X RAM _EICA RSN EIREZ YD L
FDP_ITC.2 or 2D, ISR 32 &1 iﬁﬁf [EUA
FCS_CoP1(h) FCS CKM.1] FCS_CKM.1 ML 72>, TiEo“C’féﬂéﬁE NI S
FCS_CKM.4 Fa L EH I ST 2ICE STV
Do
FPT_PHP1 No dependencies. No dependencies. N/A (KA IED TR 72 L)
FTP_ITC.1 No dependencies. No dependencies. N/A (IKTFIEO TR 72L)

FCS CKM.4 ZFiRL TWZRWELH -

[FDP_ITC.1or 58 E RAM RIS RS AVETR A E)5 &1
FDP_ITC.2 or R Do ET-ME AN H I ZLIT R FTRER
FCS_COP1(n) FCS CKM.A] FCS CKM.1 M7 LArm o, feoCHEHEH < I ST
FCS_CKM.4 FTA LA LG S RII R B ICF STV
Do
FCS CKM.4 % EEL TV VR B :
FCS CKM .2 B8l L RAM AR SIVERZ 85 L
S CKMA [ch‘coplj o | Fcs cori(n) % %o E W B T T LR AT AR
= FCs ORM.4 FCS_COP1(h) HEEL725Cu B, o CHERBROICTIH Tk
- FE LR LR BT Z RIEF I T
50
FCS CKM.4 % 3R L UVl B -
[FDP_ITC.1or R B8 RAM _EICAE RS IVEIREZ YIS LT
FDP_ITC.2 or R Do ET-ME A Y H 9 ZLIT A FTRE R
FCS_CKM.2 FCS CKM.1] FES_CKM.L HiE 72TV VB, o CHERE I LIRS Y
FCS_CKM.4 Fa L EH I ST R 2 ICE B STV
50
FPT_TST.1 No dependencies. No dependencies. N/A (EAFPED BRI L)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (EAF A2 LT D)
FAU_GEN.1 FAU_GEN.1 e .
FAU_GEN.2 FIA UID.1 FIA UID.1 N/A (RAEMEZ R 72 TN D)
FPT_STM.1 No dependencies. No dependencies. N/A (KA IED TR 72 L)
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (AFHEATT- LT 5)
FAU_SAR.2 FAU SAR.1 FAU SAR.1 N/A RTF AT T-L T D)
FAU_STG1 FAU_GEN.1 FAU_GEN.1 N/A (EAFHER - LT D)
FAU_STGA4 FAU_STG1 FAU_STG1 N/A (EAFHEZT7-L T 5)
FIA_SOS.1 No dependencies. No dependencies. N/A A A 72 L TD)
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o CC TERLTWD ST TI7ZL T B LR
FMT_MTD.1(user-mgt) Em }% Ell Em }gm Ell N/A (RAEMEZ R 72 TN D)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (K AFPER TG T-L T 5)

: FMT_SMR.1 FMT_SMR.1 o
FMT_MTD.1(device-mgt) || -/ T SMF1 FMT SMFL N/A (IRAFEEZ R 72 TN D)
FMT_SMF.1 No dependencies. No dependencies. N/A (R AFED B 72 L)

6.4  Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial
information processing environments that require a relatively high level of document security, operational
accountability and information assurance. The TOE environment will be exposed to only alow level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that provides
almost constant protection from unauthorized and unmanaged access to the TOE and its data interfaces.
Agents cannot physically access any nonvolatile storage without disassembling the TOE except for
removable nonvolatile storage devices, where protection of User and TSF Data are provided when such
devices are removed from the TOE environment. Agents have limited or no means of infiltrating the TOE
with code to effect a change and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their
inclusion is expected by the consumers of this TOE.
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7 TOE Summary specification

ZOFE T, TOE Bt ETLIR T2,

71 =o—Y—GREEEERE
- XIS TAEAEE {4 . FIA_UAU.1, FIA_UID.1, FIA UAU.7, FIA_ATD.1, FIA_USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.S(rui)

TOE 1%, IEHO =2 — =% BIFRAET 572010, 22— =0 /E R —h Ul ITBWTT VX
IWAE ST EBET DR _:L—%—@%%IJME%EX?‘% B, TV oad TrrAR a7 | Ty A
a7 O NITFFA LTS, [FIA_UAU.1, FIA_UID.1]

:L”_‘Jd‘_‘nuu i u—F@2$§*E0)DLA uiEjiJc%h'j-j— }‘j—é
HMERRAE T 3

:L‘—']j_“—nu FEY— R — B RSN TN D — T — fEaEFIH 32585 5 Hil2 X, =—H—
FRREY—/3 =123, Kerberos Bk 7 .o Active Directory —/3—=<° LDAP F2iE 5 LDAP
P R—=F YT D,

- ERRERES
T AR GRS T D — P — IR F 238G 5

TOE |32 —HW —BFEEL T, 22— W —£ - AT —R G THHRT A D A1 ER LT, FREL
TRl AL TCa—Y =4 RRAT =R BB BTG A DI — P —Z B BIRFET 5, 72/ XA —K
ATDBED/SAT —RTFF AT T 1E, * TERART 5, [FIA_UAU.7

TOE |L, 22— —OfBIFEREIC K Eh 95 &, —H—Z 112 Access Control Token(LL#: ACT)Z 36173
60

ACT &iF, 2= =40 — LA T, 2= —Dr— LT LICREINTZT ) r—ar
HRE~DT 7 ¥ AN G ENT-A TV =27 b THSD, [FIA_ATD.1, FIA_USB.1]

TOE (%, RIEZ2u/ AL B TEO T 72D Fouy 7 7o MEREA TR {35, [FIA_AFL.1]

- BRELI-uey I T UM RBIBIGELZ AT Y 2 — Y —IC L Cry I T U RS S, vy
T I MOFFREISIL, 1~10 [BI)GBEIN TS, (FIHfEIL 3 [E])

- RELTERyZ T URMEM AL, Y —Y —0nr AU 2RO, v T U MERIT 1-60
IINHIRINTES, (FIHEIL 357)

TOE &, #EARARLUE—F Ul 2 — ERFMEELRVREN BT 507 7V RSE S,
[FTA_SSL.3(lui), FTA_SSL .3(rui)]

- MR SRVEEELZRUNREEDS A — U THEBE I TR ES A A LT T MR D58,
10 70-9 3B IR Tx 5, (WIHMEIE 2 43)
- UE—h Ul ZHEELZRV VIREES, 15 45 TR

Copyright Canonlinc. 2013
58



Canon

FE7TH: 2014/08/07

7.2

Ta TEITT 7 & AR

- XS+ HEBEEM:: FDP_ACC.1(execjob), FDP_ACF.1(exec-job), FMT_MSA.1(exec-job),
FMT_M SA .3(exec-job), FMT_SMF.1

TOE 1. RSN - — P —|ZRITENT- ACT ORNFIZISU T, Ul flcya 7 EZ77 7 2%
MEREZ Rt 45, 22— —I12FITEND ACT ou— /L O by ., ., Hl. Binx
U.ADMINISTRATOR D RIZ[REEND, DV ar EITT 7 AN k5. HIE 50 BT

HEREZ DL OTHY , FIZHEE TH D,

BIE IV DG EOY a7 FATT 72 ARIENL, ACT Ou— M-S T 7V r—a iR o JF ik
IS CTYa” FATAFF AL T, ZNLISMET 7 B AEAE S T2,

VE—RNUIDOEEDOY a7 ET7 72 AH#L, ACT Da—/ /L O EMEEIZS U TYra” OFETEELRLT,

ENLIMNIT 7B AL T AT %,

%72, UADMINISTRATOR (%, X TOTa7 FEI TN AEETH D,

Table 32— a3 7EITOT 7 AHIFAR Y 2 —

Ul &5 NS e e ld BiE
BaE L X277V D | UUSER Ou— LR [wx a7 U b &3 | il % 52 15 AL
Pointer HEnzn—17ThHd THZETEITHE
[="— | @ Pointer U.USER Ou— L3 lab’— | 23 al Sl | il sh 2 2 15 M b
o—/LChb T HZETIITATRE
(2% %> L CEE D | UUSER Ou— L[ 2% UTEE 1% | Sl % 2 2 15 ML
Pointer FAESh-n—/LThHd THZETFEITHRE
[7727 2] ® Pointer U.USER O — L3 [ 2% p L UTEE 1% | B 2 215 Ak
FAENT-a— /L ThD T HZETIITARE
[ZfERLA 1D Pointer | U.USER O — LNRIETZ 7 AL OFIF ) | 480 5F 52 % 1% M4k
RSN — L ThS THILTEITAIAE
U—h Ul [Z{EFL 41D Pointer | U.USER ®w— L7 Administrator @—/ V2L | 24T 7]
4N
7.3 BAYa 77U REIfEEE

TOE 1%, 7V MNat —/AFx ¥ [FAX EEDE AT a7 IZR L TLL T OX 27 e a2t 325, =
OHEREIL, 22— =R AL Va7 ioxt T 57 7B AEIFIEEE Th 5,

7.3.1

VaZ DXy R

- Ay AREREZE 4 : FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_M SA.1(delete-job) ,
FMT_MSA.3(deletejob), FMT_SMF.1

TOE X, at™— [V MNAF Y N T 7 I RAEEDO a7 H U T O ETE Yy IV TES, ZRHDY a7
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D—F—Z T AT R Z DOV a7 % AR LT 2—H — 4 THIEI ST B,
- U.NORMAL I%, B/ Dva7 OHIERD Al ke
- U.ADMINISTRATOR L, T XCHOVa” OHIERMN A

7.3.2 Va THOBEBFLE~DT 7 & X HERE

- %3 % 8% RE B {4 : FDP_ACC.1(in-job), FDP_ACF.1(in-job), FMT_MSA.1(delete-job),
FMT_MSA.3(deletesjob), FMT_SMF.1
TOE %, TNt NDYa7 HOE T ICEICKH L UL FoT 7 Afilillzi it +25, Znboya”7 oa—
P —ZNIRA T a7 AR E DOV a T B AR LT — —4 THIHH LS TV 5,
=icy *-/Xﬁ'r’('//7777<13§1.:. DVad HOEA LE~DOT 72 A EHEEE
TOE (., A" —D a7 OB LEHICKH L TGS RT3 TER,

- TOE 1% AX VU T 7V AEED a7 P OBEF LEICH LT, 7.3.3 L5V a7 — R EH
BEl DG EEIRE ., LR THIENTE,

[V RN a 7 FOE T LEAADT 72 A HIBEHE |
TOE I, Bt 5ol 537V hary ngASibeE, ZOFET IV ETIC—FRFT 5, B
W Vb aT It B &N — =4 TEOT I N a T OFTAEZRIEL, LL RO T 7t A HI1E
ZFEEL TN,
U.USER 3. —H#ﬁéfwj Vohra7d DEALEIZH LT BHDO2—Y £ TV b oaT Dar—
PN —E L5512, LT OBRAMENFTEE

- U TS,

- TVNOEREEET D,

- HIFRT 5,

HL, 7V 25813, TV a7 OB FIEI GSNIZRGRER 5L, @ S rVIcTASh
TRERERE 5 03— B DD D,

U.ADMINISTRATOR %, T _XThHO —BHREIELIZ 7V hPa 7 126U T, LA FO#EREN AT HE,
- ﬁl”.s/%_a‘éo

[T 7 I AAGTaT DEALE~DT 72 AH| EHERE

TOE IL, ZMELIeT 7V Al | 77V AZAGY a7 ODE A LEEZOEET VAT, —HI77ANVARAFT
HIBEEE A T D, ZNODE T LEDNRAINDIRITIT, BT VAT LRI A RAFINDTZD VAT
LIRN I ANDT 7 AGMHDE O FEEE T LEOT 7B AHIENCE H S D, AT LRy 7 ADFE T 3L
A ANTEESNRNIIINT, VAT ARy 7 AR L CHEANIKRERE 5 A% ETHIEMNTED,
VAT LRy I ADKEREE 5 OHINE, BEk, 2 H, HIFRIX UADMINISTRATOR IZRESNDTZ8H ., &
F X EICT 7B A FE/R 2 —H — (X UADMINISTRATOR D& Th b, L7z2-> T, TOE IE
U.ADMINISTRATOR Z R FFS T BT LEDFTAE &L . UNORMAL 23E F LED 7Y RRO%
15, B2 TERWINCT 7B A A FHEL TWD,

U.ADMINISTRATOR (&, 1B/ SRVINSLT 7B AT DA K& 5o A L7ty B SCEITKR
L CLA T O#EN AT HE
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- TUUNTS,
- XETD,
- E’IJ I.S/%—a‘éo

U.ADMINISTRATOR %, VE—h Ul IPBT7 7 BRAT DG VAT LRy 7 AR CHANIER ESNTZ
BFREH 5L, VAT DR ABERFIZ A SN ER BN —E LI B D A, LA F O#ENN AT HE,

AN S RN
- %1%?50
HIERT 5,

7.3.3 RIEY a 7R EE
- XIS T HHEEEE {4 FDP_ACC.A(in-job), FDP_ACF.1(in-job), FDP_ACC.1(delete-job),
FDP_ACF.1(delete-job)

AR U7 1CIE, FAX BE(E EAF 1200 2 FEIADY , ZNENORIE Va7 1 —BHR AT BT Dk
G2 a 7 —BERAFIEL LT, [o(~—(F L[ L e a— | 25,

(B A~—i%k15 )
TOE %, #A~—REDORENINIZEE Va7 D RASNDLE, TOFEEREETICTRESNT-RZF
TR 5,
U.NORMAL %, —FHRIELIZIEEY a7 IR LT BH D2~ — L LR EVa7 D —F—Z RN —
BTG, LT O#ENATEE,

- mEETETD
U.ADMINISTRATOR 1%, T _XCTO—FHRIFLIZEE Va7 TR LT LA FOBIEN A EE,

- BEEEETD
[ L E 22—
TOE 1L, 7L E a—DOERENSNIZEEVa7 NRAINLE, IICEEETICra v NEE 7L E =
— L CHERRL 714 I T& D,
U.USER X, —HFRFELIEEEY a7 ICH LT BHOD2—F—Z LR EVa7 O ——Z N KL
725 E 12, LU OBREN AT HE,

- EBTENEOTSLE2—

- B CERNROAN—VHIER

- Varyomik

7.4  ZEY g TREHERE

- XS TOBEREEM: FPT_FDI_EXP.1

TOE I3MERMCZAZ LT=T — X B PC Y — N\ —|ZHAIE TEAEE LR TEL T, Z{ELI-Y
a7 D LAN ~DEEEN TE2WNIIIZHEIS LTS,
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7.5 HDD 7 —# 5524 EHEE

- XS AEEREEM: FDP_RIP.1

TOE NEF LERLTLURIVAA—T 7 A% HDD B HIERTHEZ . % HDD fElk A M 2 /27
— X T EEXTAHILICINE A LERT VRIVA A=V T 7 A VO ERIFTE RO EE EET 5,

SERH BT FOFENDIFEEEIR TE 5,
- DoD AT L&
- 3EITUH LT —HT EEX
- 1RETE LT —HT EEX
- 1[EINULL 7 —#7T k#Ex
FI-ZOMREIL, BL T OX A7 IZEET D,

- VaZE A HDD WIZ—BFRIERIFESND TV IRTVA A= T 7 A )V % Va7 LB L
TP a7 Wi 12 HDD b5 il E1 5,

- ZEROEIFEWIC LD 52 R E TERD ST EEE 4. TOE OREEIFZ HDD 22552414
%45,

7.6 HDD mrE{bkse

- ST AHEEEEM: FPT_CIP_EXP.1
TOE O IHDD 7 —#5 B bR —K 11, L FO'X U7 #RE 2421972,

I 5 bR B RERE & ARRERBIGRAER BRI L - T HDD IS 2 —F—F —F BN TSF 7 —#
DREE ML TR IR T D,

7.6.1 s LR S HRE

- RHUST2EEREEF: FCS COP.1(h)

TOE I, HDD (2SN D 2 —Y —F —Z B LN TSF 7 — X OB M 2572012, IRDIE 51
1EZ4TVN HDD (ZHS SIS T — X R Z ks 595,

- HDD ~FHZIAENLT —F &M 5T D,
- HDD bt atiEn s T — 421559 5,
I BRIV DI T L)X A B BTN F OB THD,
- FIPSPUB 197 [Zfit~72AES 7/LTUR A |
- HERNI256 Bk O S

7.6.2 o S T R

- XS TOHEREEM: FCS CKM.1
TOE 1%, WOHARIZEE D&, HDD 7 —Z W5 5LFRE T H 925 S a AE k3%,
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- B EEA AT AT VIR AL, TFIPSPUB 186-2 (23S S8 AR T VTR L |
- BRSO SEOFRIE256 Bk

i 5D EFII LA F O LIATI,
- EEIRFIC, TOE 1% FlashROM (A& #AS 72 Seed Tz Ri A L TG B8 % LR T2
- TOE I3HF S8 /ER LT . RAM LI

728, Seed ZHEF SR —RNSEGETAFEIIMEELRV, -, B S8 T HEREAE) — TS RAM F
IR FFESNAT-®, BB OFF IZXViHEAT 5,

7.6.3 AR B FR AR RE

- *STAEEREEM: FPT_PHP.1

HDD 7 —#i5 5N —RIiX, R SR T AN SEAREZREIL . ELWT DXLV A HEAR
2ol 6 0H HDD 77| A& a4 5, ZOMREIZLY, HDD 7 —#k 5 {b"AR—R& HDD 2wk
THODOT AN EEARICEEGE L T, HDD 7 — X7 7 B AT AZLENTER,

[ZREF ID D& $E]

HDD T —#I5 5 bR —Rix, R —FEOAHTRFIZ, TP HNVAE G HEARRNSARERGZEGZE ID 2250,
FlashROM 251595,

HDD 7 —XZIG o bR —NITEE R ICER AL AL . Ty L VR OELEEL TT V2 E A AR
KA, TOFNE AR, RRERGE ID EF YL o PHOEENSHREL, TD/ vy 2l
(SHA-1) L AR AEL TR SR —R~JE3, HDD T —#i S bR —RiX, FAEOFFHEZITV, LA
T/X@*ﬁnﬁ%ﬁ'fjo

HDD 7 —#B5 St AR —R B ELWT PHVE AR O TODZER MR CERWG A
HDD ~O7 7 2% 1145,

7.7 LAN T — X {5# /AR

LAN 7 —ZRFEHRE T, 2321590 1T B LOBIE ISR 23 _TD IP Ay bl 5L 53
60

7.7.1 IP ) > MEEEALERE

- X AHEEE M FCS COP.1(n), FTP_ITC.1

TOEi EZERDITHEREDEETH— —F —ZBIOTSF T — X OB, 522 MEOMERD
2. TARTO NPy e IPSec (I TS BARIME 535,

- LAN ~EET2 IP /Yy hOKE BALER(E
- LAN 23BZI5 T2 IP X7y ho B4

B HERVEIC VDS 7 LT YR A S HITLL FOLBY THD,
- Table24 (2[RI
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7.7.2 5 EAE R

- 3T AHEEEEM: FCS CKM.1, FCS_CKM.2

TOE %, IRDATERIC I S& | IP /3 M B LR AE Cf 3 D5 -84 £ 35,
- WEEEEE AR T DT LAY XL, TFIPSPUB 186-2 (2 S<IE S8tk 7 /LT YR 4
- ERESNAKE B ORI 128, 168, 192, 256 £

F72 TOE 1%, L N DO FHIEIT T, IP Xy M LB RE DI B84 5525 S5 D I T B THi 6775,

- SP800-56A MDZ#E|ZH:-Su 7= DH (Diffie Hellman) 330" ECDH (Elliptic Curve Diffie
Hellman)

7.8 BT R MERE

- XS OBEREE: FPT_TST.1
TOE I &, EEIRFIZLL O A &7 ANEEi 5,
i 57 LT YR L(AES, 3DES)DRRET =2
O TF =7
- T ASYRLOFIITA—ROFEREF =y

7.9 Efo JEe
- XIS TAMEEEM: FAU_GEN.1, FAU_GEN.2, FPT_STM.1, FAU SAR.1, FAU_SAR.2,
FAU_STG.1, FAU_STG.4
TOE 1L, L FOARUIBAELTZBRICe s 2K T 5,
LY el W
I 4\ A7
- YarvswET
- P —FBREDO KPR
- mJ7vUhk
- T RE R REOFIH
- a—F—EHEEREOFIH
- RHOER

- IPSec DRI AL HENT R

27 OIEBIZLL T THD, HEFEFRILZ TOE Offitansg, v/ IZ5tdksis H FFE#RIL. TOE 2O
Hhxi b, TOE @ H BRI, EFHREREDOF A HLUTZ A LY — =B IE MR H B2 B L CRZ)
R4+ 52 TRESND,
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- HEE YA AU MR R (R )
fEL, LR DA EOERIZIILL T OIE B HEMNT 2,

- varvssTounlZ\lx, vas

- RRER O, REERRAIT L — Y 4

Fo, VE—b Ul 2oEEERT Oy 2R =R, AR E i H I HEREL IR0t 5, BRREZ A
HT&%5MDIE UADMINISTRATOR D # ThhD,

U.ADMINISTRATOR LISh D 22— —[FVE—F Ul 775 TOE ICRZ A L TH B AR O AR — Mk
REZFIH 2L TERN

UE—h Ul TTOE IZTF7EBAL, BRI DIVT | A= a—nbEEE AT A Re 22425,
KEBEA T TX5D1% U ADMINISTRATOR D 74T 5,

U.ADMINISTRATOR LIS D —H—FVE—r Ul 2°5 TOE I2a /A LT (B a7/ o7 7 HERE | &
FATAHZEITTE S, RIERSEELIEL T\D

B A RC Ok T R2 T M MRFF SN TRY WMo 725 6 13 b B IS - B Al ike LEE
BN

7.10 EHEEEE
7.10.1 o — P —F R
- X T A EE E . FIA SOS1, FMT _MTD.1(user-mgt), FMT_MSA.1(exec-job),
FMT_MSA.1(delete-job), FMT_MSA.3(delete-job), FMT_SMR.1, FMT_SMF.1

TOE %, Administrator m—/ L2310 24 CT5H 407~ U ADMINISTRATOR DAl —H—  m—/L 77sz
HIFEIE SR Ry 7 ARG IEE 5Ok, W IR0 CTExsra— —EHEEAHIRT 25, (L. B
2RAT—RIZBIL T, UNORMAL THAH Tx5,

[, msb, T2 AR RO R, 2 IR

Z— WP —OFRIEERIL, 22—V —4 SRV —RERTEL T, B— L EE Y CTHZ L THRET D, F-8E
Far—F—O/RAT =R g — LVOEFER, BfF2— —ZHIR T2 TED, 22— =N EL
INAT —RIRAT —RARV D — BB L TWDINEINT = 7 IND,

o— /LT, HENED T R—21m— )L | LIE XD, "Administrator”, ”Power User”, ”Genera
User”, "Limited User”, "Guest User” ?® 5 FiEXED 1 — L MELEL TVVA, F/\—xm—/wu%@%ﬁﬁ@
r;v;w,m:r~w J%f’ﬁﬁk‘f%iﬁ/\ I%. "Guest User" m— /L& ER< 4 FREAD [ _—2m— /L | 2 HRREL
TOBERT DIENTED,

Administrator z—/L 2%, [_—212—/L | 23"Administrator” T 52—V C, ‘G HIEREZH T 5,
[(N—2m—/v | OFIHHEIL, "Guest User"z[R< 4 FHHD [ N—2m— /L | DU HIEEZZEE T,

#a 7 EATOTAEE AR ET AT 72 ARSI, o— ST 7Y A — s a HIR O &
PEEIC CRESR TS, [R—Am— b D17 7Y — 2 R O I A Tarm s, T2
S Bm—)V | DI T TV = a il ORI R 2 8 T 5,

[=— R ]
o—/LfER1%. U ADMINISTRATOR & U.NORMAL O 2 FE¥EIZ KBS, HERFL CTU5,
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- U.ADMINISTRATOR
Administrator =—/L3E) Y THONIE FMEREH T 51— % —,
- U.NORMAL
Guest User =—/L, Administrator =—/L A Oua— L 3E Y THNz— 2 —H —,

7.10.2 T4 RETRERE

- XSTAEEREEM: FMT_MTD.1(devicemgt), FMT_SMF.1, FMT_SMF.1

TOE X, BX 2T AHEREZ AN RESH 5 X< Table 27 DXH72 KTl T /A AE BERE DR %
U.ADMINISTRATOR D[R ET 5,

RIZ, DL FOREREEZ I T D,
[T —RRY— D% E]
BRI RAT — RO EE 2 — P — RO D7D, L F DL AT — RO B E T 5,
- AFULERILFUFTONRAT— R E
- 3 FLL R 5 TN E B DI
- WRKUTA~)E L XFUEED D
- BPNF (a2 B L XFUEED D
- HFO0~9% 1 XFULEEDD
- TNT7 7Ry NS OSCF(-Q[]5, AT #8%E ()=~I T+ _><)E 1 LT EED D
- ERATRESCT
HAE ST LIS D 42T DO ST

(2277 IR —D%E]

2y 77 NFERIE Sy T MR OB E DN TE D,
-y T UNFRERK

1~10 [EHRINTED, (FIHMHEIT 3 (=)
- By TR

1-60 3D HIRITED, (WML 3 59)

Uk
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