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1 ST introduction

1.1 ST reference

AR Tl Security Target (LA T, ST EBET) OB 1E H A 7Lk 35,

ST 4 #5: Canon imageRUNNER ADVANCE C5200 Series 2600.1 model Security Target
N—Tgl 1.08

FATH v oAt

FATH: 2014/08/07

F—TU—R: IEEE 2600, Canon, % /., imageRUNNER, iR. Advance, 7 X/ A1, #HE

e, avt— TV, eI A B G T, @B, GREE, T ARIE, vs K
b, BFaT TV b RyZ A EFaDT4Fvh, EX2IT—F vk

1.2 TOE reference

AREITIE TOE OfAIE A Ftik 35,

TOE 4 #r: Canon imageRUNNER ADVANCE C5200 Series 2600.1 model
IN—gr 1.3

[H, AR TOEIILL FITRTY IR =T  N—RU =T ROTA B AnbfkIhD,
iR-ADV ¥ =VU7 1r—%v-Clfor IEEE 2600.1 Ver 1.03
HDD 7 —# W51t/ I 7—V 7% v R C
(Canon MFP Security Chip 2.01)
Canon imageRUNNER ADVANCE C5200 Series

LA TR
iR-ADV Security Kit-C1 for IEEE 2600.1 Common Criteria Ver 1.03
HDD Data Encryption & Mirroring Kit-C
(Canon MFP Security Chip 2.01)
Canon imageRUNNER ADVANCE C5200 Series

1.3 TOE overview

TOE /. < Canon imageRUNNER ADVANCE C5200 Series 2600.1 model >:\ )7 V2 L EAH#ETH
%, 18T /L < Canon imageRUNNER ADVANCE C5200 Series >(ZLL F oD 2 SO HL %A A
—)LRREL, FFEREETTHIZET TOE ThH< Canon imageRUNNER ADVANCE C5200 Series
2600.1 model >/352%7 5.,

- iR-ADV t¥=U7 1—%>k-Clfor IEEE 2600.1

- HDD 7 —#K55{bR7—V> 7 F vk

iR-ADV &%=V r—3vh-C1 for IEEE 2600.1 (Z/%. < Canon imageRUNNER ADVANCE C5200
Series>OHIEY 77 =T R X 2T 1 —F "o ARG FND,

HDD & —ZigE5{IRT7—V 7R —FiL, HDD TSN T —F 2K (V7 =T & Ete) i =
LT D72 DN—=RT =T TdHDH, A TOE D HDD IV L—/ T )VT 4 A7 LU TRHZEN ATRETH D,
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< Canon imageRUNNER ADVANCE C5200 Series 2600.1 model >i%, LA F O A% H O Protection
Profile(LL T, PP LHET) . BLNZD PP TEHKRIIL TS 7D SFR Packages TERZILTWND

XU TAHRES ., SERIZE T DI LN TED,
Protection Profile

- 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

SFR Packages

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operationa Environment A
- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
- 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A
- 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

- 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operationa Environment A

- 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment A

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

1.4 &5 - R

K ST TIXLL T Ol EE - HiEZ M 55,
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570

TURTVARA—=T T | abt’— TV NEDO Va7 ORPUERSIL, Vad nsg T THERE|T/RDAA
7A IV — 77 A,
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1.5 TOE description

TOE i, & —#&RE - 7'V MHE - 2415 (Universal Send) BRE -7 7 7 ABERE | 7 7/ A (EHERE - = — W
— Ry 7 AEEE R E R PR BE A TH D, TOE AT 5 2600.1, Protection Profile for
Hardcopy Devices, Operational Environment A TixLPL FOIHRFAREAHBEL W5, (7
2600.1, Protection Profile for Hardcopy Devices, Operational Environment A" clause “1.1
Scope’ /1»HD 5| )

This standard is for a Protection Profile for Hardcopy Devices in a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. The typical information processed in this environment is trade
secret, mission critical, or subject to legal and regulatory considerations, such as for privacy or governance.
This environment is not intended to support life-critical or national security applications. This environment
will be known as “Operational Environment A.”

Figure 1%, TOE Th5T V4L EHE< Canon imageRUNNER ADVANCE C5200 Series 2600.1
model >DOF 7 v alEE T HEEER T 256 OMERBERE THY . HEHALRWERELRHLGE
Wi, R ERRE IR AR5,

Figure 1 < Canon imageRUNNER ADVANCE C5200 Series >

PC
——
BXE = HXE
‘ AR —/ -
—_ hymm
< EEng o]
IPHRRIE
— 7O REE S RE(BFA—L)—>
— . ————II7IRBE
BHARES \
< DFOREE \L\ )‘—111‘&'—/ N—
( T _RELAN 0

PC

‘ ' WebD T4

Figurel |2/~ 3 KO E R B HERBE CIE, 7 VXA REIENES LAN (IZX> TA— L — 3 — =
— W —FBREY— 33— PC, Firewall |28t CE0, Firewall (255 7TC Internet 2>HN35 LAN ~D I
BALHNTWD, T UXNVEAEKIT, HE TR AAATEE T LEE | 777 ARERE A NVEEL
7201 777 2% G LT T AT A— N — R — T8 5, 72, PCEZHWTE T LEE TV,
PRAF N 77 7 AEFI T HZENTE, Web 7T 9% PC EICA VA= LT B2 TF U E LR
E—MRETHIELARETHD, 72721, PC LTV MNATHG AL, #8727V 2 —RT74/3—% PC

12
ALY @ Firewall D%

1 CCHHMMIZEBITDT ANREE TIL, Web 777 %1% Microsoft Internet Explorer 8 ZFH L7,
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(A A=V U THE 42045703585, USB © PC ZE 7528 T PC 2 HEF LEE TV b,
RIS HZEL ATRETH D, 72721, USB 25t TF VX VAE EHENE PC 2 USB T /3 A AT — X & ARAF
TAHZEILTERWIDICRERFIZERET D, 72, TOE ([Z7 7V AR—R &5k T 5L T, 77 AR —
RE LU CERHEAREMEZFHL, 777 ADEZE 1T,

FZ, TOE (34 A LY — =B 1B R H W2 BUS L CHREZN R 21T o720 AN D o — —FBEEY—
N—LEHE T A 7 ORI OB A RE AR UL L 72032 LA FIREL L TND, ZDXH 7B E R E
EHBRERIZEBWT, T UXVEGHRIILL T OBEEZFIH T2 TES,

- ot —RRE

MOCEEAX v CTHiRIAI, TV N8I BCEEE T T HHEETH D,
- U MERE

TUANEEENOE T LES PCHOLIEESNOE T CEELRLEICT VN DHETH D,
- N T ARG R

4’/5’ PR LT 77V AL TCE L LEEZETHEETHD, | 77 I AZEE3NT=T7 7V
STV RSN PITRESND, IREESNT- T 7 AT, MBR XTI b, EENTE
50

- T A{ERERE

Ty 7 AR EN LT, BFLELZETIEETHD, 777 AZESINTET7 74 MVT
ZERFICTY U FENTICRESIND, RESNTZ 7 7AWE, BB REXIIITI b, 5
FERTE 5,

- Ty IR ERERE
ML EELAX YU L TERSINTZE A LESCL—Y =R TR AT LRI A RIESITCNDTE
T LEEIRETDHEAETHD,

- 2%{Z (Universal Send) #5E

L EA ARy L TERESNZE A LERSL =P — RO TR AT LR T ARAEIN TS E
FXEE TIFF 2 PDF 77 A VIER TEFA—/NTRL AL PC D[ T4 V2 — | 77T AR EIZ
HE T DHEETHD,

- Koo AkkE

ZOMREIE, 2= P =Ry IR VAT DRy I ANA A=V T 7 ANV ERAFT DR e 2 —HF — Ry
A VAT BRI ADRAFR v 7 A% R T HHEREIC KB TE D,

- =PV TR VAT BRI ANA A=V T 7 A VA ARAFT DI RE

A2X Y T INDEARIAATE B LEL, PC IZ TR AR Z R EL B+ LELra—Y —Ry
DA, T7IAZAGN 77 I AZE LB A LEE T 7o 7 ARy I AL LI AT LR 7 AR
7T DHRETH D,

- =PRI A VAT BRI ADRAFR Y 7 2% F| T D RE
PRy VR RAF ST E A SCEICH L TLL T OBENRTED,
- BT XEORE
- EFXFEOTIR
- EBFXEDEE
- B CEOHIRR
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- BIEXEOTUUR
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1.6 TOE D&

TOE 734 9% 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A @
BORARRE FEBL D720 LL T D X578 TOE 2412,

TOE DYy FEAY % S SR FRANELE X LL F O Th b,
1.6.1 TOE 0¥ &

TOE 1IN —RU =7 LY 7 =T oSN T V2 NVAE S TH5, MFLRIEHIZLL O Figure 2
\RTH G ThD,

Figure2 TOE /

Canon imageRUNNER ADVANCE
C5200 Series HDD /

TOE
TOE

Hillf Y 7 b7 = 7N IiR-ADV X =V 7 ¢ —F v - Clfor IEEE 2600.1 Th 5,
Fio. RIEN—F7 =7 L iR-ADV X =U7 r—Fvh-Cl for IEEE 2600.1 Z &b TT VXL
EHARIKET D,

TOE T %< Canon imageRUNNER ADVANCE C5200 Series 2600.1 model > (37 ¥ ¥ /L
/\Fx&%z!xﬁ: z HDD TR 7=V VIR — REAEDbEE LD TH D, o, FAX B
REZFIH T H72DITIE T 77 AR —R (TOE %544 OEE S LB Th D,

TOE 3D N—R =7 ThH< Canon imageRUNNER ADVANCE C5200 Series >I(Z{ZLL FD
TALT T INBD,

Table2 —8m T A VT v 7/—&

iR-ADV C5255/iR-ADV C5250/iR-ADV C5240/iR-ADV C5235

TOE LG ENDHA X AT TFDHEY Th D,

(%njc%. Fr)
imageRUNNER ADVANCE C5255/ C5255F/ C5250/ C5250F/ C5240/ C5240F/ C5235/ C5235F
e~v==7 )V
iR-ADV t¥ =7 ¢—3vhk-Clfor IEEE 2600.1 7 RI=ARL—Z—H AR
[ACCESS MANAGEMENT SYSTEM {353 - BLIE R & BAE L T RI=A — & —HAK
HDD 7 —#i 5{b¥ vk —F—XH AR
iR-ADV =27 ¢—3vh-C1for |IEEE 2600.1 % 3\ NIRRT BFHALTZS W

(9@(% )
imageRUNNER ADVANCE C5255/ C5250/ C5240/ C5235 e-Manual
iR-ADV Security Kit-C1 for IEEE 2600.1 Common Criteria Certification Administrator Guide
ACCESS MANAGEMENT SY STEM Individual Management Configuration Administrator
Guide
HDD Data Encryption & Mirroring Kit-C Series User Documentation

Copyright Canonlnc. 2012
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1.6.2 TOE OmHEAHH

TOE DR BEAHEEFHZ LU T @ Figure 3 TR T % (a—H— | 22— P —FBREI —/ 3 — A— /Lt —/3—,
PC, #A L% —"—%x<), TOE DX 2V T HREIL A DX TRTEHS Thd,

Figure 3 TOE

| LAN | ‘ LAN | ‘ LAN | | LAN ‘

TOE

PC
| | | [_+oo |

| | | |

| | | | FAX

! —
| |
TOE (% 1.5 = CRBI L7281 A LA T O — kB REZ A T2,
- Ul BAE
=P =D E VA VT TOE Z4ELTZD, TOE MM EE S RVICERRLTZD 5,
- kERE
TOE M CEZEH 11795,
- PiRIABIERE
TOE DS CEE A%,

TOE 13, Bl R 2 )T (AR AT 5,
S T
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BRI D NI LS THFIZ TOE BRI HAShRNIDIT, IEY e —HF —23RFET D,

:L’—'H- alkld, TOE anunmj—émmﬁnunﬁkﬂig@ib—qjﬂ_nun ‘H_b—/\“—%fﬂql/\’cnunﬁj—éﬂ‘
HSRRGEA YA — N5, SMIRRGEIC 31T HRRAE ST 2T Kerberos #87EH L< 13 LDAP #BFFZ H 5,

- Vad FETT 7 AR EERE

RESN e — —DHERRIN DT DA NAE A OB RE R T TERWIDIIL, 2 —F—Due—1|Z
I U CEFREERE D FEAT AR A5,

- BAVaTT 7R ERE

WAL=V a7 2k LT, TV MoV ar dx o eV EOREEZ a7 AL —F —IZHIR
Do

- BEUaT R

ZAELT=Va7 O LAN ~DEREZ T 5, 777 ATA L Z A USRI 57012, 777
AT a7 DEREEHIR T 5,

- HDD 7 —#52&{H EF%EE

DaT FATRHAER SN A A—D T — 2N FRI SN AL &< T2, HDD DEFAA—V T
—fEEE L EXLCHEAEETS

- HDD 5 5{erkaE

HDD Hf{RD£FH %0, HLLIE, HDD & HDD ?“&Hg%ﬂﬁl‘:ﬁ“‘uVﬁﬂf“‘}“%{#’@fﬁgf@
HDD 7 —X~D7 7B AT HZIH LT D201, HDD T — X 51bR 77—V 7R —Rid, &
[EIEC B IRF (2T X VAR B AR A TR B L Eu\T /&/V%ﬁé\&%ﬂiﬁviot%é\mf HDD 77t
A& 5, IHIZ, HDD 7 — X DB ZRF#E T 572012, HDD I[ZHMISID T R TOT —X
AT 5

- LAN 7 —2{R#HHE

LAN 7 —%®D IP /X7y hA~DA=y 77V T 5REL T, IP 237y M IPSec I THE 546975
- HOTAMERE

FHEOEX 2V T AR B ChdI L% AX— Ty IRRICHGET 5
- EioriRe

A=Y —DBRELEATELIOITnr 2L, HDD WICRAFTOERETHY IS
B ek iR, R TE0I0I129%

BZICRERS VD B R UL, TOE 22k, TOE O H EFE i, & EEEEOFI I, HLAX
HA DY =S =P IEfEZR B 2 G L CHREZIRII 9 52 L TRIES D,

- ﬁ"@%ﬁﬁb

AP =R — LAk HIBR T D720 D —F — B RE LA R T 2 U T o B RE AN B IS B
THIDDT NAREHIERETHY, LHITEHE O RHIERRESHL TS

1.7 TOE ®=z—¥—

TOE ®=—¥%— (U.USER) 1%, AFDO 2 HEDO 22—V —IZHFETE 5,

Table 3 —Users

2 CCRHMmIZRIT AT ANRBE T, LDAPF8:EEL C eDirectory 8.8 SP7 #F|HL 7=,
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Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or al of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
EPEIL. User Data, TSF Data, Functions ® 3 fiHTH 5,
1.8.1 User Data

User Datald, ==—H—IC k> TIER ENS TOE Dt F = U T 4 MEEICIZEE A 5 2 70T
— X ThY . LITO2FfEICOETX A,

Table 4 — User Data

Designation | Definition

D.DOC User Document Data consist of the information contained in a user’'s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Datalt, TOED X =T 4 HRBICEEL 5257 —4THY, LATO 2 FHEIZHHE
T& 5,

Table 5 — TSF Data

Designation | Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.

A TOE T#H TSF Data#LL R Table 6 127”77,
Table 6 — TSF Data ® E{&{t.
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547 |TSF7—%

NE

REFE

D.PROT | —¥—4, o — YR BEREERERE CTRIUH 3 5 = — % — k5] | HDD
1%
0 —/L 7 7 AHERERE TR 52— — OHEFR I HDD
By 77U NRY Y | vy 7Ty MEBEOREE®RTHY, vy 7 | HDD
— R E DOHFREEEE v v 7 7 v MO ER #
NRAT—RAKRY v— | 22— —FBFERE CTRIA T2 XA U — RO ENRE | HDD
B E WTHY, /NN AY—RNE, FHATEESCT., A
GO HHlKI O E T #)
=7 VT EE BWE R LDE Yy a2 A LT 7 S ORMRE | &~ %
5 AEY
H {35 H -} & R D% E N RTC
HDD%ERMHERTE | HDD T — X 2 REEHEIEREH SR TH Y . HiED | & %
F NI B9 5 3R E s AT
IPSec % i LAN 7 — X (REKRBICBIT 2 ERFHR TH 0 | FERE | K i %
DN IZHCIZ BT 5 i B IF AEY
D.CONF | /S22 T — | o — YR BGREEERE TR 3 5 = — % — ®FEGE | HDD
1%
o=/ Bl SRERE TR SN D e 7 HDD
RNy 7 ARGREE & BANTa 7 T 7w AR EERE TR T 5, = —%—7&K | HDD

A VAT AR YT ASNDT 7 AHIETH
T BHR 7 A GEORFEE &

1.8.3 Functions

RDEIZ I 5 Table 7 121 ke
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2 Conformance claims

2.1 CC Conformance claim

ZO ST 1%, LL'F® Common Criteria (UL K, CC &%) IS T 5,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurancelevel: EAL3 augmented by ALC FLR.2

2.2 PP claim, Package claim

ZOSTIX LU FD PPIZHEAT 2,
- Title :2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
- Version : 1.0, dated June 2009

Z® ST 1%, LLF® SFR Packages &, BN THL,
- 2600.1-PRT &
- 2600.1-SCN i &
- 2600.1-CPY &
- 2600.1-FAX jiE A
- 2600.1-DSR ji &
- 2600.1-NVS BN
- 2600.1-SMI BN

U> U> op

o

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic

Copyright Canon Inc.
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document output.
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Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operationa Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.1-NV S, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for products that provide storage of User Dataor TSF Datain a
nonvolatile storage device (NVS) that is part of the evaluated TOE but is designed to be removed from the
TOE by authorized personnel. This package applies for TOES that provide the ability to protect data stored
on Removable Nonvolatile Storage devices from unauthorized disclosure and modification. If such
protection is supplied only by the TOE environment, then this package cannot be claimed.

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products that transmit or receive User Data or TSF Data
over acommunications medium which, in conventional practice, is or can be simultaneously accessed by
multiple users, such as wired network media and most radio frequency wireless media. This package
applies for TOEs that provide atrusted channel function allowing for secure and authenticated
communication with other IT systems. If such protection is supplied by only the TOE environment, then
this package cannot be claimed.
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2.3.2 SFR Package functions
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Functions perform processing, storage, and transmission of data that may be present in HCD products.
The functions that are allowed, but not required in any particular conforming Security Target or Protection

Profile, are listed in Table 7:

Table 7 —SFR Package functions

Designation

Definition

F.PRT

Printing: a function in which electronic document input is converted to physical document
output

F.SCN

Scanning: a function in which physical document input is converted to electronic
document output

F.CPY

Copying: afunction in which physical document input is duplicated to physical document
output

F.FAX

Faxing: a function in which physical document input is converted to a telephone-based
document facsimile (fax) transmission, and a function in which a telephone-based
document facsimile (fax) reception is converted to physical document output

F.DSR

Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs

F.NVS

Nonvolatile storage: afunction that stores User Data or TSF Data on a nonvolatile storage
device that is part of the evaluated TOE but is designed to be removed from the TOE by
authorized personnel

F.SMI

Shared-medium interface: afunction that transmits or receives User Data or TSF Data over
a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency

wireless media

2.3.3 SFR Package attributes

When afunction is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differencesin Security Functional Requirements that depend on the function being performed.
The attributes that are allowed, but not required in any particular conforming Security Target or Protection

Profile, arelisted in Table 8:
Table 8 —SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT | Indicates datathat are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.

+NVS Indicates data that are stored on a nonvolatile storage device.

+SMI Indicates data that are transmitted or received over a shared-medium
interface.

2.4 PP Conformance rationale

TOE (%, 7T VA NVEEHD TBIERE TH DA — | TV b Axy T 777 ADBEREITIN A, SCEkR

TFH%EE. HDD K5 5{bAERE. LAN 7 —X DOl S{Li%aE
T D SFR Packages (21 &7 52 EI3E Y TH D,

PLFIZ, 79T SFR Packages a1 L7 PP & 2 ST # bl L T <,
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F 9", Security Problem Definition [ZBJ L C, PP & ST Z L3 5L, LLFD OSP # O & DiBML T
WA LUAMIRIL TH D,

P.HDD.ACCESS.AUTHORIZATION
ZhuE, EHBREAHL WD TIHARL, TOE ZHiL T s OSP Tih o,

o T LUR SR %,
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- STOEX 2T (EE R AT T T X TOTOEIX., PPOtX 2T (iR ETERL-L TS
- PPOEX VT B R A 7- T T X COEMAREIL, STOEX 27 FEERDZL TV

1T, Objective IZBIL T, PP & ST #thikd 5L, LU T D Objective Z U & DIBANL TWDIEANEIF
CTH5,

O.HDD.ACCESS.AUTHORISED

ZHuZ, TOE Zfil#IL T 5 Objective Thd,

ST LA ARAL T 5,

- STOTOED X 2VT 45t K 7 #24i7- 39X CTOTOEILX, PPOTOED X 2V 7 ¢ %f 5 5 #tb il 7=
LTW5

- PPOEMABREO X 2T x5BT # 23T X COEMAEREIL. STOEMAREDO X 2T 1%t
W HBMT-L TS

I HIT, HEEELEICE LT, PP & ST Zthikd 254, Table 9 XS 7l SFR Packages & &4
NTOMREBEMHIHIGEL T, 85I ST TIREREE RN B IS T\ D,

Table 9 —PP. ST TOHEREE X

PP_Package PP ST
Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG1 FAU _STG1

Common FAU_STG4 FAU_STG4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP_ACFE1(b) FDP_ACF.1(exec-job)
Common FDP_RIP1 FDP_RIP1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA_USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)
Common FMT_MSA.3(a) FMT_MSA.3(delete-job)
Common FMT_MSA.1(b) FMT_MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT_MTD.1J(FMT_MTD.1.1(a) | FMT_MTD.1(device-mgt)
Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)
Common FMT_SMF.1 FMT_SMF.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1

Common FPT_TST.1 FPT_TST.1

Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
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PP_Package PP

PRT FDP_ACC.1 FDP_ACC.1(prt)
PRT FDP_ACF1 FDP_ACF.1(prt)
SCN FDP_ACC.1 FDP_ACC.1(box)
SCN FDP_ACF1 FDP_ACF.1(box)
CPY FDP_ACC.1 FDP_ACC.1(box)
CPY FDP_ACF.1 FDP_ACF.1(box)
FAX FDP_ACC.1 FDP_ACC.1(box)
FAX FDP_ACF1 FDP_ACF.1(box)
DSR FDP_ACC.1 FDP_ACC.1(box)
DSR FDP_ACF1 FDP_ACF.1(box)
NVS FPT_CIP_EXP1 FPT_CIP_EXP1
SMI FAU_GEN.1 FAU_GEN.1
SMI FPT_FDI_EXP1 FPT_FDI_EXP1
SMI FTP_ITC.1 FTP_ITC.1
Common - FIA_AFL.1
Common - FIA_SOS.1
Common - FIA_UAU.7
NVS - FCS COPR1(h)
NVS SMI - FCS CKM.1
SMI - FCS_COP1(n)
SMI - FCS_CKM.2
NVS - FPT_PHP1

PP TiXx. FDP_ACFE1(@iZH\ T, +FAXIN @ D.DOC @ Deete, +FAXIN @ D.FUNC @ Delete (Z
%9 % Subject Z UNORMAL & L CW\5% 723, ST Tix FDP_ACF.1(delete-job)iZ 331 T, Subject %
U.ADMINISTRATOR & L. U.NORMAL @ Access Control rule # [Denied) & L T\W5%, £7-. PP
T, FDP_ACC.1 (28T, +FAXIN @ D.DOC ® Read (Z%t9 % Subject 2 UINORMAL & LT\
%73, ST Tt FDP_ACC.1(box)IZ 35 T, Subject % U.ADMINISTRATOR & L. U.NORMAL @
Access Control rule 2 Denied] & L TCW\W5,

ik U7z ST OBSREZE 4D EN V) £+1F 1% Delete <> Read RIHE7: Subject DO #i[H % 5. UNORMAL O
7 7 & ATARE7: Object Z 72 < $EIV AT TH v | PP OBEREZA: L 0 HHIIRAYZR Y 7 & Al 217
S2TWBHEEZD,

PP Ci%. FDP_ACF1(@I!ZF\\ T, +FAXIN ® D.FUNC @ Modify {Zxf4 % Subject 2 U.NORMAL
ELTWASH, ST Tl FDP_ACF1(deletejob)iZ 3\ T, Subject Z# U.User & L. Access Control rule
% [Denied] &L TW5,

ST OREREZAFEOEI D AHTH T BEEEDOFIH &2 £ D Subject IZ b FF S 2V S IZT2FIV T TH Y,
PP OREREZEME L 0 HHIIRINZR T 7 £ 2l 21T > TWD & F R D,

VAIEOFBH XY, ST Ttk SN TWAD SFRIZ, PP ClilR &N TWA SFR LV TR E7-135D
HIRA)) THD EWVWR D,

W~ T, LD AL T,
- STOSFRZH -3 _XTHOTOEIL., PPOSFRY{iE7-L T\VV5

F7z. ST OIRFEEMT PP OIRFEEAFLIFC THD,
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PLEIZEY, 2 ST 1% PP IZEbf LT, TOE (IZ[RIZE UL EOFIRAFRL . TOE OEHERERIZFEZELL T O
HIFRZFRL TV,

E~T, 2D ST 1L PP &b & L TV D,
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3 Security Problem Definition

3.1

3.2

Notational conventions

Defined termsin full form are set in title case (for example, “Document Storage and Retrieval”).
Defined termsin abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v™) place at the intersection
of a row and column indicates that the threat identified in that row is wholly or partialy
mitigated by the objective in that column.

In tables that describe completeness of security requirements, abold typeface letter “P’ placed at
the intersection of a row and column indicates that the requirement identified in that row
performs a principal fulfillment of the objective indicated in that column. A letter “S” in such an
intersection indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement
name and purpose indicates that the requirement performs a principal fulfillment of the objective
in the same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.In  specifications of Security Functional
Requirements (SFRs):

Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the origina SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria Part
2 or an Extended Component Definition, but which also must be completed by the ST Author in
aconforming Security Target.

The following prefixes are used to indicate different entity types:

Table 10— Notational prefix conventions

Pr efix Type of entity

User

Data

Function

Threat

Policy

Assumption

Objective
Environmental objective
Security attribute

+|Qlo|»|m|H|m|o|c

Threats agents
This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

F7T H: 2014/08/07

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11—Threats to User Data for the TOE

Threat Affected asset | Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOCALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNCALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12—Threats to TSF Data for the TOE

Threat Affected asset | Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13—Organizational Security Policies

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF

P.AUDIT.LOGGING To preserve operational accountability and security, records that
provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment

P.HDD.ACCESS.AUTHORIZATION To prevent access TOE assets in the HDD with connecting the
other HCDs, TOE will have authorized access the HDD data.

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14—Assumptions

Assumption Definition

A.ACCESSMANAGED | The TOE islocated in arestricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.
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Assumption Definition

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and

procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’ s guidance
and documentation, and correctly configure and operate the TOE in accordance
with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4 Security Objectives

4.1  Security Objectives for the TOE

ZOETIE, TOEDH-T XX U F ¢ 5EFEHZE L TiElik4 %,

Table 15— Security Objectives for the TOE

Objective Definition

O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
ateration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
ateration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE.
O.INTERFACE.MANAGED The TOE shall manage the operation of external interfacesin
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
inthe TSF.

O.AUDIT.LOGGED The TOE shall create and maintain alog of TOE use and
security-relevant events, and prevent its unauthorized disclosure
or ateration.

O.HDD.ACCESS.AUTHORISED The TOE shall protect TOE assetsin the HDD from accessing
without the TOE authorization.

4.2  Security Objectives for the IT environment

ZOETIE, ITREOEX 2V 7 4 %R GEHIZE L Tk 5,

Table 16— Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted I T
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are exported from the
TOE to another trusted IT product, the TOE Owner shall ensure
that those records can be accessed in order to detect potential
security violations, and only by authorized persons
OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3  Security Objectives for the non-IT environment

ZOETIE, FEITEREOEX2 U T xR FHIZBE L itk 5,
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Table 17— Security Objectives for the non-IT environment

Objective Definition

OE.PHY SICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization, and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization, have
the training, competence, and time to follow the manufacturer’s
guidance and documentation, and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4  Security Objectives rationale

ZOFETIE, BX = U T o kRS (Security Objectives) OMRHLIZEI L CREik 3%,

Table 18—Completeness of Security Objectives

Obijectives
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NIZ|Z 212|922 |2|Z Lo
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21001012 |<|3IQI N EIKIG|L |5z F
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Threats. Policies, and Assumptions |0 |o| o |olololololololololo|lololololololo
T.DOC.DIS v v|v
T.DOC.ALT v v |v
T.FUNC.ALT 4 vV
T.PROT.ALT 4 v
T.CONF.DIS v V|V
T.CONFALT vIvi|v
P.USER.AUTHORIZATION V|V
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING 4 vIivI|v
P.INTERFACE.MANAGEMENT v 4
P.HDD.ACCESS.AUTHORIZATION v
A.ACCESS.MANAGED v
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Threats. Policies, and Assumptions |0 |0l o |ololololololololololololoclololol0o
A.ADMIN.TRAINING v
A. ADMIN.TRUST v
A.USER.TRAINING v

Table 19—Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectivesand rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons

O.DOC.NO _DIS protects D.DOC from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.DOCALT

User Document Data may be
altered by unauthorized persons

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

T.FUNCALT

User Function Data may be
atered by unauthorized persons

O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.PROT.ALT

TSF Protected Data may be
altered by unauthorized persons

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

T.CONF.DIS

TSF Confidential Data may be
disclosed to unauthorized

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure
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persons

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.CONF.ALT

TSF Confidential Data may be
altered by unauthorized persons

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

P.USER.AUTHORIZ
ATION

Users will be authorized to use
the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable codein the TSk

P.AUDIT.LOGGING

An audit trail of TOE use and
security-relevant events will be
created, maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains alog
of TOE use and security-relevant events, and
prevents unauthorized disclosure or ateration

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsihility of, the TOE Owner to
provide appropriate access to exported audit
records

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed

P.HDD.ACCESS.AUT
HORIZATION

To prevent access TOE assetsin
the HDD with connecting the
other HCDs, TOE will have
authorized access the HDD data.

O.HDD.ACCESS.AUTHORISED protects TOE
assets in the HDD from accessing without the
TOE authorization.

P.INTERFACE.MAN

Operation of external interfaces

O.INTERFACE.MANAGED manages the

AGEMENT will be controlled by the TOE operation of external interfaces in accordance
and itsIT environment . with security policies
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces
A.ACCESSMANAG | The TOE environment provides | OE.PHY SICAL.MANAGED establishes a
ED protection from unmanaged protected physical environment for the TOE

access to the physical
components and data interfaces
of the TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of and
trained to follow security
policies and procedures

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

A.ADMIN.TRUST

Administrators do not use their
privileged access rights for
malicious purposes.

OE.ADMIN.TRUST establishes responsibility of
the TOE Owner to have atrusted relationship
with Administrators.
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A.USER.TRAINING

Administrators are aware of and
trained to follow security
policies and procedures

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.

29

Copyright CanonliInc. 2012



Canon

FE7T H: 2014/08/07

5 Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Release 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_CIP_EXP Confidentiality and integrity of stored data
Family behaviour:

This family defines requirements for the TSF to protect the confidentiality and integrity of both TSF and user
data.

Confidentiality and integrity of stored data is important security functionality in the case where the storage
container is not, or not always, in a protected environment. Confidentiality and integrity of stored data is often
provided by functionality that the TSF uses for both TSF and user data in the same way. Examples are full disk
encryption functions, where the TSF stores its own data as well as user data on the same disk. Especially when a
disk is intended to be removable and therefore may be transported into an unprotected environment, this
becomes a very important functionality to achieve the Security Objectives of protection against unauthorized
access to information.

Component leveling:

FPT_CIP_EXP.1 Confidentiality andintegrity of stored data 1

FPT_CIP_EXP.1 Confidentiality and integrity of stored data, provides for the protection of user and TSF data
stored on a storage container that cannot be assumed to be protected by the TOE environment.

Management: FPT_CIP_EXP.1

The following actions could be considered for the management functionsin FMT:
a) Management of the conditions under which the protection function is activated or used;
b) Management of potential restrictions on the allowance to use this function.

Audit: FPT_CIP_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

a) Basic: failure condition that prohibits the function to work properly, detected attempts to bypass this
functionality (e. g. detected modifications).

FPT_CIP_EXP.1 Confidentiality and integrity of stored data

Hierarchical to: No other components.
Dependencies: No dependencies
FPT_CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: media used
to store the data].

FPT _CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: /ist of actions] when it detects alteration of user and TSF data when
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either is written to [assignment: media used to store the datal).
Rationale:

The Common Criteria defines the protection of user datain its FDP class and the protection of TSF data in its
FPT class. Although both classes contain components that define confidentiality protection and integrity
protection, those components are defined differently for user data and TSF data and therefore are difficult to use
in cases where a TOE provides functionality for the confidentiality and integrity for both types of data in an
identical way.

This Protection Profile defines an extended component that combines the confidentiality and integrity protection
for both types of datain a single component. The authors of this Protection Profile view this as an approach that
simplifies the statement of security functional requirements significantly and therefore enhances the readability
and applicability of this Protection Profile. Therefore, the authors decided to define an extended component to
address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since it is intended to protect data that are exported to storage media, and in particular,
storage media that might be removable from the TOE, the authors believed that it was most appropriate to place
it in the FPT class. It did not fit well in any of the existing families in either class, and this led the authors to
define anew family with just one member.

5.2 FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and process this
information before it is transmitted on another external interface. However, some products may provide the
capability for attackers to misuse externa interfaces to violate the security of the TOE or devices that are
connected to the TOE's externa interfaces. Therefore, direct forwarding of unprocessed data between different
external interfaces is forbidden unless explicitly alowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify thiskind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Redtricted forwarding of data to external interfaces, provides for the functionality to require
TSF controlled processing of data received over defined external interfaces before these data are sent out on
another external interface. Direct forwarding of data from one external interface to another one requires explicit
alowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functionsin FMT:

a) Definition of therole(s) that are allowed to perform the management activities,

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role;

¢) Revocation of such an alowance.
Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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There are no auditable events foreseen.
Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one externa interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i. e. without processing the data first) between different external
interfaces is therefore afunction that —if allowed at all — can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can alow this. Since thisis a function that
is quite common for anumber of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both user data and TSF data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: /ist of external interfaces] from being forwarded without further
processing by the TSF to [assignment: /ist of external interfaces].
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6 Security requirements

ZOFETIE, TOED®F =2 U T ¢ B (security requirements) (2B L Citik9 5,

6.1  Security functional requirements

ZOETIE, TOEDO X = U7 ¢ HERES: (security functional requirements) (ZB8 L Citadv 3 5,
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6.1.1 —3 —FRIEHERE

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA AFL.1.1 The TSF shall detect when [selection: [fassignment: positive integer number], an
administrator configurable positive integer withinfassignment: range of acceptable
values]] unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events).
[selection: fassignment. positive integer number], an administrator configurable

positive integer withinfassignment: range of acceptable values]
. an administrator configurable positive integer within 1 to 10

[assignment: /ist of authentication events]
- BAEARX LB LTV E— MUl ZflioTcm 7 A 3T

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
. met

[assignment: /ist of actions]
. gy 77U
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies

FIA ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes.

[assignment: /ist of security attributes]
. ==, m—L
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU .7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2
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Timing of authentication

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is authenticated.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

= AN N E I SVE VAN Wl e/ SV E WAL PN

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedbackK]
*

Timing of identification

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is identified.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

. PV ad Tr oA a1 T I A a7 O

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: /ist of user security attributes].

[assignment: /ist of user security attributes]
. a—H—4, m—

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes].

[assignment: rules for the initial association of attributes]
. 7L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes].

[assignment: rules for the changing of attributes]
= L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: #/ime

interval of user inactivityj.

[assignment: time interval of user inactivity]
. BB SV B R L 72U IREBAS . BRIt

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

interval of user inactivity].

[assignment: time interval of user inactivity]
. UE— kUl ZH#AE L72VREEDS, 15 2[Rl
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FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment. other
operations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles.

[assignment: access control SFP(s), information flow control SFP(s)]
. 7L

[selection: change default, query, modify, delete, [assignment: other operations]]
= query, modify, delete, insert

[assignment: /ist of security attributes]
] o —/)

[assignment: the authorised identified roles]
. U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFF, information flow control SFP| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
. L

[selection, choose one of: restrictive, permissive, [assignment: other property]]
] Restrictive

[refinement]
L] TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles)
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
= Nobody
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FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(exec-job)  The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: /ist of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP.

[assignment: /ist of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFP]
= objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20.

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U.ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: /ist of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U.ADMINISTATOR fo use a
function, a user that is authorized to use the TOE is automatically authorized to
use the functions [assignment: /ist of functions], [assignment: other conditions]]

" [assignment: other conditions]

[assighment: other conditions]
. rules specified in the TOE Function Access Control SFP in Table 20
governing access among controlled users as subjects and controlled objects using
controlled operations on controlled objects

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U. ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects.

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to obfects]
. L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
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subjfects to objects]
2L

Table 20—TOE Function Access Control SFP
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Object Attribute Operation(s) | Subject Attribute | Accesscontrol rule
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6.1.3 BWATaT T exEIHERE

6.1.3.1

¥ a T HIERERE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
gperations]] the security attributes [assignment: /ist of security attributes] to

[assignment: the authorised identified roles.
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[assignment: access control SFP(s), information flow control SFP(s)]
Ll PRT Access Control SFP in Table 23
. BOX Access Control SFP in Table 24

[selection: change default, query, modify, delete, [assignment: other operations]]
. Table21 © [#fE)] DIA

[assignment: /ist of security attributes]
. Table21 @ [security attributes] DIE

[assignment: the authorised identified roles]
. Table21 » Tw—)L | DIH

Table 21—Management of security attributes

security attributes HiE B—v
a—H—4 modify, delete, create, query, insert | U ADMINISTRATOR
Ry 7 AW modify, delete, create U.ADMINISTRATOR
HE DR v 7 AREE 5 modify U.NORMAL
APPLICATION NOTE 1. This Protection Profile does not define any mandatory security attributes, but some may be

defined by SFR packages or by the ST Author. The ST Author should define how security attributes are managed. Note
that this Protection Profile allows the ST Author to instantiate “Nobody” as an authorized identified role, which makes it
possible for the ST Author to state that some management actions (e.g., deleting a security attribute) may not be
performed by any User.

FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFF, information flow control SFF| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)

. Common Access Control SFP in Table 22
. PRT Access Control SFP in Table 23
. BOX Access Control SFP in Table 24

[selection, choose one of: restrictive, permissive, [assignment: other property]]
. restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles]
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
L] Nobody
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Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on

the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

. U.ADMINISTRATOR /&, 9 XT® D.DOC - D.FUNC Dk Al g
" U.ADMINISTRATOR %, +FAXOUT @ D.FUNC ® Modify 73 ] HE

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjfects to objects]
. 7L

Table 22—Common Access Control SFP

Object Attribute Operation(s) | Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for hissher own
+FAXOUT, documents
+DSR,+NVS+SMI

D.DOC +FAXIN Delete U.NORMAL | Denied
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Object Attribute Operation(s) | Subject Access control rule

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for hissher own
+FAXOUT Delete function data
+DSR,+NVS+SMI

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete U.NORMAL | Denied

6.1.3.2 SV a7 —HHEEHEE

FDP_ACC.1(prt) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(prt) The TSF shall enforce the PRT Access Control SFP in Table 23 on the

list of subjects, objects, and operations among subjects and objects covered by the
PRT Access Control SFP in Table 23.

FDP_ACF.1(prt) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(prt) The TSF shall enforce the PRT Access Control SFP in Table 23 to
objects based on the following: the list of subjects and objects controlled under the
PRT Access Control SFP in Table 23, and for each, the indicated security attributes
in Table 23.

FDP_ACF.1.2(prt) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
PRT Access Control SFP in Table 23 governing access among Users and controlled
objects using controlled operations on controlled objects.

FDP_ACF.1.3(prt) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjfects to objects]
. L

FDP_ACF.1.4(prt)The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objfects]
. L
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Table 23—PRT Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule
D.DOC | +PRT Read U.NORMAL | Denied, except for hissher own documents

6.1.3.3 —H—=K v ARIFHRE
FDP_ACC.1(box) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(box) The TSF shall enforce the BOX Access Control SFP in Table 24 on the

list of subjects, objects, and operations among subjects and objects covered by the
BOX Access Control SFP in Table 24.

FDP_ACF.1(box) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(box) The TSF shall enforce the BOX Access Control SFP in Table 24 to
objects based on the following: the list of subjects and objects controlled under the
BOX Access Control SFP in Table 24, and for each, the indicated security
attributes in Table 24.

FDP_ACF.1.2(box) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
BOX Access Control SFP in Table 24 governing access among Users and controlled
objects using controlled operations on controlled objects.

FDP_ACF.1.3(box) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjfects to objects]
. L

FDP_ACF.1.4(box) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
. L
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Table 24—BOX Access Control SFP

Object Attribute(s) Operation | Subject Access control rule

D.DOC +SCN, +CPY, | Read U.NORMAL | Denied, except for hisslher own documents
+DSR,
+FAXOUT

D.DOC +FAXIN Read U.NORMAL | Denied

D.DOC +SCN, +CPY, | Read U.ADMINIS | Denied, except (1) for hissher own
+DSR,+FAXI TRATOR documents, or (2) if authorized by
N, +FAXOUT mechanism if such functions are provided

by a conforming TOE

6.1.4 ZEVaTinbiee

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 5 —XZEiHEMAE

FDP_RIP.1

FDP_RIP.1.1

Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assignment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from)
. deallocation of the resource from

[assignment: /ist of objects]
. 7L

6.1.6 HDD MzE{visE

6.1.6.1

i e S AE

FCS_COP.1(h) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1
attributes, or

FDP_ITC.2 Import of user data with security attributes, or

Import of user data without security

Copyright Canonlnc. 2012

43



Canon

FE7T H: 2014/08/07

FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: /ist of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations]

. HDD ~FXIAEN DT — X Ol 5idE
. HDD 7B Eerth S 57— & O S
[assignment: cryptographic algorithm]
. AES
[assignment: cryptographic key sizes)
. 256 hit
[assignment: list of standards]
. FIPS PUB 197
FPT_CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components.
Dependencies: No dependencies
FPT CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: a Rermovable
Nonvolatile Storage device).

[assignment: a Removable Nonvolatile Storage devicel
= HDD

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: @ Removable Nonvolatile Storage device).

[assignment: /ist of actions]
. no action

[assignment: a Removable Nonvolatile Storage device)
. HDD

APPLICATION NOTE 2. Today many manufacturers are looking at hardware solutions such as fully encrypting
disks to meet disk encryption requirements. Some of these driveswill not allow data to be written to the drive unless the
correct credentials (either the key itself or credentials required to unlock the key stored in a secure area of the drive) are
presented. Assuming that this functionality can not be bypassed, detection of modificationsis not a useful function
within the TOE and therefore it should be possible to instantiate "no action" in the assignment for the "list of actions" in
FPT_CIP_EXP.1.2, arguing that unauthorizedmodification is prevented by the design of the system.

Quate from [PP Guide]

6.1.6.2 AIKGAIFEFEHAE
FPT_PHP.1 Passive detection of physical attack

Hierarchical to: No other components.
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Dependencies: No dependencies.

The TSF shall provide unambiguous detection of physical tampering that might
compromise the TSF.

[refinement] physical tampering — HDD X O*HDD 7 —#k55{b/X 77—V > 7R
— RO VR

/41

The TSF shall provide the capability to determine whether physical tampering
with the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD &, UHDD 7 —#KB4L/IX 7 — VU » 7R
—FoT 0

6.1.7 LAN T —#{%#EsE

6.1.7.1 P X4 v MiFE{Li%RE

FCS_COP.1(n) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment: /ist of cryptographic operations] in

accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm)] and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: /ist of cryptographic operations]

. LAN ~FHET 2 IP/XT v S ORE SAb#EAE
. LAN 2 6ZA5T 2 IP 37 v N O SH#AE
[assignment: cryptographic algorithmi)
L] Table 25 @ Tcryptographic algorithm) DIH
[assignment: cryptographic key sizes]
. Table25 @ [cryptographic key sizes] DIH
[assignment: /ist of standards]
. Table25 @ Tlist of standards] IR
Table 25— IPSec cryptographic algorithm, key sizes and standards
cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 hit FIPS PUB 46-3
AES-CBC 128 hit, 192hit, 256 hit FIPSPUB 197
AES-GCM 128 hit, 192hit, 256 hit SP800-38D
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Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 HI7 AM#ERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test should occurnl]] to
demonstrate the correct operation of [selection: [assignment: parts of TSF], the
TSA).

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occun]]

= during initial start-up

[selection: [assignment: parts of TSF], the TSF]
. LAN 7 — % {RF#EREE CRIH T 2557 /12 ) X A(AES, 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF|, TSF data).

[selection: [assignment: parts of TSF], TSF data]
. I 5

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.
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FAU_GEN.1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified)]
level of audit; and

- all Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 26; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]
L] not specified

[assignment: other specifically defined auditable events]
. 7L
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in Table 26: (1) information as defined
by its Audit Level (if one is specified), and (2) all Additional Information (if any is
required); [assignment: other audit relevant information].

[assignment: other audit relevant information)
. L

Table 26—Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP_ACF.1 Not specified Typeof job

Both successful and unsuccessful use of the FIA_UAU.1 Basic None required

authentication mechanism

Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user

identification mechanism identity, if available

Use of the management functions FMT_SMF.1 Minimum None required

Modifications to the group of usersthat are FMT_SMR.1 Minimum None required

part of arole

Changes to thetime FPT STM.1 Minimum None required

Termination of an interactive session by the FTA SSL.3 Minimum None required

session |ocking mechanism®

Failure of the trusted channel functions FTP ITC.1 Minimum None required

3 PP Guide ¢ [14.1 IEEE Std 2600.1 Errata] %z

IEEE Std 2600.1(Z%“Locking of an interactive session by the session locking mechanism” & & % 73, #5503 &

T B EA R
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Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU _SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: /ist of audit informatiori] from the audit records.

[assignment: authorised users]
. U.ADMINISTRATOR

[assignment: list of audit information]
. Table26 [T/ R AR 7DY A |k

FAU _SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.
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FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of: prevent, detecf]
. prevent

FAU_STG.4 Prevention of audit data loss

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “lgnore audited events”, ‘prevent
audited events, except those taken by the authorised user with special rights”,
“overwrite the oldest stored audit records” and [assignment. other actions to

be taken in case of audit storage failure] if the audit trail is full.

[selection, choose one of: “ignore audited events”, ‘prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

L] “overwrite the oldest stored audit records’

[assignment: other actions to be taken in case of audit storage failure]
. L
6.1.10 & HHEAE
6.1.10.1 —=—¥ —E HEERE
FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_SOS.1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric.

[assignment: a defined quality metric]
v AFUERIFLUTONRAT — N
= 3 CFPLRERET D SUFHE G O
. BRI FA~2)E L LFUEED D
» BNF(a~2)E 1 LFLLEED D
= HFO0~9% 1 XFEUEEDD
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. T T 7Ry MPSOSCFO-@[], T #3%& ()=~ +) <))& 1 FLLE
GHD
= fEHARESCT
o HIEHSCFLSN DA TOILF

FMT_MTD.1(user-mgt) Management of TSF data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change _default, query,
modify, delete, clear, [assignment: other gperations]] the [assignment: /ist of TSF
data associated with a U.NORMAL or TSF Data associated with documents or jobs
owned by a U.NORMAL] to [selection, choose one of: ANobody, [selection:
U.ADMINISTRATOR, the U.NORMAL to whom such TSF data are associated]].

[selection: change default, query, modify, delete, clear, [assignment. other
operations])
. Table27 ® [#ifE] DA

[assignment: /ist of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL]
. Table27 @ [TSFdata] DIA

[selection, choose one of: Nobody, [selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF data areassociated]]
. Table27 » Te—/)v | DI

Table 27— — —{EHEH

TSF data o—/L BIE

Sk m—L UADMINISTRATOR | o0y, delete, - creats; - query,
INAT — R U.ADMINISTRATOR | modify, delete, create, insert

HE DA — R U.NORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobodly, [assignment: the authorised identified roles]].

[selection: Nobodly, [assignment: the authorised identified roles]]
. Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to
which no user shall be associated.

6.1.10.2 5 S8 PR RHE
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FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithm)
. FIPSPUB 186-2 (2 53 < B B84k 7 /L =Y X A

[assignment: cryptographic key sizes]
. 128hit, 168bit, 192hit, 256 bit

[assignment: /ist of standards]
= FIPS PUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards].

[assignment: cryptographic key distribution method)

. DH (DiffieHellman) 3 X OV ECDH (Elliptic Curve Diffie Hellman)
[assignment: /ist of standards]
. SP800-56A

6.1.10.3 5 /\A &P RE

FMT_MTD.1(device-mgt) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other gperations]] the [assignment: /ist of TSF
data] to [selection, choose one of: Aobody, [selection: U.ADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment. other
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operations])
. Table28 » [#ifE] DIA

[assignment: /ist of TSF datal]
= Table28 @ [TSFDatal] ®IH

[selection, choose one of: NMobody, [selection: U.ADMINISTRATOR, [assignment:
the authorized identified roles except U.NORMAL]]]
. Table28 » T —)L | DIAE

Table 28— /A A EHEHLRE

TSF Data u—j e

H /LR E U.ADMINISTRATOR | modify
HDD5E 2 ERE U.ADMINISTRATOR | query, modify
IPSec % & U.ADMINISTRATOR | query, modify
F—RIVT E U.ADMINISTRATOR | query, modify
By 7T NRY Y — % E U.ADMINISTRATOR | query, modify
INAT— KRRV — R TE U.ADMINISTRATOR | query, modify
= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: /ist of management functions to be provided by the TSF].

[assignment: /ist of management functions to be provided by the TSF]
. LU F @ Table 29 (2334 BRESAE

Table 29—The management of security requirements

B SRR BiE

H /LR E modify
HDDERIEERE query, modify
IPSec 7% & query, modify
F—rIVTRE query, modify
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EEREAE BiE
2y 7T 7 NRY S —FRE query, modify
INAT— KRRV — R TE query, modify
A= query, delete
modify,  delete,
a—H—% a— create, query,
insert
— modify,  delete,
SRAV =R create, insert
Ry 7 ARG Mot faee
HED/RRAT— R modify
. - modif
[ DR 7 ARG RER 5 Y

6.2  Security assurance requirements

This section defines the security assurance requirements for the TOE.

Table 30 lists the security assurance requirements for 2600.1-PP, Protection Profile for Hardcopy Devices,
Operational Environment A, and related SFR packages, EAL 3 augmented by ALC_FLR.2.

Table 30— 2600.1 Security Assurance Requirements

Assurance Class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.3 Functional specification with complete summary

ADV_TDS.2 Architectural design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation CM coverage

ALC DEL .1 Dédlivery procedures

ALC _DVS.1 Identification of security measures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL3)

ALC_LCD.1 Developer defined life-cycle model

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE _INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE COV.2 Andysis of coverage

ATE_DPT.1 Testing: basic design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability assessment

AVA VAN.2 Vulnerability analysis
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6.3  Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 31 |X TOE &X=UT %R G otEEX 2T B2 ~v e 7 LT2b D THD, ZHUSED,
B X2 UTAEREE RN DK 1 DD TOE X 2T A% R T EHIIE L TWAZEEZRL TV,
FEXINER%E Bold (A0 (P) THEL, AR —RLTWARIGEIFRE (S) T/RLTZ,

Table 31—The completeness of security requirements

Objectives

O.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS. AUTHORISED

SFRs
FIA_AFL.1
FIA_ATD.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S| S|S|S|S|S
FIA_USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)
FMT_MSA.1(exec-job)
FMT_MSA.3(exec-job)
FDP_ACC.1(exec-jaob)
FDP_ACF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACF.1(delete-job)
FDP_ACC.1(prt)
FDP_ACF.1(prt)
FDP_ACC.1(box)
FDP_ACF.1(box)
FPT_FDI_EXP1 P
FDP_RIP1
FPT_CIP_EXP1
FCS_COPR1(h) S| S|S|S|S|S
FPT_PHP1 P
FCS_COP1(n)
FTP_ITC.1 P P| P | P P P
FCS_CKM.1 S| S|S|S|S|S

T VW TT|T|TOVTOWN
o

WO nw
I nw

WIOTNT VT VWL

o
o
T
)
o
o

wn
n
)
2]
9]
wn
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Objectives
0
a |38 2
Fl-lo |- |8|S]T|g]|0
I B T i 2 B B - = TV
= - [a) x b o [0}
olod|lolo|Q9|o|Z|=|>|0|%
z|2|2|2 |2 |2|5|4/¥/1214
@) j O = L =
c18|2/218|8|z/E|2|9|8
S|S|z|E|c|o|g |8 |E|2|¢
C|0|c|c|0|oc |8 |E o |3 <
o|Z|2 a
o |© I
o
SFRs
FCS_CKM.2 S| S|S|S|S|S
FPT_TST.1 P
FAU_GEN.1 P
FAU_GEN.2 P
FAU_SAR.1 P
FAU_SAR.2 P
FAU_STG1 P
FAU STG4 P
FPT_STM.1 S
FIA_SOS.1 S
FMT_MTD.1(user-mgt) P P P
FMT_SMR.1 S| S| S| S|S|S]| S
FMT_MTD.1(device-mgt) P|P|P
FMT_SMF.1 S S S S S S

6.3.2 The sufficiency of security requirements

KRBT, BF 2T ABEREEAED TOE =2 UT A& 5K 7 #H &2 DI+ ThHOHMRMA TR T
60

O.DOC.NO_DIS i, user document data 73 Z 5% S 41720 K91,

FIA_UID.1 TOZ—H—i5fFHMITIET T, FMT_SMR.1 TEEIN/Zr—/L 3 DY ThHil, £0u
—IUZHADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (=
VEEEARNDIIZT 72 AH|RLTZD,

FDP_ACC.1(prt)/FDP_ACF.1(prt).

FDP_ACC.1(box)/FDP_ACF.1(box)

IZEDB a7 O, 7V a—%2RANDHIZT 7B ARIRLIZD T 52 LIV EBLEND,

Fio, Va7 HELIC AR ST user document data DFETFEIEHIL, FDP_RIP.1 2LV el Esns,
EHIZ, HDD WD 2—H—F =2« TSF 7 —Z ~DU X A« BFEITHRTL T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 [z Jufii#Esh .,

LAN 2552 552 —W —F —Z - TSF T —H~DEX A T2 5L T

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS_CKM .2 Ic LW,

IS ICBE Y B A EIERE X FMT_SMF.1IC X » CHEflf S Tn 5,
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O.DOC.NO_ALT iZ. user document data 23t X A S0 K912,

FIA_UID.1 TOa—HF—i#BEHIZIST T, FMT_SMR.1 TEESNZn— L8N80 YCThh, 2o
—WZHEEDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (2 &
VEEEARNDIINZT 7B AHIR T HZ &LV EBIND,

EHIZ, HDD WD 2—H—F —H TSF 7 —Z ~DU X A - BFEITHRTL T

FPT_CIP_EXP.1, FCS COP.1(h), FCS_CKM.1 IZXhfti#ESi,

LAN 2525302 —H—F —H - TSF 7 —H~DWEX A - BFEITH LT

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZXhix#sn5,

INGICEEE T A EEMEAEIX FMT_SMR.1IC X » TRt h T 5,

F7T H: 2014/08/07

O.FUNC.NO_ALT /&, user function data 23k X A S/ EDIZ,

FIA_UID.1 TOa—V—iBEFHIEC T, FMT_SMR.1 TEHEN/-o— A 08E0 Y Thh, Zon
— N HEOX,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= &
DEMEEARNDIZT 7B AFIR T 52 LIV EHIND,

&2, HDD WD —H—F —H - TSF 7 —Z ~ DU X A« ZFE KL T

FPT_CIP_EXP.1, FCS _COP.1(h), FCS CKM.1 [ZLV{f#ES .,

LAN Z5Z 54 H2—W —F —Z - TSF T — X ~DhS A TR IH LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 (kv fiEsn s,

TSI S EEREIL FMT_SMF.AIZ &k » TRt S T 5,

O.PROT.NO_ALT %, TSF protected data 73X A SN,

FMT_MTD.1(user-mgt) C& FEM 72 FIA_UID.1 CTO2—H—#BIIEFHRITIGC T, FMT_SMR.1 TEH
SNz — A RNEIN G THIL, EOR— /LD,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (2857 /A A E FREREIC L0 EHEND,
E5IZ, HDD WD —H—F —H TSF 7 — X ~DUI A« ZRFE KL T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 |[Zkh s,

LAN 235525352 —P—F —H - TSF T —Z ~DES A - ZFITx LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZkv{fi#EE N5,

O.CONF.NO_DIS %, TSF confidential data 73 % #& L7 K912,

FMT_MTD.1(user-mgt) C& FE& 72 FIA_UID.1 CTO2—H —iBIIEHRICIG T T, FMT_SMR.1 TEH
ST — LN ED Y THIL, EDua— LIETX,

FMT_SMR.1, FMT_MTD.1(devicemgt) , FMT_SMF.1 {2857 /A R & B RE IC LW EHEND,
E5IZ, HDD WD 2—H—F —H TSF 7 —Z ~Dh X A - BFR IR T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 IZXhii#Sh,

LAN #5254 —P—F —HTSF T —Z ~DES A BB LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 iZ kv {fi#ES N5,

O.CONF.NO_ALT I, TSF confidential data 734 & A SH 72 EHIT,
FMT_MTD.1(user-mgt) CEEE 7= FIA_UID.1 TOa2—W—f B HI2G 0 T, FMT_SMR.1 TE B
ENT-a—AnE Y THN, TOu—/IESE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (25157 A AE HIEREIC L0 EH SN D,
EBIZ, HDD WD 2—H—F =X« TSF 7 —Z ~DU X A - BFE IR T

FPT_CIP_EXP.1(h), FCS COP.1, FCS CKM.1 (LW {Ei#ESh,

LAN 25253 02—H—F —H - TSF 7 —H~DWE A - BFEITH LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 [Zkv{f#ES 5,

O.USERAUTHORIZED %, FIA_UAU.1, FIA_UID.1, FIA_UAU.7. FIA_AFL.1 CORMBIRGEAN=
A AZLVFRRES Nz — P —3 |
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FIA_ATD.1. FIA_USB.1, FTA_SSL.3(Iui)/FTA_SSL.3(rui) ic kW 2 —HF —D v a v FHEI N,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (Z&D7 72 AHIMIZ LY | MERRZ f 5 S 7= RE % FI| F
TEHZIEIZEVEISIND,

&H1Z, FIA_SOS.1, FMT_MSA.1(exec-job), FMT_MSA . 3(exec-job), FMT_SMR.1 (2L IE Y /e —
—ZEHT D,

F7T H: 2014/08/07

O.INTERFACE.MANAGED (X, A A H—T7 2 — A% EH -+ 5% 5K 5 #THY . FIA_UAU.1,
FIA_UID.1, FTA_SSL.3(Iui)/FTA_SSL.3(ru)lic Lp—H — (o Z—T7 = —ZADE L FPT_FDI_EXP.1
(28D LAN ~DHRikZ i3 DRI > THRESND,

O.SOFTWARE.VERIFIED %, FPT_TST.1 ® H &7 AM&EREIZ L » CEHIND,

O.AUDIT.LOGGED % . FAU GEN.1. FAU GEN.2, FAU SAR.1, FAU SAR.2. FAU STG.1,
FAU_STG.4 |[ZLDBEA R HERIC > THEBLEND, IO, AT +— vy MO E o —F — e
WG AR 572012 FIA_UID.1 & FPT_STM.1 IZE> THR—hEN5,

O.HDD.ACCESS. AUTHORISED %, HDD 77 & ARiZ FPT_PHP.1 (Z LA AIFRFEREBE I L > T
FHEND,

6.3.3 The dependencies of security requirements

AREETIL, ST CTHERE B DIRAFIEZ T 7L QU e Eb D2 W B 1 2 5Rk 75,

Table 32—The dependencies of security requirements

SR V STV
HeReE COTTRARLCOBEAT | ST OWL Cahias RAFMEAA L CU R
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A (UETFIEZ 72 L TN D)
FIA_ATD.1 No dependencies. No dependencies. N/A (RAFHEZ 72 L T D)
FIA_UAU.1 FIA_UID.1 FIA UID.1 N/A (AT 272 LT D)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (KT IEZ T2 L TN D)
FIA_UID.1 No dependencies. No dependencies. N/A (URAFEDEER 72 L)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (R EPEE 2L T0D)
FTA_SSL.3(lui) No dependencies. No dependencies. N/A (RAEMEDBER 2L )
FTA_SSL.3(rui) No dependencies. No dependencies. N/A (URTFIED TR 72 L)
L'BDPPTég(lZ]'l o FDP_ACC.1(exec-job) ‘
FMT_MSA.1(execjob) || v =ty FMT_SMR.1 N/A (RAFMEZ 2L T D)
FMT SME.1 FMT_SMF.1
. FMT_MSA.1 FMT_MSA.1(exec-job) P
FMT_MSA.3(execiob) | byt syt FMT SMR1 N/A (EAFVEZT-L TD)
FDP_ACC.1(exec-job) | FDP_ACF.1 FDP_ACF.1(exec-job) N/A (IRAEPEE 2L T0D)
. FDP_ACC.1 FDP_ACC.1(exec-job) .
FDP_ACF.1(exec-job) FMT MSA.3 FMT MSA 3(execiob) N/A (KT T2 L TN D)
[FT:DPPTég(fjl or FDP_ACC.1(delete-job) ‘
FMT_MSA.1(deletejob) | v =ty FMT_SMR.1 N/A (RAFMEZ 2L T D)
FMT_SMF.1 FMT_SMR1
. FMT_MSA.1 FMT_MSA.1 P
FMT_MSA .3(delete-job) FMT SMR 1 FMT SMR 1 N/A (EKAFPEZE 72 L T D)
FDP_ACC.1(delete-job) || FDP_ACF.1 FDP_ACF.1(deletejob) | N/A (RTEMEZ7ZL T5)
. FDP_ACC.1 FDP_ACC.1(delete-job) R
FDP_ACF.1(delete-job) FMT MSA.3 FMT_ MSA.3(deleteob) N/A RIF 2T 7-L T D)
FDP_ACC.1(prt) FDP_ACF.1 FDP_ACF.1(prt) N/A (IR EPEE 2L TD)
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S v 72l TV
B e AR T=L T VR R

FDP_ACC.1 FDP_ACC.1(prt) .
FDP_ACE1(pr) FMT_MSA.3 FMT MSA 3(deletejob) | VA (KIFEEIZLTND)
FDP_ACC.1(box) FDP_ACF1 FDP_ACF.1(box) N/A (A7 272 L TUND)

FDP_ACC.1 FDP_ACC.1(box) .
FDP_ACF.1(box) FMT_MSA.3 FMT_MSA 3(deletejob) | VA URTFIEETHTZLTS)

FMT_SMF1 FMT_SMF.1 e
FPT_FDI_EXP1 FMT SMR.L FMT SMRL N/A URAFMEZ T2 TD)
FDP_RIP.1 No dependencies. No dependencies. N/A (A D ER L)
FPT_CIP_EXP1 No dependencies. No dependencies. N/A (RAEMEDBER 2L )

FCS COP1(h)

[FDP_ITC.1or
FDP ITC.2 or
FCS CKM.1]
FCS CKM.4

FCS CKM.1

FCS_CKM.4 Z 3R T e\ B

M 5 #EE RAM _EICERSHEIRZ U DL A D £
R i U e BN e N N AN e A A
%o Ve THERBATICIE B I ER L7 S B 580
TAEITEHIN TS,

FPT_PHP1 No dependencies. No dependencies. N/A (RAFPED BR A2 L)
FTPITC.1 No dependencies. No dependencies. N/A (KD EER 72 L)
FCS CKM.4 % J:3EL TRV B :
L'TDDPPT!FTgélo?r W5 BT RAM LIRS EIRE Y5 Ll 5, %
FCS_COP1(n) FCS_CKM 1] FCS CKM.1 o Tl U w i BN b 2 NI 1 =V - S Ao N A
FCS CKM '4 %o 6> THEBERIZIRE B SR E A L 722 LH I B8 T
- ' LRICFHIN TS,
FCS CKM.4 % F3EL TUV/RVERF :
[FCS_CKM.2 or FCS COP1(n) K5 8#1T RAM _EIZAERSIERZYLEE XD, £
FCS CKM.1 FCS COP1] FCS_COF;l(h) ToWE B 82 T H 3 2 ST AR AR &7 o T
FCS_ CKM 4 - %o PEo THEBERIZIE B8R 32 L 72 EH G B8 T
TRIEHINTVD,
FCS CKM.4 % F3EL TV VRV ElF :
[FTDDPPT'TTCC-;O?V W5 B9 RAM LIRS IRE E15 M2 5, %
FCS _CKM.2 FCS_CKM 1 FCS CKM.1 o B HEAE I 3 ZEIE AR AT RE ARG L7 > T
FCS CKM '4 B, PE> THERERIIZHE S8R 2 L7a EH G B8 T
- ) LRIEEIN TN,
FPT_TST.1 No dependencies. No dependencies. N/A (AT D ERRL)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (IRIFPEA T2 LT D)
FAU_GEN.2 E’ﬁAU—U?E'_\'l'l E|AAU_LJG|E'.\Iil N/A UERFF A 72l TD)
FPT_STM.1 No dependencies. No dependencies. N/A (RTFHED ER 72 L)
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A UEAF M 72 CUD)
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A (RAFEZT 2L T D)
FAU STG1 FAU_GEN.1 FAU GEN.1 N/A (UETFIEZ 72 L TN D)
FAU_STG4 FAU_STG1 FAU_STG1 N/A (RAFEZT 2L T D)
FIA_SOS.1 No dependencies. No dependencies. N/A (RAFEZT- LT D)
FMT_MTD.1(user-mgt) Em }gm Ell Em }ssm Ell N/A RTIF 2T 7L T D)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (UEAF 72 L T D)
FMT_SMF.1 No dependencies. No dependencies. N/A (RAFEDZR L)
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Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial
information processing environments that require a relatively high level of document security, operational
accountability and information assurance. The TOE environment will be exposed to only alow level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that provides
almost constant protection from unauthorized and unmanaged access to the TOE and its data interfaces.
Agents cannot physically access any nonvolatile storage without disassembling the TOE except for
removable nonvolatile storage devices, where protection of User and TSF Data are provided when such
devices are removed from the TOE environment. Agents have limited or no means of infiltrating the TOE
with code to effect a change and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3isaugmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their
inclusion is expected by the consumers of this TOE.
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7 TOE Summary specification

TlX, TOE ZEHtAR ATl 375,

71 =——iRArEkRE
- XIS+ AHBEEEM: FIA_UAU.L, FIA_UID.1, FIA UAU.7, FIA_ATD.1, FIA_USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE 1%, EHDO 2 —P =25 572010, 2—HF =0 /E 2 L0 —h Ul IZBW T V¥
NAEEREE B ET DI — Y — 0)*%5"anﬂw‘:£?kﬁ“é BL., SV oas Tr oA a7 | T7 I A
a7 OFNTZH LTV, [FIA_UAU.L, FIA_UID.1]

2—H—FRGEX., A 02RO e R —h 5,
HMEBRERE ST 2

:L‘—‘H-“—%unl‘ﬁ“—/i\— Cy‘“ﬁéﬂ“(b‘éﬂ_‘ﬁ‘ rﬁi&%*”ﬁﬁjﬂéuunﬁﬁt 'fﬁj j: :L‘_‘Jd:“—
FRREY—/ 3 —(Z1%, KerberosF&FIE 52D Active Directory $—/3—<2 LDAP &G D LDAP
P N—NRFL YT 5,

- NERRREE ST
TN AN GRS TND— P —E AR 9 5585 5 7,

TOE fj::‘L‘_‘Jd:_‘uL‘uiEé_’_L//C :L‘_"'j- Zl /\X]j ]\ DE%T%5D7/I)/%O)Ajj%%:*LT ?E‘EL
- A T — =& RAT =R DR E LTS B D — S — 2R BGEEET 5, 7B/ SR —F
ATDOBED/RAT —RTFFARTY T 1L, * THRRT D, [FIA_UAU.7

TOE X, = — W —OiBIFEREIC N5 &, ——Z L2 Access Control Token(LAT% ACT) 38179
%)o

ACT Lt 22—V —£4e—/LIMA T, 22— —Du— VI LR EINEZT T r—ra v
BEE~DT 7 ¥ AN G ENT-A TV =27 FThH5, [FIA_ATD.1, FIA_USB.1]

TOE 1%, NERRZ AL BITED T 72OIZLL T Ory 77 MEREAZ 295, [FIA_AFL.1]

- RELT-eyITUROBFREBIGEL G AT Y 2 — = L Tey I T U RS E S, By
ITORDOTFRBEIEL, 1~10 EIHEIR x5, (FIHEIX 3 [=])

- RELryZT UM, B — Y —Ors (U200, my 77 U MEE#IE 1-60
SIPHIBIRTED, (/‘F)Jﬂ;@ﬁis 7)

TOE 1%, B{E 2L RVE—F Ul & — ERFMBIELRWIREZRIB T 50 T NSH 5,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BRSOV EBRELZRVIREEN, A — MU TEEBE I CRRIE S A LT 7 MEF [ %8,
10 -9 37BN TE 5, (FIHMEIE 2 4))
- UE—h Ul ZE/ELZRU REEAS, 15 43 R
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72 VaT7ETT 7 & RHEERE

- XS TAHEEEE . FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_M SA.1(exec-job),
FMT_M SA.3(exec-job), FMT_SMF.1

TOE 1%, @B ES NIz — P —|ZRITENTZ ACT ONFIEU T, Ul Ficya” #1777 A HIl#
MRttt 2, a—HF —I12RITEND ACT Oe— LOWAbH, 2, 8k, B
U.ADMINISTRATOR DBIZMRESIND, ZDOVa” FETT7 7 v ARIENI R 5 . Hl#Ex R0 @134
HEEZ DO THY, FICEE THD,

BAE XV DA DOYa7 FATT 72 AH T, ACT Ou— WZEESLT T 7V r—al iR o @tk
EIZIGCTYa7 FATEFFAIL T, TN EISINEIT 78 A2 HESR T 5,

VE—hUlDGHOYa7 77 78 A6lI#IE, ACT Dr— /LD BRMEEIZIGL Tra7 OFATEHERL T,
ENLISNIT 78 AZFF AT,

F72. UADMINISTRATOR L, T XTOVa7 EITNAIEETH D,

Table 33— a3 7EITOT 7 B AHIER Y > —

Ul &5 x5 e BIE
BE S RL [EX%o27 7V O | UUSER Or— i3t 7 7V N &G | il i % 5% 35 1k
Pointer ASNfor—LThd THILTIATRE
[="— @ Pointer U.USER Ou—/Lonla— | &3P | il s 4 4 i AL
n—/LThb T HIETHATARE
(A% v LTEE IO | UUSER Ou— L[ AF 1 UTEAE 1 & | il 5t 5 2 16 Pk
Pointer FRSNIZE— LT THILTHEITARE
(7572 %] Pointer U.USER Ora— L8[ AF v U TG 1 & | il %k G2 2 15 1k
FFRENcr— L ThD THZETEITAHE
[Z{5hLA @ Pointer | UUSER Ou— L3 METET7 7 AL ORI ) | #4852 % 1% Pk
EFFAISNTcn—LThD FTHIETIITAHE
MRAFZ7 7 AV OFIH ] | UUSER Ou— LS HRIET 7 AL ORI | #4805 G 275 AL
@ Pointer PR SN — L ThD THZETEITARE
(2% 3 L TRIF) O | UUSER Ou— L[ A%y UCIRAT ) & | il 5 424 1%tk
Pointer FFAI SN — L Thd F B L CET e
JE-RUI MRAF7 7 AV OFM] | UUSER ®r—/LAY Administrator m— | 474 A]

@ Pointer

VLIS

7.3 WAY a3 7T 7 & REIfHSEE

- ST AREREEM  FMT_MSA.1(delete-job), FMT_MSA.3(delete-job), FMT_SMF.1
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TOE X, 7V heabtl— 2%y «FAX EE DA a7 I LT FOBX 2T HEREA 245, =
DOHEREIL, 2 — =R ALV a7 1T 57 7 B AHIEERE TH D, 21— —4 D BGE, A
H, A, HIBR, iBANX UADMINISTRATOR DAIZIRESND, ZOFATaT Da—HF —£4 T A
Vad EREIZE D Va7 B AR LU —F A T ks D, 22— =Ry IR VAT LRI AD
I EEE 513, U ADMINISTRATOR (2 k- THIHHLEND,

F7T H: 2014/08/07

7.3.1 FU v NYa TR RE
- %t b9 % B BE = {F : FDP_ACC.1(deletejob), FDP_ACF.1(deletesjob) . FDP_ACC.1(prt),
FDP_ACF.1(prt)

TOE 1. Kbk 5l 537V hoary nWEASNDE, ZOFEF VMR R GFT 5, B
W2, SV aT i BEEN T —F — 4 TEOT VN a7 O EZHIWL . LL T O 7 7 A4
FREL QNS

U.USER 1%, —FHR(FLI=Z VU ba7 iz L ¢ BHEDO2—HF =47V ard Oa—H —4 73—
EL75A12, LT OBRENATHE,

- VUM TA,
- TUNOEREEETE D,
- HIBRT D,

LU, 7V D5 6%, TV a7 T B SN REE & & BE SRV TA N ST RESR 5
N—B S DMED DD,

U.ADMINISTRATOR 1L, T _XTCO—BHEIFELTZ TV b a7 Ik LT, LA FOEEDN AT HE,
- HIERT 5,

7.3.2 FAX 315 ¥ g 7 —BHEEH e

- X AEEREEE:: FDP_ACC.1(delete-job), FDP_ACF.1(delete-job)
TOE X, ZA~—LEDRENDENTZ FAX BEVa7 D RASNLE, TOFEREETITHREINT-
FEA) FC—FFRATT 5,
U.NORMAL %, —HHRIELTZ FAX BEVa7 IR, BHOa2—Y—Z Lk EVaT Da—P—4
D—E LA, LT OBEN ATHE,

- EEEFETD

U.ADMINISTRATOR 1L, T _XTCHO—HHEFELT- FAX EEVa 712U T, LL R O#EEM ATRE.
- mHEEFETD

7.3.3 RNy 7 ARTEREEE

- XS4 5% 82 E 4 . FDP_ACC.1(delete-job), FDP_ACF.1(delete-job) ., FDP_ACC.1(box),
FDP_ACF.1(box), FMT_MSA.1(delete-job), FMT_SMF.1

TOE %, Ot — - AX ¥« KEVa7 2T CEEF VUM EETIHOTIEARL, 22— —Ry 7RI —H
B LELL TR T ORI T2, 2NOHOE T LEMRMFSNOBEITIE, LT 22— =Ry 7R
IRIFENDTZD, 22— =Ry I A~DT 7B AKIHNE D EEE - LEOT 72 AHEI#E A S
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Do

=PIy ADE S LEEMNRIESNRNIDIT, 22— =Ry 7 2T L THERAN 7 HTORFRE
TR ERETDIENTED,

R I ANE A L EERAGT ORI REE 5O A NI AETHY, TOE [ ZIELWKREE A2 A LT
U.USER Z{R1GFENTZE T LEOFTA A LWL, 772 AHl#Z2FZHL T,

U.NORMAL L, 22—V — R o7 A ZFRNIIR ESNT- R EE 7L, 22— —R o7 ZEERFIC A T1E
TR ER BN — L= A DA, 22— —R oV ANDOE A CEIZHT L CTEL T OEED AT HE

- VTS,

- TUVMREREETD,
- Tlba—7%,

- FETD,

- HIBRT D,

U.ADMINISTRATOR [, BB XRVINSET 7B AT DA K& 52 A U7ty dE SCE Ik
LCLL FOERED AT RE

- TUURNTS,

- TVUNREEEET D,
- TlbEa—75%,

- FETD,

- HIERT D,

U.ADMINISTRATOR |Z. U E—h Ul )BT 7 EATAEAS . BT CEICH LT, RN ESN- K
FTerl, Ry ABERFIZ A ISR 5 — B L7256 DA LU OEAEN AT EE,

- UMD,

- TUUNREREETD,
- LEa—175,

- XETD,

- HIBRT 2,

72, TOE 13, ZIELIZT 7V AN T3 R E30a7 %t DOEE TV M, — B 7 A VARIE T DR RE
PHTH, ZNHDEF LEIMEESNAERITIT, BT VAT LRI A ARAESNDT=D | AT LRy
JANDT 7R ARHNZE D EEE L LEOT 7B ARIEI#EHSND, VAT LRy I ADE L EE
L NIZEAES 2NN VAT DRy 7 AT U TR 7T ORSRER 52 R E T HIENTED,
VAT BRI ADKEREE S ORI, BEk, 2, HIFRIX UADMINISTRATOR IZRESNDT-8 ., &
F LEIZT VAR 2 —F — (L UADMINISTRATOR O & THDH, L7=H-> T, TOE I
UADMINISTRATOR’M%T??S*LK ST SCEOFTEE LHIEL . UNORMAL NEF LED U Mk
HIBRZ TEARWIDIC T 7 AHIl 2 FHL TW\D,

U.ADMINISTRATOR (&, BB SRIVINSLT 7B AT DA Kb 52 A L7ty dESCE Ik
LCLL FOEED A RE
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AN S R
- %1%#%)0
- HIBRT D,

U.ADMINISTRATOR L, UE—h Ul BT 78R T DG VAT LRy 7 A U THANIER E SN
ME AL 7 &\ S AT DAy 7 AR ERHC A SIVIZRERER 53— BIL TG B D Fx, LU OERAED AT HE,

SN Se el
- EETD,
- HIBRT 5,

BB ZELET 7 VAN 770 AZAETV a7 1L, ZERORRE TOHT YN[ RETH D,
Lo TTOE ITHE 1 LEDE T &ZHEL TEXRWIINITHIIET> T\,

(R 7 AWREEEE =]

NI RZT 7R AT DO DRGREE 5 DGk, 2258, HIFRN TEHHERZ Administrator =—/L 230 24
THhivz UADMINISTRATOR (DA 525, 127121, HE BRI DRy 7 AORFES 512 B L T,
UNORMAL THAEFE TXD,

7.4  ZEY 3 TEniEEERE

- RS 2EEREEF: FPT_FDI_EXP.1

TOE (IMBRICZAZ LI2T — A H EIEM D PC P — R —|CHRIE CTEAEIE LR > TBL T, ZEL-Y
a7 @ LAN ~DEZEN TEARW IS VLA,

7.5 HDD TF—# ZeiHEMRE

- XS AOEEREEM: FDP_RIP.1

TOE NEF LERLTLURIVAA—T 7 A% HDD B HIERTHEZ . % HDD fElk A M 2 e /r s
— AT EEXTAHILICINE S LEST VRTVA A=V T 7 A VO ERIFTE RO EE EET 5,

SERH BT FOFENDIFEERIR TE 5,
- DoD AT k&
- 3EITUH LT —HT EEX
- 1ETE LT —HT EEX
- 1[EINULL 7 —#7T k#Ex
FI-ZOEREIL, DL FOX AL 7 IZEET 5,

- Vav A HIZ HDD MIC—RHICIRFSND T VAR TVA A=V T 7 A )V Va7 B s L
IFZ¥a7 P2 HDD 7b e il £ 5,

- AT ARAFS N E A LEOHIBRIC HDD 2 be i 555,

- ZEROEIFEWIC LD 52 BT E TERD ST RS 4. TOE O EIFZ HDD 22552414
%45,
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7.6 HDD mFE{bigRE

- RS BEEREEF: FPT_CIP_EXP.1
TOE ®IHDD & —#Ig 5 bR7—V 7R —FR 1%, UL FOBx 2T i feziedt45,

55/ S HRE & ARIRTEAGRAEMERE IZ K - T HDD 1TSS —H—F —Z B LN TSF 7 —#
DEEF ML eV IR T D,

7.6.1 s BL/1E B HERE

- RS BEEREEME: FCS COP.1(h)

TOE |Z. HDD IS A —H —F —Z B LN TSF 7 — X OB 2 Tl H7- 012 . IR DKk
YEZ1TV HDD (KIS D T — X 2R E i B35,

- HDD ~EHXIAENDLT — 4 &M 5T 5,
- HDD »bastsHahd 7T — %1857 5,
B S B EICHWDIE 57 LT VXL IS8T T OB THS,
- FIPSPUB 197 |ZHt-7-TAES 7/VAUR L)
- BEEN256 Bk DR Bk

7.6.2 5 EAE R

- NS T OHEREEM: FCS CKM.1

TOE %, IROAEFRICHE-SE, HDD 7 — &5 SLFEHE O Fl 4 2 ms S8R5,
- B EEA AT AT VIR AL, TFIPSPUB 186-2 (23S S8 AR T LT R A |
- BRSO S EOFRIE256 Bk

i 5D EFII LA F O LTI,
- EBRFIC, TOE IE FlashROM (ZH&ANEAL7- Seed 1 iz Bt A+ HH L T B84 £ 3%
- TOE I35 58t Ak L-% ., RAM BT 2

725, Seed MG SR —RNSHSTAFEIIIFELR, -, B S TERMEAT)—THD RAM |
IR FFSNAT-®, BB OFF IZXViHKkT 5,

7.6.3 AR FR AR RE

- RS TAEEEEEM:: FPT_PHP.1
HDD & —ZIEEAbRT7—V o 7R —RIZ, mEEERC T P2V E SRR Z TR L, ELWT P21
AR ST 5 DI HDD 778 A%EFFa[§ 5, ZOKHEIZLY, HDD 7 —#iE 5{b/RT7—V>
JR—=RFEHDD bty CTHOT VX NSRRI L Th, HDD 7 — I 7 7B AT HZENTE
VAN

[E23F ID DA Ek]
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HDD 7 — & S5 AbIRT7 =V 7R —R %, R—REROATEHC, TV 2N SRRSO ARIAZREE ID %
=Y . FlashROM (A% 1535,

(FEAIRERED FNE]

HDD 7 —#H55A/RT7—Y 7R — R ITR B AL A AL, T YL PHOEKEL TT V4
NGB BERIBAIE S, 7O NEABEARRIL, REGRFE 1D EF v L P HOELBOIHEL , ZD
v afli (SHA-1) ZL AR AL L TR SR —R~JE9, HDD 7 —4# I 5 bR7—V 7R —RiX, [Akk
DFBEZAITUN, L AR ZADRREEZATD,

HDD ¥ —#g 5AbRT7 =V VAR —RBNELWT P2 VEEHERIRICTRO AT DN TOAZEDHER T
X/20EA HDD ~D 7 78 2% 25 145,

7.7 LAN T — X {Ri#ERRE

LAN 7 — 2 LRFERSRE 1L, 52 30D 1T B2 L OB IZRIH 59 _XTD IP My bl 5biiE 59
60

7.7.1 IP Xy MG biRE

- ST AHEEREEME: FCS COP.A(n), FTP_ITC.1

TOE . B2 2540 ITHERLOBMET A — P —F —F B LN TSEF — X DR 52 M EORER D
72N, TRTO IP Ry’ IPSec ([T HIE 53,

- LAN ~EET2 IP /Yy horE BAL#RAE
- LANDBZIET 5 IP 3y b1 S5 HAE

W S EAEIC WD 5T VTV L B S8IILL F DL THD,
- Table25(CFIL

7.7.2 5SS BER R

- RS BHHEREEM:: FCS CKM.1,FCS CKM.2

TOE L. IRDATERICEES& | IP /34 M B LR RE Cf F 325 582 £ R 35,
- B EEA AT AT LIV R AL, TFIPSPUB 186-2 (23S S8 AR T VTR |
- RSO S HOERIE128, 168, 192, 256 £

F7- TOE 1%, A RO FIEIZT, IP /3y M S LS RE DS S84 0552153 00D I T #Z TR 6775,

- SP800-56A DE#E|ZH: Sy 7= DH (Diffie Hellman) 331 T% ECDH (Elliptic Curve Diffie
Hellman)

7.8 BT R MERE

- RS AREREEM: FPT_TST.1
TOE i, E#EFFIZLL T OB B 7 AN EE§ 5,
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- MR T LAY X A(AES, 3DES)ORHET =7
- EEEHEOZEEET =y
- BEETAIYXLDOFETI—ROSEEMF T

FATa—RIZTHDD T —#KF AR 7=V 7R —F | TR SEEH HDD TSI TNDT20 | I
TNAITVRLD H T AN FE T HZL T, —HOMAEZ DL DN IEFIZEEL TWAZ LA R TX
%,

79 BEfEuo e

- XIS TAMAEEEM: FAU_GEN.1, FAU_GEN.2, FPT_STM.1, FAU SAR.1, FAU_SAR.2,
FAU_STG.1, FAU_STG.4

TOE i, LA FOARUVIBAELTBRICas AR T 5,
- AR TS

Ve S AN AN

- YarvswET

- a— RO IR

- ws7vhk

T A G BB RE O A ]

- o= —EEREOF]H

- R OER

- IPSec DRI AL HENT R

2/ OIEBIZLL T ThHD, HEFEFRIL TOE offitansg, v/ IZ5tdksis H FFE#RIL. TOE 7 Hie
Hhxi b, TOE @ H BRI, EFREREDOF A HLUTZ A LY — =B IE MR H 2 B L CHRZ)
R4+ 52 TRESNS,

- HER, o——4 AURER R (DI
AL, LL FOARROBRIZIZLL FOHE B BB 5,

Vav s Tous ik, Ya sl
- RGEROu L, BREERIT L — Y —4

F2, UE—h Ul oBiAERS D7 AR— M RML | B it Jis I HEREZ TR it 5, PRREZH
HT&2D1E UADMINISTRATOR D4 T,

U.ADMINISTRATOR LISk D 2 —HF —[FVE—F Ul 775 TOE ICRZ A L TH B AR O AR — Mk
REZ R oL TERN

UVE—h Ul T TOE IZT7®AL, BT DIVT | A= a—0 bR LA HIBR T A RE A R4 2,
KEBEA T TX5D1% U ADMINISTRATOR D74 T D,

U.ADMINISTRATOR LIS D —H—FUE—r Ul 2> TOE I2un /A LT (B a2/ o7 7 HERE | &
FIHTHZEITTE T, RIEARSEELIEL VD
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7.10 ‘ETEHERE
7.10.1 o ——F B RE

- XS AEEREEM: FIA_SOS.1,FMT_MTD.1(user-mgt) , FMT_SMR.1, FMT_SMF.1

TOE |Z. Administrator =— /L2304 TH 317~ U ADMINISTRATOR D x|l —H— m—)L T r/EA
HIEITE SR Ry 7 ARFIER 5 DBk, ZF ., HIFRO TEL— —EHERELHIRT 5, (L, HoD
AT —R | BOOFHT ARy AR REE 5 2B L Tidk, UNORMAL THAE T3,

(2= — a—b T7EAGIEIEROB SR, ZH, HIbk]

=P DB, 22— =4 SRV —REREL T, n— V2B Y THIETRERT 5, £728E
= =D SAT—F LB E R, B — P — IR T B TEB, 2
— R E LT/ SAT — R/ RAT —RARY Y —ICE L TWDNEIINT = 73D,

2—/LiZiE, ol I X—2m— )L | L5, "Administrator”, "Power User”, ”General
User”, "Limited User”, "Guest User” @ 5 fE O — L B FEEL TND, [R_—210— )L | LIS OFTHLD
[ 2% Ba— )V | VBT AEE 21T, " Guest User” o — /LA R 4 FE D [ R—2m— /L | A RRAE L
T, BERTDHIENTED,

Administrator 7—/L 2%, [_—2z—/L | 73”Administrator” Ch 51— LT, EHMEREZ AT 5,
[R—2m—/L | OFIHE I, "Guest User"Z i< 4 FEXED [ R —2o— L | )DL A E T x5,

KaT FATOH AR ET 57 7 B ARG HRIL, o=KL T 7V r—2a RO Jg
MPEIC CTRESN WD, [ R—=20— )L DT 7V 7r—a AR OFRMEIXZE E CEWV N, A
Hra— )L | DI T TV — g HIBR  OWIEERZZEE TX5,

[=— /L FER]

2—/LFERIX, U.ADMINISTRATOR & U.NORMAL @ 2 FEFRIZKBISHL, HEFFL TWA,
- U.ADMINISTRATOR

Administrator =—/ /L 230 Y TONEHMERA AT D2 ——,
- U.NORMAL

Guest User =2—/L, Administrator =—/L LSO a— L3N80 Y Thiv e — o —%—,

7.10.2 T4 R EFERE

- XUSTAEEREEM: FMT_MTD.1(device-mgt), FMT_SMF.1, FMT_SMF.1

TOE X, BX 2T AHEREA A RN RESE 5L, Table 28 DIH7 Kl T /A A FHSRE DR %
U.ADMINISTRATOR O A Z[BET 5,

I, LT O EMREZ TR 2,

[T —RARY > — D E]

BRI SAT —ROGREZ L —F—TRD D202, LLF DL 72 AT — RO S E 22495,
- AXTFULERLFUFONRAY — N
- 3 XFLL RERET D TN A B DR
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- WRKUTA~)E L XFUEED D
- BNF (a2 ' L XFULEED D
- HTO0~9% 1 LT EED D
- TN T 7y NS OSTF-Q[]5, AT #8%E ()=~} _><)x 1 LFULEED D
- fEARTRESCT
A SC LIS D 42T D S

(22T IMRY S — D% E]

2y 7T NFERIE S vy 7T MR OB E DN TE D,
S =P RrA i N

1~10 [E BRI TED, (FIHIEIL 3 [E])
= AAN |

1-60 3D HIBITE D, (FIHIEIL 3 57)

Uk
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