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HA K / Safety Guide First Edition

TASKalfa 45011 / TASKalfa 55011 i fH&NAHE 2N9KD JA004 H A
Rev. 4

FAX System (W) f#H#HE 3N6KMJA002 H A
Rev. 2

Data Security Kit (E) fifi fiZibAE Rev. 8 H A

Command Center RX #R{ETIEE Rev. 6 EFN

TASKalfa 3501i / TASKalfa 4501i / TASKalfa 5501i / TASKalfa | Rev. 1.1 H A

65011 / TASKalfa 8001i 7'V > % — KJ A N—ElEFIEE
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KYOCERA Net Direct Print #fEFIEE Rev. 2.3 H A

BAIHHE / Notice 303MS5632002 | HA/HEst
Data Security Kit (E) R{EFNEZE / Installation Guide 303MS56710-02 | HA/{Es+
FAX System(W) %XE FNEZE / Installation Guide 303N656731-01 | H A/ g5k

TASKalfa 3501i / TASKalfa 4501i / TASKalfa 5501i QUICK GUIDE | 302N95611001 | g4t
First Edition
TASKalfa 35011 / TASKalfa 45011 / TASKalfa 55011 OPERATION | 2N9KDEN004 pgYN

GUIDE Rev. 4

FAX System (W) OPERATION GUIDE 3N6KMEN002 HEA-
Rev. 2

Data Security Kit (E) Operation Guide Rev. 6 s+

Command Center RX User Guide Rev. 5 MIZAN

TASKalfa 35011 / TASKalfa 4501i / TASKalfa 55011 / TASKalfa | Rev. 16. 10 24N

65011 / TASKalfa 8001i Printer Driver User Guide

KYOCERA Net Direct Print User Guide Rev. 3.5 A+

1.4.5. TOE Off#&IE
TOE OFEE pEIX . User Data. TSF Data, Functions T#h 5,

1.4.5. 1. User Data
User Data 1%, FIHAFICL > TER S, TOE OtEF 2 U T ¢ —HERE (TSF) 12138 % KIT S 720
F—XZ T b, User Data IZITLA T D 2 FEDFEET D,

# 1.3 User Data

Designation | Definition

D. DOC User Document Data consist of the information contained in a user’ s document.
This includes the original document itself in either hardcopy or electronic
form, image data, or residually stored data created by the hardcopy device while

processing an original document and printed hardcopy output.

D. FUNC User Function Data are the information about a user’ s document or job to be

processed by the TOE.

AKRTOEDS %152 &4 HUser DatazF 1. 412777,
#F 1.4 A TOE BXxFR L35 User Data

Designation | User Data Explanation
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D. DOC g7 — 42 # 2.2 T/REN7-, +PRT, +SCN, +CPY. +FAXIN, +FAXOUT, +DSR.
+SMI D @M & RE D i 7 — X

Blr T —H FREEBT — X OWNER%, REIC o g T — X ITHIBRE LD
D, EEERIZTVHIBRS NSO, B LTLE I ET —X

D. FUNC Va7 T4 | AR FTLEBRICER SN D Y a T T — 4

1.4.5.2. TSF Data
TSF Data |, TOE |2 & > CTERE &AL, TOE ICEA 5 2 A0vh LILRWT — X Th b, TSF Data |2
WA T O 2 FEEENFES D,

% 1.5 TSF Data

Designation | Definition

D. PROT TSF Protected Data are assets for which alteration by a User who is neither
an Administrator nor the owner of the data would have an effect on the

operational security of the TOE, but for which disclosure is acceptable

D. CONF TSF Confidential Data are assets for which either disclosure or alteration by
a User who is neither an Administrator nor the owner of the data would have

an effect on the operational security of the TOE.

ARTOEN k5 & 3 ATSF Dataz 3 1. 612757,
# 1.6 A TOE %t5 & 45 TSF Data

Designation | TSF Data Explanation
D. PROT nJArya——4 | —V—EEERE T S 2RI FE O
o —F—HERR o —H—E IR CHEH T 2R OMHREHRO Z &, K
TOE "CiZ. U. ADMINISTRATOR & U. NORMAL OHEMRMBIFAET D,
Y a TR E TOE R OFATIRMEMIZ, FATEFFAI SN TN E S vk

RTRED Z &, 22— —FHRE CHEHT 2R HEEICY
a 7RAIRENFI D IRO N D,

FATIRME TOE 23 oa v —Hfe. 7V o ¥ —HfE. A% v L E{EREEE.
FAX #§BE. "R v 7 AMEEEZ FATRRECTH D Z & 2nd @i,
IRCERLE: RBEOEENFRFOFTAE OFEHR, TAEERICITIR T A =

—HF—HNED Y THRD,

7y 7 £ oK | 2a—P—EERE TS, 2= =T v hry T
(2—H =T BT | U N ~OBITEEIE R

kewy 277w RARY
—RE)
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a7 7 v ~EH
(2—H—=T IV
ray 270 hRY
VRE)

o PRI CHA T 5. 2 —F—T A ka7
7 N O AR

2y 77U RN) AR

a—YP—EFHERECHENT S, 2= —T v kry T
7 hoOZ—HF—1U x|k

FEEHE X, 2OV R MoFhba—WF—T v MElZ
0y T NOFREFRT A ENTED

HEhm 77 7 b

nJArDryariEBEITTK T 2 REMIE R

e

NAT—=RRY = | KAV = RORY —FRT, AAT—RFOES, (AT —

RIE ROWMES . ROVIA T — ROFIHIE 2% ET 5 ootk
H

Ry 7 ADFAE HUAR Y I ADOFHE R T OORE, IraHEOERICIE

nyAra—P=HREN Y ToNn,

Ry 7 ZADIHHRE

Ry 7 ANOLELY, FIHEE2E AT 27-00RE, &
HRENAED > TWDBR Y 7 220%, FIFEEENT 7
T ARREL 2D,

H R e

H AT & BREZI D RRE

T N — VSR
& (SSL &)

Fo U — 7 LRFERSREIZAE 9% SSL B B LE(E DT D%
TETHH®

FAX im0k i i

FAX ZAE LTeT — &, Bk 5720 DRIE,

Bikn 7 LAR— bk
{8 el

Bidim 7 LR — b &M 5T DB X e th il

D. CONF 7A=Y= | P HEEE T 9 DRI E ORGER
AT — K
o= Ao SRR CTAREIN 0 ST —H
I 5 HDD % 5L A% RE T F 9~ 5 W 5-fk

1.4.5.3. Functions

Functions %, # 2.1 SFR Package

functions T/RINDHEEETH 5,
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2. A TR

2.1. CCHA Tk
ARST BELOTOE DCC @A FEEIZ. LTOLEEBY TH D,

ST &TOE &% FEET HCC DNN—T =

Common Criteria for Information Technology Security Evaluation
Partl: Introduction and general model Version 3.1 Revision 3
Part2: Security functional components Version 3.1 Revision 3

Part3: Security assurance components Version 3.1 Revision 3

Common Criteria conformance: CC Part2 extended and CC Part3 conformant

2.2. PP EiE
ARST BILOTOE NS 3 HPPIX, LLIFTOEY TH D,

PP4, #r : 2600. 1, Protection Profile for Hardcopy Devices, Operational Environment A
N— 32 ¢ 1.0, dated June 2009

2.3. Ny —UEk
ARST BEOTOE 1, /S — : FAL3 iBIN% F5ET 5, BMO =2 R —F 2 MIALC_FLR.2THh 5,

AST 1%, DSFR Packages 121G T 5,

2600. 1-PRT SFR Package for Hardcopy Device Print Functions, Operational Environment A &
2600. 1-SCN SFR Package for Hardcopy Device Scan Functions, Operational Environment A W&
2600. 1-CPY SFR Package for Hardcopy Device Copy Functions, Operational Environment A W&
2600. 1-FAX SFR Package for Hardcopy Device Fax Functions, Operational Environment A &
2600. 1-DSR SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions

Operational Environment A &y
2600. 1-SMI SFR Package for Hardcopy Device Shared—-medium Interface Functions, Operational

Environment A W&
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2.4. SFR Packages
2.4.1. SFR Packages functions
Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table #& 2. 1.

Z 2.1 SFR Package functions

Designation | Definition

F. PRT Printing: a function in which electronic document input is converted to

physical document output

F. SCN Scanning: a function in which physical document input is converted to

electronic document output

F. CPY Copying: a function in which physical document input is duplicated to physical

document output

F. FAX Faxing: a function in which physical document input is converted to a
telephone-based document facsimile (fax) transmission, and a function in which
a telephone—based document facsimile (fax) reception is converted to physical

document output

F. DSR Document storage and retrieval: a function in which a document is stored during

one job and retrieved during one or more subsequent jobs

F. SMI Shared-medium interface: a function that transmits or receives User Data or
TSF Data over a communications medium which, in conventional practice, is or
can be simultaneously accessed by multiple users, such as wired network media

and most radio—frequency wireless media

2.4.2. SFR Packages attributes

When a function is performing processing, storage, or transmission of data, the identity of
the function is associated with that particular data as a security attribute. This attribute
in the TOE model makes it possible to distinguish differences in Security Functional
Requirements that depend on the function being performed. The attributes that are allowed
but not required in any particular conforming Security Target or Protection Profile, are listed
in Table & 2.2 SFR Package attributes

© 2014 KYOCERA Document Solutions Inc.
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2.5.

% 2.2 SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.
+SCN Indicates data that are associated with a scan job.
+CPY Indicates data that are associated with a copy job.
+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.
+DSR Indicates data that are associated with a document storage and

retrieval job.

+SMI Indicates data that are transmitted or received over a shared—-medium

interface.

T A AR AL
ARST 2’PPICHEA L CTWA Z & ORILAE DL IZR1,

A TOE OFERNIL, F& L Tabt—fEE, Ax v kG, 7 ¥ —HaE, FAXBERE, &N v 7 2
BBAEATHEEHTH Y PP TH D 2600. 1, Protection Profile for Hardcopy Devices, Operational
Environment A [ZEC#E D Hardcopy Devices & W9 TOEFERIE —B L TCWAEE 25, £7-. NERR
Y MU= ICHEET 72O Ry N —ZHERED A LTV DA, FRlE A & LTH LTV D EEPROM,
FHFEMEAE Y —, Flash AFV—  HD | £/, 77 =LV =T ZW&MT 272D PROM T, WTh
HELY S LA REZR e iR Tl 2 PP CIEFR S U7 7 8 D SFR Package D 9 5. 2600. 1-NVS,
SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational Environment A

< 6{f @ SFR Package IZHA L TCWA Z LITMIITHL L E 2 5,

WIZ, EXx 2 U7 0 —EER, BX2 V7 0 —®K S, BEX =2V 7 0 —FBHIZRBWT, PP T
BELTWVWSHZ EERLTVL,

X a7 —iEERTIL, PP ONE L2 THERME L7- £ C. P.HDD. ENCRYPTION ZBML T\ 5,
P. HDD. ENCRYPTION (&, M ERBEICH 7= 22HI#0% 23 5 0SP TIE2v, L-> T, PPOEX =2 U T ¢ —
REHER W TEARREIX, AST O®X =27 4 —EERLIT, ZD7d, A ST X, PP
DETDOEF 2V T 4 —FEERLY bHIRMTHL L ER D,

Y% 2 UF ¢ —%t5 58Tl OE. AUDIT _STORAGE. PROTECTED & OFE. AUDIT ACCESS. AUTHORIZED % [ X
PP ONE % 2 TE A2 T, 0.HDD. ENCRYPTION 2B 0 L T\ 5, 0. HDD. ENCRYPTION 1%, i&EMHEREEIC
=72l T D Objective TIERV, Lo T, PP DX = U T ¢ —%RK T EF & 7= 7 HEREE
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Z. KSTOVFXF2 VT 0 —xRGFE LT, 207, KSTIX, PPOETHOEX =Y T ¢ —x%t
K E D LHIRHTHD L E XD,

¥, PP THELTWSIEX 2 U T 0 —xtR D 5 B, PAUDIT. LOGGING %t~ 2 %f 3K 75 #
OE. AUDIT_STORAGE. PROTECTED & OE. AUDIT_ACCESS. AUTHORIZED % % h % 1
0. AUDIT_STORAGE. PROTECTED &  0.AUDIT_ACCESS. AUTHORIZED T & X% #i % T W % |
0. AUDIT_STORAGE. PROTECTED & 0. AUDIT_ACCESS. AUTHORIZED % 3 Jifi - % W #6 ¥ 68 1% .
OE. AUDIT_STORAGE. PROTECTED & OE. AUDIT_ACCESS. AUTHORIZED CELR S A EMBREDO X 2 U T
—X IR LRGSO Z ENRHKD EE XD,

X2 UT 4 —FTIE, ARST THELTWS SFR & PP THE L TV SFR ORGR A2 2.3 |[TR
‘é‘o

7 2.3 A< ST @ SFR & PP @ SFR DBEAR

Z ST @ SFR PP DER
FAU_GEN. 1 v
FAU_GEN. 2 v
FAU_SAR. 1
FAU_SAR. 2
FAU_STG. 1
4
1

FAU_STG.
FCS_CKM.
FCS_COP. 1
FDP_ACC. 1(a)
FDP_ACF. 1(a)
FDP_ACC. 1 (b)
FDP_ACF. 1(b)
FDP_RIP. 1
FIA_AFL.
FIA_ATD.
FIA_SOS.
FIA_UAU.
FIA_UAU.
FIA_UID.
FIA_USB. 1
FMT_MSA. 1(a)
FMT_MSA. 3 (a)
FMT_MSA. 1 (b)
FMT_MSA. 3 (b)

RN ANENAN

<\

— =g == | =
<

NEYAIEIAYAY
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< ST @ SFR PP DER
FMT_MTD. 1(a) v
FMT_MTD. 1 (b) v
FMT_SMF. 1 v
FMT_SMR. 1 v
FPT_STM. 1 v
FPT_TST. 1 v
FPT_FDI_EXP. 1 v
FTA_SSL. 3 v
FTP_ITC. 1 v

A ST Tl., PP TERENTWALETO SFR Z3#@H L7~ T, FAU_SAR. 1. FAU_SAR. 2, FAU_STG. 1.
FAU_STG. 4, FCS_CKM. 1, FCS_COP. 1, FIA_AFL. 1, FIA_SOS. 1, FIA_UAU. 7 Z#3BIILTWA, Z D7,
AKST Zii 722 TDTOE (X, PPOEX=Y T 4 —F Lz LoD, KVHIRWTHD ES 2D,

B2, PP THIEL TWA SAR &, AST THELTWVWD SAR 1T [FA%ETH 5,

WE-T, ARSTIX, PPIZKI LT, RIZEFEIXXVHIRAZR HFIETPPIZEBIT S — et xa VT«
—IREE R T AR AL L TWA 7D, PPICK L CiaFEAS L TWA L E X 5,
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3. X VUT 4 —

A T 7%

ATECH, B, MO 2 ) 7 —HE AV TR 5.

3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which
they are not authorized

c) Persons who are authorized to use the TOE who may attempt to access data in ways for
which they not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to

unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these

threat agents

3.2. Threats to TOE Assets

This section describes threats to assets described in clause 1.4.5.

# 3.1 Threats to User Data for the TOE

Threat Affected Description
asset

T. DOC. DIS D. DOC User Document Data may be disclosed to unauthorized
persons

T. DOC. ALT D. DOC User Document Data may be altered by unauthorized
persons

T. FUNC. ALT D. FUNC User Function Data may be altered by unauthorized
persons

#% 3.2 Threats to TSF Data for the TOE

© 2014 KYOCERA Document Solutions Inc.
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Threat Affected Description
asset

T. PROT. ALT D. PROT TSF Protected Data may be altered by unauthorized
persons

T. CONF. DIS D. CONF TSF Confidential Data may be disclosed to unauthorized
persons

T. CONF. ALT D. CONF TSF Confidential Data may be altered by unauthorized
persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define

the assets being protected or the threats to those assets

# 3.3 Organizational Security Policies for the TOE

Name

Definition

P. USER. AUTHORIZATION

To preserve operational accountability and
security, Users will be authorized to use the
TOE only as permitted by the TOE Owner.

P. SOFTWARE. VERIFICATION

To detect corruption of the executable code in
the TSF, procedures will exist to self-verify

executable code in the TSF.

P. AUDIT. LOGGING

To preserve operational accountability and
security, records that provide an audit trail
of TOE use and security-relevant events will be
created, maintained, and protected from
unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

P. INTERFACE. MANAGEMENT

To prevent unauthorized use of the external
interfaces of the TOE, operation of those
interfaces will be controlled by the TOE and its

IT environment.

P. HDD. ENCRYPTION

To improve the confidentiality of the
documents, User Data and TSF Data stored in HDD
will be encrypted by TOE.
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3.4. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections
of this Protection Profile are based on the condition that all of the assumptions described

in this section are satisfied

Z 3.4 Assumptions for the TOE

Assumption Definition

A. ACCESS. MANAGED The TOE is located in a restricted or monitored environment that
provides protection from unmanaged access to the physical

components and data interfaces of the TOE.

A. USER. TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow those

policies and procedures

A. ADMIN. TRAINING Administrators are aware of the security policies and procedures
of their organization, are trained and competent to follow the
manufacturer’ s guidance and documentation, and correctly

configure and operate the TOE in accordance with those policies

and procedures

A. ADMIN. TRUST Administrators do not use their privileged access rights for

malicious purposes.
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4. BX 2 VT 4 —%kR G #

ARETIE, TOE X2 VT 4 —%REFEH, EHRKEO X2V 7 0 —xK e, BLXOEX2 U7
o —XFR AR SOV TELIR T 5.

4.1. Security Objectives for the TOE

This section describes the security objectives that the TOE shall fulfill.

#F 4.1 Security objectives for the TOE

Objective Definition

0. DOC. NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

0. DOC. NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

0. FUNC. NO_ALT The TOE shall protect User Function Data from unauthorized
alteration.

0. PROT. NO_ALT The TOE shall protect TSF Protected Data from unauthorized
alteration.

0. CONF. NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

0. CONF. NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

0. USER. AUTHORIZED The TOE shall require identification and authentication of

Users, and shall ensure that Users are authorized in accordance
with security policies before allowing them to use the TOE.
0. INTERFACE. MANAGED The TOE shall manage the operation of external interfaces in
accordance with security policies

0. SOFTWARE. VERIFIED The TOE shall provide procedures to self-verify executable
code in the TSF.

0. AUDIT. LOGGED The TOE shall create and maintain a log of TOE use and

security-relevant events, and prevent its unauthorized

disclosure or alteration.

0. AUDIT_STORAGE. PROTE | The TOE shall ensure that audit records are protected from

CTED unauthorized access, deletion and modifications
0. AUDIT_ACCESS. AUTHOR | The TOE shall ensure that audit records can be accessed in order
IZED to detect potential security violations, and only by

authorized persons
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Objective Definition
0. HDD. ENCRYPTION The TOE shall encrypt User Data and TSF Data, when the TOE
stores them in HDD.

4.2. Security Objectives for the operational environment

This section describes the security objectives that must be fulfilled by operational

environment of the TOE.

F 4.2 Security objectives for the operational environment

Objective Definition

OE. PHYSICAL. MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.
OE. USER. AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and

procedures of their organization.
OE. USER. TRAINED The TOE Owner shall ensure that Users are aware of the security

policies and procedures of their organization, and have the

training and competence to follow those policies and
procedures.
OE. ADMIN. TRAINED The TOE Owner shall ensure that TOE Administrators are aware

of the security policies and procedures of their organization,

have the training, competence, and time to follow the
manufacturer’ s guidance and documentation, and correctly
configure and operate the TOE in accordance with those
policies and procedures

OE. ADMIN. TRUSTED The TOE Owner shall establish trust that TOE Administrators

will not use their privileged access rights for malicious

purposes.
OE. AUDIT. REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual

patterns of activity.
OE. INTERFACE. MANAGED The IT environment shall provide protection from unmanaged

access to TOE external interfaces
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4.3. Security Objectives rationale
This section demonstrates that each threat, organizational security policy, and assumption,

are mitigated by at least one Security Objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions

# 4.3 Completeness of security objectives

Threats. Policies, and

Assumptions

Objectives

0. AUDIT_STORAGE. PROTECTED

0. AUDIT_ACCESS. AUTHORIZED

0. DOC. NO_ALT

0. FUNC. NO_ALT

0. PROT. NO_ALT

0. CONF. NO_ALT

0. SOFTWARE. VERTFTED
0. AUDIT. LOGGED

OE. AUDIT. REVIEWED
0. INTERFACE. MANAGED
OE. PHYISCAL. MANAGED
OE. INTERFACE. MANAGED
OE. ADMIN. TRAINED
OE. ADMIN. TRUSTED
OE. USER. TRAINED

0. CONF. NO_DIS

0. HDD. ENCRYPTION

.DOC. DIS

< 0. DOC. NO_DIS

.DOC. ALT

<\

. FUNC. ALT v

. PROT. ALT v

. CONF. DIS v

. CONF. ALT v

. USER. AUTHORIZATION

SIS SXS] S| X0, USER. AUTHORIZED
SN SX S| S| N |OE. USER. AUTHORIZED

. SOFTWARE. VERIFICATION v

. AUDIT. LOGGING Vi ivi v |v

. INTERFACE. MANAGEMENT v v

. ACCESS. MANAGED v

. ADMIN. TRAINING v

. ADMIN. TRUST v

. USER. TRAINING 4

S = = = =] 9] 0] 0] 9 3 =3 =S]191=3]=

. HDD. ENCRYPTION

* 4.4 Sufficiency of security objectives
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Threats. Policies,

and Assumptions

Summary

Objectives and rationale

T. DOC. DIS

User Document Data may be
disclosed to unauthorized

persons

0. DOC. NO_DIS protects D.DOC from

unauthorized disclosure

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T.DOC. ALT

User Document Data may be
altered by unauthorized

persons

0.DOC. NO_ALT protects D.DOC from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. FUNC. ALT

User Function Data may be
altered by unauthorized

persons

0. FUNC. NO_ALT protects D. FUNC from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. PROT. ALT

TSF Protected Data may be
altered by unauthorized

persons

0. PROT. NO_ALT protects D.PROT from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. CONF. DIS

TSF Confidential Data may
be disclosed to

unauthorized persons

0. CONF. NO_DIS protects D.CONF from

unauthorized disclosure

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization
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OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

T. CONF. ALT

TSF Confidential Data may
be altered by unauthorized

persons

0. CONF. NO_ALT protects D.CONF from

unauthorized alteration

0. USER. AUTHORIZED establishes user
identification and authentication as

the basis for authorization

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

P. USER. AUTHORIZAT
ION

Users will be authorized to
use the TOE

0. USER. AUTHORIZED establishes user
identification and authentication as
the basis for authorization to use the
TOE

OE. USER. AUTHORIZED establishes
responsibility of the TOE Owner to

appropriately grant authorization

P. SOFTWARE. VERIFI
CATION

Procedures will exist to
self-verify executable
code in the TSF

0. SOFTWARE. VERIFIED provides
procedures to self-verify executable
code in the TSF

P. AUDIT. LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected, and
reviewed by the TOE and its

IT environment

0. AUDIT. LOGGED creates and maintains a
log of TOE use and security-relevant
events, and prevents unauthorized

disclosure or alteration

0. AUDIT_STORAGE. PROTECTED protects
audit records from unauthorized

access, deletion and modifications

0. AUDIT_ACCESS. AUTHORIZED provides
appropriate access to audit records

only by authorized persons.

OE. AUDIT. REVIEWED establishes
responsibility of the TOE Owner to
ensure that audit logs are

appropriately reviewed

P. INTERFACE. MANAG
EMENT

Operation of external
interfaces will be
controlled by the TOE and

0. INTERFACE. MANAGED manages the
operation of external interfaces in

accordance with security policies
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its IT environment

OE. INTERFACE. MANAGED establishes a
protected environment for TOE external

interfaces

P. HDD. ENCRYPTION

User Data and TSF Data
stored in HDD will be
encrypted by the TOE.

0. HDD. ENCRYPTION encrypts User Data
and TSF Data stored in HDD by TOE

A. ACCESS. MANAGED

The TOE environment
provides protection from
unmanaged access to the
physical components and

data interfaces of the TOE.

OE. PHYSICAL. MANAGED establishes a
protected physical environment for the
TOE

A. ADMIN. TRAINING

TOE Users are aware of and
trained to follow security

policies and procedures

OE. ADMIN. TRAINED establishes
responsibility of the TOE Owner to
provide appropriate Administrator

training

A. ADMIN. TRUST

Administrators do not use
their privileged access
rights for malicious

purposes.

OE. ADMIN. TRUSTED establishes
responsibility of the TOE Owner to have
a trusted relationship with

Administrators

A. USER. TRAINING

Administrators are aware of
and trained to follow
security policies and

procedures

OE. USER. TRAINED establishes
responsibility of the TOE Owner to

provide appropriate User training

© 2014 KYOCERA Document Solutions Inc.

26




TASKalfa 35011, TASKalfa 4501i, TASKalfa 55011
X2V 74— =7y b

Q > —_ 2=
5. iR a U AR— R NEFR
This ST defines components that are extensions to Common Criteria 3.1 Release 3, Part 2. These

extended components are defined in the ST but are used in SFR Packages, and therefore, are

employed only in TOEs whose STs conform to those SFR Packages

5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’ s external interfaces

Therefore, direct forwarding of unprocessed data between different external interfaces is
forbidden unless explicitly allowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP. 1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before this data is sent out on another external interface. Direct forwarding of
data from one external interface to another one requires explicit allowance by an authorized

administrative role.
Management: FPT FDI_EXP. 1
The following actions could be considered for the management functions in FMT:
a) definition of the role(s) that are allowed to perform the management activities;

b) management of the conditions under which direct forwarding can be allowed by an

administrative role;
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¢) revocation of such an allowance.

Audit: FPT_FDI_EXP. 1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included
in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one
external interface before such (processed) data is allowed to be transferred to another
external interface. Examples are firewall systems but also other systems that require a
specific work flow for the incoming data before it can be transferred. Direct forwarding of
such data (i. e. without processing the data first) between different external interfaces is

therefore a function that - if allowed at all - can only be allowed by an authorized role

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it

has been viewed as useful to define an extended component

The Common Criteria defines attribute—based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and
TSF data flow using administrative control instead of attribute-based control. It was found
that using FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation—specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both user data and TSF data, and could therefore be placed
in either the FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors
believed that it was most appropriate to place it in the FPT class. It did not fit well in
any of the existing families in either class, and this lead the authors to define a new family

with just one member.
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FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF. 1 Specification of Management Functions
FMT_SMR. 1 Security roles.

FPT_FDI_EXP. 1.1 The TSF shall provide the capability to restrict data received on
lassignment: /ist of external interfaces] from being forwarded without further

processing by the TSF to [assignment: /ist of external interfaces).
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6. X = U T ¢ —Ff

AFETIE, TOE X =2 VT ¢ —FBHEIZOWNTRERT 5,
6.1. TOE &=V T ¢ —HEREEL{}:

6.1.1. 7 AFAU: X VT ¢ —HE

FAU_GEN. 1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM. 1 Reliable time stamps

FAU_GEN. 1. 1 The TSF shall be able to generate an audit record of the following auditable events:

— Start—up and shutdown of the audit functions;

— All auditable events for the [selection, choose one of: minimum, basic, detailed,

not specified) level of audit; and

— all Auditable Events as each is defined for its Audit Level (if one is specified)
for the Relevant SFR in Table 6.1; [assignment: other specifically defined

auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]

® not specified

lassignment: other specifically defined auditable events]
e L

FAU_GEN. 1. 2 The TSF shall record within each audit record at least the following information:
— Date and time of the event, type of event, subject identity (if applicable), and

the outcome (success or failure) of the event; and

— For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, for each Relevant SFR listed in Table
6.1: (1) information as defined by its Audit Level (if one is specified), and
(2) all Additional Information (if any is required); [assignment: other audit

relevant information).

lassignment: other audit relevant information)
e 7L
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F% 6.1 Audit data requirements
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Relevant SFR

Auditable event

Additional

information

Actions to be audited
(defined by CC or PP)

FAU_GEN. 1

There are no auditable events

foreseen.

FAU_GEN. 2

There are no auditable events

foreseen.

FAU_SAR. 1

[Not specified]

a) Basic: Reading of
information from the audit

records.

FAU_SAR. 2

[Not specified]

a) Basic: Unsuccessful
attempts to read information

from the audit records.

FAU_STG. 1

There are no auditable events

foreseen.

FAU_STG. 4

[Not specified]

a) Basic: Actions taken due to

the audit storage failure

FCS_CKM. 1

[Not specified]

a) Minimum: Success and
failure of the activity

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e. g. secret or private

keys).

FCS_COP. 1

[Not specified]

a) Minimum: Success and
failure, and the type of
cryptographic operation.

b) Basic: Any applicable
cryptographic mode (s) of
operation, subject
attributes and object

attributes.

FDP_ACC. 1 (a)

There are no auditable events

foreseen.

FDP_ACF. 1 (a)

[Not specified]

UTICRTAT =7 MIxtd 58
TEDFATICI T D pliEh L7 2K

D. DOC DR
D. DOC D HIIks

Type of job

a) Minimum: Successful
requests to perform an
operation on an object
covered by the SFP.

b) Basic: All requests to
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D. FUNC D& PR
D. FUNC Dtk Zs
D. FUNC Dl

perform an operation on an

object covered by the SFP.
c¢) Detailed: The specific

security attributes used

in making an access check.

FDP_ACC. 1 (b)

There are no auditable events

foreseen.

FDP_ACF. 1 (b)

[Not specified] Type of job

Job completion

Defined by PP:

Job completion

FDP_RIP. 1 - - There are no auditable events
foreseen.
FIA_AFL. 1 [Minimum] - a) Minimum: the reaching of
Btk O U7 BRELARE e L 7= the threshold for the
A FENFRRERRT T 25 BB I 2 Bl 22 U 7= IF unsuccessful authentication
WCEBNDUTDOT 7 v a v attempts and the actions
2P —THUrbry I T TR (e.g. disabling of a
DEAT terminal) taken and the
KO, IEFRREICE ST AU TOT 7 subsequent, if appropriate,
va v restoration to the normal
s HEEHEICL D ey 2T T MR state (e.g. re—enabling of a
HE DA FR terminal).
FIA_ATD. 1 - - There are no auditable events
foreseen.
FIA_SOS. 1 [Minimum] a) Minimum: Rejection by the
VITFIRTT A N ENT-REOELS TSF of any tested secret;
« FIHETE S OFIRAERERC AT S b) Basic: Rejection or
ni-a A4 va—P—rR2AU—FK acceptance by the TSF of
DIERAEIZ L DG any tested secret;
» PR TR SROMRERICALE Sz c¢) Detailed: Identification
0y ra—P— 2T — KD, of any changes to the
BRI L DS defined quality metrics.
FIA_UAU. 1 [Basic] None required Defined by PP:

Both successful and unsuccessful

use of the authentication mechanism

Both successful and
unsuccessful use of the

authentication mechanism

© 2014 KYOCERA Document Solutions Inc.

33




TASKalfa 35011,

TASKalfa 45011,

X2V 74 —F—F v b

TASKalfa 55011

FIA_UAU. 7 - - There are no auditable events
foreseen.
FIA_UID. 1 [Basic] Attempted user Defined by PP:
Both successful and unsuccessful identity Both successful and
use of the identification mechanism unsuccessful use of the
identification mechanism
FIA USB. 1 [Not specified] - a) Minimum: Unsuccessful

binding of user security
attributes to a subject
(e.g. creation of a
subject).

b) Basic: Success and
failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a

subject).

FMT_MSA. 1 (a)

[Not specified]

a) Basic: All modifications
of the values of security

attributes.

FMT_MSA. 3 (a)

[Not specified]

a) Basic: Modifications of
the default setting of
permissive or restrictive
rules.

b) Basic: All modifications
of the initial values of

security attributes.

FMT_MSA. 1 (b)

[Not specified]

a) Basic: All modifications
of the values of security

attributes.

FMT_MSA. 3 (b)

[Not specified]

a) Basic: Modifications of
the default setting of
permissive or restrictive
rules.

b) Basic: All modifications
of the initial values of

security attributes.

FMT_MTD. 1 (a)

[Not specified]

a) Basic: All modifications

to the values of TSF data.
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FMT_MTD. 1 (b)

[Not specified]

a) Basic: All modifications

to the values of TSF data.

FMT_SMF. 1 [(Minimum] None required Defined by PP:
Use of the management functions Use of the management
functions
FMT_SMR. 1 [(Minimum] None required Defined by PP:
Modifications to the group of users Modifications to the group of
that are part of a role users that are part of a role
FPT_STM. 1 [(Minimum] None required Defined by PP:
Changes to the time Changes to the time
FPT_TST. 1 [Not specified] - a) Basic: Execution of the TSF

self tests and the results of
the tests.

FPT_FDI_EXP. 1

There are no auditable events

foreseen.
FTA_SSL. 3 [(Minimum] None required Defined by PP:
Termination of an interactive Termination of an interactive
session by the session locking session by the session
mechanism locking mechanism
FTP_ITC. 1 [Minimum] K LT2@ 158 F ¥ | Defined by PP:
Failure of the trusted channel FOAEREDE(ESE IP | Failure of the trusted
functions 7 R A channel functions
(@BfELD IP 7 KL | b) Identification of the
ZIXTOE HE DT R initiator and target of
VAMBEETH D=0 failed trusted channel
AR EL) functions.
FAU_GEN. 2 User identify association
Hierarchical to: No other components
Dependencies: FAU_GEN. 1 Audit data generation
FIA_UID. 1 Timing of identification
FAU_GEN. 2. 1 For audit events resulting from actions of identified users, the TSF shall be able

to associate each auditable event with the identity of the user that caused the event.
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FAU_SAR. 1 Audit review

FAU_SAR. 1.1

FAU_SAR. 1. 2

Hierarchical to: No other components

Dependencies: FAU_GEN. 1 Audit data generation

The TSF shall provide [assignment: authorised users] with the capability to read

lassignment: /ist of audit information] from the audit records

lassignment: authorised users]
® U. ADMINISTRATOR

lassignment: /ist of audit information]
® = 6.1 27”7 Audit data requirements @ lAuditable event | #. &2 Ut Additional
information| H#IZ/RT1EH

The TSF shall provide the audit records in a manner suitable for the user to interpret

the information.

FAU_SAR. 2 Restricted audit review

FAU_SAR. 2. 1

Hierarchical to: No other components

Dependencies: FAU_SAR. 1 Audit review

The TSF shall prohibit all users read access to the audit records, except those users

that have been granted explicit read-access

FAU_STG. 1 Protected audit trail storage

FAU_STG. 1. 1

FAU_STG. 1. 2

Hierarchical to: No other components

Dependencies: FAU_GEN. 1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized

deletion.

The TSF shall be able to [selection, choose one of: prevent, detect] unauthorized
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modifications to the stored audit records in the audit trail.

[selection: choose one of: prevent, detect]

® Prevent

FAU_STG. 4. 1

FAU_STG. 4 Prevention of audit data loss
Hierarchical to: FAU_STG. 3 Action in case of possible audit data loss
Dependencies: FAU_STG. 1 Protected audit trail storage

The TSF shall [selection, choose one of: “ignore audited events” , ‘“prevent audited
events, except those taken by the authorised user with special rights” , ‘overwrite
the oldest stored audit records” ] and [assignment. other actions to be taken in

case of audit storage failure] if the audit trail is full.

[selection: choose one of: “ignore audited events” ,6 “prevent audited events,
except those taken by the authorised user with special rights” , “overwrite the
oldest stored audit records” ]

° “overwrite the oldest stored audit records”

lassignment: other actions to be taken in case of audit storage failure]
e L

6.1.2. 7 A FCS: PR —k

FCS_CKM. 1. 1

FCS_CKM. 1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM. 2 Cryptographic key distribution, or

FCS_COP. 1 Cryptographic operation]
FCS_CKM. 4 Cryptographic key destruction

The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key generation
algorithm] and specified cryptographic key sizes [assignment: cryptographic key

sizes] that meet the following: [assignment: list of standards]
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lassignment: cryptographic key generation algorithm]
® FIPS PUB 180-2 ICES B84 m 7 /LT X 4

lassignment: cryptographic key sizes]
® 256bit

lassignment: list of standards]
® FIPS PUB 180-2

FCS_COP. 1. 1

FCS_COP. 1 Cryptographic operation

Hierarchical to: No other components

Dependencies: [FDP_ITC. 1 Import of user data without security attributes,
or

FDP_ITC. 2 Import of user data with security attributes, or
FCS_CKM. 1 Cryptographic key generation]
FCS_CKM. 4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic operations] in accordance
with a specified cryptographic algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes] that meet the

following: [assignment: list of standards]

[assignment: list of cryptographic operations]
® HDD ~FEXIALMED D. DOC, D.FUNC, D.PROT. D.CONF ®mEFE4k
® HDD 26 FE4H LIE®D D. DOC, D. FUNC, D.PROT. D.CONF i &

[assignment: cryptographic algorithm]
® AES

[assignment: cryptographic key sizes]
® 256bit

[assignment: list of standards]
® FIPS PUB 197
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6.1.3. 7 7 A FDP:FIHE T — & {§-ik

FDP_ACC. 1(a) Subset access control

FDP_ACC. 1. 1 (a)

Hierarchical to: No other components

Dependencies: FDP_ACF. 1 Security attribute based access control

The TSF shall enforce the User Data Access Control SFP in Table 6.2 on the list of
users as subjects, objects, and operations among subjects and objects covered by
the User Data Access Control SFP in Table 6. 2.

FDP_ACF. 1(a) Security attribute based access control

FDP_ ACF. 1. 1 (a)

FDP_ ACF. 1. 2(a)

FDP_ ACF. 1. 3(a)

FDP_ ACF. 1. 4(a)

Hierarchical to: No other components
Dependencies: FDP_ACC. 1 Subset access control
FMT_MSA. 3 Static attribute initialisation

The TSF shall enforce the User Data Access Control SFP in Table 6.2 to objects based
on the following: the list of users as subjects and objects controlled under the
User Data Access Control SFP in Table 6.2, and for each, the indicated security
attribute in Table 6. 2.

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: rules specified in the User
Data Access Control SFP in Table 6.2 governing access among controlled users as

subjects and controlled objects using controlled operations on controlled objects.

The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules, based on security attributes, that

explicitly authorise access of subjects to objects].

lassignment: rules, based on security attributes, that explicitly authorise access
of subjects to objects]
® £6.3 T/rIL7- Explicitly authorize access control rule

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to

objects].
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lassignment: rules, based on security attributes,

subjects to objects]

that explicitly deny access of

e /L
ZF 6.2 User Data Access Control SFP
Object Attribute Operation (s) Subject Access control rule
(Security (Security
attribute) attribute)
D. DOC +PRT, +SCN, +CPY | Read, Delete U. NORMAL Denied, except for his/her own
(FrA&EIGH) |, tFAXOUT (rn 27 A= | documents
——4) U.NORVAL @ & 7' A o —H—4 |
&. D.DOC D TFrAHEE#) A —ET
HIEAEIT, Operation ZFFr[4 5,
D. DOC +DSR Read, Delete U. NORMAL Denied, except (1) for his/her own
(R 2D (a7 A = documents, or (2) if authorized by
FrEHE. Ay —F—4) another role or mechanism if such
7 ADEEHH functions are provided by a
) conforming TOE
(1) U.NORMAL @ T& 7' A v z—H —
41 &L D.DOC S vtz TRy 7
ADFARE ] BT DHHAIC
Operation Z#Fr] 7 %,
(2) D.DOC Mg ST [y 7 2D
LHRE] AN THLHEIC
U. NORMAL |Z Operation %:a?ﬂ?“iso
D. DOC +FAXIN [assignment: U. NORMAL Denied
(FTA 1 H) other (m 74>z | U.NORMAL %5 D 42T Operation %
operations] —F—4) LT 5,
Any Operations
D. FUNC N/A Read, Modifly, U. NORMAL Denied, except for his/her own
(A& ) Delete (n 24>z | function data.
——4) U.NORVAL @ a7’ o —H—4 |
&. D.FUNC & [FTHE&EEw] 2 —
T 58612, Operation ZFFR[7 5,
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Z 6.3 User Data Access Control SFP for U. ADMINISTRATOR

Object Attribute | Operation(s) | Subject Explicitly authorize access
(Security (Security attribute) control rule

attribute)

D. DOC +PRT Delete U. ADMINISTRATOR (AT OEICEE D 5T,
(BT A& 1HH) (o —H —HERR) Operation ZFFr[ 4 %

D. DOC +SCN Delete U. ADMINISTRATOR (AT OEICEE D 5T,
(FT A& 1HH) (2 —H —HERR) Operation ZFFr[ 4 %

D. DOC +CPY Delete U. ADMINISTRATOR (A #EGHR OEICED 59,
(FrEEER) (2 — W —HERR) Operation Z#FFr[ 45

D. DOC +FAXOUT Delete U. ADMINISTRATOR (AT BT DIz 53,
GREERE:Y (2 — P —HERR) Operation Z#Fr] 7 %

D. DOC +DSR Read, Delete | U. ADMINISTRATOR (R > 7 2O ] OEICE D
(R 7 2D (—H —HERR) 59, Operation ZFFn[ 94 %
A )

D. DOC +FAXIN Read, Delete | U. ADMINISTRATOR (AT BT DIz 53,
(Fr A& 1) (2 —H —HERR) Operation ZFFr[ 9 2%

D. FUNC N/A Read, Modify, | U. ADMINISTRATOR (AT E G OEIZEE L 5T,
GIRGERE: Y Delete (= — —HERR) Operation ZFF A4 %

FDP_ACC. 1 (b) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACF. 1 Security attribute based access control

FDP_ACC. 1.1(b) The TSF shall enforce the TOE Function Access Control SFP on users as subjects, TOE

functions as objects, and the right to use the functions as operations.

FDP_ACF. 1 (b) Security attribute based access control

Hierarchical to: No other components

Dependencies: FDP_ACC. 1 Subset access control
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FDP_ ACF. 1. 1 (b)

FDP_ ACF. 1. 2 (b)

FDP_ ACF. 1. 3(b)

FDP_ ACF. 1. 4 (b)

FMT_MSA. 3 Static attribute initialisation

The TSF shall enforce the TOE Function Access Control SFP to objects based on the
following: users and [assignment: Ilist of TOE functions and the security
attribute (s) used to determine the TOE Function Access Control SFP].

lassignment: Iist of TOE functions and the security attribute(s) used to determine

the TOE Function Access Control SFP)

® #6.40 l0bject] MITRENT-MEEL [security attribute] MICRENT-EF
= V74— @ik

The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U. ADMINISTATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions [assignment: Iist

of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U ADMINISTATOR to use a function,
a user that is authorized to use the TOE Is automatically authorized to use the
functions [assignment: Iist of functions], [assignment: other conditions]]

® [assignment: other conditions]

[assignment: other conditions]

® 6.4 TRENT-HHA]

The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: the user acts in the role U. ADMINISTRATOR, [assignment:
other rules, based on security attributes, that explicitly authorise access of

subjects to objects].

lassignment: other rules, based on security attributes, that explicitly authorise

access of subjects to objects]

e /L

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to

objects].

lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
e /L
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#F 6.4 TOE Function Access Control SFP

Object Operation Subject Access control rule
(Security (Security
attribute) attribute)
F. CPY T a T OFELT U. ADMINISTRATOR | Subject 28G9 5 Y a 7RAFREDHIZ
(EATIEME) U. NORMAL Object DFEITIEBMEN G ENDHLEIC
(¥ a 7 A[ERE) | Operation ZFF A4 5
F. PRT 2 a T OFET U. ADMINISTRATOR | Subject AT 5 Y a ZRAFREDHIT
(EATIBME) U. NORMAL Object @%ﬁﬁyrﬁ#aiﬂé%é{\r
(g 7EARE) | Operation ZFF A4 5
F. SCN ¥ a7 DOET U. ADMINISTRATOR | Subject AT 5 a 778 al§% ﬁ@tm
(EATRME) U. NORMAL Object DEITBIENE ENDHAL
(g 7EARE) | Operation ZFF A4 5
F. FAX 2 a TDOFET U. ADMINISTRATOR | Subject 2342 ¥ a 7B A[REDHIZ
(FELTIEM) U. NORMAL Object @%ﬁ)%ﬁﬁxaimé%é\r
(g 7EARE) | Operation ZFF A4 5
F. DSR 2 a T DFET U. ADMINISTRATOR | Subject 2342 ¥ a 7B A[RED I
(EAT M) U. NORMAL Object DEITRMENE ENDLHAEIT
(g 7EARE) | Operation ZFF A4 5

FDP_RIP. 1 Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_RIP. 1.1 The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the

resource from] the following objects: D.DOC, [assignment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from)

® deallocation of the resource from

lassignment: /ist of objects)
e /1L
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6.1.4. 7T A FIA: %R & FH3E

FIA_AFL. 1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an

administrator configurable positive integer within[assignment: range of acceptable
values]] unsuccessful authentication attempts occur related to [assignment: /ist

of authentication events).

[selection: /[assignment: positive integer number], an administrator configurable
positive integer within/assignment: range of acceptable values]]
® an administrator configurable positive integer within [assignment: range
of acceptable values]
[assignment: range of acceptable values]
® /[ to 10
lassignment: /ist of authentication events)
® BERIANLORIAUTIRESNIZR 7 A va—F—AIZxt LT, H&ED
FicH) U 7o RGELARE DLfge L 7o AR IRR AR T
® UTATURPCINBDTI AL TH Eéhfzm 74’ va—H—ZITx LT
%O UT-3ERIELARE D e L 7 AR Eh AR GIER

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been

[selection: met, surpassed], the TSF shall [assignment: /ist of actions).

[selection: met, surpassed]
® met
lassignment: /ist of actions)
® 1~60 /O THAVEEENEE LI-RMARIE T 25 T, b L I3 E 2
FERy JIRBEMRERT2F T, AT AV Ehbor s o Oxffan y

795,
FIA_ATD. 1 User attribute definition
Hierarchical to: No other components.
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Dependencies: No dependencies.

FIA_ATD. 1.1 The TSF shall maintain the following list of security attributes belonging to

individual users: [assignment: /ist of security attributes].

lassignment: [ist of security attributes]
o nUfva—V¥—k 2=V Va2 TRARE

FIA_SOS. 1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_SOS. 1.1 The TSF shall shall provide a mechanism to verify that secrets meet [assignment:

a defined quality metric).

lassignment: a defined quality metric]

e AU —RNE : 8 XFLLE
® TR % (S
FIA_UAU. 1 Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID. 1 Timing of identification

FIA_UAU. 1.1 The TSF shall allow [assignment: /ist of ISF-mediated actions that do not conflict
with access—controlled Functions of the TOE] on behalf of the user to be performed

before the user is authenticated.

lassignment: [ist of ISF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

® RININAEDHUE

o U TlHHORT

& UL H—IHEHROFR

® FAX T —X D5
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FIA_UAU. 1.2 The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
Hierarchical to: No other components
Dependencies: FIA_UAU. 1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [assignment: /7ist of feedback] to the user while the

authentication is in progress

lassignment: /ist of feedback)

° "I — 5 (% : asterisk)
FIA_UID. 1 Timing of identification
Hierarchical to: No other components
Dependencies: No dependencies

FIA_UID.1.1 The TSF shall allow [assignment: /ist of ISF-mediated actions that do not conflict
with access—controlled Functions of the TOE] on behalf of the user to be performed

before the user is identified

lassignment: [ist of TISF-mediated actions that do not conflict with
access—controlled Functions of the TOE]

o HEHRIEOHRA

& UaTlHHR -EORTR

& UL H—IHFROFR

® FAXTF—HD%fF

FIA_UID.1.2 The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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FIA_USB. 1.1

FIA_USB. 1. 2

FIA_USB. 1. 3

FIA_USB. 1 User—subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD. 1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting

on the behalf of that user: [assignment: [ist of user security attributes].

lassignment: /7ist of user security attributes)
& nJsAra—P—H a—W—HER U TRAIRE

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [assignment: rules for the

initial association of attributes].

lassignment: rules for the initial association of attributes]
e fml

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [assignment: rules

for the changing of attributes].

lassignment: rules for the changing of attributes)
o L

6.1.5. 7 AT &%=V F ¢ —48

FMT_MSA. 1(a) Management of security attributes

FMT_MSA. 1. 1 (a)

Hierarchical to: No other components

Dependencies: [FDP_ACC. 1 Subset access control, or
FDP_IFC. 1 Subset information flow control]
FMT_SMR. 1 Security roles
FMT_SMF. 1 Specification of Management Functions

The TSF shall enforce the User Data Access Control SFP in Table 6.2, [assignment:
access control SFP(s), information flow control SFP(s)] to restrict the ability to
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[selection: change default, query, modify, delete, [assignment: other operations.]/]
the security attributes [assignment: /ist of security attributes] to [assignment:

the authorised identified roles).

lassignment: access control SFP(s), information flow control SFP(s)]
® /oL

[selection: change default, query, modify, delete, [assignment: other operations.]]
® X 6.5 T/rEM/z Operation(s)

lassignment: /ist of security attributes)
® 3 6.5 T/RENTZ Security Attributes

lassignment: the authorised identified roles]
® X 6.5 T/rEiL/z Role

F% 6.5 Management of security attributes

FMT_MSA. 3. 1 (a)

Security Attributes Operation(s) Role
Ry 7 ADOFTAE modify U. ADMINISTRATOR
Ry 7 ADOEHRE modify U. ADMINISTRATOR
RNy 7 ADFAE
E—ET%
U. NORMAL
BIRCERLE: modi fy U. ADMINTSTRATOR
FMT_MSA. 3 (a) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA. 1 Management of security attributes

FMT_SMR. 1 Security roles

The TSF shall enforce the User Data Access Control SFP in Table 6.2, [assignment:
access control SFP, information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]] default values for

security attributes that are used to enforce the SFP.
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FMT_MSA. 3. 2(a)

FMT_MSA. 1. 1 (b)

lassignment: access control SFP, information flow control SFP)
® /L

[selection, choose one of: restrictive, permissive, [assignment: other property]]

® restrictive

The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or

information is created

lassignment: the authorized identified roles]
® Nobody

FMT_MSA. 1 (b) Management of security attributes

Hierarchical to: No other components

Dependencies: [FDP_ACC. 1 Subset access control, or
FDP_IFC. 1 Subset information flow control]
FMT_SMR. 1 Security roles
FMT_SMF. 1 Specification of Management Functions

The TSF shall enforce the TOE Function Access Control SFP, [assignment: access
control SFP(s), information flow control SFP(s)] to restrict the ability to

[selection: change default, query, modify, delete, [assignment: other operations]/]
the security attributes [assignment: /ist of security attributes] to [assignment:

the authorised identified roles].

lassignment: access control SFP(s), information flow control SFP(s)]
e /1L

[selection: change default, query, modify, delete, [assignment: other operations.]]

® [assignment: other operations]

lassignment: other operations)

® Any Operations
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lassignment: /ist of security attributes)
® FT)EME

lassignment: the authorised identified roles]
® Nobody

FMT_MSA. 3. 1 (b)

FMT_MSA. 3. 2 (b)

FMT_MSA. 3(b) Static attribute initialisation

Hierarchical to: No other components
Dependencies: FMT_MSA. 1 Management of security attributes
FMT_SMR. 1 Security roles

The TSF shall enforce the TOE Function Access Control Policy, [assignment: access
control SFP, information flow control SFP] to provide [selection, choose one of:
restrictive, permissive, [assignment: other property]] default values for security

attributes that are used to enforce the SFP.

lassignment: access control SFP, information flow control SFP)
e /L

[selection, choose one of: restrictive, permissive, [assignment: other property]]

® permissive

The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or

information is created

lassignment: the authorized identified roles]
® Nobody

FMT_MTD. 1 (a) Management of TSF data

Hierarchical to: No other components
Dependencies: FMT_SMR. 1 Security roles
FMT_SMF. 1 Specification of Management Functions
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FMT_MTD. 1.1(a) The TSF shall restrict the ability to [selection: change default, query, modify,
delete, clear, [assignment: other operations/] the [assignment: /ist of TSF data]

to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment: the
authorized identified roles except U. NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment:6 other

operations/]

® 6.6 C/r3fL/c Operation

lassignment: /ist of TSF data)
® £6.6 T/RSMT= TSF data

[selection, choose one of: Nobody, [selection: U. ADMINISTRATOR, [assignment: the
authorized identified roles except U. NORMAL]]]
® 6.6 T/R3IL7- Roles

7% 6.6 Operation of TSF data

© 2014 KYOCERA Document Solutions Inc.

51



TASKalfa 35011,

TASKalfa 45011,

TASKalfa 55011

X2V 74 —F—F v b

TSF data Roles Operation
o g A a——4 U. ADMINISTRATOR | modify, delete, create
0y ra—P =27 —F U. ADMINISTRATOR | modify, delete, create
o —H—HE[R U. ADMINISTRATOR | modify, delete, create
g JIARIE U. ADMINISTRATOR | modify, delete, create
oy 7 £ TORE (—%—7 4 | U. ADMINISTRATOR | modify
v bhkuy 27U RRY U—F
iE)
w77 v MM (—%—7 4 | U. ADMINISTRATOR | modify
vrbhmry 7T NRY —
iE)
2y 77T MY AR U. ADMINISTRATOR | modify
HEhe 77 o MRFHERE U. ADMINISTRATOR | modify
NRAT— KRR Y U —F%E U. ADMINISTRATOR | modify
H IRFa e U. ADMINISTRATOR | modify
Xy MU — W5 E (SSLEXAE) | U. ADMINISTRATOR | modify
FAX BRIERX E U. ADMINISTRATOR | modify
B o 7 LR — MRE s S U. ADMINISTRATOR | modify

Nobody [assignment: other operations]
5 7 g .

* Any Operations

FMT_MTD. 1 (b)

Hierarchical to:

Dependencies:

Management of TSF data

No other components.
FMT_SMR. 1 Security roles.
FMT_SMF. 1 Specification of Management Functions

FMT_MTD. 1. 1 (b)

The TSF shall restrict the ability to [selection: change default, query, modify,
delete, clear, [assignment: other operations/] the [assignment: /ist of ISF data
associated with a U NORMAL or TSF Data associated with documents or jobs owned by
a U NORMAL] to [selection, choose one of: Nobody, [selection: U ADMINISTRATOR, the
U. NORMAL to whom such TSF data is associated]].

[selection: change default, query, modify, delete, clear, [assignment: other
operations/]
® %6.7 T/RET- Operation
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lassignment: /ist of ISF data associated with a U. NORMAL or TSF Data associated with
documents or jobs owned by a U. NORMAL]
® £6.7 TC/RENT- TSF data

[selection, choose one of: Nobody, [selection: U. ADMINISTRATOR, the U. NORMAL to whom

such ISF data is associated)]]
® 6.7 T/REIT- Roles

Z 6.7 Operation of TSF data

TSF data Roles Operation

U. NORMAL (ZRF#E v 7=z 7 1 > | U. NORMAL modify
=P — N2 T — R

FMT_SMF. 1. 1

FMT_SMF. 1 Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall be capable of performing the following management functions:

lassignment: /7ist of management functions to be provided by the TSF).

lassignment: /7ist of management functions to be provided by the TSF)

& RyJAEICETLEX=2UT 4 —BME Ry 7 ZAOFTHEE. Ny 7 ZAOLAK
. FTAENR) 2E B HHRE

® TSFF—% (nrAfra—H—4 vl ra—PF—nm"2U—F a—F—HER,
VaTRARE, Ry 7 ETORE, vy 77U MM, my 7y YR H
a7 v MERHERE, NATU— RRY —&E, BRFRE, X NI — 7 5
FE (SSLERE). FAXHAIERRGE, Wdim 7 LAR— MAMELNE®) 2& 8 e

Z* 6.8 Management functions
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Relevant Management Functions Management item

SFR (defined by CC or PP)

FAU_GEN.1 | - There are no management activities
foreseen.

FAU_GEN. 2 | - There are no management activities
foreseen.

FAU SAR. 1 | U. ADMINISTRATOR #ERE D& # a) maintenance (deletion, modification,
addition) of the group of users with read
access right to the audit records.

FAU_SAR. 2 | - There are no management activities
foreseen.

FAU_STG. 1 | — There are no management activities
foreseen.

FAU_STG.4 | 72 L a) maintenance (deletion, modification,

(77 va A A3BEETHY ., |addition) of actions to be taken in case
BET HMLEXRN) of audit storage failure.

FCS_CKM. 1 | — There are no management activities
foreseen.

FCS_COP. 1 | — There are no management activities
foreseen.

FDP_ACC.1 | — There are no management activities

(a) foreseen.

FDP_ACF.1 | 72 L a) Managing the attributes used to make

(a) (% % o 77 v — 7 % | explicit access or denial based

U. ADMINISTRATOR [&E & CT& % | decisions.
7o, EET 20T
FDP_ACC. 1 | — There are no management activities
(b) foreseen.
FDP_ACF.1 | 72 L a) Managing the attributes used to make
(b) (% % o 77 v — 7 % | explicit access or denial based
U. ADMINISTRATOR [ & C& % | decisions.
7o, EET 20BN

FDP_RIP.1 | 72 L a) The choice of when to perform residual

(Y CTHEBRERIC O B 78 G | information protection (i.e. upon

WIRE R T 572, 717 | allocation or deallocation) could be made
THWRRED X A IV %EH | configurable within the TOE.
ERAE AR

FIA_AFL. 1 | FRGERA A & B a) management of the threshold for

unsuccessful authentication attempts;
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b) management of actions to be taken in

the event of an authentication

failure
FTA ATD.1 | 72 L a) if so indicated in the assignment, the
GEMDEF =2V T ¢ —J@ME | authorised administrator might be able to
IIEFEE LW, 45 | define additional security attributes for
WETR ) users.
FIA.S0S.1 | @A v —H —/RZ2 T — K | a) the management of the metric used to
DIXAT— KR o —EH verify the secrets
FIA_UAU.1 | U. ADMINISTRATOR (Z X 5 v 7 | a) management of the authentication data
frva—HPF—RAT— D% by an administrator;
H b) management of the authentication data
U.NORMAL IZ k5 BEH DO 7 A by the associated users;
va—P— 2T —RFOEM | ¢) managing the list of actions that can
be taken before the user is
authenticated.
FIA_UAU. 7 | — There are no management activities
foreseen.
FIA_UID. 1 | Management of the wuser | Defined by PP:
identities Management of the user identities
FIA_USB.1 | 72 L a) anauthorised administrator can define
CAVAVES/ENGEE IR default subject security attributes
4 —BMHIXEEDT-D, & | b) anauthorised administrator can change
ERAYA AR subject security attributes.
FMT_MSA.1 | 72 L a) managing the group of roles that can
(a) (& =®E o 7 v — 7% interact with the security attributes;
U. ADMINISTRATOR B T& % | b) management of rules by which security
720, EETHMELRD) attributes inherit specified values
FMT_MSA.3 | 72 L a) managing the group of roles that can
(a) (& B o 7 v — 7% specify initial values;
U. ADMINISTRATOR [EZE CT& 5 | b) managing the permissive or restrictive
72, EET HMEERD) setting of default values for a given
access control SFP;
c¢) management of rules by which security
attributes inherit specified values
FMT_MSA.1 | 72 L a) managing the group of roles that can
(b) (& =®E o 7 v — 71X interact with the security attributes;
U. ADMINISTRATOR EZE CT& % | b) management of rules by which security

e, EET D MEIT )

attributes inherit specified values
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FMT_MSA.3 | 72 L a) managing the group of roles that can
(b) (& B o 7 Vv — 7% specify initial values;
U. ADMINISTRATOR [EZE CT& % | b) managing the permissive or restrictive
72, EHETHMLEE D) setting of default values for a given
access control SFP;

¢) management of rules by which security

attributes inherit specified values
FMT_MTD.1 | 72 L a) managing the group of roles that can
(a) (% & o 7 ) — 7 % | interact with the TSF data.
U. ADMINISTRATOR [#H & CT& 5
7o, EEY D METR)
FMT_MTD.1 | 72 L a) managing the group of roles that can
(b) (% &l o 7 ) — 7 % | interact with the TSF data
U. ADMINISTRATOR [#H & CT& 5
7osh, EES D METR)
FMT_SMF. 1 | - There are no management activities
foreseen.
FMT_SMR. 1 | FIIfiE D= —H —#EFR D 7 /L | a) managing the group of users that are
— 7 DEH part of a role
FPT_STM. 1 | Management of system time Defined by PP:
Management of system time
FPT_TST.1 | 72 L a) management of the conditions under
(BT A b DOEITHRMAEILHE which TSF self testing occurs, such as
ETHDHID, BT HHMLE during initial start-up, regular
[ EAQAY) interval, or under specified
conditions;

b) management of the time interval if
appropriate.

FPT_FDI_E | FAX O#R 20 EHE a) definition of the role(s) that are
XP. 1 allowed to perform the management
activities;

b) management of the conditions under
which direct forwarding can be allowed
by an administrative role;

c) revocation of such an allowance.

FTA_SSL.3 | HEha 77 7 M O EH a) specification of the time of user

inactivity after which termination of
the interactive session occurs for an

individual user;
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b) specification of the default time of
user inactivity after which

termination of the interactive session

occurs.
FTP_ITC.1 | *v hU— 7 BF 5% 7E (SSL #% | a) Configuring the actions that require
E) DOEF trusted channel, if supported
FMT_SMR. 1 Security roles
Hierarchical to: No other components
Dependencies: FIA_UID. 1 Timing of identification

FMT_SMR. 1.1 The TSF shall maintain the roles U. ADMINISTRATOR, U.NORMAL, [selection: ANobody,

lassignment: the authorised identified roles]].

[selection: Nobody, [assignment: the authorised identified roles]]
® Nobody

FMT_SMR. 1. 2 The TSF shall be able to associate users with roles, except for the role “Nobody”

to which no user shall be associated.

6.1.6. 7 A FPT:TSF Dff-it

FPT_STM. 1 Reliable time stamps
Hierarchical to: No other components
Dependencies: No dependencies

FPT_STM. 1. 1 The TSF shall be able to provide reliable time stamps

FPT_TST. 1 TSF testing

Hierarchical to: No other components
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FPT_TST. 1.1

FPT_TST. 1. 2

FPT_TST. 1. 3

Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test should occur]] to

demonstrate the correct operation of [selection: [assignment: parts of ISF], the
TSH].

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under which
self test should occur]]

® during initial start-up

[selection: [assignment: parts of ISF], the ISF]
® [assignment: parts of TSF]

lassignment: parts of TSF]
® HDD K5 ={bikne

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of ISF datal, TSF data].

[selection: [assignment: parts of ISF datal, ISF data)
® [assignment: parts of ISF data]

lassignment: parts of ISF data)
o [iF5HE

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of ISF], TSF].

[selection: [assignment: parts of ISF], TSF]
® [assignment: parts of TSF]

lassignment: parts of TSF]
® TSFFEITEY 22—/
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FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

FPT_FDI_EXP.1.1

Hierarchical to: No other components

Dependencies: FMT_SMF. 1 Specification of Management Functions

FMT_SMR. 1 Security roles

The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to

any Shared-medium Interface.

6.1.7. 7 7 AFTA:TOE 77 & &

FTA_SSL. 3 TSF-initiated termination

FTA_SSL. 3.1

Hierarchical to: No other components

Dependencies: No dependencies
The TSF shall terminate an interactive session after a [assignment: time interval

of user inactivity].

lassignment: ¢ime interval of user inactivity]
® {E L MEELEIRAE DS, RS PRE I K AR e R 5 B~
495 #5)

® b 7T UH— HEHEIRIEDS . 10 IR

6.1.8. 7 7 A FIP: @5 /XA /F v F /b

FTP_ITC. 1 Inter-TSF trusted channel

FTP_ITC. 1.1

Hierarchical to: No other components

Dependencies: No dependencies

The TSF shall provide a communication channel between itself and another trusted
IT product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data

from modification or disclosure.
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FTP_ITC. 1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication

via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of

D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.
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6.2. TOE &=V T ¢ —{fiFEM:

# 6.9 2600.1 Security Assurance Requirements (2B ¥ =V 7  —{RIFE(EZ R
A TOE OFFMRFEL /UL EALS THY, BX 2V T 4 —fRiEa2 R —F >k ALC_FLR.2 Z B/ L T
W5,

#F 6.9 2600.1 Security Assurance Requirements

Assurance Class Assurance components
ADV: Development ADV_ARC. 1 Security architecture description
ADV_FSP. 3 Functional specification with complete summary

ADV_TDS. 2 Architectural design

AGD: Guidance documents AGD_OPE. 1 Operational user guidance

AGD_PRE. 1 Preparative procedures

ALC: Life-cycle support ALC_CMC. 3 Authorisation controls

ALC_CMS. 3 Implementation representation CM coverage

ALC_DEL. 1 Delivery procedures

ALC_DVS. 1 Identification of security measures

ALC_FLR. 2 Flaw reporting procedures (augmentation of EAL3)

ALC_LCD. 1 Developer defined life-cycle model

ASE: Security Target evaluation | ASE_CCL. 1 Conformance claims

ASE_INT. 1 ST introduction

ASE_OBJ. 2 Security objectives

ASE_REQ. 2 Derived security requirements

ASE_SPD. 1 Security problem definition

ASE_TSS. 1 TOE summary specification

ATE: Tests ATE_COV. 2 Analysis of coverage

ATE_DPT. 1 Testing: basic design

ATE_FUN. 1 Functional testing

ATE_IND. 2 Independent testing — sample

3
2
1
1
3
3
1
1
2
1
1
ASE_ECD. 1 Extended components definition
1
2
2
1
1
2
1
1
2
2

AVA: Vulnerability assessment AVA_VAN. 2 Vulnerability analysis

6.3. XU T ¢ —EA AR

6.3.1. BX =2 U T ¢ —HEHEE/AR AL
X o UTF 4 —5PEHEHCKRT A TOE B = U F ¢ —ERE B O3 5 v,
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KFECRed LB IR o 28 (P) 72 R A4 U, MR CRid LB IZZE DOFEBE2 XK
EO) T 5,

Z 6.10 Completeness of security requirements

Objectives

SFRs

0. PROT. NO_ALT

0. CONF., NO_DIS

0. DOC. NO_ALT
0. FUNC. NO_ALT
0. CONF., NO_ALT
0. AUDIT_ACCESS. AUTHORIZED

0. AUDIT_STORAGE. PROTECTED

0. USER. AUTHORIZED

0. INTERFACE. MANAGED

0. SOFTWARE. VERIFIED
o | @ | 0. AUDIT. LOGGED

0. HDD. ENCRYPTION

0. DOC. NO_DIS

FAU_GEN.
FAU_GEN.
FAU_SAR.
FAU_SAR.
FAU_STG.
FAU_STG.
FCS_CKM.
FCS_COP.
FDP_ACC.1(a) |P|P |P
FDP_ACF. 1(a)
FDP_ACC. 1 (b) P
FDP_ACF. 1 (b)
FDP_RIP. 1 P
FIA_AFL.
FIA_ATD.
FIA_SOS.
FIA_UAU.
FIA_UAU.
FIA_UID.
FIA_USB. 1
FMT_MSA.1(a) |S|S|S
FMT_MSA.3(a) | S |S|S
FMT_MSA. 1 (b) S

o = (DN = DN =

—_
-

e e e L

in= e v Il IR OO I B v BN RO RN IR0/ N IR 0]
o
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Objectives
a A
[CARNINEA]
=N
O | -
m | =
= | O
alAa o | =
M| @ e | =
82| = 2| =
SR SEEIREIEEE
= | === LT_]LTJ§U)H
N | =2E1 A A/ H | Q|1 S| |l=>=10 [S4 I Ry
H Al | < Al |[E /R .|O| S| |
SIS dIEIZIBISIGIZ2|E
Sl |2 | @ | 2| 2| < | || | 1] 1|&
Z | = ] ] e ] BB |M®X
P T I T N . N = P I & P = o 2 I O O I e O e T e T RS
SI8I5 2 8|&8|la|l258|18|818
QQLL.D-.OOD'—!CD<‘.<‘.<‘.%
S|lo|s|s|s|s|s|s|os|s|s|s |
FMT_MSA. 3(b) S
FMT_MTD. 1 (a) P|P|P
FMT_MTD. 1 (b) P|P
FMT_SMF. 1 SIS|S|[sS|s|sS
FMT_SMR. 1 SIS|S|[s|S|s|s
FPT_STM. 1 S
FPT_TST. 1 P
FPT_FDI_EXP. 1
FTA_SSL. 3 P
FTP_ITC. 1 P|P|P|P|P|P

LTI, [# 6.10 Completeness of security requirements)] OR#LZR9,

0. DOC. NO_DIS
0.DOC.NO_DIS |%, AIEZRBARAS D.DOC Z #4551 idtTh 5,

FIA_UID. 112 &0, FIHZE D51 S 41, FDP_ACC. 1(a), FDP_ACF. 1 ()12 & V| FFal & i=FIHE D&
(2 D.DOC ~DEAELFFAIT %,

FDP_RIP. LI1C LV JEfFT—Z L LTDOD.DOCIZEBWT LABTD EDIFERONE R TE < T 5,
FMT_MSA. 1(@) 12 &V, EF 2 U7 4 —RBIE~DORELERT 5,

FMT_MSA. 3(a) 12X 0. D.DOC AR S 7=FRIZ, D.DOC DFFAE R HR. & L <L D.DOC 23K S5
Ry 7 ADOFAHE, Ry 7 AOLERENED 2T 7 4V MEEZA L TND Z & EZRGET 5,
FMT_SMR. 1 (2 J ¥ . U. ADMINISTRATOR & U.NORMAL O —HF—HERANEI Y 24 T SN S 5,
FMT_SMF. 1 {2k V., ®% =V T ¢ —EHEEAESL U ADMINISTRATOR & D.DOC DFfA#H TdH 5 U. NORMAL
~REHET S,

FTP_ITC. 1 {2k v, TOE & EHE IT "MK v U —27 2D D.DOC (264 5 iz
BENOIRESND,

> C. 0.DOC.NO_DIS I, RIEZRBH/RM S D.DOC {425 Z &L 2 {RiET 25 Z LNk S,

0.DOC. NO_ALT
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0.DOC. NO_ALT |&, RIEZRIAZEH S D.DOC Z1#+ 25 H#Th 5.

FIA_UID. 112 X v, FIFAE 2GR &4, FDP_ACC. 1(a), FDP_ACF. 1 (@)l kv . #Frl & ni=FIHE DI~
(2 D.DOC ~DEAEELFTFAIT %,

FMT_MSA. 1@ 12k 0, X2 VT 4 —RBHE~OBRIEZEHT 5,

FMT_MSA. 3(a) 12 & ¥, D.DOC 2R SH7-FIC, D.DOC DFFA & B H. & L <X D.DOC MM S5
Ry 7 ADFAHE., Ry 7 AOLGRENEY 2T 7 4V MEEA L TWDZ & EZRGET Do,
FMT_SMR. 1 {2 & W, U. ADMINISTRATOR & U.NORMAL > =—H—HEFRANEIV 24 T SR S 5,
FMT_SMF. 1 {2k 0, %=V T ¢ —EHEEREA U ADMINISTRATOR & D.DOC DFFA#E Td 5 U. NORMAL
~RIET 5,

FTP_ITC. 1 12XV, TOE S EfEE 1T "M O xR v v U —2 EZ¥Eis D.DOC ([Zxd % B %
BINOIRES LD,

E- T, 0.DOC.NO_ALT %, RIEARUWZENS D.DOC T 5 2 &L 25T 5 Z LRk S,

0. FUNC. NO_ALT
0. FUNC. NO_ALT 1%, ARIEZ2ekZE/ 5 D. FUNC Z{R# 3 5K 78T 5,

FIA_UID. 112 &0, FIHF D51 S 41, FDP_ACC. 1(a), FDP_ACF. 1 ()12 & V| FFal & =FIHE D&
IZ D. FUNC ~D#AEZFFA[ T 5,

FMT_MSA. 1 (@2 &V, BEX =2V T 1 —BIE~DOEIELEHRT 5,

FMT_MSA. 3(a) {2 & 0 . D. FUNC 234k & 7= BRI, D. FUNC OFTA B IEMA @Y 727 7 4V MEAH L
TWDZ EERFET 5,

FMT_SMR. 1 12 & ¥, U. ADMINISTRATOR & U.NORMAL 0Dt —H —HE[RAE D 24T 5 MR S5,
FMT_SMF. 112X, B2 U T ¢ —EHEREZ U. ADMINISTRATOR & D. FUNC DFTA & T&H 5 U. NORMAL
~RET 5,

FTP_ITC. 112 &V | TOE &fiod @ 54 1T AL ox >~ MU —2 E&§iiL5 D. FUNC (Zxtd 5 0%
T nd,

> T, 0.FUNC.NO_ALT (%, RIEZRELZED>5 D. FUNC Z 4R 5 Z L #{RFET 5 Z L Nk S,

0. PROT. NO_ALT

0. PROT. NO_ALT |%, AIEZ2ekZE7 5 D. PROT Z{Ri#3 5K 7#CTH 5,

FIA_UID. 11Z &V FIHBED G S, 77l S FIHE O FIZ D PROT ~OEAEEFFA[ T 5,
FMT_MTD. 1 (a) {2 & ¥, TSF data ~O#fFEi%, U. ADMINISTRATOR (ZH[R =5,

FMT_SMR. 1 12 & ¥, U. ADMINISTRATOR & U.NORMAL D=t — —HE[RAE D 2T SR S5,
FMT_SMF. 1125V, B2V 7 ¢ —&FHEREZL U. ADMINISTRATOR & D. PROT OFTAE T&H % U. NORMAL
~RIET 5,

FTP_ITC. 112 & V| TOE &fhod @ 58 1T ®ALH DR~ MU —2 E& a5 D. PROT (254 5 A0 %%
TSN D,

5> T, 0.PROT.NO_ALT I, RIEZARILZEN 6 D. PROT Z #4252 L 25T 5 Z &k D,

0. CONF. NO_DIS, 0. CONF. NO_ALT
0. CONF. NO. DIS. 0. CONF.NO_ALT |%. ARIEZRBT. tZEA 5 D. CONF % (R4 2 kB 8t Cdb 5.
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FIA_UID. 11C &0, FIHFE DGR S 4L, 7] SR DI D. CONF ~OEAEZFF A3 5,
FMT_MTD. 1(a) {2 X ¥, TSF data ~D#Ea{EiZ, U. ADMINISTRATOR & Nobody (ZHIfR &5,
FMT_MTD. 1 (b) 12 & ¥, U.NORMAL @ TSF data ~®O#fEIL, D. CONF OFTAFH T % U. NORMAL |ZHIfR =
ns,

FMT_SMR. 1 {2 & ¥ . U.ADMINISTRATOR & U.NORMAL. Nobody D = — % — HE[R AN #EHF S 1.
U. ADMINISTRATOR & U.NORMAL = —HF—+E[RNEI Y YT HN 5D,

FMT_SMF. 1 12 L V., &%=V T ¢ —EFEREA U. ADMINISTRATOR & D. CONF OFffE# Tdh 5 U. NORMAL
~RIET 5,

FTP_ITC. 12 &Y, TOE &M@ fEdd IT A H O v U —727 E& AL 5 D. CONF (ZXf 7 5 e %
oS NnD,

f - T, 0.CONF.NO.DIS, 0.CONF.NO_ALT %, RIEZBHR, tZH 5 D. CONF Z AR+ 5 = & A {RaET
DT ENHKRD,

0. USER. AUTHORIZED

0. USER. AUTHORTZED (%, FIFH7 OF%kAI L 58GEZ ZR L, BX =2V 7 ¢ —FHHIE > TRIAEZICT 7 &
AR LTet, TOEERZFFrI 32 2 & 2 RAET xR 8 CTh 5,
FTA_UID. 1, FIA_UAU. 1\Z &V | FIHZE O] & RN T S 41 5,

FIA_UAU. 712 &0 | FIHFFRAERFORBFET 4 — RNy 7 DMREI LD,

FIA_AFL. 112X 0, FIHFEFRAEO#EEE U Zs8GERBFIC, v /A v oxzMna v 7 S,

FIAATD. 112 L VY alArva—PF—4 a—P—HER. ¥ a 7R EOFRE BN SN S,
FIA_SOS. 112 LV, FIFBEFRAEDORAE 2N E 6 S ALz B R E I ﬁ#é:kﬁ@ﬂénéo
FIAUSB. 112k, vl A va—F—4 a—W R, Va 7RAIREOHHETREEY 7=
FOtEX 2V 7 4 —RBECKERST NS,

FTA_SSL. 312k, FIHEDOEy v a U EEEIN, (KIEFDE v v a UFKT S5,

FDP_ACC. 1(b) . FDP_ACF. 1(b)IZ X V| #FFr SII=FIHHE OB AR OBIEE T 5,
FMT_MSA. 112k, ¥X =V T 4 —BHE~OBRIEZEHT D,

FMT_MSA. 32XV, EXx =2 U7 4 —BIETHLETRUENSEY 2T 7 4V MaZA L TND Z &
ZRRET D,

FMT_SMR. 1 12 & ¥, U. ADMINISTRATOR & U.NORMAL D=t — —HE[RAE D 24T S fERi S5,
#E> T, 0.USER. AUTHORIZED 1%, FIFHHZ OB EF8EAER L, vXx =2 U T ¢ — 8-> TR
T 7B AMEERAT G LTztk, TOE MR AFFA T 5 2 & 2R3 25 2 L3 HK D,

0. INTERFACE. MANAGED

0. INTERFACE. MANAGED 1%, &3 = U 7 ¢ — FEHIHEW, SMEBA > X — T = A ADBEEEH T D3R
F#Th b,

FIA_UID. 1, FIA_UAU. 1 {2k v, FIfZE ORI & FRRED S0 <41, FTA_SSL.3 I2& v, FIfFEOE »
varynERIN, RIEFOEy v a Ik TSN,

FPT_FDI_EXP. 112XV, WXy NU—27 ~DHRENRE SN D,

%> T, 0. INTERFACE. MANAGED [, #MERA > & — 7 = A ADEMEZEFLT 5 Z L 3K D,
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0. SOFTWARE. VERIFIED

0. SOFRWARE. VERTFIED %, TSF @372 — R%& H COMGET 2 Fhe X 212t 2K 58 Th 5,
FPT_TST. 1 12k ¥, TOE OEEBRFICHTT A FDAA — FDFELT, TSF 7 — & O—E D552 MM FHED
Fhi S, BHEROEEDZ A I ZIZB T L8EIZ LY TSF O—EOFET 72— NEatEmaEns
fEE D,

i > T, 0. SOFRWARE. VERTFIED |%,TSF @372 — R%& H CfGE T 2 Fhe & 2t 25 Z L Ak 5,

0. AUDIT. LOGGED

0. AUDIT. LOGGED %, TOE O X2 VT ¢ —ICBEdT 2 HL 2k L CEHE L, RIERBRS
WA =T 53R #TH B,

FAU_GEN. 112 LV, BEARISRA X M L TEEr VR ER IS,

FAU_GEN. 2, FIA_UID. 112 &V, EE&EFEGII L CHIHZE OB EH & BEMA T 5 b,

FPT_STM. 1 {2 LV, TOE NDE(EHE S A LA X U THkREZ AV, BEE G L CORAREL D Fisk S
o,

fit > C, 0.AUDIT.LOGGED (X, TOE O & x=VTF o —ICBEHT LR FR AL TEHEL,
RIEZRBI R A LIRS D 2 & 25T 2 Z L3 kD,

0. AUDIT_STORAGE. PROTECTED

0. AUDIT_STORAGE. PROTECTED 1%, RIEZRT 7 & A, Bk, NS ER o /2 (%#T 25 2 L Z{%3FT
LRPRTTEtCTH D,

FAU_STG. 1 I LV | BiEn-iEd o 7ok LT, AU HIBRE OSZE N OIREI LD,

FAU_STG. 4 IRV | BE&Em Z0NiRIZ e o7c & & b i ISR e 7~ FEE 25
L., #ILWEE D 72BN+ 5,

%> T, 0.AUDIT_STORAGE. PROTECTED |%, RIEZRT 7 & A, HIbR, WENSER o /2 {Ri#ETDHZ &
ERFET D Z LK,

0. AUDIT_ACCESS. AUTHORIZED

0. AUDIT_ACCESS. AUTHORIZED I&, #1ER2 X = U 7  —EX Z R T 572012, RO B HH721F
NERET T\ZT 78 AT 5L RET 5xR#TH D,

FAU_SAR. 1 {2 V| U. ADMINISTRATOR (ZBEH = 70 6 OIEH O Fe A LEE ) 21 it3 5,

FAU_SAR. 21T & ¥ | U. ADMINISTRATOR LISN DB & = 7 ~D T 7 & A ZHIR+ 5,

75T, 0. AUDIT_ACCESS. AUTHORIZED i, #fERI2EX 2 U 7 4 —ER Z R T 572012, HROH
HELINEE ZICT 7 BATHI E2RAET D ERHKD,

0. HDD. ENCRYPTION
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0. HDD. ENCRYPTION %, TOE PN#5> HDD ({17 & #17- User Data, TSF Data Z Mg 544 2 x5 5T

b5,

FCS_CKM. 11k, F5EEENT=T /NI Y X LIZH/E-> T, BEENEREIND,

FCS_COP. 112k v $gESNI=iE 5T /v X4 &R 53R 24 L C HDD IZ{%:4%9 % D. DOC.D. FUNC,

D. PROT, D.CONF ZK§=54k L. A4 D.DOC, D.FUNC, D.PROT, D.CONF %154 %,

i ~>C. 0.HDD. ENCRYPTION {Z. HDD |Zf%7%d 5 User Data, TSF Data #iFa{b4 5 Z & 2 {FiF1+ 5

ZEMHEKD,

6.3.2. TOE B = U7 ¢ —HERE /8] D7 B
TOE &% = U 7 ¢ — e BRI O IRF R 2 LL R IR T,

# 6.11 TOE ¥ = U 7 ¢ —HEREEA-[H DK TF LR

BRE ZL {4 K A7RIR IRTPEZ R LTV e 0

FAU_GEN. 1 FPT_STM. 1 —

FAU_GEN. 2 FAU_GEN. 1 —
FIA_UID. 1

FAU_SAR. 1 FAU_GEN. 1 —

FAU_SAR. 2 FAU_SAR. 1 —

FAU_STG. 1 FAU_GEN. 1 —

FAU_STG. 4 FAU_STG. 1 —

FCS_CKM. 1 FCS_COP. 1 FCS_CKM. 4
FCS_CKM. 4 6.3.2.1 iz

FCS_COP. 1 FCS_CKM. 1 FCS_CKM. 4
FCS_CKM. 4 6.3.2. 1 fizHR

FDP_ACC. 1 (a)

FDP_ACF. 1 (a)

FDP_ACF. 1 (a)

FDP_ACC. 1 (a)
FMT_MSA. 3 (a)

FDP_ACC. 1 (b)

FDP_ACF. 1 (b)

FDP_ACF. 1 (b)

FDP_ACC. 1 (b)
FMT_MSA. 3 (b)

FDP_RIP. 1 No dependencies. —
FIA_AFL. 1 FIA_UAU. 1 —
FIA_ATD. 1 No dependencies. —
FIA_SOS. 1 No dependencies. —
FIA _UAU. 1 FIA_UID. 1 —
FIA_UAU. 7 FIA_UAU. 1 —
FIA_UID. 1 No dependencies. —
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FIA_USB. 1 FIA_ATD. 1 —

FMT_MSA. 1 (a) FDP_ACC. 1 (a) —
FMT_SMF. 1
FMT_SMR. 1

FMT_MSA. 3(a) FMT_MSA. 1 (a) —
FMT_SMR. 1

FMT_MSA. 1 (b) FDP_ACC. 1 (b) —
FMT_SMF. 1
FMT_SMR. 1

FMT_MSA. 3 (b) FMT_MSA. 1 (b) —
FMT_SMR. 1

FMT_MTD. 1 (a) FMT_SMF. 1 —
FMT_SMR. 1

FMT_MTD. 1 (b) FMT_SMF. 1 —
FMT_SMR. 1

FMT_SMF. 1 No dependencies. —

FMT_SMR. 1 FIA_UID. 1 —

FPT_STM. 1 No dependencies. —

FPT_TST. 1 No dependencies. —

FPT_FDI_EXP. 1 FMT_SMF. 1 —
FMT_SMR. 1

FTA_SSL. 3 No dependencies. —

FTP_ITC. 1 No dependencies. —

6.3.2. 1. FCS_CKM. 4 DIRTFEME A M BE & U7V B

55X FEIR ON RRICRERR Z & I — B fE CEERIAR S, HREAT Y —ITBlSd, 2ok
W, WEHHIFEN OFF 32 LWL TLE S, F/o, BEHPIZIZHD I27 —# ZinAhHEE T 50
FHELO BLINCT 78 AT HA4 o Z—T = A AT, T OO SIS 2 B0 T

E LR,

6.3.3. XU 7 ¢ —{RIFEAARIL

This TOE 1is Hardcopy Devices used in restrictive commercial information processing

environments that require a relatively high level of document security, operational

accountability and information assurance. The TOE environment will be exposed to only a low

level of risk because it is assumed that the TOE will be located in a restricted or monitored

environment that provides almost constant protection from unauthorized and unmanaged access
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to the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage
without disassembling the TOE except for removable nonvolatile storage devices, where
protection of user and TSF data is provided when such devices are removed from the TOE
environment. Agents have limited or no means of infiltrating the TOE with code to effect a
change and the TOE self-verifies its executable code to detect unintentional malfunctions

As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws

are in place, and their inclusion is expected by the consumers of this TOE.
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7. TOE BEHIfAR

ARETIEL, TOE B2 5% 2 V7 ¢ —HEREDERITARIZ DV TRER T 5,
FT1IE TOEEF=2UT ¢ —HEL X =2 U T ¢ —HREENFORRZ R T,

£ T1TEEX2V T —HELE X2 ) T 0 —HSERE

BT o —HEEE

P RE AT

TSF. USER_AUTHENTICATION

TSF. JOB_AUTHORIZED
TSF. HDD_ENCRYPTION
TSF. DOC_OVERWRITE
TSF. SECURITY_MANAGEMENT

TSF. DATA_ACCESS

TSF. NETWORK_PROTECTION

TSF. SELF_TEST

FAU_GEN.

FAU_GEN.

FAU_SAR.

FAU_SAR.

FAU_STG.

<l S| K] 8| «|«|TSE. AUDIT_LOGGED

FAU_STG.

S = DN = DN =

\

FCS_CKM.

FCS_COP. 1 v

<\

FDP_ACC. 1(a)

FDP_ACF. 1(a) v

FDP_ACC. 1 (b) v

FDP_ACF. 1(b) v

FDP_RIP. 1 v

FIA_AFL. 1

FIA_ATD.

FIA_SOS.

FIA_UAU.

FIA_UAU.

FIA_UID.

| =g = | =
NN ENENENENEN

FIA_USB. 1

FMT_MSA. 1(a) v

FMT_MSA. 3 (a) v

FMT_MSA. 1 (b) v
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FMT_MSA. 3 (b) v
FMT_MTD. 1 (a)
FMT_MTD. 1 (b)
FMT_SMF. 1

FMT_SMR. 1

FPT_STM. 1 v
FPT_TST. 1 v
FPT_FDI_EXP. 1 v
FTA_SSL. 3 v
FTP_ITC. 1 v

AN NI RN EAN

7.1, a—Y R
TSF. USER_AUTHENTICATION
P EFHEEEE T, FIRAEDERERF AL LIEZ 747> FPCOS TOE ZHEL X9 & L7ZBE
W2, TP ESNTRIHE D E 9 0 E i BRERET A EECTH D,
TOE 1%, BE L LLITTZ 747 hPCOG TOE OEEZITE 9 & LIZERIC, v/ A V%
FoRrL, vl ra—VP—-gitunlfra—P—R2AU— R KDOANEERKT 5,
Fo, TV H—=RT AN~ FAX RTAN—=5 TOE (2T 7 v AT HBIE, ¥a JIcftE5&En-
nJyA4va—Y—Ztuasf ra—F— AT —RNZXY FFa SRR E D D EEBIGEEET
el

(1) FIALUID.1 Aoz A7
TOE X, FIER e /A4 2L L 5 & LEBRIC, A&hiou 7o a—HF—4755 TOE N
DB SV TV D FIRAFEHFRICHFET 5 2 & 2 GEET 5,
%WK%®@%KOwTH\HEﬁ\ﬂ%%@%ﬁ%ﬁﬁ% . EREEMT 5, Va TER—
&ﬁ?y&~%ﬁzow1m TOE 1%, FIMEZE O ZAT R, H#ERRT H, FAXT—
ZARIZOWTIE, TOE I&, FIHFE ORI AT 9 AillZ, FAX 7 — X 2257 5,

(2) FIA_UAU.1 FEREDH A IV
TOE 1%, FIA_UID. 1 CTH#BINAEN LI2GAI, RRHC A Sizr 7 A4 v a—HF— 32T — K3
TOE WERIZ B RSN TWDH /N2 T — NI & —8d 25 2 & 2MGEET 5,
FEZHIRBE D BUAFIZ DWW CId, TOE 1, R OREREEAT O BilS, EHERMIT 5, ¥ a TiEH—
%&wvx& TEHIZOWTIL, TOE 1%, FIHE OFRIEEIT O A, HHEFRRTDH, FAX T—
ZABIZOWTIX, TOE 1%, FIHFE ORBAEATT 9 A, FAX 7 — X 2257 5,

(3) FIA_UAU.7 PREINTZFEGET 4 — KX w 7
TOE 1%, #EXXNLE LTI TA4 T FPC b AT SN /A va—P— 2T — K%t
LT, #I—3F (x:asterisk) 074 VEHEIZEK T D
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(4) FIA_ATD. 1 FIHEEMES
TOE 1. v /A va—F—4 a—F—HER,. ¥ a THAREOHAEBIEL EFR L HET 5,

(5) FIA_SOS.1 Fh&E DORGE
TOE1X, A v a—PF— AT — B, EXINTWEREICEET DI & E2HET 5,
EZRINTEREZL, NRAU—FE 8 XXFLL ., STFEER : TS Th b,

(6) FIALUSB.1 FIHAE - 72 =7 MER
TOE X, v /A va—W—4, 2—WF—HER, Va 7TRAREOHHE B2 7 =7 MIE|
DY ThH,

(7) FIA_AFL.1 FRFFRECHEFOEY
TOE 1%, #/E %, b LLKIFZ TA T FPCO DT A L Zxt L, B ORI LT85 ELL
BEDHE Lo a7 A v OIBREIE D R ﬁﬁ%® HE LT MEICE LTSRS ST I b
n s A ERFFA LR (1 Z4RE8) REBICATT 5,
AP FRLE I X D BRI DR E T 1 [l ~10 RO CREWETH 5,
7y ZREEICEAT LI, 1~60 5 0ﬁ?ﬂ%“”ﬁ%ﬁ%iﬁbtﬁﬁﬁ: W o, b LI
HEAREEE N 1 v 7 IREE %%%fé& BAIREEICEATT 5,

(8) FTA_SSL.3 TSF iENC L AT
TOE 1%, B ESFL. & L IE Web 7T U —n b OEEN, — &R B EIR B DS ke L 7255
flc, A 77 o N EFET D,
o I ik
FIRENa 74 %, BRERENSHEIVEEE O E LRk L2 A ic Ein 77
W&%%%?é
HEENEHEEIC L DREIL 5 B~495 B O#H CRRERETH D,
° %b77ﬁ%—
FIHZER v 7 A 4%, HEEIRIRREDS 10 Rk L 72 acBBin 77 o &2 Ehid 25,

H

7.2. T—XT 7 & Al EE
TSF. DATA_ACCESS
T—2 T 7 AHAEREEEIX. TOE OREAETH D a ' —, AX ¥y UikEF, 7V ¥— FAX, Ay
7 ZADEKEREEZ T, TOE NI SN TWABBT —F, a7 7 —4~DT 7 vR%, §Faf&
AIZFIHE OHIZHIRT HHRETH 5,

(1) FDP_ACC.1(a) W7k v F7 7 & AlfHE
FDP_ACF.1(a) EFX=VUT7 4 —BHEICXLD 7T 7 &2l
TOE (%, & 7.2 (R THEY, FEAENR O BET —%, Va7 T —FIxtL, FIHEICK
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T 57 7 2 AHEERNCAl - T,

TP SNTFIAE OIHIZT 72 A ZFFAIT 5,

ZIT,RT2 O7 7B AHIEHANCSNT, THERNFET LY a7 O¥RNE, FIHEOR
TA va—Y =& HREEDPFOTAEHHRDO —BUZ LV ITbILD,

R 1.2 7T—27 7 AHIEERED T 7 & A Gl

POE- 323 BIENE FIRE 7 7 & A HIEHA
g7 — ¥ TV A= RTAN=0 | —BFIRAE | BERFET LY a 7 OgT —
(7Y 2 —HRE OHIRI, USB AE Y =50 DT 7% AEHAT5H
Fm. HIBR
HllbR BBy | RToOYa TOEBT —F~DT
7R AEFAT D
g7 — & FTP 355 .E-mail 255 TWAIN | —f&FIHZE | BENFEIT LY a 7 OEBT —
(A% ¥ L EHRR) | M5, USB XE Y —i%[F, & B~DT 7Y AETFAT5H
FEHEg 7L e 2— HIFR
HIlBR HEVEFE | 2 ToYa 7OEBT —2 ~DT
A i A e 3
{7 — ¥ I BE—HIRL, 2 e—@Eg T | RFHE | BERET LY a T OB T —
(= v —H&me) Ea—, HIBR B ~DT 7k AT 5
HIBR MEEHE | 2 ToYa 7O T =2 ~D7T
7R AEFAT D
T — ¥ FAX 355, #EMEB 7 Lo | —FIAE | BARFET LY a 7ORBT —
(FAX {5 HERE —. HiIBR B~DT I AEFAT 5
HllBR S HE | RToYa TOEGET —F~DT
7R AEFHAT D
{7 — ¥ RNy 7 ZHRL Ry 7 27V | —FIRE | BEDRITAE EREINTNDHR
(R > 7 AHhE Ba— RNy 7 ZAFEE, Ay v 7 A b LUK, HAEREDARD
7 ZNXEOBE/FEE. HI IR ESNTWD R v 7 2D E K
%3 TR ~DT I AL T 5
MoEHE | 2 ToYa 70T —F~D7T
7R AEFAT D
g7 — & FAX A5 FIRI, FAX Bnik, HI | #8asE B | FAK AR v 7 ZIRAF SN TV D EHE
(FAX ZZ{5H41B) B F =B ~DT I RAEIFT S
TalTF—H T a TIRGERE, A, HIBR | FIHE | BERET LY a T oY aTT
— B DTV AETAT S
HEETE | 2TV ardToya T —H~D
TR AEHAT D
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(2) FMT_MSA.3(a) HAYRMEFIHIE
TOE I&, FHUAER SN D EGT — %, KUK v 7 ZADT 7 4V MELZRET S, BT —% %
FHUMER LT G OfEEEHRIT, ERLIFIAEOr 7 A v a——4 & LTER SN D,
RNy 7 AL RN LT B DR v 7 AFrAE L, (ER L7oH8RE B, ARE I3 & L
TIER s 5,

7.3. ¥ a 7iRAIkkRE
TSF. JOB_AUTHORIZED
Va T ABEREIX, TOE DA CTH LAt —, XXy VikfE, TV ¥ — FAX, Ry 7 AD%
HWREOFIR A . el SR B ORITHIRT 2H6ETH 5,

(1) FDP_ACC. 1(b) H7& v b7 7 & Al
FDP_ACF. 1(b) &F = U7 4 —RBMICEDT 7 & AH4H
TOE 1%, % 7.3 \ZR7 @0, 2 — VP —FHKEEIC CGRAGEIE S - FIHAZE ORI AEERICE
NHYa TRARELHER L, FAIHZH T SN EAEREDO R, ¥ a 7 OEITEFHTT 5,

£ 1.3 Va TRABERED T 7 & AHIEEH A

X RBEAE A 7 7 & AHHEBR
o B —hE —AAE | FHEOY 3 TERRAERIEICH SRR O FAT RIS G £

WRERE | 298, Va TOEGEHFTT
T L a—KsRE | RIS | FIAEO Y g TRk R
BREEE | WA, V2 TOEITEHAT S
X VRS | —RIEE | FIEEOY 3 TRAIR EIC B0 ET RN S TR

[ayay

DIATIEMEN G £

AE BAEHE | 28, Va7 OFITEHATD

FAX FE —RFIAE | FIHE O Y a TRATREICHGIEEED EITRIENE Fh
BEEHE | B8, Va7 OFTEHATD

R 7 ARKHE —RFIRE | RO Y a TRAREICKH GHERED FAT RN T Eh

BREEE | WA, V2 TOEITEHAIT S

(2) FMT_MSA.3(b) HrAYBIEFIHIL
TOE (X, & 7.3 IZRTHMHEBOY a THRATREDNGEREL 10 DY a TOFEITIBMEDT 7 +
WV MEZRET D, MABEZFIRIEM L2550V a 7RAREICEENDETEIEOT 7 4
U MEX, B2TOYa 7RREINTWD,

7.4. HDD W5 5{LA%RE
TSF. HDD_ENCRYPTION
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TOE 1%, HEAMIEZ EITT 2L, BT —4°Va 77 —4, TSF 75— % HDD I[ZfR1F7 %, HDD M
BEMIEIE, ThHOT— 5 & HDIIRAET BB, 74 ZWE L L TIRIFT DISRETH 5,

(1) FCS_CKM. 1 B =84 mk
TOE Id, AES 7/b3 U X AIZfERT 5 256bit K5 584 FIPS PUB 180-2 (2855 < M S8lE k7 /L
Y RLEHWTAERT D, 2O, EEOE®REITIZ, TOE OFER ON Rl Z L Ic—F
IR TR S AL, fERME AT Y —IRFE SN D, W, B8O T & e B 1E HIE0E B AR I
DHBRE S, EAPICEFEIND Z &N,

(2) FCS_COP. 1 W 5H#R{E
TOE &, HDD |27 — & 2 {R1FT DI, ALBIRFIC AR L 7= -4 /E AR (FCS_CKM. 1) 12 & 0 7Rk L 7=
256bit HE S #EZ IV, FIPS PUBS 197 (Z3-5< AES BE 577 /LA U A AICHES TT — 4 D51k
ZATVY, HDD IZ#iALe, F72, HDD \ZHRAF ST — # @i/~ H 9B, [RIBRICE BRI AERK L7z
MF A AV, AESBE 7 LT XLt TTF — 4 2057 %,

7.5, hREZHEMKRE
TSF. DOC_OVERWRITE
TOE 1%, HAREREDS Y 3 752 T2, HDD & Flash A E U —|Z{R(ES M- Hifg T — % O & FaR
T %, FEXEEMAEIZ. 20 HDD & Flash A€V —|{RFESNIZEET — % OB ER ST
BRI, BT — % OFET — Z ISR L TEE R CFs A2 EEE L, ES—F R BRI TE
T HHETH D,

(1) FDP_RIP. 1 %7t v hIRAEE i
TOE 1%, EEXEEOXIG L 22 5 EIREIV Y CRERRY%G ORI % A @Eifg7 — % % HDD, Flash A&
U— EOREOFIKICES, ZOREOHEBREZENT LIV rERCLY EEXHEEZERITT S,
B OBEAERED GRS, EEESHEDFHRIRBIC R 728560, LESHEFTOERBNZ LY
KT Lol FIRERERT — 2 030 256 FHIREED R SRR, B ESR) Sh
THER T, Bl o 2k EEXMEEZFETT D,

7.6. BEEA 0 JHERE
TSF. AUDIT_LOGGED
o JHERRIT. BRI RA XU ARAE LT, Bhu Va4 Uitk - BHET HHETH D,

(1) FAU_GEN. 1 BEE#&RT—H4pk
TOE [Z.3% 7.4 CRIERGEA X MREELZBIC.R 7.4 TRLULEESET — X 25086k L.
Ea 7 24T 5,
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£ 1.4 EENBAR NI OIERT—H

B RA N b BEXxT—¥ BMOEET —4
IR A A2 hOHK —
P—E R T A4 X2 s OFER —
Pa T DET A X N OFRIIEH —

Va7 T =S ORME (B W, IR

AT RRAE D R ) & Pk

Atk DRk ED U T2 BRI LARE O e L 72 A B D)8
AERAT A BEIC R ZE L 2R D — =T ¥
YhuyrTU FOETE EGSEHREICLD
7y 7T U MREEOMEER

HEio 770 MokbdtEya kT

57— 2 OEIE (B HIFR)

2 — P —FHEROMRE FIRE T 52—
YP—MERODAH)

B N A T — SRR (AL
B ) OBERA £ S

XU T —EHERE D]

WP DAL

SSL J@1E D13 Bk

A b DR (/R0

WEHLIP T RL &

*1 BEAMEEDBIA L TIE, TOE OBE LT ERT 5728, TOE OEFREA, h—EREKTOA X hTRAT

%

(2) FAU_GEN. 2 FI| & 78515 oo B A<+

TOE 1%, ARG A N2 MIxt L, £ ORIK & 72 o 7o F 7 OmpIE #2 B v 7 B

60

(3) FAU SAR.1 BEf& L B a—
FAU_SAR. 2 PREEAEL B 2—

TOE 1%, B 1 706 OIF Rt A LEE 1 &, HarEEE O RITIRIET 5, S DI E A1
XU, ZFDOIEMEMRT 2O LB CEEREARILT 5, BE o 7O UL, i
REPRE N E LT SE5EIC Email & L CEEE LA,

(4) FAU_STG. 1 R 307 BEA AEWIRE A

TOE i, BifEim 70 b O lFiA M L, HIBRZAT 2 8E &2, HaEEE OHICREET 5, HEaE
HE VSO —RFHEDREE D 787 7 AT 572D OBERRIFIRHE L 72,

(5) FAU_STG. 4 WE&HT—XHELOBjIE
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TOE 1%, BEfE v 7MWt 2 > 72856, RO ETWHRFCHEMSNTZEAE e 7/~ LEX 21T,
ﬁbw%ﬁﬂ%%~x%%ﬁﬁ?éo

(6) FPT_STM. 1 @EfEfEHZ A LAFZ T
TOE 1%, TOE WEBIZ T AT ARFRH A2 BT 5, BEEXNGA N ERRE LR, 20 AT Ak
T lT A R O3 B R FLER T D, TOE WD v AT ARG T el & AL 7 < RIEFIC
BRLGRICHIFTT 5 Z & TR Z A LAX T EiRMT 5,

7.7. BXa VT 0 —ERKEE
TSF. SECURITY_MANAGEMENT
X U7 o —EEEEE L. FIAEHRORES, TOE DX = U7 ¢ —EEORTE L, FFal iz
FIRBFEOIMZHIR L, FEHT LB TH D, BIEARAVK, 7747 FPCOBRIATHZ &R
ks, 7747k PCInDDOEIEIZIE, Web 7T U —2EHT 2,

(1) FMT_MSA. 1(a) X =2V TF o —EE0EH
TOE 1%, R v 7 AEEEICBIT D, 2 TOR v 7 AZxT U T OEELZ, HEVEHEE O
T2,
o Ry ADAEDOSIELEH
o RNy ADIAREDLMEER
T, Ry 7 AERRICE T 5, SCEICKHT LU T OEEL | HEREHE ORI T 5,
o XEOHAEBMOSZHELR

—FIHEZ IR L TR, BEPFAEIZR > TODHAR Yy 7 A2 LT, L FORIEZFFA[ T 5,
o Ny ADIAREDSMELTE

(2) FMT_MSA.1(b) EX=2VUF 1 —@Eioi&H
TOE 121X, 3/ 7.3 IR ST RN 2 H/ETX 2&ET M,

(3) FMT_MTD. 1(a) TSF 7 —4 &
TOE |33 7.5\ RT TSEF T —ZIZkT 5.3 7.5 TRINDEEL SR EIE O TR 5,

# 7.5 HEREHIEIC LD TSF 57— & O#fE
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TSF 5 — & A ST B E
I 281 4 0D Bk bk TREE. HIBR, HTHLIERR

(R va—P = vl 2= —/SAT —
Ry =R, ¥ a 7R AEE)

2=YP =T AT uy 7T MR U—E ZALS
(vy 7 FTOER, 777 7 M)

oy 777 kAR Al
HEha 77 v NREERRE Al
INAT— KR o —3%E ALY
H IRfE% & L
Xy MU — 7 W5 E (SSLakiE) B
FAX BR1E5% E ALY
o 7 LR — h MBS ZEH

(4) FMT_MTD. 1(b) TSF 5 —# &
TOE 133 7.6 IR TSF T — X IZx9 5, £ 7.6 TRINDEIELZ A HE IR 2,

#F 7.6 —BFIHAIZL D TSF 57— X OER(E

IERZie AT ST E

FIA NG B DR i
(FIR#F B Wz e 7 =P — X2 T —

K)

(5) FMT_SMR. 1 ¥ =2V F 1 —D4E|
TOE 1%, #éasEHE KO —RFIHE O 22—V —HERZH#EFE L, FIHE ZF O 2 —F —HERIZES
AT 5,

(6) FMT_SMF.1 “EFREREDFFE
TOE (. (DIT/RLT=AR w7 AEREICK T D582V 7 4 — BB LR 7.5.£ 7.6
IR L2 TSF F—Z x4 5% 7.5, 2 7.6 ORULEEBEZITHI X2 U T o« —EHmE 242
93 5,

7.8. HOT A MERE
TSF. SELF_TEST
HO7 A MEREIZ, UTOHOT A N2 EETA2HETH 5,

(1) FPT_TST.1 TSF T % h
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TOE LA FOHE T A M &FEMET 5,

o HDD I S{bIRED EFEMET = » 7

o EEHEOERMNET v

o EX2VUT 4 —EOETE 2 —NVDOEEETF = vV

ELENRFLS . WS S8 a W T 5k /18 5 OB EMER 2 FEiid 2 2 & T, HDD Wy S{kigre o 1E# &)
VEF = v 7 LR HHOERMET = v 7 ZRIFHCE-T 5, £, BX 2V 7 0 —HEOFITEY
2 —/VDSEENET = v 7 3 E S DR CHEET 5,

EEREOT = v 712T, BENRD LNHEIT, TOE OFESFVIZEBE 2R R L, FIAEIC
BAEREETH D Z L 2oRT, FIAE T, BEFRDET VR, EFICEEHR TV D E LT
TOE #F|H3 5 Z Ltk s,

7.9. F v bU— 7 {RHEKEE
TSF. NETWORK_PROTECT
v MU — 7 (REFEREIX. TOE Lo @ EE 1T /AMOR Yy hU—7 EERNDZETOT — X 2K
T L, RIERWESERB) DIRET HEETH 5,
Fl A v H—T = A A TOE LT 7B AT 51 %, TOE 24 L CHNERR v b U — 7 [T IR
W65 2 & BT DESRE LIRS S,

(1) FTP_ITC.1 TSF M@E{E#ETF v %L

(2)

TOE 1%, mfE#E IT WA THLIEMY —"—7 T4 72 b PC EBEE1T OB, BE#ET ¥ *
NEN L CBEZRBT S, Zo@ElE. TOE &EEHE IT A0S L 5N THRETE 5,
FEHET ¥ R VIZIT SSL K BbidfE 2 1t 5,

KG L 72 HHERRIZLL T D@ Y Th 5,

o AX ¥ UL[EHERE

o U Z—FERE

o Wy AHERE (X(EHERE

o Ry J AKREIZBITDH 27 T4 T FPC (Web 7T 7 H—) 76 DEYE

o XL VUT 4 —IEHERRBICEBIT D2 T AT R PC (Web 7T U —) b O#HME

2L, 7Y o RIS D — VR CORIAITSINTH B,

FPT_FDI_EXP. 1 AM#A > % — 7 = A A~DHIR &S U7 s

TOE X, &2 TOINEA o Z—T = A AD AT SNIER, KOG LTeT — & %, BEHENET R
v NI =7 LD — =7 T4 T b PCITHRIET DALFHAITFR > TR O3, MWrisk c& 72
WE D ITHIE STV D,

F7o, FEEERHR A @ L CZIET 57— XL, FAXBEREZZ T ICHIB S TR Y, FAXIRIE 7 1 b=
JNCHI» 72T — 2 DB EZAET DA E o TN D, Z D72 R TNER R v F U — 7 12k
ETDHZEETERVLYICHIF STV D,
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8. W&EE - ik

8.1. HREDER

AKST CHEHAINAHEOEFR T 8.1 TRT,

# 8.1 STCHEAINIHAEDOER

i

EFR

Data Security Kit (E)

TOE OEFx =2 VT 4 —HaEO—HTh 5, HID Hio{bine/ L=
HEMBEZE LS EDT-00x2 Y T4 —ibTA4 L AT
HD, NFP DA v a URELE LTSN TR, 714 21
WA MP AT HZ LT, IEEbEnD,

FAX System (W)

FAX BEREZ R A 721, MFP OA 7 g U8 & LTt S
TUW5, B0 FAX EoM% % MFP (2353535 = L2 L b . FAX BEREN
FIFARE & 72 5,

TWAIN

TOE DA ¥ ¥ F— L ER & FAIAI, 7T AT kN PCIZHEE
EETA-OOHKEETH S, TWAIN &9 FHEEH & I1X APT fEEED =
xR,

FAX 57— % D%A5

TOEIZIELNTL DFAX DT — X % T D £ TOEFED Z & &5
T, (T —X OHIRCEEE OB T E £ 720),)

e TOE 23FF> = B —HKRE. 77V v & —HBRE. A% v L iX[EHERE. FAX
EAE. Ay 7 AREZ RH T D120 DOERET v & X DLF AL D
Z&,

VaTlTr—4 —RFIHE D, 2 e, AT v CAEKEE. 7Y X —HKEE,
FAX BERE M OVR » 7 ARBREAFIRI L, ¥ a 7 &2 AT L1284k
INDT—H,
VaTT—2%, FTRLOEDIIYa T FRa—ITAD, Va7
METTDHEHEESNDT—ZThD,

¥ a 7GR Va TRROERERE T, BCBEETOY a T O L AT,
FITRRDOBEEEZZOTHRTZLbH D,

Va7 VaT7lEwE Y A MELZb D,

T a TIRULHERS Va7 T — S OFMIERE MR D L,

RNy 7 ATER

Ry 7 AEEETHAT AR v 7 A LI A ME (38) 1215
e By 7 ARy 7 AFEF, Ry 7 A A X ERH 5,
X2 VT4 —BIETHD, Ry 7 AOFAHER Y 7 2AD3E
RELEHEND,

e FIHEERSCR v 7 AMGHe 8, AIHEPRGEK LT — 2 2 A"
THEEDZ L,
) Ry 7 AN ENT-XEE, BOR Y 7 AZBE#T5 2 &,
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Ry 7 ANICRGE SN T-BEOXER EE2EETHZ L, TOX
EIFR L E, LA CEEERT D,

A Xy U EEHEEE, FAXFRBED#RED 1 o, E[ET 572912 TOE O
AF v =P OHRANTE BB O T U E 2 —Z i E SR VTR
THRERETH D,

A —HRROEIED 1o, At —F 5720 ’Nm@x#y+~m
DAt AIA T DT L B o —E BE SR VICE R T D iR
50

ARy AT L Ea2—

R 7 ZREREDEED 1o, By 7 ZARITRIE SN TWAILED
TV a— B EEEICR R TH I ETH D,

L SRR NI TOE DIRREZ KT HHMO Z &, RS M —FkE, M ex
T—Ilp EMFRIND,

a2 —IEH TOEMEAT LIz a 7R EXV DT NENDER, 7V ¥ —H
BENFET IR, HIRID 7o 2 =R L, A% v k5 EHEE
DEATSI NI, EEI T 2 =0T 5,

T — ¥ —FHED, T E—HEE. A ¥ v VIEEHRE. Y ¥ —HEE,
mm%%&wﬁy72%b%ﬂﬁbtw . TOE NS CALEEZ D
E{gIERD = & E24ET,

7747 KPC Xy MU —ZIZEH Sz TOE 123k LT, Fy U — 728k L

T TOE O —v &2 (B5e) 22X AT MO a s Ba—2DZ L&
‘a<o

FIPS PUB 180-2

KE D NIST (National Institute of Standards and Technology :
[E SR MERARMEICHT) TR b SNy v = BB+ 57 1
T XALTHD,

FIPS PUB 197

KE D NIST (National Institute of Standards and Technology :
[E SR MERANMEICAT) TR S 7= hEdEns & icB3+ 5712
VXL THD, AESHF 5 & LN 5,

T —Z DR T, FOF — 5@£@r$ﬁ%énkﬁﬁ i
T— X i BRICHIBR T S LIE, 2 OfETE T 2R AR AT REAR b
L‘é‘é\_&%*ﬂj‘o

{7 — % O T, EEOEBREEKT DT — ¥ M50 STk,
BT — 2 BRI HIBR L 7258113, ZomEBuiEFEL TL
£5, ZOBRELEERERLT BEF—2) LIS,

EEEHEE

HDD |2 R A7 S VT2 {5 7 — & OHIBRNME R SRS, BT — 4
DET — ZEII Kk U CHEER R CTH % EEX L, £T5— X6
WA ERICEE L ECEBT — X OFHEERAHIRT L %
%ﬁo_9#5_kf7~&ﬁﬂ%%$ﬂ%ﬁ%%t#é:&ﬁ
ks,
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8. 2.
AKST T SN AMEEDTFRALFE 8.2 T/RT,

(VA i BAEBED—F EERICERE S L, /i SRV TR SN D,
NG A B —T A A THY , FHE L, BIE SRV E2# L T TOE
RIS 52 ERHRS,

W38 D EF5

# 8.2 ST CERA SN BMEFEDOES

M8 E#%
A. assumption (when used in hierarchical naming)
ADMIN. administrator (when used in hierarchical naming)
AES Advanced Encryption Standard
ALT alteration
CC Common Criteria
CONEF. confidential (when used in hierarchical naming)
CPY copy
D. data (when used in hierarchical naming)
DIS disclosure
DOC. document (when used in hierarchical naming)
DSR document storage and retrieval
EAL Evaluation Assurance Level
EEPROM Electronically Erasable Programmable ROM
F. Function (when used in hierarchical naming)
FAX facsimile
FUNC. function (when used in hierarchical naming)
HCD Hardcopy Device
HDD Hard Disk Drive
IT information technology
MFP Multifunctional Product / peripheral / printer
NCU Network Control Unit
NVS nonvolatile storage
Security Objective (of the TOE) (when used in hierarchical
0. naming)
Security Objective (of the operational environment) (when
OE. used in hierarchical naming)
0OSP organizational security policy
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organizational security policy (when used in hierarchical
P. naming)
PP Protection Profile
PROT. protected (when used in hierarchical naming)
PRT print
SAR Security Assurance Requirement
SCN scan
SFP Security Function Policy
SFR Security Functional Requirement
SMI Shared—-medium Interface
ST Security target
T. threat (when used in hierarchical naming)
TOE Target of Evaluation
TSF TOE security functionality
U. user (when used in hierarchical naming)
USB Universal Serial Bus
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