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Web~7 7 7 Microsoft Internet Explorer 6
Microsoft Internet Explorer 8
T ERTAN KONICA MINOLTA C554e Series
PCL Ver. 2.1.2.0
PS Ver. 2.1.2.0

XPS Ver. 2.1.0.0
KONICA MINOLTA C364e Series
PCL Ver. 2.1.2.0
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1.4. TOE description
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1.4.5. TOE OF AE

TOE OF| % (UUSER) UTO X icmEENS,

Table 1-1 Users

Designation Definition
U.USER Any authorized User.
(FreIFI )
U.NORMAL A User who is authorized to perform User Document Data processing
(—RFIHE) functions of the TOE.
U.ADMINISTRATOR A User who has been specifically granted the authority to manage some
(EHHE) portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.4.6. REEE
15:28%& 721X, User Data, TSF Data, Functions T 5.
1.4.6.1. User Data

User Data (ZFFAIFIRAEVMERT 20, FFAFIAEZE O DICERK SIL, TOE €% = U7 « #EED
BBEICERE LB X W T —H2 Th D, User Data (UL TO L O ITHEEND,

Table 1-2 User Data

Designation Definition

D.DOC User Document Data consist of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data,
or residually stored data created by the hardcopy device while processing an original

document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

1.4.6.2. TSF Data

TSF Data % TOE 2Emk3 52>, TOE AIZ/ERSN=T—%THY ., TOE OBRIEICEE LY 5 2
55 —H2Thb, TSFData IZUTDO L HITHEEIND,

Table 1-3 TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security

of the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who
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is neither an Administrator nor the owner of the data would have an effect on the

operational security of the TOE.

A TOE T#¢ 9 TSF Data #LL FIZ7d,

Table 1-4 TSF Data

Designation

Definition

D.PROT

A=~V ® > EERH

SE7 A=V i

FRRIER R B B i

INAY — RAR—EEH R

T 72 AN D0 5T —# GREERIREEL, AT — RAR—EEHE)
SRV — NFREERRE T — ¥

# - PrEEM

BB FRAE DR EEE I fRBRFH

R 1 R

F v U= FE (SMTPH— "DIPT KL A, K— &%, MFPOIPT KL A%)
RESHRRE (A —IT K D%EE D5 ES)

PRAYT — RIH

ZAE7 7 7 ADEREICET HRE

User ID

Group ID

Box User ID

Box Group ID

Permission Role

Allocation Role

Role

D.CONF

0y A IRAT— K
B (2 T — K
a5ty —F
=

BOX PASSWORD
DOC PASSWORD

1.4.6.3. Functions

2.3.2 SFR Package functions (27~ 3 HERE,

1.4.7. AsE

A ST THEMTLHEOE®RZEERT D,

Table 1-5 FIE&
Designation Definition
Allocation Role FIRE ZBEA T B B, MFPOMRES EITT DRI I N5,
Box Group ID A 7 225 S 72 Group 1D,
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Box Operator,

Ry 7 AR LT =2 OEBEEZXETE Y 7 b,

Box Type Ry 7 Z0FEH,
X2V T 4 —XERy 7 A BHIATYZER Y7 A /NAT — Fif
5{tPDF Ry 7 A, FBiE& 7V bRy 7 A ARy 7 A T —
TRy I A HERY I A, T34V 7 - F =Ry 7 A USB
b5,

Box User ID Ry 7 25 S 7z User 1D,

Copy Role AV —%FETTX HEE,

Data Administrator

I TAT LV FPCOLEBERELITHOILOOT SV r— a7
Fo

Data Administrator

with Device Set-Up and Utilities

BEE OMFPICHIS T 2 EBEMT A AEHY 7 v =7, 77
A2V 7 MY =T ThdHData Administrator, HDD BackUp Utility
D FLE) A T RE

DSR Role 7 —% OHDD~ORTE, HDDIZRTFEEINTWAE T —F OFiAH L,
ENTEHEE,

Fax Role 77 7 AR AR EIT T 2 ERE,

FTPE AX vy LT =%, ara—F—TR2D7 7 A /VITEBRL T,
FTPH— =T v 7'r— N HHRE,

GROUP AUTHENTICATION HBPHEEEE (ERFH /R A U — R L B EREE)

HDD BackUp Utility

HDDDO Ry 77 v T VA NTEITH =T 4 VT 1,

HDD Twain Driver

Ry 7 ANHEET — X BV AKRTWAINK GO T 7 r—v a3 v
V7 N2 TICRYADRTEDDAX XY F— T 43,

HDD7 — % L& & Hil bREERE

HDD b7 —4# % L& iéi'Jﬁ’?\@‘Za’r%%ﬁEo

mm%~&h%%m%%%®ﬁ¢

An.“—-—» ,(

HDD7 —# LEZXHIREERIZBWTHERT 28I GEEFR) %
HET DIKEE,

Panel Operation

BIERZ BT A L, BE R GTOEZ #HIEL TV HIREE,

[V

Permission Role

MFP DEEREIC BHER T b5 @ik,

Print Role

74T FPCIBT Y v b BFETTE HHEE,

Real Time Mode Twain Driver

2% v FCHEMAERSRY . TWAINSISOT 7Y r—ar V7 by
TRV IAL T2 DD AF ¥ F— KT AN,

Role U.USERD &I,
U.NORMAL, U.ADMINISTRATOR2 & %,

Scan Role A%k ¥ U EFITTE DH&E,

SMB¥%(E AXx vy LT =%, arvEa—F—TRADT 7 A /VITEHRL T,
AL —F =R N—DIF T L X —~IEET DIEE,

User Role TV b ARy, A~ V7T A XETFANDREFEEV ST

PRAEZ FAT T DRI LB A,

Web Connection

Iy NT—27 FOary B a—Z—TWeb7 7 U4 & LMFPOHRE
ERORRERER Z T 5 72 9D DOHE,

WebDAVi.(E Ax ¥ LT —RE, arsa—2—TH/2 D77 A IIEHL T,
WebDAVHY— R —|Z7 v 7'a— K9 HHERE,
= RZ Wik hE FAX/ASER 0 PRS-232C %A L= €5 L85, E-mail &\ » 78556

FREFALT, 2= ) VIHEXSE0ET 2MFPO Y AR — b

T —LiEE L. MFPOEEREE, FIRIEESE ORSREREZEET 2,

FMLEDS U CTHEY AR — A GBI N — D3Rk, #esEk, HE
PWNSY— R V=T OIRER ) BRMET D,
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SIWCHERIC e 7T U M T DHEE,

F—r Uty NEEH

ﬁﬁ%# RET DWEH, Z ORFREARET S L BEBICe 7T Y MY
Do BRAEASFNDD OBREDR RS,

Yas

N Ra b —EEICEH SN D SCELB S 27, B— OB X 2 7%
AULEDTLEZLHETE 5,

X2 )T EmBE

X2 VT A BEEOSDEWVICBERT 2R EL X = 7 REIC—FEHR
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(SECURITY DOCUMENT) ==
xR 2T 4 —LEARAT— R X2 VT 4 —UEFICEESNLTNDHRRAT— R,
(DOC PASSWORD)

NRAT — FAR—E B E

BHEENRET D HME

Ry 7 ANRZAT— RKEANENTZAT — RO L 7= R —Em5n
COBMBIZET D EUHAR Y I A~DT 7 ANEIEEND,
X2V T 4 —EARRT = REANINTRAY — RO LR
—HEHNZOBREICET D EEF2 YT A —LE~DOT 7 & AN
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TrA VT o FUN—Ry T A

W (A, TR ) ZRELTEBIA Y7 A,
REFESNTWOXELZR vy 7 2P HEY H4 (FIR,
SHNTAAHEAIMEND,

EE) BRI, &E

7Y v b a TR

TOENR 7 A4 7 FPCHLEFEEINT2—HFID, B r A L /RAT—
K. HIRT — % 220 ARLDkkEE, =—FID, o /4 /XA U— R
K BREREED R LT3 B O AH T — & 257 A b,

Ry A

LEAEETDHZODOT L7 MY,
Ay 7 ALY, CEERG, BIET2ZENHRLIFHBENRLR D,

Ry 7 ANRAT— R

Ry 7 A HE SN2/ RAT— R,

(BOX PASSWORD) U.ADMINISTRATOR 72 N EHE T& 5 /82 U — K % #12sBOX
PASSWORD & b7,
= —HID FRABIZHIZZ BT EiET, TOEXF OB T2 L v FIHE%
(User ID) FET 5,

2 —FID, EBMID O — ] F = 1k -

—RERIAEIE - H3%2—VID, #MIDICL 2 m 7 A v &2fFIkd 5L

fiRRR fiRbR « —WpRAE L 2 R 2 Z &,
o — P E E R 2—PFDOREHIBR, HROMEHIER,ZEE 21T 5 HEE,
o — W EE TOEDF|HFE % FBE T D i%HeE,

AMRFRFE (INTERNALLY AUTHENTICATION) &AM — /3383
(EXTERNALLY AUTHENTICATION) o 2 fifi} & %,

B EE IIARRTEIED & TRAES LD,
FIAEIZIZH 52 COFMMIDZRE L, = — PFBIAERHZ Y 54HPIID &
BES 5,

i

FRRES A (RIRRRRE,/ SN — \FRRE) DOF%E 1T 2 FERE,
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=74 Vg

TOEIZEWT, 2—HFIDEL a7 A L RRAT— R X o TRBIGERE S
T952 &,

0y A NAT— K
(LOGIN PASSWORD)

TOEIZu 7' A VT B72DD/AT— K,

mESb Y — K

HDD DO BAIZB W THEAT 52 SR OARICB W THERT 57 —
%, TOEZH LY — Fa2MH L T 582 EkT 5,

IERY— FRIERRET — ¥

AERERAEY — NICBAT B3R ET — F NV — "0 FTR T2 KA A U4
REEEL)

Bid v 7 Pk AE Bid v Z AR OB EOBER, Bidi v 7 A L - HIBRE 217 O %
RE,
Badrm JRKRE Bl w7 2 ST DIKEE,

B A RRRE O B EEE 1 R PR )

e L?‘_wwﬁﬁiﬂﬂtlﬁl%&ﬁ‘&“/ﬁf T D 2 &I & 0 B TREE DM RE
Ny ENTERICT v 7 BMEREND £ TORRM,

RN v 7 A

K=V %G (TB%*%%#%ODE*’C‘?YﬁX%E) L7-WEL L
THRY T A,

EEIET v RV HKRE

LANZfRHE L TRVIY 3257 — 7 2055k L CRES Dikee

mfE T v VB B EE

RfEHET ¥ RVBERED FAT DIED, SSLITLS ¥ —/ FE FHCHE 577 30
DETET 5 e,

P IEER M2 BT 2 EM, FPITEMID TR S5,
FRAFI HiH =k eE HDD7 —# L& X HIERMEREIC & W HDD Lo 7 — % Z AT 5 HRe,
e ) RO, BAMREERNRE LSS, ZORAERSELER 71

ks D,

HEjm 77 v R

BHENHRET HRHE, Z ORI RET L EEHMNICe T T R
%o Web Connection?’ x4,

v a0 BB TR

Ty e BB T T Dk,

BafE/ X%, Web Connection, HDD Twain Driver, Real Time Mode
Twain Driver, Box Operator, HDD BackUp Utility(Z >\ CTZiILZE 4
—ERHIRIEN B Zban bty a VA BEIMICK T 5,

DLHIE&7 J b }\*%

Fv b= LOarBa—2nbEEINZ2—VH RATY—E

(AUTH PRINT) PESCEE TV MEREINTCEE UTRTET HH56E.

FORIE SR A R i EHE DR E T D B, #iE L 72 REERMEIE S Z OBEIZET 5 L3R
FERERED 1 > 7 I D,

HFHID EBFR O,

(Group ID)

2D — R MHFRIECTHER T2 32T — R,

(GROUP PASSWORD)
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1.48. Ryo R

TOE D2t 248 v 7 RZH>\WTEHR T 5, TOE ;UJ?O)E*EO)‘J“ v 7 At 5,

(RBINEFAR Y 7 ADFEICESS DETH L0, BEAAR VBB 2FRREMLT L —EKT
L bDOTIEAR, £o. TNLSMIEBTRIR v 7 270 & %T‘fﬁ“ém__&_aﬂﬁbfjﬁiﬁ@ﬂ?yﬁx
PSMIERTE 720,)

Table 1-6 Y RTFLRYIRX
Ry 7 ZOHEE HHA

X2 VT —NEE Ry [ X2V T —XEDPREFEINDIR Y 7 A,
7 A
W ATV ZERy 7 A | FAXZEXERMEESNDI R v 7 A,
HEH A T VU ZEFREN ON IZHRE SN TV DIBAEIT., ZE LEITEEROR

ENWCE VBB AT ZER Y 7 AEIFERER v 7 ARIES LD, T A
£ U Z[E3% €% U ADMINISTRATOR 7317 5,
/AT — Ri§E{t PDF B E{L PDF (B & & AU—KREANT B L HIICHRESN TS PDF
RNy A TrAN) BRFETDOIRY I A, XEFEEREL TRV —RNANTH52LT
MECEOHIRSE S HEK D,
PRAE& TV v FARy 7 2 | FBFE& TV v MERETENMREEINDI R v 7 A

Table 1-7 #feRvHR

Ry 7 2A0HEH
LRy 7 A LEELEETDHODOR Y 7 A,
TrAV T e F = | BELEXET —ZICEM BT 74 ) V&S OBEG &0 L CTHIRI
Ry 7 A BLOEENRTEEIR Y 7 A,

EHEA Y 7 ZFESOICUTO LY ICHES D

Table 1-8 EMARYHIR

Ry 7 ZOEH B2
HEHER Y 7 A fELA U.ADMINISTRATOR & 43% KR v 7 2AOfiHH (LA 7 &
Ry o A ® Box User ID & —%$% User ID TrZA L HOZ—H) O
IRIERTEEIR AR » 7 A,
7 v—7 | UADMINISTRATOR & ¥3%HR v 7 ZOF A& FFal Sz 7L
Ry 7 R BT 52 —3 (H3%K v 7 A0 Box Group ID & —#T 5
Group ID Tr7 A vHO2—F) OREIEFRRRR Y 7 A,
Hh U.ADMINISTRATOR & 7 7 & 23 2 B2 K3%K v 7 20 BOX
Ry o A PASSWORD % A L= —FORBAENF R EN DR v 7 X,

2. Conformance claims
2.1. CC Conformance claims

ASTiE. LLF®Common Criteria (L&, CCLET) IT@EET D,
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CC version ¢ Version 3.1 Release 3
CC conformance ¢ CC Part 2 extended, CC Part 3 conformant
Assurance level ¢ EAL3 augmented by ALC_FLR.2

2.2. PP claim

ASTIE, LT OPPICEAT 5.

PP identification : IEEE Std 2600.1-2009

PP registration i CCEVS-VR-VID10340-2009
PP version - 1.0

Date : June 2009

2.3. Package claim

ASTi%. LLFDSFR Packagelli#E &9 %,

- 2600.1-PRT HE
- 2600.1-SCN A
- 2600.1-CPY ke
- 2600.1-FAX ke
- 2600.1-DSR ke
- 2600.1-SMI e

2.3.1. SFR package reference

Title : 2600.1-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment A

Package version 1.0

Date : June 2009

Title : 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment A

Package version 1 1.0

Date : June 2009

Title ¢ 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions,
Operational Environment A

Package version 1.0

Date : June 2009

Title : 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions,

Operational Environment A
Package version 1.0
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Date June 2009

Title 2600.1-DSR, SFR Package for Hardcopy Device Document
Storage and Retrieval (DSR) Functions, Operational
Environment A

Package version 1.0

Date June 2009

Title 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium
Interface Functions, Operational Environment A

Package version t 1.0

Date June 2009

2.3.2. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD

products. The functions that are allowed, but not required in any particular conforming Security

Target or Protection Profile, are listed in Table 2-1.

Table 2-1 SFR Package functions

Designation Definition

FE.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a

communications medium which, in conventional practice, is or can be simultaneously accessed by

multiple users, such as wired network media and most radio-frequency wireless media

2.3.3. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the

function is associated with that particular data as a security attribute. This attribute in the TOE

model makes it possible to distinguish differences in Security Functional Requirements that

depend on the function being performed. The attributes that are allowed, but not required in any

particular conforming Security Target or Protection Profile, are listed in Table 2-2.

Table 2-2 SFR Package attributes

Designation Definition
+PRT Indicates data that are associated with a print job.
+SCN Indicates data that are associated with a scan job.
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+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.4. PP Conformance rationale

24.1.

2.4.2.

2.4.3.

PP @ TOE &5l &£ D—E X5k

PP 38§ R OMHIL, »~— Fa e —&EQCIT, HCDEF 7)) Th D, HCDIX, ~—F
AC—LEET IINT A= DIEHET D0 (AFxv ), TUVINXELN—Fa—T 1 — AT
ZEHT 50 (AR, EFEEREN L CN— Rabt—EEEET I (777 RA), ~A—Fat—
NEOEREERT 2 (2t —) TLEDICHEATLIRETH D,

HCDIXEMNZIE U CE O RR DR TEES I, BEELIRET 72D —RT (27 FT 4
TRMOREIRMERIE S X7 A, FFa Ay M— SRR EZBML TS0 65 5,

A TOE OfERliE MFP Th%, MFP (%, BMEE S &0 T HCD 2 F>%E 2K 2, HCD 23
T 2HREA R L T D, Lo T, ATOE fRIIZ PP © TOE FERI & —HL T\ 5,

PPOEFa1)TABRELEF1TARRAHED—EMTIR

ARSTIZPPOE X = U T ¢ #REICH %2 OSP & Objectives® % 1 DB L TWAHBPPEIF—E LT
Wb, TORHEFET D,

STCTEN L TV 5HOSPIZP.HDD.CRYPTO CTH 5, ZIUIHDDIZREGR SN DT — X OB Bt %K
OLHHLOTH YV EBEBHREIZ»PPDIFHINEHTZZ2 DO TIIRLTOEZFHKT 2D THD, £7-ST
TIBAI L TV % Objectives (O.HDD.CRYPTO) (1B L7ZOSPIZHHid 5 6D TI b iERAREEIC
B E BT 25 H O TR TOEZHIKNT 20D THD, Ln-> TSTIXTOEIZ X% L TPP
ERIEL EDOHIRZFE L. TOEDERRE 6 L CIIPPLRIZOHIREZFE L CEBY ., PPIZxt L CH
HEFERITLVFIBRBHTHSD LWV FEERTZT,

PPOtFa) T4 EHED—BEMEER

K TOE @ SFR %, Common Security Functional Requirements & 2600.1-PRT, 2600.1-SCN,
2600.1-CPY, 2600.1-FAX, 2600.1-DSR2600.1-SMI 75725,

Common Security Functional Requirements (%.PP »45§& 3 5 M SFR T& Y .2600.1-PRT,
2600.1-SCN, 2600.1-CPY. 2600.1-FAX, 2600.1-DSR, 2600.1-SMI % PP 234573 5 SFR Package
MHBERLIZHDOTH D,

AST DX VT 0 BHX, PP OEX= U7 ¢ B L TEM, BEFRELTHWLERRS S
2, PP LIZ—EBLTWD, LTS, B8, EEELTnaERE, ENoN PP E—BLTWHHE
HAFisEd 2,

Common Access Control SFP
PP (Z+FAXIN OB % % -2 D.DOC @ Delete, Read ¥ LU D.FUNC ® Modify, Delete {Z
B3 257 7 AHlHEZERL TCWE0, TOE BZEFO FAX @BEDOF v o E/UEHIRE T
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BOTHETHITY) Z LB TE, ZNIZEYZEFD FAX @ D.DOC, D.FUNC iZHIBRE N5,
L L7235 Z 4% D.DOC, D.FUNC @ Delete # EX L 7=LH CTid7e < BEF ¥ o BICEE
9 Delete ThHV, v L L TRE\INLM, ZENET LICRITA v 7 RIZHRF S DSR
Access Control SFP Oxt& L 72 VIR#ESIINDH Z LD PP OEREZER O LD TRV, £z,
ZIEF D7 727 20 D.FUNC ® Modify #1729 Z L1ZTE e\, iUk PP LV HIRAY 2T 7
T AHIETH D,

TOE |Z+SCN 5 L U+FAXOUT ? gt % #> D.DOC ® Modify 2R3 % 7 7 & il & &
F#FLTWD, ZNT PP TIEEBESNTWARVEDTH DN, FDONEITL—VHEAL TOHIR
% D.DOC OFiFE#H Toh 5 UNORMAL IZHIIET 5 H D TH S, PP TiL Delete (BT 57T 7
T AHIEHNER SN TS TOE X PP L RO T 7 & ZAHIHIIN 2 ~— Y BALTO Delete
HEREATRHE L TV A, FOETIZYE D.DOC OFEHFICHIBENTEHEY . PPOT 7 & 2
# SFP O#IRZ#EfT 5 X 5 726 D TiEiew,

FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1), FAU_STG.4(2)?:E/M
A TOE HEEr V7 ZRFEHT 572012, PP APPLICATION NOTE5 & X Ot PP
APPLICATION NOTE7 (Zf¢v>, FAU_SAR.1, FAU_SAR.2, FAU_STG.1. FAU_STG.4(1),
FAU_STG.4(2) %7 %,

FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)?iEn
A TOE % Objectives & L T O.HDD.CRYPTO ZEMLTEY., TNITE LR -T
FCS_CKM.1, FCS_COP.1, FIA_SOS.1(2)%:EMT 523, Ziud, PP BMEETH X =2V T
A BHEORNREZEET HHDOTIER,

FDP_ACF.1(@Q»>— &%

PP ® FDP_ACF.1 (a)i% his/her own documents/ his/her own function data DH~D7T 7 &
A LRI BT 7 & A SFP #%E{: L L Tw\wb, A TOE £ D.DOC, D.FUNC ®tF =V
T BMEICDH EDONWTT 7' Al A S 27 O fil, TOE IZfR7F =45 D.DOC, D.FUNC (Z>
WCTIHRESNTZT 4 L7 N ThDHR Yy 7 ARIFEL, Ry 7 AT L7 7 & 2K &
> THEA vy 7 AND D.DOC, D.FUNC Z{Ri#T 5, Ay 7 AFINRAT—RIZE o THRiEX
NTHY, TOE TRy 7 ADNAY— FEEHL T\ 52— & 4i%AR v 7 AN D.DOC,
D.FUNC @ owner &{ZLESF, 727 B AflHAZB 275, 21l kY D.DOC, D.FUNC %+
ERFERE -WISAnLERELTEY, AST ® FDP_ACF.1 (iZZ 7 7 & Al SFP % EiF
LLTW3, L7nio> T, A ST ® FDP_ACF.1 (@)% PP @ FDP_ACF.1 (@) i/~ L T\ 5,

FIA_AFL.1. FIA_SO0S.1(1). FIA_UAU.6. FIA UAU.7 ®iBiN
AMEFRFEITIA TOE N FEET 5pETH D, £ Z T, PP APPLICATION NOTE 36.(Z%\ >,
FIA_AFL.1. FIA_S0S.1(1). FIA_UAU.6. FIA_UAU.7 Z:Eh+ 5%,

FMT MOF.1 ®3Em
TOE i3t %o V7 ¢ MILEREE BT DHEER L OMERNC T 2HRE 2 >, TOE 13X =
V7 4 {bBREEZADCLERECTCERATIZILEE2ZTDOHNA XL ATRDTEY
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FMT_MOF.1 (Tt * =V 7 ¢ #{LiREDEFE %2 UADMINISTRATOR ([ZHIFRT 5 Z & T, RIE
X2 T A BLRENREINDZ L EZHIELTHWDEHEDOTHY PPRRETH X2
TABEHBEONEEZERETHHDTIER,

FMT _MOF.1 % FTP_ITC.1 (CBA3T 2 EEHERE O Vi —VREHEOE I %
U.ADMINISTRATOR (ZHI[RT 5 Z & C, BEERENREICETIND Z EEBIEL TS
DOTHY, PPHIEETLHEX 2V 7 4 BHONFEERTHHDTIER,

HDD 7 —% LEZHIBREEEOR 2 BV OEHIIRFER L RET 5 LEXHIBRBEDOIRS
BNEAEHRTLILOTHY, PPREET I X2 T A BHONEEZEFTHHDTIER,

EEMEDOIRIBVOEHIIEE o /HHREBEOELEHTILOTHY, PPAEET S
X2 VT A BEHREONEEZEETHHDOTIERNY,

FMT_MSA.1(a), FMT MSA.1(b) & x5 5+ D BIR
TS OBSREEELE L XSRS OB S PP L RSN, TRy 2 ZDBMR Y TSF
T=HIESEF 2V T A BIEORANRUSANTSF 7 =X Db ODRANRL S A L
RO REZELZ DX VT A BIEOEEN TSF 7 — X OR#ELFRIUBR - 7% b
OO THY PPRRET DX T A BHONREERTDLHOTIER,

USB A& U N® D.DOC
TOE (X TOE |2 USB A U REFEINTZIREICH H5E. BIEIx A0 bEr 7L LTS
a—H %43 USB A€ Y ND D.DOC D owner EfLESIT, 77 AFHlERBZ /2D, Zh
I2& Y D.DOC ZRIEZ%FE - KSANOIRELTEBY, R ST ® FDP_ACF.1 QiXZ07 7
& Al SFP # kL LT 5b, L7223 > T AR ST @ FDP_ACF.1 (a)ix PP ® FDP_ACF.1 (a)
- LT3,
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3. Security Problem Definition
3.1. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:
a) Persons who are not permitted to use the TOE who may attempt to use the TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE functions for
which they are not authorized.
¢) Persons who are authorized to use the TOE who may attempt to access data in ways for
which they are not authorized.
d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these
threat agents.

3.2. Threats to TOE Assets
This section describes threats to assets described in clause in 1.4.6.

Table 3-1 Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons

T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons
Table 3-2 Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons

T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons

T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.3. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE.
OSPs are used to provide a basis for Security Objectives that are commonly desired by TOE

Owners in this operational environment but for which it is not practical to universally define the

assets being protected or the threats to those assets.

Table 3-3 Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security, Users will be

authorized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the TSF, procedures will exist

to self-verify executable code in the TSF.
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P.AUDIT.LOGGING To preserve operational accountability and security, records that provide an
audit trail of TOE use and security-relevant events will be created,
maintained, and protected from unauthorized disclosure or alteration, and

will be reviewed by authorized personnel.

PINTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its IT

environment.

P.HDD.CRYPTO The Data stored in an HDD must be encrypted to improve the secrecy.

3.4. Assumptions
The Security Objectives and Security Functional Requirements defined in subsequent sections

of this Protection Profile are based on the condition that all of the assumptions described in this

section are satisfied.

Table 3-4 Assumptions for the TOE

Assumptions Definition

A.ACCESS.MANAGED The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data interfaces
of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their organization

and are trained and competent to follow those policies and procedures.

A.ADMIN.TRAINING Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance and
documentation, and correctly configure and operate the TOE in accordance with

those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4. Security Objectives
4.1. Security Objectives for the TOE
This section describes the Security Objectives that the TOE shall fulfill.

Table 4-1 Security Objectives for the TOE

Objective

Definition

0.DOC.NO_DIS

The TOE shall protect User Document Data from unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users and shall
ensure that Users are authorized in accordance with security policies before

allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in accordance with

security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and security-relevant

events and prevent its unauthorized disclosure or alteration.

O.HDD.CRYPTO

The TOE shall encrypt data at the time of storing it to an HDD.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT

environment of the TOE.

Table 4-2 Security Objectives for the IT environment

Objective

Definition

OE.AUDIT_STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are protected

from unauthorized access, deletion and modifications.

OE.AUDIT_ACCESS.AUTHORIZED

If audit records generated by the TOE are exported from the TOE to
another trusted IT product, the TOE Owner shall ensure that those
records can be accessed in order to detect potential security violations,

and only by authorized persons.

OE.INTERFACE.MANAGED

The IT environment shall provide protection from unmanaged access to

TOE external interfaces.

4.3. Security Objectives for the non-IT environment

This section describes the Security Objectives that must be fulfilled by non-IT methods in the

non-IT environment of the TOE.

Copyright ©2012-2014 KONICA MINOLTA, INC., All Rights Reserved

30/81




bizhub C554e/bizhub C454e/bizhub C364e/bizhub C284e/bizhub C224e/ ineo* 554e/ineo* 454elineo* 364elineo* 284elineo* 224e

2T I— Ik

Table 4-3 Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that provides

protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized to
use the TOE according to the security policies and procedures of their

organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the training and

competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware of
the security policies and procedures of their organization; have the
training, competence, and time to follow the manufacturer’s guidance
and documentation; and correctly configure and operate the TOE in

accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators will not

use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.
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4.4. Security Objectives rationale

This section demonstrates that each threat, organizational security policy, and assumption are

mitigated by at least one security objective for the TOE, and that those Security Objectives

counter the threats, enforce the policies, and uphold the assumptions.

Table 4-4 Completeness of Security Objectives

Threats, policies,

And assumptions

Objectives

SId ON'DOd O

LTV ON'DOd 0

LTV ON'ONNA O

LTV ON'LOYd O

SIAT ON'ANOD O

LTV ON'ANOD O

AHZIMOHLAVYASN O

HLOHLOYd HOVHOLS LIANVHO

OLdAYD'ddH O
HZIYOH.LAV'SSHOOV LIANVHO

AHZIYOHLNVIYASNHO
QHIATIHA ' HEVMLIOS O
agodoTLIaANV O
TIMHAIATY LIANV'HO
AHOVNVINHOVAYHLNI O
AIOVNVIN"IVOSIAHd HO
THOVNVINHOVAYHLNIHO
TENIVYIL NINAVHO
HLSNYL'NINAV'HO

TUNIVYL YISO HO

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

RIS S]] S

RIS S]] [N

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE. MANAGEMENT

P.HDD.CRYPTO

A ACCESS.MANAGED

A ADMIN.TRAINING

A ADMIN.TRUST

A.USER.TRAINING

Table 4-5 Sufficiency of Security Objectives

Threats. Policies,

and assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data
may be disclosed to

unauthorized persons.

0.DOC.NO_DIS protects D.DOC from unauthorized

disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.
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OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.DOC.ALT

User Document Data
may be altered by

unauthorized persons.

0.DOC.NO_ALT protects D.DOC from unauthorized

alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.FUNC.ALT

User Function Data may
be altered by

unauthorized persons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.PROT.ALT

TSF Protected Data may
be altered by

unauthorized persons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization.

T.CONF.DIS

TSF Confidential Data
may be disclosed to

unauthorized persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

T.CONF.ALT

TSF Confidential Data
may be altered by

unauthorized persons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization.

OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.USER.AUTHORIZATION

Users will be authorized
to use the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for

authorization to use the TOE.
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OE.USER.AUTHORIZED establishes responsibility
of the TOE Owner to appropriately grant

authorization

P.SOFTWARE.VERIFICATION

Procedures will exist to
self- verify executable
code in the TSF.

O.SOFTWARE.VERIFIED provides procedures to
self-verify executable code in the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use
and security-relevant
events will be created,
maintained, protected,

and reviewed.

O.AUDIT.LOGGED creates and maintains a log of
TOE use and security-relevant events and prevents

unauthorized disclosure or alteration.

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,

deletion, and modifications.

OE.AUDIT_ACCESS.AUTHORIZED establishes
responsibility of, the TOE Owner to provide

appropriate access to exported audit records.

OE.AUDIT.REVIEWED establishes responsibility of
the TOE Owner to ensure that audit logs are

appropriately reviewed.

PINTERFACE.MANAGEMENT

Operation of external
interfaces will be
controlled by the TOE

and its IT environment.

O.INTERFACE.MANAGED manages the operation
of external interfaces in accordance with security

policies.

OE.INTERFACE.MANAGED establishes a

protected environment for TOE external interfaces.

P.HDD.CRYPTO

Cryptographic operation
will be
TOE.

controlled by

O.HDD.CRYPTO encrypts data stored in HDD by
TOE.

A ACCESS.MANAGED The TOE environment OE.PHYSICAL.MANAGED establishes a protected
provides protection from | physical environment for the TOE.
unmanaged access to the
physical components and
data interfaces of the
TOE.

A ADMIN.TRAINING TOE Users are aware of | OE.ADMIN.TRAINED establishes responsibility of
and trained to follow the TOE Owner to provide appropriate
security policies and Administrator training.
procedures.

A ADMIN.TRUST Administrators do not OE.ADMIN.TRUST establishes responsibility of the
use their privileged TOE Owner to have a trusted relationship with
access rights for Administrators.
malicious purposes.

A .USER.TRAINING Administrators are OE.USER.TRAINED establishes responsibility of

aware of and trained to
follow security policies

and procedures.

the TOE Owner to provide appropriate User

training.
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5. Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Revision
2, Part 2. These extended components are defined in the Protection Profile but are used in SFR

Packages and, therefore, are employed only in TOEs whose STs conform to those SFR Packages.
5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of information from

one external interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform
and process this information before it is transmitted on another external interface. However,
some products may provide the capability for attackers to misuse external interfaces to violate
the security of the TOE or devices that are connected to the TOE’s external interfaces. Therefore,
direct forwarding of unprocessed data between different external interfaces is forbidden unless
explicitly allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces I—

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the
functionality to require TSF controlled processing of data received over defined external
interfaces before these data are sent out on another external interface. Direct forwarding of data
from one external interface to another one requires explicit allowance by an authorized

administrative role.

Management: FPT _FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities
b) Management of the conditions under which direct forwarding can be allowed by an
administrative role

¢) Revocation of such an allowance

Audit: FPT FDI_EXP.1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

There are no auditable events foreseen.

Rationale:
Quite often, a TOE is supposed to perform specific checks and process data received on one

external interface before such (processed) data are allowed to be transferred to another external
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interface. Examples are firewall systems but also other systems that require a specific work flow
for the incoming data before it can be transferred. Direct forwarding of such data (.e., without
processing the data first) between different external interfaces is therefore a function that—if
allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows
specifying the property to disallow direct forwarding and require that only an authorized role
can allow this. Since this is a function that is quite common for a number of products, it has been

viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However,
in this Protection Profile, the authors needed to express the control of both user data and TSF
data flow using administrative control instead of attribute-based control. It was found that using
FDP_IFF and FDP_IFC for this purpose resulted in SFRs that were either too
implementation-specific for a Protection Profile or too unwieldy for refinement in a Security
Target. Therefore, the authors decided to define an extended component to address this

functionality.

This extended component protects both user data and TSF data, and it could therefore be placed
in either the FDP or the FPT class. Since its purpose is to protect the TOE from misuse, the
authors believed that it was most appropriate to place it in the FPT class. It did not fit well in
any of the existing families in either class, and this led the authors to define a new family with

just one member.

FPT FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: list of external interfacesl from being forwarded without

further processing by the TSF to [assignment: /ist of external interfaces).
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6. Security Requirements

ARETIEH, Bx2 V7 B HEIZHOWTRDBT 5,

6.1. Security functional requirements

ZOETIE, A1 EBETHESIN X2V T A /K F#HE2FEBT L7200, TOEDOEX =2V T ¢
BEREE AR T 5, o, X 2 U T ¢ BREEFIEL, CCPart2 ICHED X 2V 7 ¢ HERE )
5. BT %, CCPart2 ICHE SN TWARWEF = U T ¢ #AEE#: L, PPAEEE Std 2600.1-2009)
WCHEDIEE X =2 U 7 M E G5, 5IHT 5,
<tFalT1BEEHREE ORTAEE>

UTOFTBOFIZENT, R—N FTRINDZIREIL. PP CEMEITFEMLL L2 L 2R,
AEY 2 HoR— FCRIASELDL. & ST TEIF, FITERENTWNWDZ L E2TRT,
T HE—FGA LV TRINDELDERIIFMEE TL 2V 2 HORN— FCRINBSHELL. 7

YE=T A SR ERTAA ST THMIE" S T g Z & 2R d, 7V ORICHEIMS T TR
SNHEZIE, HHEREEMENAR ST THIR L SN THEA S TWD Z L 2R,

6.1.1. Class FAU: Security audit

FAU_GEN.1 Audit data generation
Hierarchical to No other components
Dependencies : FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
- Start-up and shutdown of the audit functions; and
- All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and
- All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 6-1; [assignment: other specifically defined auditable events
[selection, choose one of: minimum, basic, detailed, not specified]
not specified
[assignment: other specifically defined auditable events]
zL

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
- Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
- For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 6-1: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information Gf any is required); [assignment: other audit relevant information)
[assignment: other audit relevant information)
zZL

Table 6-1 Audit data requirements
Auditable event Relevant SFR | Audit level Additional Details

information
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Job completion FDP_ACF.1 Not specified Type of job +Success of Print
+Success of Scan
- Success of Copy
- Success of Sending FAX
+Success of Receiving FAX
- Success of Storing document data
- Success of Exporting of document
data
+Success of Importing of document
data
- Success of Reading / Deletion /
Modify of document data

Both successful FIA_UAU.1 Basic None required - Failure of login

and unsuccessful - Success of login

use of the

authentication

mechanism

The reaching of FIA_AFL.1 Minimum None required -EEDE I

the threshold for SEEREEA~OE R

the unsuccessful

authentication

attempts and the

actions (e.g.

disabling of a

terminal) taken

and the

subsequent, if

appropriate,

restoration to the

normal state (e.g.

re-enabling of a

terminal).

Both successful FIA_UID.1 Basic Attempted user | *Success of login

and unsuccessful identity, if +Failure of login

use of the available

identification

mechanism

Use of the FMT_SMF.1 Minimum None required Use of the management functions

management

functions

Modifications to FMT SMR.1 Minimum None required HBEIE L TCO—TF DI IN—T 1317

the group of TEL 72D CREERIT ARV,

users that are

part of a role

Failure of the FTP_ITC.1 Minimum None required Failure of the trusted channel

trusted channel

functions
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functions

Changes to the FPT_STM.1 Minimum None required changes to the time

time

Locking of an FTA_SSL.3 Minimum None required Termination of an interactive

interactive
session by the
session locking

mechanism

session by the session locking

mechanism.

FAU_GEN.2

FAU_GEN.2.1

FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

FAU_STG.1.1

FAU_STG.1.2

User identity association

Hierarchical to No other components
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to

Dependencies

associate each auditable event with the identity of the user that caused the event.

Audit review
Hierarchical to No other components
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users| with the capability to read

Dependencies

lassignment: list of audit information] from the audit records.

[assignment: authorised users)

U ADMINISTRATOR

[assignment: Iist of audit information]

Table 6-1 77 EERr Y

The TSF shall provide the audit records in a manner suitable for the user to interpret the

information.

Restricted audit review

Hierarchical to No other components
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records, except those users that

Dependencies

have been granted explicit read-access.

Protected audit trail storage

Hierarchical to No other components
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorized

Dependencies

deletion.
The TSF shall be able to [selection, choose one of: prevent, detecl unauthorised

modifications to the stored audit records in the audit trail.
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FAU_STG.4(1)

FAU_STG.4.1

FAU_STG.4(2)

FAU_STG.4.1

[selection, choose one of- prevent, detect]

prevent

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_STG.1 Protected audit trail storage

»

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, ‘overwrite the oldest
stored audit records’ and [assignment: other actions to be taken in case of audit storage
failurel if the audit trail is full (BZFEGFPHHIZ 2o ERFOBIEDR [ EEEZEIE) IZRE
SHEREE T, BB ITGHIC Lo 75 E).

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

» o«

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]
ignore audited events

[assignment: other actions to be taken in case of audit storage failurel

g FTOFHEI

Prevention of audit data loss

Hierarchical to FAU_STG.3 Action in case of possible audit data loss
Dependencies : FAU_GEN.1 Audit data generation

» o«

The TSF shall [selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the oldest
stored audit records’] and [assignment: other actions to be taken in case of audit storage
failure] if the audit trail is full (BEZFFBEI BRI 0o 7 REDBIED [ LEEFFF) IZRE
ShERET, BEEIBFIHIICL o 7EHE).

[selection, choose one of: “ignore audited events”, “prevent audited events, except those

» o«

taken by the authorised user with special rights”, “overwrite the oldest stored audit
records’]

overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failurel

2L

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1

FCS_CKM.1.1

Cryptographic key generation

Hierarchical to - No other components.
Dependencies : [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction
The TSF shall generate cryptographic keys (cryptographic keys for HDD encryption) in

accordance with a specified cryptographic key generation algorithm [assignment:
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cryptographic key generation algorithm] and specified cryptographic key sizes
[assignment: cryptographic key sizes] that meet the following: [assignment: list of
standards].

[assignment: cryptographic key generation algorithm]

refer to Table 6-2

[assignment: cryptographic key sizes]

refer to Table 6-2

[assignment: list of standards]

refer to Table 6-2

Table 6-2 Cryptographic key algorithm key size

list of standards

cryptographic key generation algorithm key sizes

=B I ) N E BB a=#3 /% HDD Ks58AERT VU X A - 256 bit

FCS_COP.1

.FCS_COP.1.1

Cryptographic operation

Hierarchical to No other components

Dependencies : [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

The TSF shall perform [assignment: list of cryptographic operations] in accordance with

a specified cryptographic algorithm [assignment: cryptographic algorithm] and

cryptographic key sizes [assignment: cryptographic key sizes] that meet the following:

[assignment: list of standards].

[assignment: list of cryptographic operations]

refer to Table 6-3

[assignment: cryptographic algorithm]

refer to Table 6-3

[assignment: cryptographic key sizes]

refer to Table 6-3

[assignment: list of standards]

refer to Table 6-3

Table 6-3 Cryptographic operations algorithm key size standards

Standard cryptographic key sizes cryptographic operations
algorithm
FIPS PUB197 AES + 256 bit HDD Dis &1k

6.1.3. Class FDP: User data protection
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FDP_ACC.1(a)

FDP_ACC.1.1(a)

Hierarchical to

Dependencies

Subset access control

No other components

FDP_ACF.1 Security attribute based access control

The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP

in Table 6-4, Table 6-5,Table 6-6, Table 6-7,Table 6-8, Table 6-9) on the list of users as

subjects, objects, and operations among subjects and objects covered by the Common

Access Control SFP in Table 17 (the list of users as subjects, objects, and operations

among subjects and objects covered by the Access Control SFP in Table 6-4,Table
6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9).

Table 6-4 Common Access Control SFP

Object Attribute Operation(s) Subject Subject Access  control
Function Object Attribute rule
Attribute | Attribute
D.DOC +PRT User ID Delete U.NORMAL User ID User ID 3 —% 9
+SCN %6 O L
+CPY AT 2,
+FAXOUT
D.FUNC | +PRT User ID Modify U.NORMAL User ID User ID 3 —% 9
+CPY Delete L35G O EREE
+SCN A3 2,
+DSR
+FAXIN
+FAXOUT
Table 6-5 PRT Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +PRT User ID Read U.NORMAL | User ID User ID 3 —E7 25 %
DO ESE AR
%o
Table 6-6 SCN Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC +SCN User ID Read U.NORMAL | User ID User ID 3—E7 25 %
Modify DO H BT
%,
Table 6-7 CPY Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
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D.DOC +CPY User ID Read U.NORMAL | User ID User ID A—%% 25 %
DDHERAE A TS
%)
Table 6-8 FAX Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | + FAXIN Box Type Delete U.NORMAL User ID Box Type 2MEAR >
Box User ID Read 7 ZA D51 User ID
Modify & —37 % Box User
ID Db DD I
TEEFFAT 2,
Box Type Group ID Box Type W7 NV—7
Box Group ID Ry 7 ADHEIC
Group ID & —#3 %
Box Group ID %>
b OO HEEZ TR
5,
Box Type BOX PASSWORD | Box Type 735 2 €
BOX PASSWORD VEZERy 7 ZEIT
FHER Y 7 ZDBFEIT
BOX PASSWORD 73
—H L 22WEE I HEYE
AT D,
+FAXOUT | User ID Read U.NORMAL User ID User ID 3 —E7 5%
Modify DOIIRE AT
%,
S¢Function Attribute 73+ FAXIN O34 1%, Box Type (2% L C Box User ID, Box Group ID, BOX
PASSWORD OWFhmiift 5 a3 Cind7z0, BoxType BT 25 2 L TENLERET D,
Table 6-9 DSR Access Control SFP
Object Attribute Operation(s) Subject Subject Access control rule
Function Object Attribute
Attribute | Attribute
D.DOC | +DSR Box Type Delete U.NORMAL User ID Box Type MEANR v
Box User ID Read 7 ADAEIZ User ID
Modify & —%3 % Box User
Create ID 2 b DD
EZFFA T 2,
Box Type Group ID Box Type W7 NV—7
Box Group ID Ry 7 ADHEIC
Group ID & —#3 %
Box Group ID %>
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Box Type

BOX PASSWORD

Box Type Delete

DOC PASSWORD | Read
Modify

Box Type Delete

User ID Read

b OO HEREE T
%

BOX PASSWORD

Box Type MdLH R v

TR, TrAV T

F =Ry 7 ZADUN
FTHrDEEIZ BOX

PASSWORD 78 —% L
RO A ITBRERES
T 5,

DOC PASSWORD

Box Type 3 EF =V
TAXERY 7 ADY
A2 DOC
PASSWORD 73 —% L
BROWGE IR E RS
T 5,

User ID

Box Type 73/X &2 T —
KEEE1t PDF R v 7
A DA Object D
User ID & —E7 %
User ID ZF>H DD
S E R TR T D,

HBox Type |Zxfi L T Box User ID. Box Group ID. BOX PASSWORD., DOC PASSWORD, User ID @
WFNARMEER TS 72D, BoxType 2R+ 25 2 L TENLZHET S,

FDP_ACC.1(b) Subset access control

FDP_ACC.1.1(b)

Hierarchical to

Dependencies

No other components
FDP_ACEF.1 Security attribute based access control
The TSF shall enforce the TOE Function Access Control SFP (TOFE Function Access

Control SFP in Table 6-10) on users as subjects, TOE functions as objects, and the right

to use the functions as operations (the list of users as subjects, objects, and operations

among subjects and objects covered by the TOE Function Access Control SFP in Table

6-10).

Table 6-10 TOE Function Access Control SFP

Object Object Operation(s) Subject Subject Attribute Access control rule
(TOE Function) | Attribute
F.PRT Permission AT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object ™
Permission Role =& A
TWAHGE, HRED FAT
IR D,
F.SCN Permission AT U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object @
Permission Role % & A/
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T D,
F.CPY Permission FAT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @
Permission Role % & A/
TWDIGE. HBEEDFELT
i ) AR
F.FAX Permission E1T U.NORMAL Allocation Role Subject ® Allocation
Role Role 7% Object ®
Permission Role =& A
TWAHGE, HRED FIT
e T R N
F.DSR Permission AT U.NORMAL Allocation Role Subject @ Allocation
Role Role 7% Object @

Permission Role % & A/

ZFAY D,

FDP_ACF.1(a)

FDP _ACF.1.1(a)

FDP ACF.1.2(a)

FDP ACF.1.3(a)

Security attribute based access control

Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9) to objects based on the
following:_the list of users as subjects and objects controlled under the Common Access
Control SFP in Table 17, and for each, the indicated security attributes in Table 17 (¢he

Iist of users as subjects and objects controlled under the Access Control SFP in Table
6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8 Table 6-9 and for each, the indicated security
attributes in Table 6-4, Table 6-5,Table 6-6, Table 6-7, Table 6-8, Table 6-9) .

The TSF shall enforce the following rules to determine if an operation among controlled

subjects and controlled objects is allowed: rules specified in the Common Access Control

SFP in Table 17 governing access among controlled users as subjects and controlled
objects using controlled operations on controlled objects (rules specified in the Document
Access Control SFP in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8, Table 6-9

governing access among controlled users as subjects and controlled objects using

controlled operations on controlled objects) .
The TSF shall explicitly authorize access of subjects to objects based on the following
additional rules: [assignment: rules, based on security attributes, that explicitly
authorize access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly authorize access of
subjects to objects]

* UADMINISTRATOR 137X T®» D.DOC, D.FUNC DHfR73AJ8E

* UADMINISTRATOR 13+DSR Dgt# & 29 ~T» D.DOC, D.FUNC @ Export

Import, Delete 735 GJHE
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FDP_ACF.1.4(a)

FDP_ACF.1(b)

FDP_ACF.1.1(b)

FDP_ACF.1.2(b)

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

« +FAXIN DM 2 #20F~To D.DOC, D.FUNC IZEFD FAX BlE &+ +>tAd
B LIz VF#ETH Delete 3758
« Box Type 75 USB D4, BIENFNAPS B IA 2 L TS 2 —FIHEIE RN 553 (E
L T Box A® D.DOC ?D Read 73T gE
The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules, based on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules, based on security attributes, that explicitly deny access of subjects to
objectsl.
» BOX PASSWORD D##t 73 F—EEHK D 1~3 ICH17 5 BEERE TELREDEBEE
IEELEBE, YGR Y 7 R~DT I EXPHEET S,
*DOC PASSWORD D#§g T 37— D5 1~3 WIC 1T S B BEE SE 7JgE 2 IE DB AE
CELEHE LBt F=2 VT —XE~NDT I EXEHEET S,
 Box Type 2% USB D5, BIENKILLIA NS D Box WD D.DOC ~DTF 2 X FiELH
73,

Security attribute based access control
Hierarchical to No other components
Dependencies : FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP (TOFE Function Access
Control SFP in Table 6-10) to objects based on the following: users and [assignment:
list of TOE functions and the security attribute(s) used to determine the TOE Function
Access Control SFP..
[assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP]
the list of users as subjects and objects controlled under the TOE Function Access
Control SFP in Table 6-10, and for each, the indicated security attributes in Table 6-10

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: [selection: the user is explicitly authorized by
U ADMINISTRATOR to use a function, a user that is authorized to use the TOF is
automatically authorized to use the functions [assignment: list of functions|,
[assignment: other conditions]].

[selection: the user is explicitly authorized by U ADMINISTRATOR to use a function, a
user that is authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functions), [assignment: other conditionsl]

[assignment: other conditions]

Table 6-10

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: the user acts in the role UADMINISTRATOR: [assignment: other
rules, based on security attributes, that explicitly authorise access of subjects to objects].
[assignment: other rules, based on security attributes, that explicitly authorise access of
subjects to objectsl.

2L

The TSF shall explicitly deny access of subjects to objects based on the [assignment:

rules based on security attributes that explicitly deny access of subjects to objects].
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FDP_RIP.1

FDP_RIP.1.1

The TSF shall explicitly deny access of subjects to objects based on the [assignment:
rules based on security attributes that explicitly deny access of subjects to objects].
2L

Subset residual information protection

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assignment: list of objects].
[selection: allocation of the resource to, deallocation of the resource from]
deallocation of the resource from

[assignment: list of objects].

2L

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

Authentication failure handling

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive integer number/, an

administrator configurable positive integer withinfassignment: range of acceptable

values]] unsuccessful authentication attempts occur related to [assignment: /ist of

authentication events).

[selection: [assignment: positive integer number], an administrator configurable positive

Integer withinlassignment: range of acceptable valuesi)

an administrator configurable positive integer withinlassignment: range of acceptable

values/

[assignment: range of acceptable values/

1~3

[assignment: Iist of authentication events|

B 7o PNR T — FIC L B BFF

When the defined number of unsuccessful authentication attempts has been [selection:

met, surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]

met, surpassed

[assignment: Iist of actions]

B N T — FIZ L BRBAEDEEIE

<BEERD D DERME>

BBEDRBADEE : TOE DEGHEEZIT S5, (EBLIEED L B EE I DBRIERIAELIF
FIREIZRIE X TV S RFR] 2 BEE 5 IZ SRBR LB 3 T 0 P S, )

ENLANDEE : BEEIZ L BBALSREIH DI L HEE DEST
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FIA_ATD.1

FIA_ATD.1.1

FIA_S0S.1(1)

FIA_S0S.1.1(1)

FIA_S0S.1(2)

FIA_S0S.1.1(2)

FIA_UAU.1

FIA_UAU.1.1

User attribute definition

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall maintain the following list of security attributes belonging to individual
users: [assignment: Iist of security attributes).

[assignment: list of security attributes].

User ID

Group ID

Allocation Role

Role

Verification of secrets

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (&2 2°f >N X 7 — F, 2P NX
U—PF, By 2 INIT—PF, tF=z2 Y7 ¢ XE/SXT— F)meet [assignment: a defined

quality metricl.

[assignment: a defined quality metric]
- Hr# : SHTLLE
o XFHE : 94 XFLLEDFH 6 ZIRATEE
A O R—DOXFET TCRBEIR TR,
O ZEEI S48 EREDEFEEREIHTHSEELEELLR,

Verification of secrets

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall provide a mechanism to verify that secrets (&7 — F) meet

[assignment: a defined quality metricl.

[assignment: a defined quality metric]
HE 2047
« XFHE : 83 XFLLEDF D5 ZIRATGE
A O R—DOXFET TRBESH TR,
@O FEISHE EREDEPEEREIHTHEELEELLR,

Timing of authentication

Hierarchical to No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is authenticated.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]
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FIA_UAU.1.2

FIA_UAU.6

FTIA_UAU.6.1

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA USB.1

FAFRIEIZT 1) B =2 — FFYFE I REDREE

FAFEEEIZ T 17 S BBPIFI/F LK BE DRERR

Z 72 XRZE

TOE DR ERBL S T FEDRE

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Re-authenticating

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall re-authenticate the user under the conditions [assignment: /ist of
conditions under which re-authentication is required).

[assignment: Iist of conditions under which re-authentication is required|

BEDa A NI T — FOEE

Protected authentication feedback

Hierarchical to No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Zist of feedback] to the user while the
authentication is in progress.

[assignment: list of feedbackl

AL ESPEZFET—5 1 XFFIZ “*” DFF

Timing of identification

Hierarchical to No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE] on behalf of the user to be performed before the
user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled
Functions of the TOE]

FFEFEIZ I 1T B =2 — FFYFELE KRB DR

FAFEEEIZ T 17 S BBPIFI/F LK BE DRERR

Z 72 XRZE

TOE DR ERBL S T FEDRE

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding

Hierarchical to No other components
Dependencies : FIA_ATD.1 User attribute definition
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FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: ist of user security attributes).

[assignment: list of user security attributes).

User ID

Group ID

Allocation Role

Role

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes).

lassignment: rules for the initial association of attributes)

2L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the changing
of attributes.

[assignment: rules for the changing of attributes)

2L

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

FMT_MSA.1(a)

Management of security functions behaviour

Hierarchical to No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: determine the behaviour of
disable, enable, modify the behaviour off the functions [assignment: /st of
functions) to [assignment: the authorised identified roles.
[selection: determine the behaviour of, disable, enable, modify the behaviour of]
modify the behaviour of
[assignment: list of functions]

¥z VT BRIERE

- 2 — VRBAHREE

« HDD 7 — % L& & BIBRERRE

- BEET o HE

- ST ¥ A AR

[assignment: the authorised identified roles].
U ADMINISTRATOR

Management of security attributes

Hierarchical to - No other components

Dependencies : [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT MSA.1.1(a)

The TSF shall enforce the_.Common Access Control SFP in Table 17 (Access Control SFP in

Table 6-4, Table 6-5,Table 6-6, Table 6-7,Table 6-8,and Table 6-9),lassignment: access
control SFP(s), information flow control SFP(s)] to restrict the ability to [selection:

change_default, query, modify; delete, [assignment: other operations]] the security

attributes [assignment: list of security attributes] to [assignment: the authorized
identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

ZL

[selection: change default, query, modify, delete, [assignment: other operations/|

Refer to Table 6-11, Table 6-12

[assignment: list of security attributes

Refer to Table 6-11,Table 6-12

[assignment: the authorized identified rolesl

Refer to Table 6-11,Table 6-12

Table 6-11 Management of Object Security Attribute

Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
Common Access Control SFP | User ID Nobody Any operation
PRT Access Control SFP
SCN Access Control SFP
CPY Access Control SFP
FAX Access Control SFP
FAX Access Control SFP Box Type Box Type 2MEAR v 7 ADEGE Box User ID ®
Box User ID Modify
- UNORMAL (Box User ID & Al | Delete
U User ID % £§2)
- U.ADMINISTRATOR
Box Type Box Type W7 NWV—7HR v 7 ZADY; | Box Group ID @
Box Group ID & Modify
Delete
- UNORMAL (Box Group ID &
[@ U Group ID % #§)
- U.ADMINISTRATOR
Box Type Box Type 23 EH R v 7 ZDHE BOX
BOX PASSWORD PASSWORD
(sBOX - U.NORMAL (BOX PASSWORD (sBOX

PASSWORD # f&
<)

DA HEE)
- U ADMINISTRATOR

PASSWORD # &
<) @

Modify
Delete
Box Type Box Type 2388 A€V ZEAR > 7 | sBOX
sBOX PASSWORD | ZDHE& PASSWORD @
Modify
U.ADMINISTRATOR Delete
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DSR Access Control SFP

Box Type Box Type 7332 U — Fif={t PDF | Any operation
User ID Ny 7 ADLE
Nobody
Box Type Box Type MEAR v 7 2ADEHE Box User ID @
Box User ID Modify
- UNORMAL (Box User ID &[dl | Delete
U User ID % £§2)
+- U ADMINISTRATOR
Box Type Box Type M7 NV—"7"7HR v 7 ADY; | Box Group ID @
Box Group ID & Modify
Delete
+ UNORMAL (Box Group ID &
[6 U Group ID % £¢-D)
+- U. ADMINISTRATOR
Box Type Box Type AR v 7 ADGHE BOX
BOX PASSWORD PASSWORD
(sBOX - UNORMAL (BOX PASSWORD (sBOX

PASSWORD # % DATIHEE) PASSWORD # &
<) - U.ADMINISTRATOR <) @
Modify
Delete
Box Type Box Type 37 7 A U > 7« F 1 "— | sBOX
sBOX PASSWORD | 7R v 7 ZADGH PASSWORD
Modify
U.ADMINISTRATOR Delete
Box Type Box Type A3t ¥ = U7 4 —3FEH | Any operation

DOC PASSWORD

v 7 ADGE

Nobody

Table 6-12 Management of Subject Security Attribute
Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute

Common Access Control SFP | User ID U.ADMINISTRATOR Create

PRT Access Control SFP Delete

SCN Access Control SFP Modify

CPY Access Control SFP —IREFI) 45 1R

FAX Access Control SFP A4S

DSR Access Control SFP

FAX Access Control SFP Group ID U.ADMINISTRATOR Create

DSR Access Control SFP Delete
Modify
—IRpFI) 45 1k
il
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BOX Nobody Any operation
PASSWORD
DOC Nobody Any operation
PASSWORD

*BOX PASSWORD, DOC PASSWORD |3#{EEZENAT) BRE) 7T 5,

FMT _MSA.1(b) Management of security attributes

Hierarchical to No other components

[FDP_ACC.1 Subset access control, or

Dependencies

FDP_IFC.1 Subset information flow controll

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
FMT MSA.1.1(b) The TSF shall enforce the TOE Function Access Control SFP, [assignment: access
control SFP(s), information flow control SFP(s)|l to restrict the ability to [selection:

change _default, query, modify; delete, [assignment’ other operations/]] the security

attributes [assignment: list of security attributes| to lassignment: the authorised

identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

L

[selection: change default, query, modify, delete, [assignment: other operations/l

Refer to Table 6-13, Table 6-14

[assignment: list of security attributes]
Refer to Table 6-13, Table 6-14

[assignment: the authorised identified rolesl
Refer to Table 6-13, Table 6-14

Table 6-13 Management of Subject Attribute

Access Control SFP Subject Security Authorized Identified Roles Operations
Attribute
TOE Function Access Allocation Role U.ADMINISTRATOR Delete
Control SFP Modify
Table 6-14 Management of Object Attribute
Access Control SFP Object Security Authorized Identified Roles Operations
Attribute
TOE Function Access Permission Role Nobody Any operation
Control SFP

FMT_MSA.3(a) Static attribute initialisation

Hierarchical t No other components

Dependencies: FMT_MSA.1 Management of security attributes
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FMT MSA.3.1(a)

FMT MSA.3.2(a)

FMT_SMR.1 Security roles
The TSF shall enforce the Common Access Control SFP in Table 17 (Access Control SFP
in Table 6-4,Table 6-5,Table 6-6,Table 6-7,Table 6-8Table 6-9), lassignment: access

control SFP, information flow control SFP to provide [selection, choose one of:

restrictive, permissive, [assignment: other property/l default values for security
attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFPl

L

[selection, choose one of: restrictive, permissive, [assignment: other property/l default
values for security attributes that are used to enforce the SFP.

[assignment: other property]

refer to Table 6-15

The TSF shall allow the [assignment: the authorized identified roles] to specify
alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles]

nobody

Table 6-15 Characteristics Static Attribute Initialization

Access Object Function Object Default values for Object Security
Control Attribute | Attribute Attribute
SFP
Common D.DOC +PRT User ID User ID of UNORMAL who
Access +SCN created the left Object
Control +CPY
SFP +FAXOUT
D.FUNC | +PRT User ID User ID of UUNORMAL who
+CPY created the left Object
+SCN
+DSR
+FAXIN
+FAXOUT
PRT D.DOC +PRT User ID User ID of UUNORMAL who
Access created the left Object
Control
SFP
SCN D.DOC +SCN User ID User ID of UUNORMAL who
Access created the left Object
Control
SFP
CPY D.DOC +CPY User ID User ID of UNORMAL who
Access created the left Object
Control
SFP
FAX D.DOC +FAXOUT | User ID User ID of UNORMAL who
Access created the left Object
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Control
SFP

+FAXIN

Box Type

Box User ID

FTT = FORFEPBEAR Y
7 ADYAE . Y%A v 7 A Box
Type & Box User ID

Box Type

Box Group ID

FTT 7 NORIFIRR T N—T
Ry 7 ZADE. DRy 7 AD
Box Type & Box Group ID

Box Type

BOX PASSWORD

FT VxS ORIFIEH TR A
VZERy 7 AEITHER Y 7
ADEE ., Bk v 7 AD Box
Type & BOX PASSWORD

DSR
Access
Control
SFP

D.DOC

+DSR

Box Type

User ID

FT V7 NORIFIERNAT —
Rt PDF A > 7 Z0%6, 4
%R v 7 A0 Box Type &4 7Y
=7 &AL 7z UNORMAL @
User ID

Box Type

Box User ID

FTT = SORFEPBEAR Y
7 A%A. %% Box Type & Box
User ID

Box Type

Box Group ID

FTV 2l N ORIERN I N—T
Ry 7 A6 HigA v 7 20 Box
Type & Box Group ID

Box Type

BOX PASSWORD

FT7 T2l NORFENIEER >
DA Tr7AN T s FUNR—Ry
T ADWTNNDOEGEE, YLk v 7
A @ Box Type & BOX
PASSWORD

Box Type

DOC PASSWORD

FTT 2l v BREF2 VT 4 —X
EDA . Box Type iTtF=2UF
€4 —XFERy 7 A, DOC
PASSWORD (347 v =7 hOA
REFIZATI SN/ SR T — R

Box Type

A7V N USBIZIFHET 55
& . Box Type X USB

*Function Attribute (347 V=7 NEAEKTHHEE (V2 b, AF ¥ Rd) e L THEENS =

ORIFICEERMN G SN D Z 1T,

Object Attribute IX Function Attribute &> kT4 &5, User ID, Box User ID, Box Group ID,
BOX PASSWORD, DOC PASSWORD (I Box Type (2GS L Tt 5 SN2 7O EBICEMN 5 S5 2 L

1272\, Box Type (IPRIFFEDR v 7 ZADHER 2RI RIETH 5.

FMT MSA.3(b) Static attribute initialisation

FMT MSA.3.1(b)

Hierarchical to

Dependencies:

No other components
FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

The TSF shall enforce the TOE Function Access Control Policy (TOE Function

Access Control SFP), [assignment: access control SFP information flow control

Copyright ©2012-2014 KONICA MINOLTA, INC., All Rights Reserved
55/81




bizhub C554e/bizhub C454e/bizhub C364e/bizhub C284e/bizhub C224e/ ineo* 554e/ineo* 454elineo* 364elineo* 284elineo* 224e

2T I— Ik

FMT MSA.3.2(b)

SFP to provide [selection, choose one of: restrictive, permissive, [assignment:

other property]l default values for security attributes that are used to enforce

the SFP.

[assignment: access control SFP, information flow control SFP|

ZL

[selection, choose one of: restrictive, permissive, [assignment: other propertyl

[assignm ent: other propertyﬂ

Refer to Table 6-16

The TSF shall allow the [assignment: the authorized identified roles] to specify

alternative initial values to override the default values when an object or

information is created.

[assignment: the authorized identified roles)

nobody

Table 6-16 Characteristics Static Attribute Initialization

Object Object Characteristics which restricts access only to Subject which any
(TOE Function) | Attribute of the following attributes
F.PRT Permission Role Print Role
F.SCN Permission Role Scan Role
F.CPY Permission Role Copy Role
F.FAX Permission Role Fax Role
F.DSR Permission Role DSR Role
FMT_MTD.1 Management of TSF data
Hierarchical to No other components
Dependencies: : FMT_SMR.1 Security roles

FMT MTD.1.1(a)

FMT MTD.1.1(b)

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: change default, query, modify; delete,
clear, [assignment: other operations]] the [assignment: list of TSF datal to [selection,
choose one of: Nobody, [selection: U.ADMINISTRATOR, lassignment: the authorized
Iidentified roles except U.NORMAILIII.
[selection: change default, query, modify, delete, clear, [assignment: other operations/|
refer to Table 6-17
[assignment: other operations/
refer to Table 6-17
[assignment: Zist of TSF datal
refer to Table 6-17
[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the
authorized identified roles except U NORMAI]I
refer to Table 6-17
The TSF shall restrict the ability to [selection: change default, query, modify; delete,
clear, [assignment: other operations/] the [assignment: list of TSF data associated with
a U NORMAL or TSF data associated with documents or jobs owned by a U NORMAI)
to [selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the U NORMAL
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to whom such TSF data are associated]].

refer to Table 6-18

Table 6-17 Operation of TSF Data

TSF Data Authorized Identification Roles Operations
UNORMAL ®wu 7 A /XA T— R U.ADMINISTRATOR Bk
Modify
U.ADMINISTRATOR ®u 7' A > /SA T — | U.ADMINISTRATOR Modify
Wby — R U.ADMINISTRATOR RIE
Modify
(S e U.ADMINISTRATOR Modify
F—r Uty FEEH U.ADMINISTRATOR Modify
HEyo 77 v N EEfH U.ADMINISTRATOR Modify
FORESR R B R R U.ADMINISTRATOR Modify
RORERMG IS (B HLE LIS U.ADMINISTRATOR Clear
RAY — FAR—E B E U.ADMINISTRATOR Modify
N2 — RAR—E[EHK U.ADMINISTRATOR Clear
IN2ZT — NHK U.ADMINISTRATOR Modify
SNER Y — NFREERR ET — F U.ADMINISTRATOR Bk
Modify
FrEH (U.NORMAL O# AT — ) U.ADMINISTRATOR Modify
# U.ADMINISTRATOR Bk
Modify
Delete
N2 T — R U.ADMINISTRATOR Bk
Modify
B IR GRAE O B EEE IE AR BRI ] U.ADMINISTRATOR Modify
v NU— I RE U.ADMINISTRATOR B
Modify
ZAET 7 7 ADERIZEAT HRE U.ADMINISTRATOR Modify
KIE 50 SRR E U.ADMINISTRATOR Bk
Modify
= U.ADMINISTRATOR Query
Delete
Table 6-18 Operation of TSF Data
TSF Data Authorized Identification Roles Operations
UNORMAL ®u 7' A L )RAT— R Wig AT — RIZEER T s fca—HF Modify

(U.NORMAL)

U.ADMINISTRATOR

Copyright ©2012-2014 KONICA MINOLTA, INC., All Rights Reserved

57/81




bizhub C554e/bizhub C454e/bizhub C364e/bizhub C284e/bizhub C224e/ ineo* 554e/ineo* 454elineo* 364elineo* 284elineo* 224e
¥l Fr8—wk

@SS (U.NORMAL O FIs8AIT — %) YKHERM ID (2B DM N AT — R & | B
HoTnpHx—4 (UNORMAL)

U.ADMINISTRATOR

FMT_SMF.1 Specification of Management Functions

Hierarchical to No other components
Dependencies: : No dependencies
FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSH].
[assignment: list of management functions to be provided by the TSF]
refer to Table 6-19

Table 6-19 list of management functions

management functions

U.ADMINISTRATOR (2 L 5t % = U T ¢ SR E O & Btk

U.ADMINISTRATOR (Z & % == — Y FREREHE O & BREE E

U.ADMINISTRATOR (Z & 5 HDD 7 — % |3 X HIBREERE D B EFR EHERE
U.ADMINISTRATOR (Z & % B5#5 & 7/ & FR L HE

U.ADMINISTRATOR (2 & 2 B1EHE T v 1 /L& B RE

U.ADMINISTRATOR |(Z & % = — V& Bk AE

U.ADMINISTRATOR (= . 5 UNORMAL ®=—% ID, #P§ ID o—Eef| s 1k - fiffskine

U.ADMINISTRATOR (2 & % UNORMAL D 1t 7' L /32T — R D&4k - ZEE R
UNORMALIZ LD HEH DB 7 A /XA Y — ROZEFERERE
U.ADMINISTRATOR IZ & 28/ 8 2 U — R DXk - 28 HERE
U.ADMINISTRATOR (2 L2 HE D v 7oA L3S A T — K DOZ FHERE
U.ADMINISTRATOR (Z & BB ALY — RORRE - 2 FHEHE
U.ADMINISTRATOR |Z & % W &4t oo 25 hhe

U.ADMINISTRATOR (2 & 24— b U & v HERDOZEFRERE
U.ADMINISTRATOR (2 L 2 H#ir /' 7 v~ OZE HHERE
U.ADMINISTRATOR (2 & % FR3FE SR 0155 B 1 0> 22 A RE
U.ADMINISTRATOR IZ L 4NV — FBEER ET — ¥ OBk « 22 FHRE
U.ADMINISTRATOR T & % & B H FRAE D B EEE 1L AR BRI O 28 i RE
U.ADMINISTRATOR (Z & 2 &8 D %k - 255 - HIlBREgAE
U.ADMINISTRATOR iz X % U.NORMAL OFTJEH P D 245k - 25 FhkhE
U.NORMAL |2 L % H & OFT B #F 02 it he

U.ADMINISTRATOR |2 & % /32 U — KRR —Ek[EIEL 0O 14 g AE
U.ADMINISTRATOR |2 L % /S A U — R R—FE3kBIE O 7% Tk
U.ADMINISTRATOR IZ L A BGERMERL (EHEE LS O EHRE
U.ADMINISTRATOR (T & %5 /32 U — FHFIZS FRERE
U.ADMINISTRATOR IZ L 5% v b U — 7 3% TE DBk - 25 EHERE
U.ADMINISTRATOR 2 & % 2550 50 0 %&b - 25 ke

{

U.ADMINISTRATOR (2 X 2% 7 7 7 2 DHAEIZ BT 5 3%E D2 FHERE
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UNORMAL 2L 247 V=7 X2 U T 1B (User ID . Box Type. DOC PASSWORD, Permission Role
<) OEHEIERE

U.ADMINISTRATOR IZ L 547V =7 X =2 U7 1B (User ID, Box Type, DOC PASSWORD., subject
DExF=VT 4B THS BOX PASSWORD & DOC PASSWORD % Br<) D& HEERE

UADMINISTRATOR (2 k5% 7 V=2 heFa T 4 Bl (2—PEHEREIC L 2EHOMNSR, 2 —H 1D, #
Fq ID o —B5FIFELE - fi#FR, BOX PASSWORD, DOC PASSWORD % k<) OEHHLRE

FMT_SMR.1 Security roles

Hierarchical to No other components
Dependencies: : FIA_UID.1 Timing of identification
FMT SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified roles]].
[selection: Nobody, [assignment: the authorised identified rolesl]
Nobody
FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which

no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to No other components
Dependencies: : FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any external Interface
from being forwarded without further processing by the TSF to any Shared-medium

Interface.
FPT_STM.1 Reliable time stamps
Hierarchical to No other components
Dependencies: : No dependencies
FPT _STM.1.1 TSF shall be able to provide reliable time stamps.
FPT_TST.1 TSF testing
Hierarchical to No other components
Dependencies: : No dependencies
FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up, periodically

during normal operation, at the request of the authorised user, at the conditions
[assignment: conditions under which self test should occurll to demonstrate the correct
operation of [selection: [assignment: parts of TSH, the TSH.

[selection: during initial start-up, periodically during normal operation, at the request

of the authorised user, at the conditions [assignment: conditions under which self test
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FPT_TST.1.2

FPT_TST.1.3

should occurl]

during initial start-up

[selection: [assignment: parts of TSH, the TSH]

[assignment: parts of TSF]

HDD BFE-{LHERE

TSF %17 = — FORAHE

The TSF shall provide authorised users with the capability to verify the integrity of
[selection: [assignment: parts of TSF1, TSF datal.

[selection: [assignment: parts of TSFl, TSF datal.

[assignment: parts of TSF]

BE{ET—F

The TSF shall provide authorised users with the capability to verify the integrity of
stored TSF executable code.

6.1.7. Class FTA: TOE access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination
Hierarchical to No other components
Dependencies: : No dependencies
The TSF shall terminate an interactive session after a [assignment: t/me
Interval of user inactivityl.
[assignment: time interval of user inactivityl
< BRIENEADEE, A— Pty FERIZL o TRES LSRR
« Web Connection D#&, HBr "7 D FEFRJIZ L o TRE S S FER]
« HDD Twain Driver, Real Time Mode Twain Driver, HDD BackUp Utility,
Box Operator, D&#4", 5%
* Data Administrator D#HE, 60 %
s TYXE FFAN, Z72 R FFANDEFE, Mgt g k20
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6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to No other components
Dependencies: : No dependencies
FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT

product that is logically distinct from other communication channels and provides
assured identification of its end points and protection of the communicated data from
modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication
via the trusted channel.

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of
D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security assurance requirements

Table 6-20 lists the security assurance requirements for 2600.1-PP, Protection Profile for

Hardcopy Devices, Operational Environment A, and related SFR packages, EAL 3 augmented by

ALC_FLR.2.
Table 6-20 IEEE 2600.1 Security Assurance Requirements
Assurance class Assurance components
ADV: Development ADV_ARC.1 Security architecture description
ADV_FSP.3 Functional specification with complete summary
ADV_TDS.2 Architectural design
AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ALC: Life-cycle support ALC_CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation CM coverage

ALC_DEL.1 Delivery procedures

ALC_DVS.1 Identification of security measures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL3)

ALC_LCD.1 Developer defined life-cycle model

ASE: Security Target evaluation ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.1 Testing: basic design

Copyright ©2012-2014 KONICA MINOLTA, INC., All Rights Reserved
61/81




bizhub C554e/bizhub C454e/bizhub C364e/bizhub C284e/bizhub C224e/ ineo* 554e/ineo* 454elineo* 364elineo* 284elineo* 224e

2T I— Ik

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing—sample

AVA: Vulnerability assessment

AVA_VAN.2 Vulnerability analysis
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6.3. Security requirements rationale
6.3.1. Common security requirements rationale
Table 6-21 and Table 6-22 demonstrate the completeness and sufficiency of SFRs that fulfill
the objectives of the TOE. Bold typeface items provide principal (P) fulfillment of the objectives,

and normal typeface items provide supporting (S) fulfillment.

Table 6-21 Completeness of security requirements

Objectives

SId ON'DO0d’O

LTV ON'D0d O

SFRs

LTV ON'LOYd O

LTV ON'ONN4A O
SId ON'ANODO

LTV ON'ANOD O
TUZIYOHLNAVEHSN O
THIATIHA HIVMLAOS O
aaoHovoTLIdNV O
OLdAYD'ddH O

AHEHDVNVINHOVAYHLNI O

FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4(1)
FAU_STG.4(2)
FCS_CKM.1 P
FCS_COP.1 P
FDP_ACC.1(a) P P P
FDP_ACC.1(b) P
FDP_ACF.1(a) S S S
FDP_ACF.1(b) S
FDP_RIP.1 P
FIA_AFL.1
FIA_ATD.1
FIA_SOS.1(1) S S S
FIA_S0S.1(2) S
FIA_UAU.1
FIA_UAU.6
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FMT_MOF.1 S
FMT_MSA.1(a) S S S P P P
FMT_MSA.1(b) P
FMT_MSA.3(a) S S S
FMT_MSA.3(b) S
FMT_MTD.1 S P P P S
FMT_SMF.1 S S
FMT_SMR.1 S S S S S S S S
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Objectives
o Sl19 |o |©o |9 oo |© o |9
W) o |+ ac) Q Q ] w0
o) olc |=m |& | & & Z |9 :E 5
ol aelz |9 |z |z | 2|5 |2 | B8]
'z z|Q |2 |= |= HERE =i P
o S|z |2 |2 |z el I = | =
SFRs s | =|C || |°P|S|5 |&B| o5
= | Slg|glgle |zl |8 8|3
M3 B ® | g = é g | ©
S|z |2 | °
IS S =
= | ©
FPT_FDI_EXP.1 P
FPT_STM.1 S
FPT _TST.1 P
FTA_SSL.3 P | P
FTP_ITC.1 P|P|P|P | P

Table 6-22 Sufficiency of security requirements

Objectives Description SFRs Purpose

0.DOC.NO_DIS, Protection of User FDP_ACC.1(a) Enforces protection by establishing an
0.DOC.NO_ALT, Data from access control policy.

O.FUNC.NO_ALT unauthorized FDP_ACF.1(a) Supports access control policy by

disclosure or

alteration

providing access control function.

FIA_UID.1 Supports access control and security
roles by requiring user identification.
FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT MSA.3(a)

Supports access control function by
enforcing control of security attribute

defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

FIA S0S.1(1)

Supports authorization by requiring by

specification of secrets.

0.DOC.NO_DIS

Protection of User

Document Data

from unauthorized

FDP_RIP.1 Enforces protection by making residual
data unavailable.
FMT _MTD.1 Supports protection by management of
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disclosure

TSF data.

O.PROT.NO_ALT,

Protection of TSF
Data from
unauthorized

alteration

FIA_UID.1

Supports access control and security

roles by requiring user identification.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MTD.1

Enforces protection by restricting

access.

FMT_SMF.1

Supports control of security attributes
by requiring functions to control

attributes.

FMT_SMR.1

Supports control of security attributes

by requiring security roles.

FTP_ITC.1

Enforces protection by requiring the
use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.CONF.NO_DIS,
O.CONF.NO_ALT

Protection of TSF
Data from
unauthorized
disclosure or

alteration

FIA_UID.1

Supports access control and security

roles by requiring user identification.

FMT_MOF.1

Supports protection by management of

security functions behavior.

FMT_MSA.1(a)

Supports access control function by

enforcing control of security attributes.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports control of security attributes
by requiring security roles.

FTP_ITC.1 Enforces protection by requiring the

use of trusted channels for
communication of data over

Shared-medium Interfaces.

O.USER_AUTHORIZED

Authorization of
Normal Usersand
Administrators to
use the TOE

FDP_ACC.1(b)

Enforces authorization by establishing

an access control policy.

FDP_ACF.1(b)

Supports access control policy by

providing access control function.

FIA_AFL.1 Enforces authorization by requiring
access control.
FIA_ATD.1 Supports authorization by associating

security attributes with users.
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FIA_SOS.1(1)

Supports authorization by requiring by

specification of secrets.

FIA_UAU.1 Enforces authorization by requiring
user authentication.

FIA_UAU.6 Enforces authorization by requiring
user authentication.

FIA_UAU.7 Enforces authorization by requiring
user authentication.

FIA_UID.1 Enforces authorization by requiring
user identification.

FIA_USB.1 Enforces authorization by
distinguishing subject security
attributes associated with user roles.

FMT_MOF.1 Supports protection by management of

security functions behavior.

FMT MSA.1(b)

Supports access control function by

enforcing control of security attributes.

FMT_MSA.3(b)

Supports access control function by
enforcing control of security attribute
defaults.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR 1 Supports authorization by requiring
security roles.

FTA_SSL.3 Enforces authorization by terminating
inactive sessions.

O.INTERFACE.MANAGED | Management of FIA UAU.1 Enforces management of external
external interfaces interfaces by requiring user
authentication.

FIA_UAU.6 Enforces authorization by requiring
user authentication.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes

by requiring functions to control

attributes.

FPT_FDI_EXP.1

Enforces management of external
interfaces by requiring (as needed)
administrator control of data
transmission from external Interfaces

to Shared-medium Interfaces.

FTA_SSL.3

Enforces management of external
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interfaces by terminating inactive

sessions.
O.SOFTWARE.VERIFIED Verification of FPT_TST.1 Enforces verification of software by
software integrity requiring self-tests.
O.AUDIT.LOGGED Logging and FAU_GEN.1 Enforces audit policies by requiring
authorized access to logging of relevant events.
audit events FAU_GEN.2 Enforces audit policies by requiring
logging of information associated with
audited events.
FAU_SAR.1 Enforces audit policies by providing
security audit record.
FAU_SAR.2 Enforces audit policies by restricting
reading of security audit records.
FAU_STG.1 Enforces audit policies by protecting

from unauthorised deletion and/or

modification.

FAU_STG.4(1)

Enforces audit policies by preventing

audit data loss.

FAU_STG.4(2)

Enforces audit policies by preventing

audit data loss.

FIA_UID.1 Enforces management of external
interfaces by requiring user
authentication.

FMT _MOF.1 Supports protection by management of
security functions behavior.

FMT_SMF 1 Supports control of security attributes
by requiring functions to control
attributes.

FPT_STM.1 Supports audit policies by requiring
time stamps associated with events.

0.HDD.CRYPTO The encryption of | FCS_CKM.1 5 5 J A ik
data FCS_COP.1 51k

FIA_S0S.1(2)

RO b & L DT — 4 DR BT
+%,

FIA_UID.1 Enforces authorization by requiring
user identification.

FMT_MOF.1 Supports protection by management of
security functions behavior.

FMT _MTD.1 Enforces protection by restricting
access.

FMT_SMF.1 Supports control of security attributes
by requiring functions to control
attributes.

FMT_SMR.1 Supports authorization by requiring

security roles.
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6.3.1.1. The dependencies of security requirements

X2 T AR EN D R - POERFREKRE TRITRT, CC /13— b 2 THRE SN DR
AN SRS TR ST 2T 2 KRR OMicZz 0B 25t 5,

Table 6-23 The dependencies of security requirements

A ST DHEEEH CC/8—F 2 .
S A— s b DIRTEE A ST 26 1+ BIRTEEF
FAU_GEN.1 FPT _STM.1 FPT _STM.1
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FIA_UID.1 FIA_UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1
FAU_STG.4(1) FAU_STG.1 FAU_STG.1
FAU_STG.4(2) FAU_STG.1 FAU_STG.1
[FCS_CKM.2 or FCS_COP.1] | FCS_COP.1
FCS_CKM.4 <FCS_CKM.4 %@ M L2V F >
- ST HDD OF — 4% #B5{b 3 5 7-OIEHT 2
FCS_CKM.1 LOTHY, B ONBZARSND, ARSI 8#IT
ER AT VITBMEND P, U7 7 ' 2T 55450
AT 2 — AL TEL T EHOFFIZX > T
BT D7, WELZBET HLEMHIT R,
[FDP_ITC.1 or FDP_ITC.2 FCS_CKM.1
or FCS_CKM.1] <FCS_CKM.4 %@ M L2V FH >
FCS_CKM.4 - ST HDD OF — 4% #B5{b 3 5 7-OIEHT 2
FCS_COP.1 LOTHY, BFRONIZARSND, ARSI 8#IT
ER AT VI END D, BT 7 ' 2T 5505
AT 2 — AL TE LT EFOFFIZX > T
BT D7, WELZBET HLEMRIT R,
FDP_ACC.1(a) FDP_ACF.1 FDP_ACF.1(a)
FDP_ACC.1(b) FDP_ACF.1 FDP_ACF.1(b)
FDP_ACC.1 FDP_ACC.1(a)
FDP_ACF.1(a) FMT MSA.3 FMT MSA.3(a)
FDP_ACC.1 FDP_ACC.1(b)
FDP_ACF.1(b) FMT_MSA.3 FMT_MSA.3(b)
FDP_RIP.1 2L 2L
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 L 7L
FIA_S0S.1(1) 2L L
FIA_S0S.1(2) 2L 2L
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.6 7oL 7oL
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 2L 2L
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMR.1 FMT_SMR.1
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(a)
FMT_MSA.1(a) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
[FDP_ACC.1 orFDP_IFC.1] | FDP_ACC.1(b)
FMT_MSA.1(b) FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT _SMF.1
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A ST DHAEE 4 CC/8s—Fk 2
. ST Iz %
3o ti—g b Ot & ST =817 sikaHiR
FMT MSA.1 FMT MSA.1(a)
FMT_MSA.3(a) FMT SMR.1 FMT _SMR.1
FMT MSA.1 FMT MSA.1()
FMT_MSA.3(b) FMT SMR.1 FMT SMR.1
FMT SMR.1 FMT SMR.1
FMT_MTD.1 FMT SMF.1 FMT SMF.1
FMT SMF.1 oL 7oL
FMT SMR.1 FIA_UID.1 FIA_UID.1
FPT STM.1 2L 2L
FPT TST.1 2L 2L
FTA_SSL.3 L L
FTP_ITC.1 L L
FMT SMF.1 FMT SMF.1
FPT_FDI_EXP.1 FMT SMR.1 FMT SMR.1

6.3.2. Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial
information processing environments that require a relatively high level of document security,
operational accountability, and information assurance. The TOE environment will be exposed to
only a low level of risk because it is assumed that the TOE will be located in a restricted or
monitored environment that provides almost constant protection from unauthorized and
unmanaged access to the TOE and its data interfaces. Agents cannot physically access any
nonvolatile storage without disassembling the TOE except for removable nonvolatile storage
devices, where protection of User and TSF Data are provided when such devices are removed
from the TOE environment. Agents have limited or no means of infiltrating the TOE with code to
effect a change, and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that
instructions and procedures for the reporting and remediation of identified security flaws are in
place, and their inclusion is expected by the consumers of this TOE.
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7. TOE Summary specification

TOEDtX =2 VT s MEEEM L VENNEZ TOEDEX o U T (#EEO—&E % Table 7-1 1277,
ML, BROEIC CIRAT 5,

Table 7-1 TOE QtFaUTs#8EDAFRERAF

No. TOE Ot = U 7 ¢ H4kE
1 FAUDIT B o U e

2 FHDD_ENCRYPTION HDD I 5{bHhE

3 F.ACCESS_DOC BRSCET 7 & ARG
4 F.ACCESS_FUNC 1L il SRl eV e

5 F.RIP FRATIE B £ pk e

6 FI&A E IR

7 F.SEPARATE_EX_INTERFACE | #MfA % 7 = — A5y Bl fgRE
8 F.SELF_TEST HO7 A Mhe

9 FMANAGE B EERE

10 | FSEUCRE_LAN v b U — 7 {R#ERE

7.1. FAUDIT (& 075 ##E)
FAUDIT (3E&E 0 V2 EET 5L L QICHREB L-EEn V2% S A - BB OHRET S,
7.1.1. BEE O S EEBH#EE

— Xt HHEREZE A : FAU_GEN.1, FAU_GEN.2
TOE XL T w7 2T 5,

Table 7-2 E&ERQY

L3 1=2/4
Bt o 7 BUSHSAE O BR AR HHOBEA R - Bl
B oV BUSHSRE DR T HEOKT B - Bzl
LEHERDZ T4 T b PCE~DFEAHL HB ORI H
XEFROTS Y b P77 NERBIER
HHO = B — FROMBE (B - R
DT 7 U AKE
DT 7 U A%F
HORAE
O HIB
TFHROT 7 AKR— |k
TEERDOA o BR— b
a7 A CEEO R & SER
FRFEE I
AR LR EED B D8 7t
Table 6-19 & FREERE D ff H
T MU —7 &4 LiziEfE o Rk
REZME M OETE

f
f
f
f
f

i | T | T |

f

Copyright ©2012-2014 KONICA MINOLTA, INC., All Rights Reserved
70/81



bizhub C554e/bizhub C454e/bizhub C364e/bizhub C284e/bizhub C224e/ ineo* 554e/ineo* 454elineo* 364elineo* 284elineo* 224e
¥l Fr8—wk

Tty aOEBKTHERICL 22 3 v OKT

712 BFOSLE 1 —#EE

—  XHS7T HHEEEE A} : FAU_SAR.1, FAU_SAR.2
TOE (3E&E = 7 OFtA i L 2 U ADMINISTRATOR O #AIZH|RT %, TOE I%
U.ADMINISTRATOR (ZEE v 7% 27 547 F PCICH U m— N DL 1REET 2,

7.1.3. EEEEIAEEE

— xS HEREEEME - FAU_STG.1. FAU_STG.4(1), FAU_STG.4(2)
TOE [3E& 1 /O ZE %2214 %, £7-. TOE (3B 1 7% TOE N HDD I2&M$ 5208, k&
TR 72 o T2 A . U TOLEEITH,
(1. TEEXEE) CREIRLTWAEHE
Ca T O%NMNEEERT D,
(2). TEEXFHA CEESNTVWIHEA
B b ISR S B RS~ EEET S,
(1). D& E1L U ADMINISTRATOR 7317 9,

714 BIEEA A LRE  THEE

— xSt HHEEEEME - FPT_STM.1, FMT MTD.1

TOE 137 v v 7 #kE% A L. U ADMINISTRATOR (2%t L T TOE DR 2 25 F 4 % B hE 2 12 ik
T %, BEZIEROZEE L FMT MTD.1 (2 Lk Y UADMINISTRATOR OAMRHRETH 5, TOE 117
0y VHRRICE D EA DAL T EER e JAMBICRITL, BERn /L L R 5,

7.2. FHDD_ENCRYPTION (HDD KES{CL##8E)

— xSt HREZEME  FCS_CKM.1, FCS_COP.1. FIA_S0S.1(2)
TOE iZ HDD IZ{EFENTWNWD T — X Z IR DIRET 5 -0 21T 5, RTS8 L
THAIAY ZNILLTOEY Th b,
(1). FEESH
a=h 2 ) NAREEHAREENREST S a2 = /v HDD B BAERT LIV XA LD,
WS AT 5, (BFE48EIL. 256 bit)

B 54X, UADMINISTRATOR 233%E L2k 5LV — K& & LI L CTARKT 5 Z & T TOE
WCEA O F#EE2ERT 5, BBV — NI TFTOREEHIZTHLODOHREZITAND,
Hi¥ ;2047
SRR 83 SUFELL B I BIRIRATRE
A
< [B—DOXFET TR STV,
> BETHEE, ERHOMENPBFAERESNTODEEAEHK L,

i)

Y V V

(2). BE7ILIIVXL
Table 7-3 I[ZRTHES T /LT U XA,
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Table 7-3 HDD BB {LHMREICH T HEETILTIX L
W RRE BETATY XA
256 bit FIPS PUB197 (CHEHLT 2 W 5L 7 b ) X1 (AES)

7.3. FACCESS_DOC (BEXE7T 7 t X fil{tItaeE)

—  XIEY B HEEEM . FDP_ACC.1(a), FDP_ACF.1(a)

TOR ZAELERTHE0OT 4 LI VY (K ) ALTT ) ZRET 5. Koy AL AT
LK 7 R EMRER 7 ACBSND, CEEA Y 7 ACERS I, Ry 2 2OBHE (2%
Ny 7 ZAFETHDXEORIEL R END) £FIEOREE CCEICEEMN G STV D&M
EBRLTT 7L AR SRE (FIE, <—COHIRA L), BRI FAX %, A —Vi%E%E %
Wit %o L RTE B,

PRIy 7 ANTEICET 57 7 & 2EEONE %57+, 7245, UADMINISTRATOR |3 F3
Mz, HEHLEDONY 2T v 7 (export) HLOY A M7 (import) NAHETH S,

Table 7-4 Y RATLRYIZARXEDIRE

. Ry 7 ANLEORERNE
N7 A
create Modify read Delete
_ DOC PASSWORD doc_passwd
X2 UT 40— .
- BftE T UUSER 4 4 4 4 or
= . 0C_passw 0C_passw
. D.DOC »MRfF&E N P P U.ADMIN
Ny 7 A
Do
FAX &5 SCED R box_passwd
| &b, FAXZEX or
il A U fE -
Ry s = E213 BOX — box_passwd box_passwd U.ADMIN
N
PASSWORD 73+ 5-
b,
H55{t PDF #%8E C login_id
K55{t PDF TOE =L or
. . U.USER X login_id
RNy 7 A D.DOC MfR{FS U.ADMIN
Do

% U.USER : UUSER BN#{ERIEETH D Z L 2#KT,
U.ADMIN : U ADMINISTRATOR N #{ER[EETH D Z L HFRKT,
login_id: 7 7 A D=2 —H D User ID & LFED User ID 1A —ET 255 ICHIEFTRETH 5

ZEERT,

box_passwd : SBOX PASSWORD & —FJ 5320 — R&Z AN LI ICHRIETRETH S =
LERT,

doc_passwd : DOC PASSWORD & —#4 % /32 U — R& A LB A ICEBIERRETH D =
LEET,

R ATV ZIER Y 7 ADcreate (TFAX #ZETHZ & TXENERINDI I LERLTE
D . TOE IZx 9 5 FAX OFEEIZOWTOT 7w Z&IHIX 2 W= [—] L LTWh,

Table 7-5 #RERYIZRAXEWICH T ZRE

Ry 2 H Ry 7 ZANOTETHRT 5 Bl
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create modify read delete
EA fRfF 372 D.DOC IZ login_id
. 1% Box User ID 2\ 5 login_id login_id login_id or
Bl Ay IR
- b, U.ADMIN
5
N | AfFEEH 7= D.DOC I group_id
N ITN—7 . ) ) )
. X Box Group ID 73F} group_id group_id group_id or
v | Ry T A
s L5xha, U.ADMIN
% | REFES 7= D.DOC I box_passwd
- 1% BOX PASSWORD box_passwd box_passwd box_passwd or
h
NftEINn5, U.ADMIN
T4 V7 - | RfFE7= D.DOC I sbox_passwd
F i N—AR > 7 | 1 BOX PASSWORD sbox_passwd sbox_passwd sbox_passwd or
A D55, U.ADMIN

% U.ADMIN : U ADMINISTRATOR 2 #{ER[EETH D Z & & FE T,
login_id : 2 7 A > HD2—H% D User ID & Box User ID N —E§ 255 ICRIEFRETH D
ZEERT,
group_id : 27 4 > H D2 —H D Group ID & Box Group ID 23— T 5 HE5 I HIEFEET
HhoHZEERT,
box_passwd, sbox_passwd : BOX PASSWORD & —#7" % /32U — K& AN L7z HE I #E
ARECTH DL L HRT,

%72 BOX PASSWORD i+ 5 R —EEHA 1~3 MICH 1 % EHE 3% TR E O BA |
HE LT, MR v 7 A~DT 7 & %46 L, DOC PASSWORD 0 % R —EE 45 1~3
NI B WS B TR R EO BB LA, YHH (%) T — X8 ~07 st
AEELT D,

7.4. FACCESS_FUNC (| FA2& Il BB i i 5E)

— %S9 HHEREE}: « FDP_ACC.1(a). FDP_ACF.1(a). FDP_ACC.1(b). FDP_ACF.1(b).
FMT_MSA.1(b)

TOE | Z3kRIEREE E N 7-FIHFZF OMERIZ L7-23 > T, FPRT. F.SCN, F.CPY. FFAX. FDSR ®
BEZIRIT 5, 2B, 2O DEMETH 5 Permission Role (2% T A#EIZTE 220, 22Xy
ARBIFERE S =R HF LB H I SN REO A EITTE 5,

F-BERE D FE(THICHEAT S D.DOC, D.FUNC (25 L CIZLL FOBIENTTRETH 5,

R BETE L 13EEGS O D.DOC, D.FUNC @ User ID &[G U User ID # £ of| & 257,
TOE IEii# @ User ID # l# L —HT 255 I OFABE L ETE L LTI,

s TV NDBE
LU OBMENTTRE (FREE& TV v FAR Y 7 Z%FIH),
- IR
FD7Y v & FEFT L= UNORMAL A HIRIATEE,
- HilBR
Z07V v &ELT L7 UNORMAL & U.ADMINISTRATOR 73 HIB& FTHE,
- D.FUNC OfFte
ZFDF VY v b EFEIT L UNORMAL (TS 7 b, A — 3— LA OFFENFTHE,
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c AF ¥ VOEE
T L a—RARE, 7L E 2 —REETITLL T OBIEN FTHE,
- D.FUNC OfFte
FDOAF ¥ & FELT L7 UNORMAL (3~ — JHANL CRIEH Al HE,
- D.DOC DRt
FDAX ¥ & FE(T L= UNORMAL (33— P HAL TOHIRATHE,
HHRIANTRFRT — X2 1I A=V TEELZY, Ry 7 RARFELEDV T En3Hks, 22
TEEHFLRENELD Z EBRHINZTDHELIT OBRIENATHE,
- HiIBR
ZDAX ¥ EEEFEFT L2 UNORMAL 5 L OV U ADMINISTRATOR (3% DEE/FH O Y
a 7EHIRTBAZENTE B,
b —0BRE
PLF O#EE AT HE,
- Fil
% 0= v'— %3247 L7z UNORMAL 23HIRI AT RE,
« LB a—
FDavr—x%EFT L7 UNORMAL A7 L ¥ = —HJHE,
F7o, T B2 —RETIILLT OBRENFEE,
- D.FUNC DfRt
D2 —%%E{T L7z UNORMAL (3-_X— VBN CHAZEERT 25 Z & NA[HE,

- HIlBR
Z D2 —%5%47 L7z UNORMAL ¥ L OV U ADMINISTRATOR (3% DY 2 7 ZHIRT 5
ZLENTED,

- 77 I AZEORE
U.USER IF%EHF DT 7 7 ADF v L B/LDHEE,
77 7 A%fE L7 D.DOC LR v 7 ABRIFESND,
« 77 I AEEOHE
T LB 2 —NEHE, 7L B o —RETIILLT OBRIEN AT EE,
- D.FUNC DRt
FDT 7 I AEEEFEIT L UNORMAL 13— VHEAN TRERT 25 Z & AA[HE,

- HIlBR
D7 7 7 ZFEEZFEIT L7z UNORMAL 5 L O U ADMINISTRATOR (3% D ¥ = 7 % HIER
TEHLIENTE D,

- D.DOC Dt

D7 7 7 AEEZFEIT LT UNORMAL [T~— Y HEAL TOHI R ATHE,
IRy I ARE SN T — X DA

Ry 7 RAREFEENZT — X2 LT Table 6-9 (7 7 7 2AZ(ED A 1% Table 6-8) I LT
7 2N UI= 78 - 7= A EAS FTRE,
- USB IZIRIFENT=T — X DFA

USB A NEZINT-HEE., UYL USB ATV FOLEDOFHAIAHLNTE B, HHPIAALTEX
EIZT VU RRR Y 7 A~DRENTE D, ZOMEEITIRIE SRV TORETTE, Web DA
VHT 2= AR ER Y U= L OBEIITERNWE IR o TN D,

7.5. FRIP (GRTFIRHHEMER)
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7.5.1. —ET— 2 HIR#EE

— T S HREE M : FDP_RIP.1
TOE |3 HDD EOHIBR S 7=CE, —RHRTEL D WIXZOB A IZR LT, EEXHIBREZET
T5Z L CREREFEROFAAEZHIET 5, AEREIILLTOXY A I 7 TEITEIND,
(D). 7V bRAXF Y R EDY a TOET, (EILE
Va TETHICERSND R CED D WVIEZE OB R Z2HIBRT 5,
(2). HIBRERIEFEITHE
BESN=XELHIRT 5,
(3). BIRA VBRI EROGFIET HIF
(1D, QOHIBRFETHFICERNA 7 SN THIBRAET LTEB LI REFRNEFETLIHE. &
JRA R ZEN D ZHIBRT D,
FEIICBWTEZALT —%, EXATEKIZ, HDD 57— E&E X HIREEOBMER EREEEIC
& > C U.ADMINISTRATOR 23 ET 5, AHEREE LT ONFIILLTOM®EY Th D,

Table 7-6 —F7T—5 L REHIRMREDO B EEE

X E NE (EEEXEIND T2 XA T LZDIER)
Mode:1 0x00 CT—[a] h#E X
Mode:2 0x00. OxFF. 0x61 DJEIZ F3E X 21TV R A HEE

75.2. T—A SE2HIBR#EE

— %S9 HHEEZ{Y: « FDP_RIP.1. FDP_ACF.1(a)

U.ADMINISTRATOR X HDD b oOWEi{gT — 4 #&teT — X A x4+ 25 L EXHIREFEITT5
ZENHESD, 22 HDD EOSTEITHIBR SN OERGFEROBFBAHANG LSS, EEX 2B
TEIRALTFT—4%, EXADEEIL. HDD 57— % bE X HIBREREOBIER EMREIC L - T
U.ADMINISTRATOR 233 E 5, AIREARRE L ZONRIILLTO@EY TH D,

Table 7-7 T—45E2HIRBEDOR/ERE

J= EEXINDLGT XX AT L ZEDIEF
Mode:1 0x00
Mode:2 % = #l = 0x00
Mode:3 0x00 = OxFF = #l#k = Wit
Mode:4 il = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = O0xFF = 0x00 = 0xFF = 0x00 = OxFF = LIk
Mode:7 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA = MiF

7.6. FI&A (GERIFZEI#EE)

—  xH&T HHREEF : FIA_AFL.1, FIA_ATD.1, FIA_SOS.1(1). FIA_UAU.1, FIA UAU.6,
FIA_UAU.7, FIA_UID.1, FIA_USB.1, FTA_SSL.3

TOE (X TOE ZFIH L & 95 L+ 2FNFAAME TH L5 Z & 2FIME DS EE L 7-#0FERERRE
o THRAEL . FFRIFIAE &I SN -FE 721712 TOE OFIAZFFAI§ 5, #FRiEteEIL. TOE
B & 03B FRRE 2 AT O AMFRRES 3 &AM OFRAEY — 2+ 240 — FRRE A A TFET D,
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Table 7-8 BREARX

FRAET R PFRRE KT HITI AT AR 72 R 1B SFR
o — R HAE LR R O fifERR
EN N HRRF A5 R KRB D R FIA_UID.1
SIS —NE 777 AZE FIA_UAU.1
TOE OiRHEMERRR L OFREDORE

¥ FWEFHROFRFEIL UADMINISTRATOR 7317 9, AAKZREEH & %ﬁw»«/*‘?& iF
FRIZHE G 2 RBCENCT D ENTE D, MAFRENTR> T DA, FIH
FZLIZEL LD HFREERT S D)% UADMINISTRATOR 733 fm“zo
U.ADMINISTRATOR 73 /5 DFRFE SO % Alhe & 3 E L= FIRE IR A E
B & S ERRERRIC T A RIRT 5,

F72. TOE AN SN/ AY— & “%” L LTRRT D, FIA UAU.7,
SHiZu A U NAY — ROEFEORRICITHRIELERT 5, FIA_UAU.6,

ARRAEN AT L5 E . UAIAE 21T 5 7 vt 2% User ID, Group ID, Allocation
Role ##& 3%, FIA_ATD.1. FIA_USB.1

S HIZ, TOE (FFRFECHEAT 22— FE U TORE L2 T b DIZHIRT 52 & T, BED
BWANRT — KRERESND Z E&IET 5,

Table 7-9 /R —FLHH
Xt S SFR

=/ VY TOE X TR D&M/~ AV — ROZrEZ T AND FIA_S0OS.1(1)
IRAT— R - K1 ;8 #TLAE
« CFEFE 0 94 SCFELLE O s B EIRATRE

! AL @ F—O3XFET THEA STV,
INAT— R @ EFTHHE, EREOEDBERTEINTHHHEEEEKL
720N,

Fro. BAEN KR L7286, TOE XL T O 21T 5

Table 7-10 BBREXRKEDILER
PIE ukcil SFR
=R/ N i L 72 ZREFL A $75 , U ADMINISTRATOR 7233% & L7-MBIC#E L= 4 | FIA_AFL.1
RAT— R | RBFEEEEILT S,
X HFE U.ADMINISTRATOR T X 2R EMDOEFIZ L - CTHEfe L7 RGER B E %K
@%Eﬂz DX EME B2 REBIZ > T2 E bl EIE 3 5,
EHE ORIENELL L7-BA 1L TOE OB AT H = & T, téﬁ@fﬁérjx
O BB TR OB EEE L AR BRI ER B IR E SN T D M A % IC R
A Ik 2 RER T D, THLISAOBA T, BEE DSERAELIREIE O SR
FATT 5 2 L TIRIHE I 2RISR 5,

I, BRHRRES N2 —FOBREN—ERFM R WEE, T0® a v &K TT 5, sHMITLLT
DEY ThHbH, FTA_SSL.3
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Table 7-11 HWEEEIaVDOET

Tyva KT

e

Bl o

ASEEIC L DT T
L6, A—=FVEv b
BT & o TIRE 4L D F
i L= %a

F— Yty MRS AR R
EESh TRy, BHENEEARE

Web Connection

FARIEIC X D EN5E T
LThb, HBIv 77 vk
R K » TIRE STz iy
i L= 5 a

BBy 27 v bR A R L
EINTEY, EEENEE AR

Data Administrator

BASEEIC X DB T
LTmb, 60 syfigkid L7z

Pax

P ] L [

Box Operator,

HDD BackUp Utility,

HDD Twain Driver,

Real Time Mode Twain Driver,

BRI L AR ET
LTob, 5 il L=

AN
=

FERT L E E

TUZRTAN,
TrITARTAN

INHIZOWTIE, ERINZAEDOS
AT ASBREA, B O TR T LD
72, ’EEE Y g TR,

B, T 7 I AZEOER E RV T
ZATAHT OBRBEFRRIFRGED T oL b,

KEBFFROL U o m— N ERf 2 T 508 2 B8 L -k

7.7. FSEPARATE_EX INTERFACE (M4 & 7 = —RX 5 ftkae)

—  *HS7 2HEEE A} « FPT_FDI_EXP.1

TOE [3EFEEMRN O DANE®RE 7 7 7 ZA%A5 LIERZWHERE DA RET 5 Z LIC LY EFERE
BNODERAZHIET DL EHICRET 7 7 AOBEFHREL L L TS, SHIZUSBA 47 =
—RAEELNEA L H T 2= A D AN EF D E F Shared-medium Interface ~#5i%9 25 Z &%
TERWEE L 2o T 5,

7.8. FSELF_TEST (B2 7 X hH8E)

— XIS T DHEEEM - FPT_TST.1

TOE iZ#EFHOT —# 2N L TH V. EIR ON BHCRE (LY — Ra2ffi > CYHEBIEHT — % O
BEEITY, ZHIZXY  RIEAOT —#DNIELLEEFINTZ L 2ERTHZ L TR {LY— KD
SEEMARIET 5 & & b2 HDD BE5{bike & TSF 17— FOIEFEMELZ T 5 HERE 2 121k
%, SHICTOE IXEBIFE ONBRICHIE Y 7 h =7 DOy V2 flZ3E L, S8 L TV AHIEE D—F
ZRERT HZ & CTSF FEfTa— FOEEMEHRIET 5, LY — R b WCHIEY 7 k7 =7 d
SEAMMFEC B W TESEOBEEN KRN IN2GE. TOE ITE 2 VB ELR R L, BEEL%
SEREPR AN
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7.9. FMANAGE (%31 7«1 EIBHEE

—  SHET ARBEEE - FIA_S0S.1(1). FMT _MOF.1. FMT _MSA.1(a). FMT_MSA.1(b).

FMT MSA.3(a). FMT MSA.3(b). FMT MTD.1. FMT_SMF.1. FMT_SMR.1
TOE (LA T OB HMAE 2 1R+ 2,

Table 7-12 &HRi%EE

(el T NE BRAEE
X2 )T MEREDE | BX¥= )T A MEREOEMME, EhbE | UADMINISTRATOR
AR T2,
o —PRGEHRE O EBEEE | FREEFROBREEIT . U.ADMINISTRATOR
HDD 5 —# LEXHIEREE | HDD 5 —# FE X HIREOBIER & U.ADMINISTRATOR
REOEHERR E Rk EE (Mode MFRE) #1TH
B o A P AE B o 7RO EORE (FFEX2E | UADMINISTRATOR
/S LEEFE), Bhu S E2HEAH L - BB
2119,

EIEHET ¥ VB PR RE BERERERTE (BRERSHANDOLEE) U.ADMINISTRATOR
o— P E KRR TOE ~0O = —HF D%k, Bk, B (Group | U ADMINISTRATOR
ID, HEFR) D&k - BH - HIFREZIT S,

2—FEHIRT DG IX L% —ETa O

AR 7 ZA%EFRy 7 RZEREST L0

HIBR T 2 &2 @I 5,
22— ID, &9 ID O—#¢ | User ID, Group ID O—BFIf 1L, 26 | UADMINISTRATOR
FIRELL - fiEBREERE 2179,
EYED W H bRk RE TOEIZD.DOCKLUD.FUNCOE*=Y | /2L

7 ¢ J& % Table 6-15 (2R L7-18 Y #1#1k

T3, ZOPHIZIN DA TV =7 K

DAEMRFICIB 20 Z OPHEH OB

AT DHEBEIXTEE L2,

% /= TOE i3 F.PRT,F.SCN,F.CPY,F.FAX,

F.DSR @&t % Table 6-16 Oi&@ Y FIH#ALd

5, 2o oA TS FO

ERRIFIZI 2720, Z ORI BALERIZ T A

T HHEREITRLE L2V,
UNORMAL ®a 7' A 2R UNORMAL a7 A /XA T — KDOBE U.ADMINISTRATOR
AT — R OBERISHE 2179,
UNORMAL ® w7 > 7% | UNORMAL 11 7oA AU — RDOZEE | U.ADMINISTRATOR
AT — RO FIERE 2179,

HEDNRAT— REEFT5, U.NORMAL
HFR AT — RO%GR - 28 | A/ SA T — RO - BEEIT), U.ADMINISTRATOR
AR
U.ADMINISTRATOR ®» 1 | U ADMINISTRATOR 73 H & D 32U — K | U ADMINISTRATOR
TAUNAT— FEERRE | 2B E T 5, (LEHARHICYEEIHRE S

NCWD72, BEOHEEIZ R ,)
B kD — RO®RE - Z% | HDD Bf S{LASRE CEH 9~ 25 540 b & | U ADMINISTRATOR
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2T I— Ik

HérE ERDT—HTHDHEE LY — RERE -

EHT 5,
IRFZI 1 i D 25 T RE REZMEMERET D, U.ADMINISTRATOR
A=tV kY MEHOEE | &A— Uty MNFROEEEITH, U.ADMINISTRATOR
BERE (T AR PIES R E S TS -

B, BREDOKEREIL R V,)
HEhn 77 v MNEROEE | BEIn 77 v MNEHOEEZ1T 9, U.ADMINISTRATOR
Béne (TR OBE AR ES N TV T

B, BRIEDOHEREIZR,)
RERMEIE R O T | AR SEEEEE T 5, U.ADMINISTRATOR
i3 (HHE 3 NRES N TWBIZh, HED

BEREIZ A2 \N,)
SMERY — SFRRERRE T — & | SMERSRE T — NI T AR ET — ¥ (UM | U.ADMINISTRATOR
DX - SRR P—NDBERT D AL 4R EEET)

DEGE - BEEIT D,
FHE RO LR | B HEREE ORI L AR PRI 2 28 5 U.ADMINISTRATOR
R D2 RS %, (LLHHWRICHIEIE (54y) NEES

NTWBIZD, FREDHEEILRW,)
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Table 7-15 TOE ARt 9 2B E(E

BEk Zu han BE7LTY XA
7747~ PC | SSLv3,TLSv1.0,TLSv1.1,TLSv1.2 3DES(168 bits). AES(128bits, 256bits)
IPSec 3DES(168 bits), AES(128bits, 256bits)
SFRFED — 3 Kerberos v5 3DES(168 bits). AES(128bits, 256bits)
DNS #— IPSec 3DES(168 bits). AES(128bits, 256bits)
SMTP H—3 IPSec 3DES(168 bits). AES(128bits, 256bits)
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