Dell C5765dn
Color Laser Multifunction Printer
TXa)r15—=5vhk

Version 1.1.4

September 2014



— BEFEE —

No. | E#H N=J3y BHAR

1 20134 3 A 8H VvV 1.0.0 #hR

2 20135 4A 18 vV 1.0.1 FRECIBIE

3 201344 5AR 14 8 VvV 1.0.2 FRECIEIE

4 2013 % 11 B29H |(V1.0.3 fEHEIEELE
5 201451 A 14 H V1.0.4 EWEIEELE
6 201451 A 30H vV 1.0.5 FRECIEIE

7 20145 3 H4H V 1.0.6 FRECIEIE

8 2014 %4 A 15 H VvV 1.0.7 FRECIEIE

9 201455 A 28 H V 1.0.8 FRECIEIE

10 2014 % 6 A 17 H VvV 1.0.9 FRECIEIE

11 2014F 6 A 25H V1.1.0 FRECIEIE

12 2014 %7 A 22 H Vi1.1.1 FRECIBIE

13 20148 A 78 Vi1.1.2 FRECIBIE

14 20144 8 A8 H V1.1.3 FRECIEIE

15 201449 A 8H V114 FRECIBIE




1.

2.

3.

4.

ST AEEE ©veeveeeereeeereeeeeteeetteeeteeeteeaeteeeeteeeerteeetteeeraeeanteeanes 1

1.1 ST B i e 1
1.2 TOE B BB o it 1
1 3. TOE B et 1
1.3.1.  TOERAIBLUE B TR A TABE o 1

L T O O @ /) - PP 1

1.3. 1.2, TOE M R g D B Al ..o 2
1.3.1.3. TOE DA AEE BT o ) T BE oo 3
1.3.2.  TOE R BRI oot e 5
1.3.3. TOE LUISADN—FIOTTRERLEY TR IITPRER e 5
1A TOE BRI oo 7
1.4.1. TOE B DR BB B e 7
1.4.2. TOE DB BB ...veee e 8
1.4.2. 1. TOE MR DB AR . 8
1.4.2.2. TOE DRI SR o T aBBE e 10
1.4.2.3. R T BB A T B D T e 13
1.4.3. TOE DMERBIEIRE ....oveiei e 15
1.4.4. T 16
BB IR cvovveeeerereeeeeceete sttt 17

72 T O O 17
2.2, PP ERIIT=IERR oo 17
2.2.1. o e PRSPPI 17
2.2.2. D T = R e 17
223, BEIRBL ..o 17
EFAUTARIETEZ ..o v, 18
Bl BB i 18
3.1. 1. TOE B E .ot 18
3.1.2 = PP PEPPPPR 20
3.2 AHBIOEFIITATE ovoorerrreoresesseoeeseoseeeseesssese oo 21
3.3, HIE R .o 21
EFAUTARIE R 1o, 22
4.1, TOEDEFa)TAR R AR .o e 22
4.2, EBRREOEXI)TAR R AR o 23
4.3 CRUTAREAERIL ccoovvvvvooeeesseooeessscssessseess s 23



5.

6.

1.

8.

9.

TG I DY = S =~ 27

ST T TN - B 7 =30 27
= L - = = 28

T I = L g 3= - 32
6.1.1. N o\ U = T L B - 32
6.1.2. o N A O S ==y 1 1l S 36
6.1.3. DS A FDP: B T — R R . ittt 37
T T SRS b 3 N o N 1 D1 42
8. 1.5, DS A M B a T I e 46
R T s b by o = R ] /) -, 53
6.1.7. o o R = 4 1) AW b o = 3 54
T =i L b e v - 55
6.3,  TFAUTAE AR o 56
6.3.1. N Sl e - R o i 56
T v & 1) <511 60
B.3.3. R AUTA R AR e 63
BEO] =X L =T 64

R P = L S o2t . - =TT 64
1.1.1. N=FF1ADEET ALEEFHEBBE(TSF_IOW) i 65
7.1.2. N—FFAADEBERET IS EHEEE (TSF_CIPHER) vivivieiiiieeeeieeeeeeeeenenes 65
7.1.3. A—H—BEHAE (TSF_USER_AUTH) « ittt e e e e e e e 66
7.1.4. AT LB E T 1) T4 EIRHEAE (TSF _FMT) e 71
7.1.5. AANY—IVIZPIRERIBRHEAE (TSF_CE_LIMIT) ottt eeeeeeeeneae 72
71.1.6. TR AT A E B O R (TOF FAU) ottt ittt ettt et e et e et e eneesneeanness 73
7.1.17. REFRY R )= DT — R EHEBE (TSF_NET _PROT) ottt eaeanens 75
7.1.8. 79270 F 1) TAREBE (TSF_FAX _FLOW) .erviiie i 77
7.1.9. B T AN RE (TSF S TEST) ittt eiie et e e ee e e aeenanas 78
Y I R = = 79
8.1. = 79
8.2. = 80
B B R e 83



— RRBR —

N @Y DG i B | = = 5
2 MFD AN Iy bE TOE D BB B ...ttt eenes 8
Sl G Sy VI N e 523 1O A0 T 2 0 11
4 MFD OB 129 hE TOE DMIERRIERR ....evirireiei e eeee e et e et e et e e ae e e eaeeaaeaneenns 15
D R E R o RN B oot 19
R 1 TOE B R T D R e BB Al ..veniriir e e e et e et e e et e b e e et e e aaaaes 2
e A L0 =y bt I 3l == 7
G T IO T =) =7 N3 1~ 9
R 4 TOE R E T — AT E 8 ettt et 19
E T 1 20
e SIIR 1= L0 = i L) by 5 I 3 21
E A1 <X =P 21
E I IO e L) a0 i 3y T - 22
R O BRI DT 1 T AR B A T ot 23
£ 10 XTI ERAHERRTIEBE . BT VT AHRUIHIRESE o, 23
T 11 tX )T BEEEICH TR EF ) TR AT IR ..o 24
F 12 TOE DB R BRE A ICE B U E BRI R IR oo 32
® 13 YIVIDMATIIDMDUA RS LUATITTRDIBEDUAR (o, 38
e Ty B Ay 2 5 5= 39
T 15 PO AR R B T D R Al . ittt 40
% 16 YT IV PBEROUYA NS LPERDFANESIFEEITIRIEDUAD oo 40
E A e L) o -1=17) L)y P 47
E R e L) g == /)L 48
g L I ) -1 o= 49
2R 20 TSF T BB E Y AR ettt 50
Fz 21 TSF (Lo TR SN B LFIUTABEBEDUAR e 51
e A = R L P 55
£ 23 X AUTABEEE R X TR R A OB R oo 56
xR 24 tFAUTARAERAEICEBTFIUTARBEZEHARBL ..o 57
R 25 R AUTAREREE A DR — R R ODIRTETE oot 60
& 26 TOE 1) T4 HREE T F 1) TAHEBEE H DRITEBERR « e 64
E A i L) g ==X 1) L= 68
e < s Ay X1 i 69
E A I L X 73

-jv -



1. ST#iER

Dell C5765dn &¥azlrr4—TvF

AETIH, ST SR, TOE £, TOE 1. £LU TOE EEk(COVWVTEEHR T B,

1.1. STZH

AEITIE ST DHAEERELCIRT D,

B4 b Dell C5765dn Color Laser Multifunction Printer
' EX1FA=Hy

N—3v: Vi.1.4

RATH: 201449 A8 H

ERE ErPOvDAK%A St

1.2. TOE S

AHIClE TOE OFAIEHRESL DR TS,
TOE (& C5765dn Color Laser Multifunction Printer EUTEIET 3,
TOEIZLLTF®D TOE &2EN—V3aVTHAIT B,

TOE 4&:: Dell C5765dn Color Laser Multifunction Printer
Controller ROM Ver. 2.205.1
TOE ®){— Y IOT ROM Ver. 3.0.2
ADF ROM Ver. 11.1.0
Fax ROM Ver. 100.19.0
FRE: sV EHt
1.3. TOE#H=E

1.3.1. TOE #BAIBLUEELF1UT1H4RE

1.3.1.1. TOE O#&5l

ATOE (X IT &S THN, JE—#RE. TUIA—HRE. AF v —HEEE, J7DAMREEF T3 T IRIEEH
(Multi Function Device B&#iMFD) T3 C5765dn Color Laser Multifunction Printer (LL[%.

B(CTMFD1EEET) ThHD,

TOE [&. MFD £K0HEH LT, REN—FTAAVEECERINEXET 3. FIRFHXET 46
JUEFIUTAEEAY T4, - TOE EUYE— MEORERRY FI—D EICHFAETEXET—H. TOE

TABLUEF )T BRI T BB RETIRMTHS,




Dell C5765dn &¥azlrr4—TvF

1.3.1.2. TOE et 3 HHLaErE R
& 1 (CTOE h'iefit 9 dHRECHAETRAIEER T B,
& 1 TOE MR T S aELHEAEE R

FEREFE R TOE h'iZ2 £ %545

REIRIVEEE

-OE—HERE

POVERS T

‘A% v —HEE

R <Ry MDA R

- IO AR RE

ALY N I7PD AR BE (RIKRFREERF D)
-1JE— b Configuration ##E

N—=RTFAADERT I L EEHEHEE
‘N—RTFAADERT IR S L e

-1 - —FREE R RE

- VATLEEECXIUT BB
THaUT118E HARY—I VI PR EHIBR M RE
-EXIVTAEEEOTHEE

-RERRY MDD TR EMEE

= J7PDATO—tF 1T HERE

‘B TAMERE

- JPDAMERE HA LD N IPDAMERE. D7D AT0— X 1UTEEEERTRRNICE. 77DAN— K (F
To3V) DEFRIMBETHS,

- TUVA—HEEE. AR AM LD MO ABRERE AT 32HICIE. TOE SAO— R FIAE DS
PUMBLUVATLEBEDFAT7 Y MITIVVA—=RIAN, 29 MT—=DAF v —1—T1)T1 B LU T7D
ARSI NBA VA R=IENTNBENDBETHS,

- A -EREIRREICIE ARIRFRRIC /M EREREL D 2 FEFEDFRRE A RXABN. B FEICLD TOE (FEBLHD
RELAXTENMET D,

ASTHTIE. CO 2 FEBHEDRIA AR TEMENELBZIZSEBAREEIND, T, HICBARELTEMES
(F. EBLDRAARTLRIVEIMEZ TR _EZEKEKT D,

SVEREREE A ZIC(E LDAP F2EiEE Kerberos FREEN' $HBM. Kerberos FREEDIG & CFIAE KX EIEL
TSAGATLEEEER) ZRTEI 581 LDAP Y—N—-t L ELBS,

- Kerberos REENHZEICE . RIENNRIDODFBEETID ENAT— RFEF AT 0TI AX—Mi—
R(CAC/PIV)&FIAT2:ERNAIBETH D, FRELIEAY— MI— FRAO 1Y —1EREIAEEFEAL.
OCSP H#—=N—£FALTITI,

- SAERTETBICIEEHRIC LDAP H—N—HhE(CED, COAY— M—FORIIZFATIEEE. 7
Tav0H—F)—H(TOE &N ) DIEHFGEHNBETHB,



Dell C5765dn &¥azlrr4—TvF

1.3.1.3. TOE OfERZECEETLF1)T1HRE

TOE 0EBFEREELUTICRT .
- JE-HERECIRAE) SRIVBEREICED . BRAE SR oD — I FI A E QR RICHEL. IIT TRIEZHHA

& 10T LNENRIESTI. R—RBEOEHMOIE-—DERSNIGE . IIT THRAPAVEXET R,
—B MFD OR#EN—-FT4ADEE(CERSN. EEHHKE ., AEN- FTAADEEN bFHH HEN
TENRIEND,

- TUVA—HEEEICED . —EFIREBE DA77 M oE ESNEIRIT—2%7IVR—XULTEIRIT %,
- Configuration Web Y—JLIZLD. MFD (Zxt UTAFvF—#EEICLNAF U LT, BBERYDAICH

MSNEXET-HE—RFIREBEISA7V M OEDHT,
SHICVATLEEEX, Web J50H%2#) MFD [CX LT, TOE BET—ADHERLESRAZT
Yo

+ AF v —HEECIRVEIRIVBEBEICED . BRIV LD — AR FI FAE DIERICHEL. IIT TREZHH

A#H . MFD ORAERN— RF1ADEEBICEONERBRYDIAICERET S,
ERINEXET-AE. —iRHG Web 759H%419 % Configuration Web W—)LpxyrD—5
AFvF—=1—T4)71 (RKRZBEEFEDH ) DEEREICIDERNDH T,

© FYRI—DAF v UBREEIR R SRV REICED B AE )R D L0 —REFIRE QR RICHEL IIT TR

e AHEIC MFD [CERESN TVSIERICHEST, FTP #—/1—, SMB #—/)\— Mail ¥—/{—
AXET-HMEEEIT,

© TPDAMBELARAENNRIVIEBEICED ., D7D AERIEEITI. TPDARERRERILDOO—ARFIA

BOERICHEL, IIT TREESHAH . AR BEEERBICIVERNBFRICET HEE
59%, 770ARBRAREFERRMBICLVEGRAEFENLEONLXET-FEREL. IOT 15
ENRIEITONRBINYDANEINT B,

- AU RIPDABEREICED . T—AETUY bJaTdELT MFD (232D, #RICENRIT e, TP ARERE

(CEN DR BERMRFELERALTEET S (RREEERDH)

TOE ZUTOtF1)T1HEEZIRHET S,

(1)

(2)

(3)

(4)

(3)

N—RT4ADEBET I L EEHEHEE

AE—. TIVA—BLUAFv T —FDEEEEDENER . N\— FTAAVEBICERINZFAZHDX
ET7-AQLEEFHEETOHEETHD.

N—RT4ADEET S EE

AE—. TIVA—BLUAF v —F DB RO ERF P R IEMBE SR EBF S\ — FTAAVEEBICERE
SNBXET—APLFIUT(EEDT TN S EITOMEETHD,

1Y 25 RE

HFRISNIZAFE DRI AELIHC TOE DR ER T 2HEREHEILWHIC, BIESRIVELIE— AR
FAEBDIAT7VMDIPIARIAIN, 2YFI=DAFYF—1—T1)T1. Web F50Fhb1—5—ID &
1= AD—REAHSEBTHRIRITEHEETHD,

FAY—M— REBEEIAY— MAO— F(CAC/PIV) 2 FH U T AIZREE T 14 RETH D,
VATLEBE X1 T EEHEE

BENKINEFLRIOATLEBED (T Mo, BASLURI SNV ATLEEEN . TOE O+
A)TAHEEEICRET 3R E DS BELUER VAT LEEEOHNMTABLOICT 2HAEETHD.
NANI—I VIR VEHI R4 e



(6)

(7)

(8)

(9)

Dell C5765dn &¥azlrr4—TvF

NAM—IVIZPN TOE Q¥ ) T4 HEEICRAT 2R DSBSV ERETELG(TIVATLE
BEDHREHIETHD,

1T BEENT R

WD, SN, EDLIBIEERATOENELDBRPEERAAY M BIZEESPEREE. 1-—1&
ERRE) &, BEFEERT BHDIEETHD,

RERRY D—DT - {REM B

RNERYII—DEICHEETIXNET A, tX1UT1BEENTT-IBLU TOE SR ET—AELVWEEE
T—RERETIHEETHD, (—IRMBEESL@ESOMIIL(SSL/TLS, IPSec, SNMPv3,
S/MIME) [C* 59 3)

I7H270—tF2) T #EEE

NREERFEEODTIPIAN—FEE LT TOE OREBPRAZRY FI—=DIA RIECPHELATEER
THCHEBETHB,

B2 TAMERE

TOE @ TSF £473—FBLU TSF T—HDTTL M ERIE T 2/=HDHEEETHD,



Dell C5765dn &¥azlrr4—TvF

1.3.2. TOE FIRERE

A TOE (&, IT ®HAmELT— MG EHFL 1AL, TPAT70r— I BETHERY FI-DDE BN LIRESN
ARy II—D, AR BERBRASLIVFREISFM7Y FEERSN TRIRASNSEEEELTS,
TOE 0BETHFAREER 1 (RT3,

i

—RFIAE

- -~

. L. \\\
! VAN: !
 K9MI=5

|
! — RIS
A

—RFAEIIAT U+

VR S R PA

PRI fmmmbmem
"FYRI=DAF YT — : ! FYB— RSN
1—5474  IPAT 3353»%7;4\

—RFABEIFATV L

Web 759

Kerberos H—/\— —iRFIAE HANY—  VATL

IVIZ7 BHEEH

_______ USB AF«7 USB
T
USB
AT LEEE
D347k
-Web 759Y
JAT L
EEE
[ Mail H—/{—
AR
[ SMB H#—/{—
[ LDAP H#—/5—

OCSP —/\=

1 TOE 0BFETSFIARE

1.3.3. TOE LISADN—FOI7HEREY T MII P8R

X-1 [TRTFAREOHT TOE (& MFD THY., TEED TOE USNDN—FIIPHLUYV T MIIPOFE

EEE

(1) —R&FAZBISAMPVH
N=FOIPERAD PCTHH, TUVE— RN, 29 bI=DAFYF—1—TAUTAELVTPDARSA
NV AR=ILENTHED MFD [CHLTXET-ADTIVIER, BIUXET-IDTFHAER,
XETHAOENH ULEREITICENTES,



Dell C5765dn &¥azlrr4—TvF

Fz. Web 7594 ZFEALT MFD OAF v+ —HEEICEDAF v UL X ET—AOENE LEKREIT,
F—EFIAED MFD [CEBRUVZRBRYIADRNYIAL TR, NAT— R POEAFIR. BLUXE
DEHHIFRIEEDEELEENHES,
USB TO-NILEGRSNTLBIEE .. TIVA—FIAN. BLUITZDARIANBA VA =ILENTHN.
MFD [ERULTXET-IDTIV MER, BLUXET AN IFDABREITOIENTED,

(2) YATLEEBEDFMTH
N=FI17IZAAD PC THN. Web 7505 &FEHALTTOE L LT TOE BET—ADSHEHPER
BITOCENTES,

(3) Mail 4—)%—
N—F217/0S [FRAD PC 39 —N1—T&HN. MFD [FA—-)ILF7ORIVERWT, Mail —)1\—&
XET-ADEZIEEITI

(4) FTP H—/3—
N=F917/0S [FRAD PC FEH—)1N\—T#&HN. MFD (& FTP 7O MIILZERA T, FTP H—)\—(CX
ET-3DFEEEITI

(5) SMB #—){—
N—=F917/0S [ERAD PC F£ldH—N—=T#&HN. MFD (& SMB 7O RJLERAWNT, SMB H—)1—IC
XET-ADEFEZT,

(6) LDAP #—)5—
N—F917/0S ([ZAE®D PC £[3H—)\—T&%N. MFD (3 LDAP 7O JILZRA T, LDAP #—){—
h oA R ERDIGEEITI. FEFABRBNELTO SA BEHRZMIGT 5,

(7) Kerberos #—/\—
N—F217/0S FRAD PC FizdH—)\—THN. MFD (& Kerberos 7O +ILEALVC. Kerberos
F—N—h oA ERDEIF Z1T I,

(8) OCSP H—/{—
N—Fo17/0S [FRAD PC FldH—/\—THD. MFD [FEEFAZE DL NFERFREN A IICHEOTLY
154513 OCSP 7ORJILZALVT, OCSP H—N—Nbo B2 AAE LS DOIIBAE(CRET 5 A N1EHR
DEIFZEITI

(9) H—FUY-4-
AY— MI—R(CAC/PIV)(C&d PKI ZBEEEYR— b 30— A EDEE,

(10) USB X747
COATATITRBISNTT—ADT)Y FELUAF v T—IDIEHMICERT S,

(). Q)O—MEFBAED M7 eV ATLEBEDZM17 0 OS (& Windows XP, Windows Vista.
Windows 7 £33,

(6). (7). (8)D LDAP H—)\—. Kerberos #—/\—, OCSP #—/){—[& Windows Active Directory
£3%,

(9)DH—RkY—4—(F SCR331, SCR3310 v2.0&F %,



1.4. TOE &k

Dell C5765dn &¥azlrr4—TvF

AETIE. TOE FAERE. TOE OiRIERER ., SLUYERMERCOVTRRT S,

1.4.1. TOE B:EnF AHEKRE

A STT.TOE(CHULTHEETSIFAEREER 2 (AT S,

& 2 TOENBEISFAERE

BiEH NEHHA

o gaRs TOE &AL GER Y SMBOBRIEEFIEEE,

— A AE TOE AMR#t93IE—#RE, TUV5—#EEE. TPDARREF D TOE HAEDH AHE

S — TOE OYVATLEEEE- If?%%%féﬁ?ﬁit&)@ #%%IJ?E*EBE’&%O_%H%%

N DEAERILELU Web IIOFEEMALT, TOERBOHFREDSH
/E# . 5LU TOE tFaUTHRERE DS R/ EHEITI.

prrg—1vu=7 | P2 PR=IVIZPRDANR-IVIZTERDIVE-T1-&HEMAL T, TOE O
HBRBIEREEIT.




Dell C5765dn &¥azlrr4—TvF

1.4.2. TOE MimIERIEEE

TOE 0w ERIEEE I 70T 5 LDEHEETHS.

2 [CTOE MiwEHIERZECIRT D,

N—FTARDEIR
T AR S{bikAE

AXvF— &Ry FI—
DA UHEE

TOE o ——
E JE—F
| — & RE | — 1BE) SR HEEE Configuration
5 HeRE
VATLEEE |- -
, 15— RE*yFI—D
HAANR—IVIZT| AL M AE TRREWEE
- FU—5— 97‘7_'L*E=:EE% )R- t4he
i 1) &t =
LDAP H—)f— | X1V TAEEHEE | | (FaUR—XHEe)
Kerberos #—/\ T 7 T
OCSP H—J{— t#J'J%%?ED’J JE—##sE
J7DA/HA LDk
ARBEERE |« > J7D AR HE
* J7HA70—
| R

ﬁﬁ%ﬁﬂ|

YATLEEE
9347+
-Web 7594

—RFImE

DIATFUk
"TIVRESAN
"IPDAETAN
"FYbI—DA%Fv
T=1—74UT4
-Web 7594

N—FT1ADER

NAMR—IVIZ7

F-nrEE ke [ RERIRERE
BE7AMRRE

RNEN—FT1ADEE NVRAM/SEEPROM
AEE | x® B TOE | zofn
HXE | F-5 Oy BE | BE
75 75 F-5 75

FTP $—)%—
SMB H#—){—
Mail ¥—)\—

Lt 7 NN

USB AT(7

1.4.2.1.

2 MFD AQ#& 1y he TOE DimIEAIE

TOE W@t IS E A b RE

TOE (F—fEFIAAECK LT, Fid & 3 OLIITERMEIIRIVERE. QE—#aE. TV —HEE. v —1#
BE. RYMD—DAF v UBERE. D7D AMERE. A LD MO AR RE (RIRSERIRE DA ) . BLUPVE—F
Configuration #8e%12 3%,




Dell C5765dn &¥azlrr4—TvF

& 3 TOE OEAREE

tHaE M=

45 R RE BN —RFIAE. YATLEERSE  DAMN-IVIYZ7H MFD 0
REERIATILHOBRECLERI - —M1V3-TJ1-AHEETHS,

JE—-#Hae JE—#REL . —ARFIAED MFD OBENRIVDOIERET S EICED, IIT TR

BaERAERD IOT HNAERIEITIOHRETH S,
F—EROERFOIE—IIERENEIZEE. [IT THRAFAAVEXET AL, —
B MFD OREN— RTAADEECERSIN. EEEREE. NER/N\— RT1 A%
ENbHH HESNTEHRISNS,

TV —HHE

TUU5—ted . —RFIREN—RFIREIFA7V TV METRELT, 7Y
V8= R34 Nt UTERSNIZENRI T —53h0 MFD A S MFD [FENRIT—4
EREMTL. EY by T T—RICEMR (TFIVR—X) LT, IOT hoEIRIEITOHEETSH
%

TUU5S—HERE(CIE ., B IOT hoERIETOEE TV be, BV bIvT T % — B
HIICRERN— RTAADEREICERE LT, — A AENEE RN SEIRITERZL
TE T IOT N oFIRIETIEET IV MBS,

FIZHMER USB ATAT7RDT IR RIDDIEELTIIV M BATAT7TIVH
HaEN' BB,

AFv—HEEE.
FYRI=D2A%0Y
HERE

AF v —H#EEEE . —RRFIAE N MFD DIRME)IRIVDDIERET B EICED, IIT
TRBEHHID, XET-HELTRERN— FT1ADEBEFEIE5MEB USB AT47
NICETETPHEETHD,

ERNEXETAG, —BFAEN—RIAEIIAT7Y M eFEST
Configuration Web Y=Ly rI—DA%FvF—1—T4UT4 (RAKRBELFFD
#) [CEDERDH I ZENTES,

FRYPI—DAF v UREEIR MFD [CERE SN TLBIERICE-S T, — i FIAED
MFD Q& {ENR I bRETEEGHBRNZRICEEMIC—RFAZEISFI7V M FTP
H—)\—. Mail —)\—, SMB —N\—\ER:X T HHEETHD,

TPDARER . D7D ARBETPDAZENHD. TPDAEER—KFIAEN
MFD OIRENRIVDDIERET HLICED., IIT TRIEZSEH BN, AR EFEE R
MICENERSNZEFRICXETHEEETD, I7IAZERLAREERR
REN UTEGAEFEIOEN TREXET—AEZIETIMEETHD,

NALD R I7D AR RE
(ARARFEERERF D)

NALD NI ARERER . — R FIREDN—RFAEISA 7Y Mo HkeLTT?
DAEEETET DL, TPDARSANEN UTHERLSNZENRI T — 50 MFD A48
SN, MFD [ENRIT &R L. EY by TR (FIVIR-X) LT, 779
AEETHCEBRICARBERMBPEFERALT. XET EEETIHET
Hd,

JE—F
Configuration
HaE

JE— b Configuration ##Eld. VAT LEBEN VAT LEBEDSFI7V D)
Web 73086V AT LEEBED ID £/SAT)—FEAALTMFD (CEBEESNBE.
TOE A® Configuration Web Y—JUZ7DEALTYATLEBELF1)T4E
EEHEREICED TOE SR ET—HZEH T IHEETHD.
F—RFAEN—RRFIAEDSMTV O Web T30 601ERICED . RERN




Dell C5765dn &¥azlrr4—TvF

—RTAADEECEE N TV B AT v — Do MoNTEXET - IrIA%Z
ET-A0EMDE LEITICELTED,

1.4.2.2. TOEWR#tI2tFa 7148

A TOE BRIAZECHLT, LTotFa)T# Rzt 5,

(1) N=FFAADERT A LEEHEMAE
REN—-FTAAVEEICEFEINSXET AL, FIANKR T UTHIBRSNARICE R BRI IHHIFRS
N, BRESNEXETIBEREBBIRSINGD. COEHREN-RFT(AVERE LICRAZFAXET 3
ELTRELRREICES, CORMBEERRRTBIHIC, JE—HEE. TUUF—1#EE. AFv—1EE. =Y
RO—D2FvUHkRE. TPDAKEE. BLUSM LD MI7D AR EED YT E T RIC. REIN- RTAADEE
[CBBENLFAFHIXET FHLT, EEEHEEIT

(2) N=FT1ADERT—HES{bHkaE
REN— FTAADEEICIRBNYIANDXE T -1 T EEDNT T-ADLICERNE TSN
THLENRITET AN H% . CORBEERRRT B7zH(C. JE—HERE. TUUA—HaE. AFvH—HaE. *ob
=DA% v UL, TPDABBES SUSM LD M7 A REB VR B DB IR REER TE R ERN— R T/ A
DEE[CEBEINSIXET AP 1T(EEANT T A0S LEIT O,

(3) 1—Y—-25EHae
TOE (&, BFRISNTHFEDFIAALFIC MFD DHEREEE AT IHEREHFLEHENTES,
BAENXNELZRRREIZATVDIFOARFAN, 29 FI—=DAFvF—1—T4)T4. Web T35 H
b1—Y—ID &1—Y—)\AT—FEANEBBHEEAY— - REREEN DS,

BAIFREEN T LRI AE DA N T RO A A e,

a) AKBRIEN R IV THIEISN D HEBE
JE—#8E. T7DARLEE GE1E) . AFvUMEE. XY D —DAFvURkRE. SR RYD AIREREE. TV
B8R (T3 — FIANTORIEEE DR EN FH THOENRIFFTIRIEN RV TERIET )

b)RIREDIFA7 Y DRy FI—DAFvF—1—T4UTATHIEIESN D EE (NAFREIFFDH)
HERYDANDDXET—AEE LIEE

c) Configuration Web Y—)L CHIfHEN 21 AE
BHIREBORR. V3T KB - BEORT. HERYIANDOXET—HEH UEE. 771 ILIERE(C
£37V MEEE

TV TAHEEE LTI —EREEEEE R . MBENEROFAFCLENTELTAEN- FTF1ADE
BENOXET-IERIEICRHHTEEMHCHEEETHD ., LEEDFEEECLNHIEHSN 2 HRER D
ANRBEENRINFZRAT— M- FTEREET3HEOERT )Y MERE(TM K- MUY MERE) B LU
FERYD AR RE

-Configuration Web V=)l %Y I—D2AFvF—1—T4UT4 (RABIFDH ) MoRILTDI5E
DEHEBRYDANbDXET IR U EE GRERYD AR 4E#EEE) . Configuration Web Y—JLhvb
DIPAIWIETEICLR BT MEBE(T51AR— )Y MEEE) B F 1) T4 BEICSZ 1 T3,

-10-



Dell C5765dn &¥azlrr4—TvF

l—ﬂb@*ﬁ%ﬁ%@uuul—tju 7&. 3 LT?’

FHREOIS( T —
— ey KO 2% ) —

FIVE—F5AN WebI59F | (1o

(RARIEFOH)

/ I\
/

~. /
— 1

Ik AFEYT—5

HRAYIA

TPDARIET S

BAENRIVELRIZAY— — FTERE

'
\ ENRI /

B 3 TFHAR-rT)D reHBRRYDADEEE 70—

o BTV MERE(TIAX—TUY MERE)
MFD TI 734 R— UV MCRTFIDEEZLZSE . MIABEDNFIAEDZA 7Y MOT)VR— 541N T
RAEEERELIIY METRET L. MFD REIRIT—43%EY by T F—R(CE#(TFIVR—X)LTT

FAR=FFYY PELTA—H—ID ZEIZHFELTRHRERN— FT%ZU‘*%L REETS,

F7z Configuration Web Y—)Lhb1—H—1ID &)SAD—RFEA AL, FEBERICFIRAEBDSAT7VFAD
I7AIIEEICENTUY MERET B AEREEFICI—Y—ID JeDTF3M K= UV FeLTRERN— KT
ADEBC—EEIND,
MAZEE—RFEEINCZTIV MR 3‘67' HIZ. MFD O#EN RV D1—H—ID &) AT — k%
ANTEINAI—bI—F(CAC/PIV) ZfEA L. FBEESN 31— —ID (SR ULET)Y MFEDUA M
(FHRRENS, FIAERDUA M GEIRIIETR ., FEEHIBROIERNAIEEEL D,

o BRRYDAZRIEHRE

B 3 (CERRENTVEWIIT EARBERIR (7020 B) M oRBIRYIACAF v T—RETPIAZ
ET—REENTHENATRETH S,

AF v T-REBEBRYDAIEMNTBICIE. FIAED MFD ORENRIVDLI—H—ID E1—F—/)IA7
—FEANTENAY— bI—F(CAC/PIV) &ER L. FREESNBEAFT v UHBEDFI AN AT REICTIN., 8
ENRIDDAF v IR RETBEICED IIT NRFEZEFHEA D REN\— RT1ADEEICETET S,
TPIARET-AEBERAVIAIEMNTREE(CE 1Y R THT . AREFERRBENLTE
AR F RN OE N TERLETIPIAZET D5, EERICHREBRNVIATIRE VBB I7IAZET—
B HEEFOBEESCENTIPIARET . EETTEDI7IAZET - ANENENIEESINE

-11 -



Dell C5765dn &¥azlrr4—TvF

HRINVDAICBEBICHEMSNSCETRIREEE D,

FFeSniz1-Y-ID Ctn@ERFERRYDAL., FIAENEE) IRV, Configuration Web Y—)L&
ZEZRYFI=DAFvF—1—T4) 74 (RKBEERF DH) Do 1—H—1ID &)NAT— F2 A H1T%E MFD (&
RERCE RSNz —ID &NAT— R —ETEDEFIVIL. — BB EDH RN BT LR YD
ARDT—EHERT S ENAIREETS., BX LWEIR . HIFRDIRENEIREES S, #BRAESRILDDIE AT
— M— FRREE TERARICEREN AT ReE 8% o

(4) YATLEBECX1)T1EHEREE
A TOE [, H3BFEDFAENFANGERERFLEILHIC, VATLEEEE-FOT7IEAEVAT
LEBECOHCHIRLT, BEASNLIATLEREDHC, B RIDNOTROLFIVT(HEEDS
RERTEEITOEREFAIT S,

* N—RFAADERT I LEESHERBEOSRERTE

* N=FTARDERET IESEHEEDS RERTE

* N—RFAADERT IESEF-DRTE

© KERNSRIVDOOEBEERF D) NAT — FE R EEDS BEERE

- WWEESE IDESAD-FRE HWMEEEDH T

- SA, —f&FIAAE ID OSRERERSVENAD-FRE  RKEZELFRFOH
© VATLEEEZXBICLIS PV AERHAENSREERTE

- A-Y-)1AV-R(—RFIREL SA)DXFHHIREEDSRERTE  NMEZARDOH
+ SSL/TLS BIEHKAEDSIREERTE

- IPSec BIEHAEDSIRERTE

- S/MIME BIEHAEEDSREERTE

+ 1-Y-RRIHRENS RERTE

- BIETIVIMERROSRERTE

- Bt BRZIOSHREKTE

+ BETAMERRDSRERTE

FEARTOE FVATLEEBEDSM7 Y b Web 75985 %5&UT Configuration Web Y—JUICED,
FREESNE VAT LEEENDH(C, Configuration Web W—JUZED T EROEF 1) T HEEENS REER
EZITHOEREZHAT D,

- EWEEE ID ENAT-RERE S EHEEEDH T

- SA. —&FIAE ID DS RBEFREHLUNAT—FEEE  KARIFHFOH

- DATLEBERIRRICLS TV AECHEENSBERE

- A—Y-NAT—R(—REFIAEE SA)DXFHFIREEENDSBERTE  ANMAREIFFDOH
- PFAUTEEOTHEENS BERTE

- SSL/TLS BIEMEENSREERTE

- IPSec BIEHRENDSRERTE

- SNMPV3 BEWEENSREETE

« SNMPv3 225E/ S\ A7) — RDERE

- S/MIME BEHEEDSRERTE

-12 -



Dell C5765dn &¥azlrr4—TvF

- X.509 SERRZE DR/ 7y7O—R/HD 00—k
- 1-H-RAHEEOS BERTE

(5) DANI—IVIZT7EEFIBREAE
ATOE G hAMR—IVIZ7H(4) DY AT LEBE 1T B EMEECRE TR ENSBELUE
BEAHELGVLSIC, BBIESNEVATLEEEDHICIR4E)/IRILE Configuration Web W—)Lhb, 5
AMR—IVIZ7REKRERIROE S/ BUNOSRBEFZELZITOERZF I 5,

(6) tF1)T/BEEENTHEE
A TOE (&, L2, HEH, EDLIBIEEEATOENELDBERPEERAAV M BIZEESPEREE. 1
—H—1RERE) & B RERTIEHOLFIUT BEEOIHEEFIRIE TS, ORI IATLEES
D F FHTTHETHD . BE PR OT=HIC Web F50H%:&UT Configuration Web W—)LICENAT
REIDDTFARTFAIINTAIYO- RTEENTATEETHD, YATLEEENF1IUT( BEEOIT—4%
Hy0— R 3RHICE. SSL/TLS BENREICHRESNTIVEFNEEE LI,

(7) AERYII=DT—H{RFEHEE
A TOE (3, ARy IV EICERTEIXET I, tF1UT(EEATT-3ELU TOE BRET—HE
VWOIBIET—AERETILHDLUTO— BB SEBETONIVICHIET S,
- SSL/TLS 7Okl
- IPSec 7O0RIL
- SNMPv3 7ORIL
- S/MIME 7O0RJ)L

(8) Z7HA70—tF1UT1tRE
TOE A{EAT 3V D770 AR—RIEIY FA—5R— FROFERA VI—-J1—-ATHEKSN S D, NREEE
E#RENDTPIAN— FEE LT TOE OREBPARERY FI—DA FECPIEATHIE>H KL,

(9) B TAMESRE
A TOE ($. TSF R4TA-FBLU TSF T DT LM ZIRAL T STLHNDE S TAMEREERTT SN
AIRECH B,

1.4.2.3. tFIUTAHEREERNCTIHDRTE
1.4.2.2 X1 UTAHBEEARICT IEHICVATLEERE R TOEICUTOREET S ENBETHS,

o N—FTAADEWRT I LEEHEMAE
[Bah]ICExE

o N—FTAADERT - HRESbikae
[BR]ICERE

o KKK ODFBEERD/NAD— FE AR EE
[A®]ICERTE

o VATLEEEFMRRICLIZ VI AEDHEE

-13-



Dell C5765dn &¥azlrr4—TvF

[5]EICERRE

A—H—=NAT— R (—REFIAEE SA) D=/ FHUHI R 18 8E
[9]XFICERTE

SSL/TLS @{S#sE
[(B#]ICRE

IPSec @S ##E

[BR]ICRE

S/MIME @1{E#aE
[BR]ICERTE

11— —FRAE#EAE

[ ARSI E R[SV ERERAE )ICER TE
BTV Mg

[FAR= TV MIRF ISR E
X1 T1EENTHEE
[BR]ICRE

SNMPv3 @E{EH#EE
[BER]ICRE
DANI—IVIZ TR VEHIIE 4 8E
[BR]ICRE

B TAMERE

[(B#]ICRE

-14 -



1.4.3. TOE O#¥EpEEE

Dell C5765dn &¥azlrr4—TvF

A TOE OMEMEHEIEEHEARTHD. B 4 (CMFD ADOE Iy MERE. TOE OYEREBE %D

Y3,
..................................................................................................................................................... . [VASLEEE
BIERRIL Ry 50T AvFIRILTA1AT LA PRENNE 2 E
- F | pARY-IVYZY
- L [VATLEEE
i ADF 1> PR—5h—F N RS ]
| |ADF i—K|| . O RRE TN FTAR L L ;ﬂﬁﬂiﬁﬁfﬂ el
i et N S ——— WOERET-A0 e NVRAM ||| | ai "
ADF HE el | R 21l |[FTPH—)i—
ROM | [[¥77% || AFvd— 1 EEEHR 8|+ SMB H—/1—
l&ckyh—il e et ARE ..
| H A% ToIIIIIIITA AT ~| | LDAP F—)\—
1 T T N= BT Y IZTHR L 1| Kerberos #—/){—
,'::::?—l:’-_—::_—' gy — 1 TERIIRA | SEEP ([ | OCSP H#—/{—
10T L JUVa— LiamSiba R 1| Rom | |@] |
I B W | &L F=—=-—~ - 2 : T = N
IOT t— k|| Ak ] | ! _..*%F“  Sesstumedd §T70578 o PR WRBAEDIMT R
i | (T IVIR= st | BRSO =||: (USB)
IOT ||| |1 xiae) i1 7777 11 BE T < |
ROM ' ,'::::::::::I 20— ¥I ¢ L N |
L JPDA L UTqieE _:L*)L"’ DRAM | I=] | §
/AALD R R cl | —
U phAMERE | 22211000 GEMERE G| DRV
1T | — WOATLE ) (TIIIIIITL 2| | :
" RS EEEFa | RERYE S| 4+—»| USBAT(7
IIT m_l" ........ i Conﬂguri: U;"f%i@ i ilj__,jT:};i 3
Lo |1 ation 1 HRE 1 PREEHERE —
LR AT AR N
e N ARBEEH
Controller ROM S g
-
| CPU |
e — lt TOE %
REN— FTAADEE 27

4 MFD RQO& 1=y & TOE DY) i & B

MFD (. 3V bA—2iR— R BENRIOEI R ERIZY b LU IIT, IOT, ADF holEEN 3,

IV bA—ZiR— FEARENRIVOREIE. T —3DBEZITOINEAVA—TJI—ATHEHKIN TS, F1
V O—ZR— RE LT R— RO/, LUV FO—FK— REIOT R— RO, XET A LVHIET—20
BEZTIHO. ERORNEAVI—JI—ATHEKEIN TS,
JvbO—5R— Fid. MFD OJE—#8E. T)UA—HEEE. AFvF—HEEE. BLUT7D ABEDFIEZ1T 72
HOEIFERTHD, RYII—DMU3—TJ1—A (Ethernet) , A=A V3—TJ1—A(USB) , 77D VA

-15-



Dell C5765dn &¥azlrr4—TvF

—71—A(T702N—F) &5 IIT iN— K IOT iR— FAME#SN TLVS,

#B45)\RVIE. MFD OOE—HRE. TUUA— AR AF v —#HEE. BIUT7D A BEDIREB LUK EIC
BRIV ST AVFNRRIVTAAT VA DB ESNZNRILTHD,

ERAAR—-IFIVAITE, JE—, AFvF—. TPDAEREDF AR, RiBEHHAH . ERIFEREIY
FO—SiN— FABRE T DA ANTINAATHS,

ERH AF—-IFHIL(A0T) [, IV FA-IiN— FhoiaE SN S ERERELE HTET M ATHS.
BEIREENEE (ADF) (3. RREBEMICIIT (X T5T )M ATHS.

1.4.4. A3V

A TOE ZHR TN VAXEZERLUTDESNITHS,
e Dell C5765dn Color Laser Multifunction Printer User’s Guide; KB3211ENO-4
(SHA1 )\w¥afiE; 03f26d4d4dbd4eecif3ad4c4ea2fc3a783673abed)

e Dell C5765dn/C7765dn Security Function Supplementary Guide; KE3036ENO-1
(SHA1 \w¥a1E;930f93de08df2629aed52f9de314e7df2adccffd)

e Dell C5765dn Smart Card Installation and Configuration Guide; KE3038ENO-2
(SHA1 /\wa1iE;94d240600f17c5231676089a50e60335e0de7ef5)

-16-



Dell C5765dn &¥azlrr4—TvF

2. WAEER

2.1. CCHEAEZEIR

A STHLUTOED CCHEEERIE, LTOESENTHS,
STETOE H#EAEERYT S CCDN—-Yay:

BB X 1) T EHEDTHOIEL DS TI7
N=h1: WEBRE—MRETIV N—Y3aY 3.1 WETE 4 ik
N=F2: EF2)T4HEEIVIR—RV b N—=TaY 3.1 HETE 4 b
N—=F3: EF2VTAREEIAVIR—RV b N—=T3av 3.1 HETE 4 bR
CCNH—F2(Cx9% ST m#EE: CC)\-+2EE
CCN-+3 x93 STOEE: CCI—-F3ESE

2.2. PP EIR.)I\WWI—-YxEik

2.2.1. PP iR

AR ST HEELTVS PP 3130,

2.2.2. I\wh—JEsR

EAL3 #&

2.2.3. EERHL
A ST [ PP BHREEIRLTVELDT, PP EEIRMLEILY,

-17 -



Dell C5765dn &¥azlrr4—TvF

3. PXIT1ERREE R
RETH, B, BEOTF 1T H . ARV TR TS,

3.1. ERB

3.1.1. TOE&E
AR TOE NMRHETZEERUTOLBENTHB(K 5).

(1) MFD A7 3#F
—MRFAEN. TOE OBREAEEERTIEFEEELT S,

(2) Ja7NBOEHICERTIXET—H
—REFIAEN MFD 2a6—, FUV b, 77D, AFvUEO B TR AT IEERLE Y EE. BT
TV rOEHICREN— T4 AVE B —BRICXET-INEFESN S, i Configuration
Web Y=Ly rI—DAFrF—1—T4) T4 (REREEEDH) (CED—REFI BB D17V b
MFD RICEREINEXET-I0IMNE LN ATEETHD . CNolE—RRFIABEOHZHRRTHD. FiE
BELTD,

(3) VaJNEBROFIRAFHXET—H
—H&FAFEHN MFD 26—, 77D, AF vV END B TR AT EEGRLEPREE. EETI)V O
EHICREN—- FTFAADREC—RH(CXET -INEESN, JaJ O T PF v IR EEF
HEHIBRTINT -REEEFT D, ol —RFAEMEZFERTH). REEELT S,

(4) eF¥1UT1EEDT TR
MFD [Zx U, L\D, FED, EDLIBIEERATOENELVIERPEERGANY MBIZIEEEPHERER.
1-H—RELGE) BB HRTIEHICEF YT BEEOTBEECLD. RERN— T/ ADEERICA
DTF—An gL UERE ., iBEkRTFESNS, F/z Configuration Web Y—JUZEN VAT LEEED
347V Mo MFD RICERB SN EEF1)T(EEOT T—A0OEDE LN AT RETH D . COMERET FST
VOFHREPRE . FEFEAOKREBICFERSN, tX1UT(EEODT TG VATLEBEDH 7
DEARBERT—ATHNREEZELT D,

(5) TOERET 4
VATLEEER VAT LEBRE 1T EEMAECLD TOE otF1UT1HEEDEREN . MFD O
BAENRKIRIATLEEEDSIATV M ORTEETHY, BRET 53 TOE RICREFSNS (R 4),C
NoEDREZEEDEZERICOBHILOTHNREEEET S,

-18-



Dell C5765dn &¥azlrr4—TvF

[ —mRmEsS YL O\

AT LEBEDSA Y
Y- kS L enTIT0s .
= TPDARSA N ‘ 58 N o
-Web 594 N1 R RERE
-*“JI:UI—'_JZﬂFw— \-_I__—*’ ________________
| | BEANZNARE |
|
______________ 1
\( pEERTAL
\ . I
oA=L !
i e L 7 T10E )
_§~ t=\‘—:L'J7_'4E§§EI’j'7_'"—’l R j{ij—__g
B4V TOE BETF—4 FIREIXET—H
L 1T EAEDY
,\/’— 55\\ 7_'"—§
- T TOE @75
SR N S
3TOE BEF—8 | oo | \EOMOBET 8]
WERY D —DER :
- LDAP H—J{— ey | LJEAREL
-Kerberos #—/)\— ol \ emmtee
-OCSP H—/%— [ o AREE
roooe—-- - —BIFAPUL \ Ege
NEEET S | BT == . EERE

S~ =-

_______________

[m—=—=—=—=—=—=====—=1
1
1

REEHT—5 |

5 REBELRERNRNEE

)RR RI-DRICFEETE—MRISA TPV ELTY—N-AHOEE T —APRERY FD-DERN

3— T REARNDEETHIN . AREBZFERIRENS TOE ENLTHRERY I -INRATS
Ctld TOE OH#REICEDRRIESNZTZ D o LS RERM RN DEEANT I AT HLIB BRI BLE
LYo

% 4 23y FO—5R— KD NVRAM LU SEEPROM (CEE1EEN 2 TOE SR ETF—A%RiR T3,

& 4 TOERET—HEEHSHE

TOE BET—AEEZECE)
N=FTFAADEBT I LEEHEER
N—RTF4ADERET—IESLIER

KRN RI DD DFREERFD) AT — R FATEHR
A—-H—NAT— RO/ X FHIER

-19-



Dell C5765dn &¥azlrr4—TvF

TOE B ET—AEE D CE)

M EEE ID &) SA)— FiER
SA/—fEFIAZE ID &)SAD— R
VATLEBERIIAKICLS 7 AEEER
NANI—TIVIZ7REFIRER
REBRY =D T— AR EER
XTI EENT R EER
HRENVDAEHR

1Y —EREAEFHEDIER

BTV bOTER

B {T - Bl IEER*

B2 TAMER

i) ECIEEFTO NVRAM & SEEPROM (CId, TOE FRET—ALSNDT—ILEMSN TSN, ENh
bDEEFET—AIF TOE DEF1)T4HEECEAR LB LVEHIRERMRDEETIILL,
*B AT BZIEROR DR LY -0 /FY—51 LEREFRZ(TH NVRAM [CIRFSN TS,

3.1.2. BHE

A TOE(CHTBEEE, R 5(CRERTE, WEHRELNINOKEREHERFOETHD TOE OFEICOL
TARSNTVSERABER TS ERET D,

&5 BE
R (BAF) ks
WEEN. REN- T AVKEEROH LT, ZORBEHH IBIHICHER
T.RECOVER DY—IVFCEFELT, AEN- FTIADEE LOFIRFHXET-HIOXET

—3. 8LV EFIITAEEOT T -REFEICERH H U TRRTHNELNELY,

BEEDN ARESRIPIATLEBEDIATU MO, YATLEEEDH 7Y
T.CONFDATA TANFRIEN TS, TOE BRET —RCPIEALTREDEE., FLLEFER
FHHLEITINELNELY,

WEEH., BE R Web T50UD0, XET 6LV EF1UT(BEERY

T-DATA_SEC F-SERECHHS HTNELNBLL

WEEN . MBI LR ETSXET 4. LR 1UT(BENT T35
T.COMM_TAP -

£U TOE BET—SEEBPHIAET ENELNBLL,
T.CONSUME WEEN, TOE [C7HUEAL TOE OFIHEREICITONM LNLL,

-20-



3. 2.

Dell C5765dn &¥azlrr4—TvF

A0t Fa1) T At
& TOE WIBSF LB TN ERS BB F1UT(A4ER 6 ICRBT3,

x 6 fHBOtX1)T1AH

HBREost GEAF)

R

TOE (¥, AR EBFEEIRMWHNORERRY FI—IDADT DL ANTERGNIEERIEL

3. 3.

PPAXOPT BHEEBAL,
P.VERIFY TOE (&. TSF OFTI-FBLU TSF F—AN0TELHEICEALB S TA LT
BB,
oveRWRITE | TOE B BB~ FE ORI CE RN H RS X BT 50 L EEHE
ELBHEBEEL,
Rl &4

A TOE Ok, EA. BLUFRICEAT SRR EHE. & 7 (iR T B,

x 7 HREH

BiREH GBAIF) RA R

ABIBIERE

A ADMIN YATLEBEER, TOE 1) T4 HEEICRI T2 ERF RS, REonz
RENCHEL, BEREZELEFEZITOBLEDET S,

A USER TOE FIREE. B0AHBSLURBDOTAHYAXEICHL, TOEDERA
ERVIEFAICETIZEFTERT. EDRENEEFT S,

fREEE—F
YATLEEEF TOE TERTRICHEN., Bt F1UT R V-BLUE S

A.SECMODE DAV AXECHESOTTOE ZIEFECIHEAMERE L. TOELZDHMERIRIE DI HF
EEEXRTIHEDET B,
TOE ZEH TICED . TOE OYEMBIVR—RY FET—R4VRTI—2N

A.ACCESS

OHASNBUPILAK T SREERET SHRANIBHRETS.

-21-




4.

4.1.

Dell C5765dn &¥azlrr4—TvF

PXi1UTaxt KA E

AETIH,. TOE tF1UT KA &t ERBEROCF VTR G E . HLUEF2IUT R R EHRHLIC

DLW\ T %,

TOE OtF1 )Tt K A&t

TOE dtF1)T1xK A EER 8 (CREdT S,

#& 8 TOE tXa)T KAt

ERITOHER G | L,
ES) EEZIAES
0.AUDITS ATOER. FE7DVEABERICHLEGEETEINY FOGEHFKRECLF1)T458
A TR LEBINE L0,
A TOE [F. REBN—FTAADEEBICERIN TS XET A MRAFHXE
O.CIPHER TR, LFIVTAEEOT TR UTH BT R B LIS, N—FF 4
AD ECEBSNST Az S LTI ZIRE LB TN E o0,
A TOE &, TOE EVE— MEDAERYFI—D LICFHAETIXET . tF1)
0.COMM_SEC TAEBEOTT-BLU TOE BET—3%. BEEPHS AN IRET HHICHE
SR E#EZRELGINEGOELY,
0.EAX SEC A TOE (3. TOE ®77DAET LOBIERE AU T, AR EBEEEIREMEH L TOE
- BHEHSN TVBIAEERY FI—DADT7HE2E D BTN E LI,
AR TOE [, F1UTHEEDREZITIVATLEEEE-FO7IEAZ., 23
O.MANAGE SNEVATLEBEDHHALT, —iRFABCLS TOE RET—INDTY
TAZERAREICLEB TN LY,
O.RESIDUAL A TOE [F. REBN—FTAADEEICEBESNSGFIAFHXET IO LEEH
ERRREIRE LB INE 0B,
0.USER A TOE (. EZ73 TOE OFIAEZHAL. EZBIAZEOHIXET—I0D
EDH L. Bk, NAD—FOZERZAIREICT PHERIEIRH LB INEL LY,
ATOE [, HFAISNTWVENEAD TOE DR AEHIFR T 2HAEEIRMAL
O.RESTRICT .
BINEBLEN,
O.VERIFY A TOE[F. TSF OFETI-FBLU TSF T—ADZLMZB S TANT S48

ERRB LB INERDEL,

-22 -




Dell C5765dn &¥azlrr4—TvF

4.2. ERREOEFIUTIIRAE
ERRBOTFUT RS EER 9 (LA T3,

x 9 EBRIEROEXIIT R

¥V T KA & G
A=)

HEAE

OE.ADMIN

YATLEEZEGMEBOEEECLI). KA TOE 2 EETIHICEETEHME
BRADEEEEL RSN, TOE 2EE I ILHCLEBH T RS, 175
EXRITLBINEG LR,

OE.USER

VATLEBERFABICHEBOAHBLUIMHIVAXECHEL, TOE O
RAAERVIEFRICEATIHEEEA. FIRENCORRNEEFTI LE
REELBINEB B,

OE.SEC

A TOE 2EEISVATLEEE L. O+ 1)T RV —BLURRB DN
AHVAXEICHE-T TOE ZIEFEICHERERE L. TOE Ot EEZ LGN
BHIELY,

FEVATLEEREQ, M0 IT RB(CALEBOEF1UTARI Y —HLUE
ROAAI VAL E (R THERF EEELBIINEB oI,

OE.PHYSICAL

YATLEEEII TOE 2HRTOREQIBAICEREL. TOE ADFFRISN
BUVER 7O ACK T S REERE LB INEGLE,

4.3. tFI)TARRFGEREN

FIVT KR, XV T REE R TRELVCAHREHICH G TIEHDED. HBVIEREICH T
BEHNELD. HBINIEBOLF1UTIHHERRILHDLDTHE, CFIUTA A RAEHEX G T AT
REH. HMTIEE. REITIABOLF) T AHORISEFRER 10 (ORT, FL&HtFaUT4R
BEBRNCFI) T RAECINREESN TS CEESR 11 (LR T B,

£ 10 tFIVTARFGEHEMMTIBE. M F1)T1 G RUBREH

tFI)TREEE
=
L < % O L =
Sl |5 |F|lE|lz|g =
Z S|z 28|02 10 |x|z
S| 2| = | W0l |Z| |0 BRI
wiol0ro 2|z | E|Z2|x|x|sS
2|3 a|2|2|8|8|8|8|g|¥Y|5
XaT KA & < | <l < |l <l EFlEeElEelegleglelala
O.AUDITS v v
O.CIPHER v
O0.COMM_SEC v
O.FAX_SEC v

-23-




Dell C5765dn &¥azlrr4—TvF

X1V TAREEER
=
L < % O | w =
oy | E|5|F 8|k =
S|l = /WOl || <2555
w o O |l ol z|= E | 2 < X | S
218|818\ 815(5|58(5/%|E3
EEUT R E S s sl lElglElglglglzal s
O.MANAGE v v
O.RESIDUAL v
O.VERIFY v
O.USER v v
O.RESTRICT v
OE.ADMIN v
OE.USER v
OE.SEC 4 v v v v v | v
OE.PHYSICAL v

& 11 tFIVTAREERICHLTEF1) TR RA B

tFIUTIREEE

TFIT KA EHRHL

A.ADMIN

ERRREOEF1)T4x KA # THP OE.ADMIN (CED, YATLEEER
HBOEERAECLD, KN TOE e EEIILHICEETESMBADEEELL
TEdich . TOE ZEET DL ERHBERT. EHEXTT S,
COXEFHEICLD. AL ADMIN ZEHTES,

A.USER

ERRENTF1) T3 KT ETHS OE.USER [CLD, VAT LEEELF
RECHBOAHELIUTIIVAXECHEL. TOE DFERAERVEIESE
HICEHT2HEFESZ. FIRENEORNEERFTTS.

COXEEAECLD. A.USER BRI TED,

A.SECMODE

BERIBEROEF 1T KA ETHS OE.SEC (CINIYATLEEREI., #Hi
DEFIVTARIY—BLIUVRRDIMIVAXECHEHT TOE ZIEFECHEAER
BL. TOE O FEEET S,

FEVATLEBER. MO IT RECEAVEBOEF1U TR D —ELUEH
ROTAHIV AR ECH - THEFFEEET B,

COXERAECLD. A. SECMODE 2XEIHTES,

A.ACCESS

ERAREOTF1UT4 65K A THS OE.PHYSICAL [CLD. YATLEES
(£ TOE 2HHTOREBIHAICREL. TOE ADFASNELVERTD
PACHTHREERMT S,

COXERAETLED, AL ACCESS X TED,

T.RECOVER

COZBRICHITBICE, ERRBEOEF1UT %K G ETHS OE.SEC (CL
N. FTEED TOE tX1 )T HEEEEMIEREL T, REN-FTIAVEECE
BENTVSXET AP EF1UT(EHEDTT-305H H U, FIRFH X

=24 -




Dell C5765dn &¥azlrr4—TvF

tFXIUT REEE

THIT RS EHRHL

ETADETE, FEBEICTIENRETHD. BAMICREF1)T84KA
£#TH% O.CIPHER [CLH>TxHiT B,
‘TN=RTAADERT - HE S b HaE]

XET-HERETBIH. O.CIPHER [CLD. REN-FTAADEKE LICE
BN XET-APEF1)T4EENT TR S TEHECLOT. X&E
TR FAFHXET A )T BRI T I0BMERHEA H LET
AIREICT B,

COX A EHTLED, TRECOVER [ TES,

T.CONFDATA

COBBICHINT3ICE. BRBBOF1UT 1 E A # THD OE.SEC (L
N, FEDTOECFX1UTAHEEEEADICHREL T, BREISNEVATLEEED
HIC.TOE BET—ADEBEZHATIENRETHN., FHNED IT IRIFIC
EUEBOLF 1T R —BLUVE BT VAR EBICR O THFEEET
BCENBLETHD,

BHFEMICEEF1UT 5K A # THD O.MANAGE & O.USER .
O.AUDITS [C&>THH1T 3,

T2 —RER L TYATLEEE)SAD— K, TYAT LEEE R K KIC
LBPOEAEE I THANR—TIVIZT7REHIREEE]. TEF1)T1BEEDY
HeRE]

O.MANAGE [Z&D. TOE EFa1UT4#EEDHE 2/ EIHEP. TOE EZET—43
NSB/FEHE. BASNEVATLEBEEOHRESND,
F7Z0.USERICEN, EEHBRIAEZEDHICINAT— FEBZA[BEICT DHEFIZIR
#93,

&7z O.AUDITS [CINFREF7IEABERICHEGEEIANY FMOFEHFMEELE
FI)TAEEODT T 2RI TS,

NBD*EHEHTLED, T.CONFDATA (S TEB,

T.CONSUME

COBBICRINTBICIE. tF1) T KA E#H THD O.RESTRICT (CLHTxt
93,

O.RESTRICT (24D TOE ORI REFIFR T ZENTES,
COxFE A LD, T.CONSUME (Lt TE3,

T.COMM_TAP

COEBICHINT3ICE. ERBREOEF 1T %% 58 THP OE.SEC (TL
N. AFRYFI—D LERNZIXET A, EF1)T4EEOTT-AHLU TOE
BETHEERBEINRETILOCHEETIEHDLETHY, EAMICEEF
1Tt E A THS 0.COMM_SEC [CLH>TxT 3,

TRERRY MDD T —A{REHEEE |

BESILEETONIVDEODIA4 7Y MY — N —FREEHEREICELD . IEFRDFI A
BOHBIETADEZNERI NG, FBESILBEEKREICINEET—
RERBEIETIEICEL T RERYNI—D EOXET—4, F¥1)T1EED
DF—ABLU TOE RET AN EEPHIVERTTHEICT B,
NoDOXEHEICLD, T.COMM_TAP (LR TES,

T.DATA_SEC

COEBRICHINTICIE. EREEOEX1)T( XK A THD OE.SEC (L

-25-




Dell C5765dn &¥azlrr4—TvF

tFXIUT REEE

THIT RS EHRHL

N, FEEDNAT— R —FREIREE. CF1UT(BEEOUHREZEREL T,
REISNEEZSLRABOHC. CF1)TMEEODTTHEXET-INDTD
PAEHAITILELRDD, 580 IT RECRELBBOEF 1) TR Y-
BIUEROTII VAR EIR>THBFEEEZTIENDETHD,
BRI 1) TR A THB O.USER & O.MANAGE £ O.AUDITS
([CEHTxT B,

TA-HY—-NAD=FI TYATLEBENAD— FITRIREBIEEZ (S5 ERER
BEL. TEX1UT4BEENT BEERE

O.USERIZED, AERN— RTAADEE LICEBINEXET AP EF1)74
BEBEOJT-A0FHH UG, RSN ESLBRAZEOHICBEEND,

7z O.MANAGE (2D TOE tHaUT/BEEDE B ZERA SNV ATLE R
FEOHRET S,

F72 O.AUDITS [CINTFEFIEABRICHELBEEANY MO EMEELT
FUTAEEOIT-RERETS,

NoDxEAEICLD, T.DATA_SEC [CXH I TES,

P.FAX_OPT

HBOtF1UT R AHERRTHEHCE ., AR EFERREZHTHER
2YRD=DATHEAHELBVNIIICTFENRBETHD, tFa1UT1 KA E#HT
H%d O.FAX_SEC [CL>THInT %,

ARBFERENORIRY MDD -DICARBIHEEIRT -2 TESHLOD
T, ARBERRZENZELCAREBIRT —FERAERY FI-DEEICE
BIFLY,

COXI KA LD, P.FAX_OPT %IE-FCE3.

P. VERIFY

HBOLF 1T AR A ERETIEDICE. EBRAREOCF 1T RERA
$+T%3 OE.SEC[C&M. 520 TOE 1T HReE BN/ ELT. TSF
DETI-RFBLU TSF A0 MEECTAMN 23BN RBETHD,
BEAFRMICEEF1UT R A THD O. VERIFY [LLH>THINT B,
-TECTAMEEE]

TSF OFETA-FHLY TSF T-ADTLHICEALBE S TANET BN T RE
&lid,

CO*IEFEHIED, P. VERIFY 2IESFTES,

P.OVERWRITE

HBOLF1I) TR ASHEREFTILHICE. ERRROCF 1T KA
£#tT%H% OE.SECICED., TEEMD TOE EF1 T HREER HICERELT. NER
N=FTAADEEILERINTVBHAFANET HOLETERRTEE
BMLETHD,

BAMICEEF1IUT R E#H THS O.RESIDUAL [CL>THINT B,
TN=RTAADERT A LEEHE WAL
REN-FTAAVEEICEENSFRAFHIXET HDLEEHEETSC
ENVAIREETS D,

DI ERAECLD . P.OVERWRITE Z/ESF CES,

-26-




Dell C5765dn &¥azlrr4—TvF

6.  HERIVIR—XVIEE

5.1, HRERIAVIR—% Vb
A ST 3 CC /f—F 2 RU CC /= 3 [SEALTHN. HEIVR—%Y MIEBELE,

-27-



PEIVT1EH

Dell C5765dn &¥azlrr4—TvF

RETE, CFTHSEEE S, ¥ 1T R EM B LU 1T BRIV TRIET 3.

BE.AETHERTIAZEOEEILUTOEBNTHD,
- $JUIHH
£ T
BHEEE/OCA BHEEEOLI-Y-RNARI UIKETORBRYIR. &
BT M9 218k
SA 7Ot A SA N1—Y—FREEN R LR EETORBIRYDI A ERETIV

(Cx T HIR1E

—RFIAEIOLR

—RFIAEOI-Y BRI Y LIRETOHR BN, &
BRIV M 5184

NREBIEORZIE TPDARBELTAR B BIRMEICLNEGEFHM XN
XETHERIET D,
DR EBIEBIHEE TP AEEELTREIRIDPDSM4T Y b PCHoD—REFIRE

DIERICHEVAR B FERRBICLNER SN B FRICXET
—HEEIET B,

RERRY M- (E

RERRY FD—DRATRY NI —DAX VDT —REFEEDIIA 7Y
b PCAEET S,

RERY RO (E

RNERRY FI—DNTDSA4 72 f PCHODT)Y b F—RRAA LD+
TPDAEESNTRET—HERIET S,

- AFIIHk
& EE
FERYDA MFD OWNERN— FTAADE B (CIER SN SRR RYI A,

AF v —HREEDTIPIAREICINGRH A IN X ET —HEF R
I-Y-RIPEETACERTIENH RS,

BRI HENYI

— R FIRENMERICERATEZRBNYIA, H—RFIAEH
EmT %,

HAHRRYDA FRTOFIRENLEBULTEZSRBAYIA, M EEENE
FTE3,
BTV TIUB—HREICH T, FIRIT—32T1R— XL TR LEEE Y

FRYTT—R%. MFD ORERN— FTAADEEC—BEHEL.
ANz —RRFIREBEMEE SRV LDIE RS 5 F CTHIRIE R
WIBTIV A,

RERN—FTAADEECE
BENBFRAEHXETH

MFD ORERN— FT4ADE B ICEFESINZR. MR T LI
1IVSHIBRSNAD, REBN— FTAADEERICE T -3 #R(d 7%
FELTLVSREOXET 4,

XET-4S

—RFIAEHN MFD OIE—HRE. TUVR—HEE. AFvF—1&
B, 77D AMEEEFIA T BMRIC. MFD RAREEB T 52 CHE

-28-




Dell C5765dn &¥azlrr4—TvF

BRIFEHRESTT . BMLTXE T -HERILT S,

tFI)T(EEAT TR

WD, EEDN, EDLIBEREITOENELVIBRPEERIAV
(BFIZEEEPEREE. I-Y—BELE) &, B HEINEG
7_-“_90

- BRE
2% E&H
ZTET TP AN RERMN o ZE LT —3% MFD h'%Z(TH%,
SMRFEVNEHRETS - —FRREMEBE (K, 41V 88) . BFET)Y Miak GRAE K BREF
DEHE. HIER) . Ay bI)—D7—2{REWK e GRAE A K. 1§
FEARX) . N\ RFIADERBT AL EEHEREE(LEEZM
. LEFFER)DSBFEVDER
WL TOE BETANERELEEHLUX1UT(BE (FIFAEHA
B DERE
it
2% &
ARERT—H TP ADARERPERNIEZEDT—H
T7DAT—4
- X T1EM
&% &
— R REEE —EFIREN TOE M AT IR ELBHERERT
SA &3 SANTOE zFI AT 3RICHEGIERZRT
MHMERERE HMEEEN TOE ZRRATRICHERIEREZRT
— R FI & R 1R R — e AT EREA A T372HD1——1ID &) NAD— FiE#R
SA B AITEHR SA #ERFEHE AT 37 D1—H—1ID &)\ AT — FIEHR
M EERE M AR BEWMEEEERIHEMNTILHO1I——ID &N\A)— MEHR
BERVDACRETIFE | FEBRYIAICHEUEPDEARREGRI—Y— EERYDA
EHAIER (@R, ) £, N\A0—F XEHIREHFOFER
ERTVVUMIRIGTIME | TIMR— I MIHIESE1—H—ID, )NAT— R, FBEEF
A EHR R ThEF DR 5 iR E DR R
- NNEBDIVTAT4
2" EE
VATLEBE HEWMEEEE SA O,
HmEEE MFD O#EIEP TOE X 1T/ BEDREZITHOBESE,
SA HWMEESEHSMIBRCER SN SA NMERTHENTE,

(System Administrator)

MFD DM EE P TOE X1 )T REDREETIEESE,

—RFAE

MFD OOE—#EE, AFvF—tEE. T7DABES LU TIVR—
HWREEFIAT 5%,

-29-




Dell C5765dn &¥azlrr4—TvF

- EOMORAGE
B E&E
ELTEOVIRRED ELEOVIAREOESRERZIITVILT, EEIFFICHEH
FXOSENC A= hd,
AES FIPS {2ERIEDEEF LI TUILT. N\— FFAADT—A0D
ESLEESIEICERSNS,
REAERERICLBTIERIES VAT LEEZE ID FREEKBAFTE B £ISE LR, #4E 8

RIVTIIEIRIET/ A LIS IR IEIZZ (31380, F2
Web 750 TRAAKDERDUIM/ X AFTRIIREERZ(T
F33< 5815,

ARENRIDDDFRIEEFD) SR
0— FERTFEHR

TOE BRET—HATHN RAEANRIDODFEEERD)VAD— K&
FAREDE =/ EIDIER,

1-Y-N20-FO&/NXF
HIFH

TOE BRET—HTHD. SA/—MFAED) AT — FERERD
R/INFHOER

HMEEEO ID Bl TOE RET—HTHN. MW EEEZDEOLHO ID FH,

WREEZED/AD-FE#R | TOERET—ITHD. MEEEZIDOZHD/ AT — FIF
il

SA 0 1D &R TOE BRET—ATHN. SA FRELDHD ID 15K,

SA D)SAT— FiE#R TOE EBET—ATHN. SA FRILDHD)NAT— FiEHR

—H&FIAED ID 1HR

TOE nﬁﬁgj__ Q_CEO _HR*”FH%I:L. nl—to)r U)G) ID 'lﬁ#&o

— A ABED)NAD - FIE#H

TOE ;erfj__ ’5‘?350 —ﬂxﬂﬁﬁ%nhnﬁaﬂ'ﬁ)@/flq I“'IH
i

/ZTAmEE%EL nIEgaE&‘LJ:é
PO AELER

TOE EQEE% Q_C%O /ZTL\&EE% ID & Ait HE%E&l'—Fﬁfgg—
DHEBEDE %/ EDIEREK B EIF R

X1 T1 EENT R EIER

TOERET—HTHN. L\2. N EDLIBIEREITOILDED
IERPEZERAINVMBIZIEZTPBRERE., 1- &4
BE) &, BIMGEERT SMEEOE N/ EIDIFHR.

l_ﬂ_nu nIEjj_lia) rﬁ $&

TOESRXET—HTHN. MFD OIE—#4EE. AFv—HhE. 7
DAERES LU T A— ez FIHTIE(C, 1—H—525 'IH
RICTEREL T HHEBED A RN/ BB LUERTE DIEHR

ZRTUV MER

TOE BRET—HTHN., TIV T -RZERICTIAR- TV
MCEBRSEINEIRISES D DR E H .

RERRY R —DT -3 REE
]

TOE BRET—ATHD. ARy I— D LICHFERETIXNET—
B, tF1UT4EEOT T LU TOE BRET—AELWIEE
THERETILHICH T I —RMBESERAETO NI
DA/ BNHLUVEREDER,

DANR—TIVIZTEEFIR
G

TOE BBRET—ATHN. DAY —IVIZ7REHIREEDNE
D/ EDDER.

N=FTAADERET -FESE
LE

TOE BRET—ATHND. N\—FT1ADERBE T IS #aElC
BRI IHEEDE S/ EDDIEREE S 1L — 15,

-30-




Dell C5765dn &¥azlrr4—TvF

N=FTAADEET R LEE
GES

TOE BRET—HTHI. N—RFTAADERT A LEEHEM
BE(CBAfR T B AEDE 2/ B DFEHRE LETERIFHR.

B ff - Fr 15 R

TOE BRET—ATHD. 3A LY -V /YI—34 LR EH;HER
HERZT-ITHS,

B TAMER TOE BRET—HTHN. HETAMERRDER/EDIER.
NREBIEEIR. TrDAEE . ZIEDT AN EREBRINEGHE,

VATLEBEE-F

—HRFIAEN MFD O EEEFI AT SBMEE— FEFAIIC, VA
TLEBENTOENFEARKICAENE T, TOEHRZDEN1EER
EY TOE tFa1 T HEREDS IR/ BRI ENE R #{T
JEEE-F,

ALEAE

ITU-TEIEDX.509 [CERSNTHD., RAANIEHR (FTEAH.
HAl4 . BETE) . AR, BREHR. YU7IFVN VTRTF
YENEFN TS 1ER,

TIVB=FFAN

—MRFAEDSA7 b LDT 3%, MFD H' IR AT REG R —Y
LR & 5 (PDL) CRERBSNIZENRI T —ICE#T IV T OIY
T.FAZBEIFAT7VITERAT S,

TPDARIAN

—MRFAEISAT7Y L LOT-REMNRIER CE/ET. MFD A
TREEEL. BEETFOAEET S HALI M I7DAMER) T
HOVIIIPTHI—MRFAEISFAT7U L TERT S,

FYRI—=DAFvF—
1-74974

MFD ROBHBNYIAICRFSN TS X ET -3 E—KFIA
BDIATY Mo EDHTEHDYT M7,

-31-




6.1.

6.1.1.

Dell C5765dn &¥azlrr4—TvF

tE1UT R

A TOE MMt I3 1) THREEHELITICRRR TS, CF1UTAHEEEMHE[CC /- 2] THES
NTVBDIABLUVAVR—R Y MIEML TS,

D5 FAU:

FAU_GEN.1
THIRERE
&R

FAU_GEN.1.1

tFIITMER

BEET %M
3L
FPT_STM.1 S{EWIMLARVT

TSFd. U TOEERNREROEELREERTERINE LGN

a) BEEMAEDRIERT

b) BEEMDLER: &/, EA.FHM. IBELL] LALOTRTOEEXRR
2R, RU

c) [Biff: ERLUSNOERICEELVEEENRER]

[BRR &/ BEARFM. FEEBL]

FEEGL

[Bf: ERRLUSNDERIICEERLZEENRER]

12 DYR MR SN BB EER BB ICEENRETNETD
SN E, ENICETET S TOE DEEHNRER (FTO0VEL TILIRE

HIEZR)
& 12 TOEDEERZREBRLEANCERLLEENRER
MEEEH CCTEBRINLEBXNRETAEFHYI | TOEDEEXMRER
bV
FAU_GEN.1 L —
FAU_SAR.1 |a) &XK: BEBREHBNoOEROGHE | X 0F1/7EZO0J7—8D57
Lo JO—-FRDEEET S,
FAU_SAR.2 |a) EXK: EETLHIOORULENE | X t+1Ur7EBO007—3D57
fF#REEH H Lo JO—-FEREEE TS,
FAU_STG.1 BL -
FAU_STG.4 a) EXR - EERMKRBRICI->TEONDT | EEEZERIXFRLLL)
Doy,
FCS_CKM.1 |a) &/ BEDRTIERE, EEERIIFERLEL)
b) &EA&: #7V1D MEMRUHEZER
(BIZIEHBEHD NIBER) ZBR<ATIT
DrofE,

-32-




Dell C5765dn &¥azlrr4—TvF

FCS_COP.1

a) &/ REKBRUESREDTE
Al

b) &EXK: IATOEAFRELIE S 2%
DE—-F. BITIIDIEME. AT IIDNE

%o

EZERIIFRLEL

FDP_ACC.1

3L

FDP_ACF.1

a) &/I\: SFP TikhNnd2 7 J1h MIxt
TRIREDEITICHBITRRMLEER,

b) &EA: SFP THkhHNd74T I MIxt
TRREDETICHBITRTATOER,

c) FMl: POLAFIVIRICALONS S
ENtF1)T1EMH,

P-%.

BRENIIDIERE, BIBREEERT
8o

BENVIIATIER, EFES) > FDE
TICELI—Y—&, 371588, &
DA FEETS,

FDP_IFC.1

3L

FDP_IFF.1

a) &/ ERSNZERIOD-ZHF TS
RE

b) EXR:FHRIO—ICHTIERICEETS
FRTDRE

C) FEM:BHRIN—DERERETILT
RALoh2EFENEF1UTEHE.

d) #: A%t B#(policy goal)lcETD
WTRNE. BROFEDY Ty M (flZ

F. A RMDLILOEE).,

EEERIZFRLEL)

FDP_RIP.1

3L

FIA_AFL.1

a) &/ FEYOERERTICH T 3R

EADE|ZERVENICHRLNTEONSTPIY
AV (FIZIXIHmERDEFL). £ LEL)THN

(£, EEREAOEIF(HIZEIHmKDER
),

<®m/N>
SRTLEEEDZAOYVEEE
78,

A DX R EEE TS,

FIA_ATD.1

3L

FIA_SOS.1

a) &/ TSF [Cd3 . TAPSNIZRZE D
£5;

b) E&: TSF (L&, TASNIZED
BRIEFZITAN;

C) #Fil: ERNREREICHTS
EEOHA,

<EFIEZUEEBNRER>
FIFEDELR, 1—1f—BRAE (/T
AT—F)DEZEZEETS,

FIA_UAU.1

a) m/N: BEIANZZALDOFRINICIE 1
/4,

b) EAR: BEANZALDITATOMERA,
c) F#f: FAFREILFICITONET
RTO TSF HmA7Day,

<EX>
D NEX R EEE TS,

FIA_UAU.7

3L

-33-




Dell C5765dn &¥azlrr4—TvF

FIA_UID.1 a) &/ RESNIFAFHANERE | <EA>
EOMABBANANZZALOTRKRINGE | BFZADEIEX M EEE TS,
F;
b) EX: IRESNIFIAFRNERE
B, BB HNANZZXLOTRTOE
A
FIA_USB.1 |a) &/ FABECLFIVTBHOYTY | <EL>
THMIRTIARBIMEE S (BIZIE. YT VT | SXTLEEZDELR, 1—1f—&47
DrDAERL), AE (RE)DEEFERT S,
b) #X: FIRELFIVT(BHEOYTY
TOMIHTBHEE DRI R UL (HIZ
(. BT IO FOER DR TIFEE I REK).
FMT_MOF.1 a) EAX: TSF OHEEDSDFENCHITEDT | <EL>
RTHOHRZE, CF1)T 1 REDREFELEET
Bo
FMT_MSA.1 |[a) &EX: 1T BHMENRETA <EL>
T HETVIIADIERE, BIBEEET
o
HETVIIATIER, BT FDE
TICBILI—Y—%, JaT1g#R.
DAGEEETS,
FMT_MSA.3 |[a) EX:#FaMHIVIHIRMRADT | EZZERIFERLLGL
A MEEEDHE,
b) EX:tF1)T/BHOMHEDNHE
TART,
FMT_MTD.1. [ a) &E&X:TSF 7—ADEDTRTHH <EFICEZ U EEBNRER>
%=, SRATLEEEDERANEF(D,/IRT
—R)DEE, CF1VT1HEEDRTE
FEFEETS,
FMT_SMF.1 a) =/ EBEBEEDER, <z=/Nh>
SRTLNEBEE— FANDFIEIFE
B3,
FMT_SMR.1 |a) &=/M:BEIO—HzLIFABOIIL | </ >
—JICHRTIHRE; SRATLEBEDELR, 1—1—E 1R
b) &l RENIDERMERATAT, RAE (RE)DEE, SATLEEE
DHIREEE TS
FPT_STM.1 a) =/ :BFREOER; <z=/h>
b) E#fl: 21 LAV T DR, BHREDEECEETS
FPT_TST.1 a) &EXK: TSF HETAMDEFTETAS | <EL>

DFER .

BETAIDEITETAMNGREEER
73,

-34-




Dell C5765dn &¥azlrr4—TvF

FTP_TRP.1

a) &/ BIER)\AHEEDKH, <\ /N>
b) &/ tULIFoNNE, IRTOBIE | —EHAADIEREILBIEDFEKED
B IAKRICBART 2RI AEDHAE S172 MEER (KR FESFIEIL P P F

*&0

c) EX: BEHENAKEOINTOER
DA H o

d) &XK: sLEonnhld, IRToE1IE
R)SAREHCRAR T 2RI AE DHAIE

*ED

LA)EEE TS,

FAU_GEN.1.2

FAU_SAR.1
TLFERE
IRFFE:

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2
THIREE
&R

FAU_SAR.2.1

FAU_STG.1

TSFI3, HEEEELHFICEVTOLBEL UTOFEHRELHFE LB NEG LT
a)EROB K%l FROER, 7YY MERIFER GRHTHER).
EROHER(RMFEFER) ; RU

b)BREEEBRIEACX LT, PP/ST OHEEIVR—X U FDEEERRER
DEREICEI VNV, [BMT 20 OBEEBEERFR] .

[BIfT: 2Dt DB BB E 1 #R]
- EDMDE BT IFHILFL)

EELE2-
L
FAU_GEN.1 E&ET-34R

TSF (&, [l #FAIRAE] o', [BlfT - EERFHROVAL] 2EERH
hoFHHESLIICLEINER LI,

(BT BF AT R AE]
DRTLEHEE

(B BEEFROYA ]
- FANTOOV1EER

TSF (&, FIAZCHL., 20EHREARTIOCEL A TEELERER
HULBINEBLE,

PREEERLE1I—
BL
FAU_SAR.1 EBEE&ELE1—

TSF (&, BFATRMIBHRAH U7 DL AERK BN AEZRE. TXTOFA
BICEBLBFEADOGHH L7 AZRIE LN L0,

RESNICE LIS

-35-




THIRERE
&R

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4
TIFERE
IRk

FAU_STG.4.1

6.1.2. D3AFCS:

FCS_CKM.1
IEER
iR

FCS_CKM.1.1

Dell C5765dn &¥azlrr4—TvF

L
FAU_GEN.1 E&T-34R

TSF (3, EEAEMICHEMSNCERRRET ELAIRN oRELLBITNEG
BIFLY,

TSF (3. EEEMHARMSNZEELENOFEGHEE [FER FHIE.
BH b1 20#:FR] TERINEGLEL,

[ER:FALE. R h51 20 H:EIR]
-5k

BEET 8RO L
FAU_STG.3 BEET-HHXDBENRERKOTIVAY
FAU_STG.1 {REESNEEEEHEN

TSF (3. EEEHNB RGBS, ER . EEEROER. L
EREFOHIFAECENZLOUNDEEEROIL ., & ECHEMN
SNEEELEHBAOLEE: 1o 1 20#FIR] KU [BfT: EEE#MK
BEF(CEONBEDMD T YaV] E{THRIERLEL,

[BR:-EEFTROER. FAIGHEFEF O AIFAEICEANILOLSND
BEEZROLL, ZEEAAEMSNTEELHENOLEE: 151204
ER]

R BICHEMSNEE BT IRND L EE

[BIfT: R BRI CELN B EDMMD T D Y3V ]

-FJlE T SEDMDFY I L HEL)

RS

rES B4R

L

[FCS_CKM.2 RS E#F (. F13
FCS_COP.1 B5E12/%]
FCS_CKM.4 B SHmE

TSF 3, LT O[EIfT: BREDUANICEET S, EESNLESRERY
WIVZL[EMT: BESRERT7ITVALIEESNCESRE[EIMT: B
SHR]CH-T BESREERLBINEGLEL,

[Elft: REDYAHR]

FEEGL

-36 -



FCS_COP.1
BEER
IR

FCS_COP.1.1

6.1.3. D3AFDP:

FDP_ACC.1
RIS
REFE:

FDP_ACC.1.1

Dell C5765dn &¥azlrr4—TvF

[Bl44: BEEREMRTIVTVIL]
BT OvDIZEEDFXOSENC 7=t
[BlfF: BERE]

256 EvF

FSRME

3L

[FDP_ITC.1 tXa T BURBLAAET -1 UR— bk, FE
FDP_ITC.2 tFa)TABHEEHIFAET - ADIUR— b,
F2ld FCS_CKM.1 S84 R ]

FCS_CKM.4 S ZE

TSF (&, [BIft: BEOUALCEHTS. FESNESPITUXL[E
ff: BS7INIVALIEESRR[ET: BSRER]CHOT, [Blft: BS
BAEOUZ R ERITLBINELEL,

[Elft: REDYAR]

“FIPS PUB 197

[Elfd: BES7ITIAL]

‘AES

[Elft: BESRER]

256 EvF

[EfF: BESHRIEDUAR]

“RIBE) | — FTIROREICEEINE X ET—IPL UV F 1T EEOTT
—SDIES 1. ES) | = FTA XVZED SBRIHI ENEXE T —EBLU T +1
Vi BEEOVT—EDESE

FAET-HRE

PAL AN T
L
FDP_ACF.1  t¥a)TAEBHEICLS 7O AN

TSF &, [BMfF: 5T IO AT IO RU SFP THRONZ YT IO b
AT I EIDEREDUAR] (SHULT (Bl POEA%KI# SFP] 2% &L
BINEEBEL,

[Blft:HTIIDM AT VIO, B SFP T3 BT J1h heAT IO H
EIDIEEDYA ]

F 13 LR T YTITONTTITI FDYR FBLDT T ST FDIEIEDYZ F
[EIfF: 7D A% SFP]

‘MFD 77X #/# SFP

-37-



Dell C5765dn &¥azlrr4—TvF

F 13 YTIIHNATIIDDUANESUAT VIO bOEEDUA L
L2 A7 91 B1F
HRETEE BRIV 1B 5 BE RN IR DEIR
70t 2 R GRS TADIERE
R GBIV IADER
INTOXET—EDHIR
INCDXET—IDRIVHE L
EETUF INCOXET—LDHIR
INCOXEFT—EDIRIHAIL
SA BRIV BRI BRI IRDIER
70tz 1B 5 BE RN IR DEIR
XE7—8DHIHL
XEZ7—80Hk
EETUF INTOXET—EDHIR
INTOXET—EDITDH L
—MFIFEIOCR | BENVIR 1ELFI BRI IRDIERE
1615 B2 RN IR DHIR
XEZ7—8DRIHL
XET—8DHk
EETVF XEZT7—80Hk
XEZ7—8DHIH L
FDP_ACF.1 EFTARIEICLZPI LA
THRIREE BL
A FDP_ACC.1 #7tyhPotas|
FMT_MSA.3 #rIEEHHIE
FDP_ACF.1.1 TSFE. LUTD [Elft:RENnfz SFP FICBWTHIEENS YT I1h betT

IJIDMDUAR, RUERICKIST S, SFP EEEF1UT/ B4, F2ld SFP
EErF1)T BEOR BT FESNETIN—T] (CEINT AT I MIx
LT, [BlfF:7OEA%I#H SFP] 2XELEHFNELBLEL,

[BlfF: RSENTZSFP FICHBVTHIEHENZ YT IO AT IV MDUR L, R
U&RICHIET S, SFP BEELF 1T B M. F(F SFPEELF1UT(E
MDA R FENETIL—T]

- —MRFYFE TOCRER I T8 —RFIFEBEFNIEE. SA TOCIE N T
B SA BFIIEEHR, M EREE TN T S EEERFEH
BRIV IRERIE T ST B ZBFIIEH. ZFET > FEXTIL T AT H &t
FIIE#H

[EIfF: 7D A% SFP]

‘MFD 77t #1## SFP

-38 -



Dell C5765dn &¥azlrr4—TvF

FDP_ACF.1.2 TSF (&, SHSNZST I10 beflEISNzA T U0 MR TORENEF SN S
DEINERET BIHIC. ROBANERELLBIFNEB LI
(B4 WESNZST IID bEFIEISNZAT YD MET. SlfISh 17V
DR T BHIESNIAREICER TS 7 O A EET $5RA]

[B4F: WESNZTT IID bEFIEISNZAT IO MET, BIEISh 1TV
DR T BHESNIHREICERT 70t A2 EET HHA]

-FK14 (TR T BIBIENEY TITD MFIBISNIET TSI ME T, #ITIEN
FEZTITI M T S FIISNEIRIEIE/TT S 7R EEHE T SH A

& 14 702 EET KA

—RFIAETOLAR, SA TOCATOHR BRI ADIEEDIR AN

NGB RN IIDIEE
1E G ZE RN X DIEFELRIEETT O MEFIFEREIN Y IXDITE & i#t I IEERIC. 185 %/
INVOREERELE—RFIFFE . SA TOCID—RFFE #5158, SA #5158 81K E
SN BN IIDEREN S,

MBI BRI DX DA
1R RN OXDITE Z#FIEEHRE, —MFIFFE. SA TACID—MFIFE#EIIE
#. SA BEIIEHY —HLIEBE . EDIEFIBRNYIRICET S, 1E5 BRI IDE
BRDIEIEDFAIEN S,

MFF RN IADXET—EDIRIL U, XZT—SDEER
1E G ZE RN XD B & i#t I IE#RE . —RFIFZE . SA TOCID—RFIHE #5115
#. SA BFEHI—HEZE ., EDEFIZEENVIXICETEXET—IDEILL. X
FT—IDEIRDIEEIEDFF RIS,

HFRENVIIADXET—EDIRIH L. XET—EDE
BRI VIR DR FEIENVIADE S, EDHSFHENVIAICETEXET—SDRIH
L. XET—EDEIRDIRIEDFH TSNS,
—HEFAETOLA, SA TOLATOEETIY FOREDK A

X ET—LEDFIR. XET—SDEIHL
BT DI B EBFIEEHE, —MFIFE. SA TOCID—MFIFE#FIIEH. SA
BENEE — BB S, —MFIFE. SA TACIZHL T, EDEBET) > MBFTEX
ET—EDIIL U XET—EDEIRDIRIEDFH AN S0 XET—IDHIERDIEIEDTT
Pnge, EDERTV> FEHIBRENS,
EHEEETOCATORBRYIADRIEDRE A

BREEETNCIDGE . MR EEE BEIIFHY R ESNERFHRENIIADIER
FRIE, ZIFHEN DR DB R AR IEL L UME FIFEREN IR DEER IR TEDF AI 31

FDP_ACF.1.3 TSF (. ZROEMHR A, [BIfF: X1V TABELCEIVTAT VIO MIHT
BYTIID D7 A ARIICEF RIS BB ISR TNT, AT I MIHt
LT, 97 I10 b7 D AZBARIICEF AT LI (NI o3

-39 -



Dell C5765dn &¥azlrr4—TvF

[Blft: EFUTABEICESWTAT VIO M TR T IO M O7HE A%
BARAICEF I 92 #R A1)

+F15 [CRTF1YTBIEICE DN T TS TOMH TEY TSI rD T
CREBRAIICTHF AT TS E)

& 15 7Hr2AEATRMICEETHRA

EHEEETOCATORRRYIADEEDRA

B EEZTICIADEE . TN ORI IIRICH LT YU DY, X 7—50D
IR, XB7—S0ROH L OBIEEFHTTS.

HWHEEETOLA, SA TOEATOERT )Y FOEEDREA

BB EEE TNEIBLUSA TOCIDGE, INTDEET 2 MH UXET—S5DH)
B XET—SDMIL LEFFAT TS,

FDP_ACF.1.4

FDP_IFC.1
TIFERE
I&KFFE:

FDP_IFC.1.1

TSF (3. ROEMMRA, [ElfF: EF1) T BIELCEIVTAT IO MRS
YT IIDMOPIEAEARMIERTHRAN] (CEINT. AT IYIHMC
UC BTV MDOPOE AZATRMICIER LB FNEELE L,

[Blfd: X2V T BHECEIVTATIIOMIMT YT IO D7 A%
BAREICIER T3 A]
FUOCREBRBIHE S T SHERILHEL)

H7ty MEHRTO—
L
FDP_IFF.1 BEffit¥ai T/ B

TSF (&, [&lfF: SFP [CLoTHRON B SN TITO M, F@EYT I
DD oHIESNEIFROFNES ISR TIT IO b FHRRTIREDUR
FIERLT[EIMT: BRIO—HI% SFP1EEELLINEBLEL,

[&lfF: SFP (L& THRONBFIESNIY T ITI M, FBHYT IO D
HESNIZBEROFNESIERITIT IO, BHRVEEDIAR]

- F 16 (LR TV TITUFENGHDYR FBLUVIEER DTN TS| S TR IED
YR+

& 16 YT IYID PEEROVA LS IV ERDFNES I EH_TEEDIAL

IOk L #1E
RREZERZE LR [ETFRT—F Z7ET

RIBBF o FT— (S

[Z]4+ : 1HER 70— HI{H SFP]

=40 -



FDP_IFF.1
RIS
REFE:

FDP_IFF.1.1

FDP_IFF.1.2

FDP_IFF.1.3

FDP_IFF.1.4

FDP_IFF.1.5

Dell C5765dn &¥azlrr4—TvF

- 77D AtE#R70—SFP

BEftrirEMH®

L

FDP_IFC.1 ¥Jt&yME&HwIO— il
FMT_MSA.3 #HIEME#EE

TSF (& LTFOAA4TDH T I PR UPEREF 1) TABHLEEIVT, [E
f: 1EERIO—HI% SFPI1EEM L INEELI0,  [Bff: RENEZSFP
TEBVWTHIESNZ ST I FBERDIA S, RUBRCXHET S, £F1Y)
TAREE]

[Bl4+: HEHRI7O—H%H SFP]

- TP E#H 70—-SFP

[BlfF: REN7 SFP FICHWTHIEISNZ YT Ih betBRDUA L, BT
BRICxIETE. EF1VT1EHE]

“INENE SFP FICHL THITIZN 8 LN E 5B AR E S, ESR Y FT—D5Z
1SERBEIRT—EDYR f, BRUBLZICHIE TS, CFa1T1B IR

TSF (&, UTORBDBRFSN TN, FEISNIREZRLUT, HIES
NIHT V) RSN B RE OB /R IO—EHF T LB N EBLELN:
[Elfd: BRDBECKHLT, T IV rEFERO XU T BRERICREFE
REBLEL., EF1) T BIECEIER]

[Elft: BRDBRECKHLT, YT IV rEFERO X1 T BERICREFE
REBLEL, EF1) T BIECEIE K]

W REFZ IR ZHENZNE LIE L RIEFRT—8E, L DGS B EICHL TEA
BBF Y R T— O 5 ICESHL)

TSF (&, [ElfF: B ERIO—H{E SFP HRAI] EXRELLITNEGLE
LYo

[BIf: EMNOERIO—HI{E SFP &RE]
- ENIDIEE 70— ## SFP AL %)

TSF (&, LTORA, [Bff: EF1)T(BHEICEIVTERIO—EHATH
(CEFRI T 2FRAN]CEDINT, FEHRIO—EBARMICHFRI LB INEELEL,

[Blft: EF1)TBIECEIVTIHERIO-—EHARMICEFRI TR AI]
¥ B IEICE D TIEER IO E857 915 A § SRR/

TSF (3, LTORA, [BfF: EF1)T/BHEICEIVTERIO—EHTH

-41 -



Dell C5765dn &¥azlrr4—TvF

([SHEETIHRACEINT, FHRIO-EATHIES LEINEELEL,

[Blff: EF2UTBRECE SV TERIO-EARMICER T3 A]
¥ B IEICE D TIEFR IO 5T RIICHEE T SRR L)

FDP_RIP.1 Iy MERRE

THRIFESE - 3L

IR L

FDP_RIP.1.1 TSF (&, [Blft: 2T IIDMDUAROATIIHMEIR: AOEROENIZHT,

MoOEROE S THERR]CEWT, EROLATOEDEHROANRELFIATE
BT BIEERIELBIINE LB,

[Zft: AT IIDFDYRR]

“BE) |\ — FT1 R VREICEBENSFIFEFAXET—H
[ER: A\OEROE|ET. hoDERDEN HTHERR]
DEDERDEN L THERR

6. 1 4 957\ FIA n{i‘kﬂutnm s
FIA_AFL.1 (1) SRS R BB DER DR L
THIFERE - L
R7FE: FIA_UAU.1 SBEEDAR1IVY

FIA_AFL.1.1 (1) TSFI&. [BIft: FEEEEROUYARICEHLT, [ER: [BIfF: EOEHIE].
[Ef}: HFARTEELENERE] NICHTIEBRERETRELGIEDELIE]
@@TE‘ZIJJELD u'\iﬁh‘ibtt’é”é’rﬁﬂj b&('fﬂ(ihb&b\o

[Elfd: FREEFERDIAL]
B E & DEAE
[FER: [t E0EHKME]. [t AIREGENERE NICHITHE
BERE ARG EDEHIE]
‘(2117 EDE#HE]
[BIfF: EOEHIE]
-5

FIA_AFL.1.2 (1) ARUIOZEEERITHERUVEEBEIR:(CSET S, ELEOZ]EE, TSF 3,
[BIfF: 7D0av@IAReLEBENERLE,

[BIR:(CET S, ELEOE]

(CETS
[BlfF: PDoavD)AR]

=42 -



FIA_AFL.1 (2)
THIBEE
&RFMH:

FIA_AFL.1.1 (2)

FIA_AFL.1.2 (2)

FIA_AFL.1 (3)
THIRERE
&RF%E:

FIA_AFL.1.1 (3)

Dell C5765dn &¥azlrr4—TvF

ER1E/ 7L Tl EJR LTBT 1RA LISF DIRTEIX Z(1 17775, F7&Web 75
DY CEXEDERDUIM BRAE T EIEIXZ (7177710

Tdb
FIA_UAU.1 ZREEDAM13IVY

TSF(; [EIH—J- EMHEE%G)UXI‘](LFQLT [L*R [iIH—J- E@ﬁﬁﬁg]

[BIff: BFRRERIEDSEE] NICHITHEEERTE ATREBEDEHIE]
EOF R ITHE Ut E e LB TN E B oL,

[BlfF: RBEERDIAMN

‘SA DEGIEF (KA GEALFF)

IR [Bift: EOEHE]. [Blft: FBREERECEE]RNICHIIE
BEREAREBIEDEHI{E]

‘[ 211 IEDEH1E]

[BIfF: EQOE$I{E]

5

FRYOREATHER V@M [N (CET S, £ LEZ]EE, TSF (&,

[BIfF: 7D0av@ARELEBINERLE,

[ZEIR:(SETS. ZELEEE]
(CETS
[iuﬁ- VNEVIOUYES
R 1/ V2L Tl BRI 1RA L) DEEFEIZ Z (111170, Fi=Web 75
T T KB DE R DL RAFE Cal sl 1E(3 2717 (770

ALK ERFF DER DR
3L
FIA_UAU.1 ZBEEDRAIVT

TSF (. [illﬁ FALEROUARCEALT, LER: [l EOEKIE].
[Elft: BFRTRERIEQER] NICHITFEEERTETREZENEHKIE]
E DR FREERTH A Lz EERH LB TN EB LR,

[Elfd: FREEFRDIAL]
- — R FHE Dt FE
[ER: [BlfF: EQOBHIE]. [Blff: SFEARLBENERE]INICEIE
BEREMRBIENEHIE]
EIff: EDE#E]
[BIfF: EQEHIE]

-43-



FIA_AFL.1.2 (3)

FIA_AFL.1 (4)
THIRERE
&RF%E:

FIA_AFL.1.1 (4)

Dell C5765dn &¥azlrr4—TvF

FRNOREA TN E R VB [FER: (CFET S, ELREIOZ]EE. TSF (&,
[BIff: 7DoavdIA N ELEBINERLEL,

[F#IR:(CETS. 2 LEHE]
ICETS
[Bft: PHoavDYUAR]

ERIE/) 22 )L Tl SEEED T BN E DX v tr— 2 FZ L TI1— 1 —IE8D
BANFELRTS, Web T30, ZufFT—DORF+F—1—71Y77 (FKtE
GEEERFDH) TE1— Y — G ERDBA I EERTS

ALK ER D ER DR
L
FIA_UAU.1 ZBEEDRA3IVT

TSF (&, [BlfF: FREAFEROUVARICEILT, R [Blft: EOEKIE].
[Blf: BFRRERENEE] NICHT2EEERTEAIRETEOERIE]
E DR EREERTH A Lz EERH LB TN EB LR,

[BlfF: FREEERDIVAR]
-SA DEEEF (9F BBEEHEFF)
LER: [BfT: EOEHKME]. [BfT: FRAEELEOEHBE]NICHITEE
HETEAREIIEDEHE]
2ff: IEDEHIE]
[Z14F: EDEHIE]
1

FIA_AFL.1.2 (4) FERUOZIHTNERLZEMFEIR:(ETS. zLEE]EE, TSF [,

FIA_ATD.1
EER
IR

FIA_ATD.1.1

[BIff: 7DoavdIA N ELEINERLE,

[FEIR:(CETS. 2 LEDE]
(CETS
[iuﬁ- VONEVIOUNIS
ERIE/ ()L TIL SEEED T TN E DX vtr— S FF L TI1— 1 —1§#D
BANFERTS, Web 50 TE 11~ 1GEHDBANEERTS

FREREER
3L
3L

TSF . B4 DFAEICRTIUTOLF1I)TABIEDIAMEHEFFLE(T

-44 -



FIA SOS.1
RIS
RTEH:

FIA_SOS.1.1

FIA_UAU.1
THIRERE
&REFHE:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7
THIRERE
R7FE:
FIA_UAU.7.1

FIA_UID1

Dell C5765dn &¥azlrr4—TvF

NIEBBIEL, [BIff: EFaUTIREDIAR]

[Blff: EFaUTBIEDIA]
-BMEEERE

-SA &Z/

—RFIFERE

R DAREE
3L
3L

TSF (&, B3 (R AGEALFD SA E— R FFE D/ I T— D[4+
SNTZ& éRE{]ké‘ﬁ?’%:.t’é’rﬁ&?‘%iﬁ_lh’ﬂﬂ#bhh‘ﬂ(ifdbh
LYo

[Blff: ERSNERBERE]
JIRT—FRIE 9 XFLLICHIRENS.

REEDA(IVT
L
FIA_UID.1  BAlOa1IVY

TSF (&, FIRENRIESNSHTICFIREERITLTITONS[BIfT: TSF
B A7D0aV0)A N EFFRI LB INIEE LY,

[Elft: TSF HATPHYaVDIAR]
- RREBEIRDEDIFIIZHE
FIFE DT o ESNET I P27 DEFE

TSF(E. ZOFIABERITITIMOIRTOTSF N7 D I3V AT BH]
(C. BRI AB RN HIEEER LB INEB LI,

REESNIZEREE 71— FIN\WD

3L

FIA_UAU.1 ZBEEQRM13IVY

TSF (%, BBEEZ1To TSR, [Blft: J4—FNYDDUAMEFZFIAEICR
#HUBINEL LR,

[BlfF: 24— FINYDDUR K]
) RT—RFELTA D UVEX FERTEHD* X FDZK A

A DRIV

- 45 -



THIRERE
&R

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1
THIRERE
&REFHE:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.1.5. D3AFMT:

FMT_MOF.1

Dell C5765dn &¥azlrr4—TvF

3L
3L

TSF (&, FIRENHEASNSEICF AEERTLTEITSINS[EfT: TSF
B A7DaV0)A N EFFRI LB INIEE LI,

[Elft: TSF HATPH2aVDIAR]
- WREZEIRYSDTr IR ZHME
FIFE DT P 0EENET I P27 DEFE

TSF (3. ZDFIAEERITISMD TSF A 7HIaVEHRITHHIC, &
FIRAEICHRIN I T B ER LB INEE LI,

FRAE-YTIIOMES
3L
FIA_ATD.1 FIREREMLEE

TSF 3. XROFIRECLFIUVT(RIEE. DR ABERTLCEETSYT
JIDMIEER TR INIEGLE,  [BIff : FAECF1UTBIEDUAR]

(B L TFOFAE XTI BEDUAR]
B ETEE R

SA &Z

-— BT FERE

TSF [, FIAEERITLCEET BT VIV MEFIRE EF 1T B HEOR
FOBE FICRET S ROBANERTE LB INEB LR,  [ElfT: BED
A DB E T FORRA]

(B : B DA DEEE R (TOFR ]
Gl

TSF &, FIRERTLCEMET BT IV MR ER TR AE +2Y
TARMEOEEEEICRT S ROMAIERE LB INELBOIEL, : [Elft: &
MEDZEEDHFAN]

(£ B OZEDIRE]
Ll

)T EE
tF1UTREEDSZEVDOEE

- 46 -



Dell C5765dn &¥azlrr4—TvF

RIS BL
IRFME: FMT_SMR.1 t¥1UF(0&%Z|
FMT_SMF.1 &EE#EEOETE
FMT_MOF.1.1 TSF (. #8E (Bl #EEDUAN] [EIR: DSBFEVERETD. &2FLT
3. 5BESED. DSBFVERETD] sehz (Bt FrISniz#@alsh
=& B (ICHIR LB INE ok,
[EI4F : #BEDYAR]
-F 17 DtF1UT1#BEDYR F
LEIR: DSBFEVERETD. 2ELTE. EBESHD. DABFENVERET
3]
-DSBELEIFIULT S, FEIESEE. DSBENFEHETS
(B4 SF AT SN Al Sh = 1% B
-F 17 DCF1UT1HBEDYR F TiRSNEREY
F 17 LXI)T1HEEDYAR
a1 T 1R 1Bk &2l
1K) (2N D BDEEGFFF D) R T— FEH BIE, fFLL MIEEEE, SA
SRTLEBEEEGARKICLE TR IES BIfE, FFLL B EEZE. SA
I—Y—iE G EE BfE, L. KE | BHEEZE. SA
¥ EEO#EE BIE. 121 B EEZE, SA
ZBT> fEE BfE, FL. KE | BHEEZE. SA
RIBBZ Y FT— D7 — S (RE R GE BIfE, 1t KE | BHEEZE. SA
DR FI—I 2T FHEEHIIRIEFE BIE, 7L HHEEZE. SA
/= FT1ROEF TGS 1L EE BE, 21 B EEE. SA
/= FT1R0EBT—H8 L ZEH A HEE BIfE, FLE KE | BHEEZE. SA
BZ7XF BE, 21 B EEE. SA
FMT_MSA.1 tFIUT EHOERE
RIS BL
IRFME: [FDP_ACC.1 #JEyr7DtA%lE., FrlE
FDP_IFC.1  #JtyMEHR7O—HIHE]
FMT_SMR.1 tFa1U)T10&EZ|
FMT_SMF.1 EE#EEOHTE
FMT_MSA.1.1 TSF &, t¥1UT1BHE BT X ) T4 BHEDVARCR LER: 774

IWMEZE. FVEDE. RE. HIRR. [BIff: 20M0EE] 12T o8ENE
[BIfF: BFRI SN SNIZZ BN ICHIBR S B[ B4 : 7O A SFP. 1§
#F;RoO—HI% SFP1ERME LA IFNERLE.,

-47 -



Dell C5765dn &¥azlrr4—TvF

[BlfF: EF2UTABHEDYA ]

FUFE B EER, BENVIRICHIE TSR EE B IE#H. EET M
Hi T BB &G

BIR: TV MEZE R, BUWEDE. E. HIBR. [BlfT: 20MDEE]]
-BINEDE. KZE. BB, [ BT EDMDIEIE]

[l : ZDith DR 4E]

fERE

(B ST SNz Al Sh & &)

-7 18 DIETE, RE)

[l : PO A% SFP. 1EER70— %% SFP]

‘MFD 702 ## SFP

x 18 t¥aUTHEMHEOEERE

t¥aiUT1 B 1BE &2

WM EBEZ B HE B EEE

SAZFIEER (K EE A FF DA) ELEDE. KZE. &Y R EIEE,
B, 1ERE SA

—ARFHE BTN EHR (KGR D | BILEPE, HE, A R EIEE,

&) B, 1ERE SA

1B GBI DR ICHIE TS BZE#F | BIOEDE., BIER. 1 | —#RFIFE. SA

158

INCTOMEFIFRENR VIR S I TERH | FIOEDE. BB, 1E5E | MR EEE

ZFIIEEH

RFBEER VIS I T HEBS | FIOEDE. BB, 1E | MR EEE

4

BRI MCHIE TS E#FIIEE | B EDE. B HHEEE.

SA. —RFIFE
INTDERES ) MCHTE TS EEH | B EDE. Bk MIEEEE, SA
FI1E#

FMT_MSA.3 FRIEMERHE
TRIREE - 3L
IRFIE: FMT_MSA.1 t¥1)T( EBHOERE
FMT_SMR.1 £Fa1U710%E|
FMT_MSA.3.1 TSF (&, €0 SFP XTI 3hICENNItF1ITBIECH LT, [E

R HIBREY. BFATEY. [BIfT: 20T 74V MEES 2B [EIF: 7D
T2 SFP. 1E#|7O— Kl SFPIZEME L INIEELEL,

[Z4R HIBREY . BFRIEA. [BIT: EOMhOKE]]

LBV : EDfDIFI%]

-48 -




Dell C5765dn &¥azlrr4—TvF

- 19 DITHIIEHFIE
= 19 MEALEHE

AFI1HH t¥iVT1EHE #HAE
HREN VI BRENIRCHIETSTEE | tERELEFIEE B EHEF]
BENEH JHATRER FI A B G R
=2 - b BT ML T SHFE
BENEE
[BIfF: 7D A% SFP, {&E#R7O0—H%I{# SFP]
‘MFD Pt #/#] SFP
FMT_MSA.3.2 TSF [F. AT IO MBI E R SNBEE, [EfT: BFalesnizi@Blshz
®END, T4V MEZ LEET IR BOMBEERE TS LEFAILENT
NnEBsEL,
[E4 - BF RISz R SN 1R &
Bl
FMT_MTD.1 TSF F—5NE&EE
TRIREE - L
IRFE: FMT_SMR.1 tE*1)710%E|
FMT_SMF.1 EIEHEOETE
FMT_MTD.1.1 TSF (&, [BlfF: TSF T-ADUAM Z[ER: TIHMEZE. HLED

B.HE. AR EE. [BIfT: Z0Mt0RE]ITSRENE[EIMT: BFRISh
BRI SNTE&ZEN(CHIR LB INEB5E 0,

[Zlf$: TSF F—2DYAR]

-7 20 DTSF 7—XDIEFUX F

EIR: TO4VMEZERE. BMOWEHE. WE. Bk, BE. [Blft: 20tho
#BE]

-FIVEDE. KE, AR [BIfT: EDMDEEE]

[l : ZDith DR 1E]

fERK

[BIfF: SFalEn/z@EAISNZ&E)

-7 20 DTSF 7—8DIEIEUR F CnShERE]

=49 -



Dell C5765dn &¥azlrr4—TvF

& 20 TSFT-R0iEEIVAL

TSF 7—43 1% ®E
HMEEZ D 55 HE BREEE
BREEZ/ T FIgik HE BREEZE
SA DD 158 (KR EF FFDA) BLEDE, KZE. B | BREEE. SA
BR. 1ERE

SA D/IRT— FIEE (K MEFAFFDA) | HE HMEHEZ. SA
—MFIFED D 158 (K EZARFD | B EDE., KE. B | BREZEE. SA
&) BR. 1ERE
—MRFIFE D) IXT— FIEHK (KA | HE HBMEEE. SA, — R
/5’#0)03‘) FIFE
I—Y—GBAF G A DIEHR BLEDE, KE HMEHEZ, SA
AAE) 12N DEEFEFFD BEDE, HZE HHEZEE, SA
JIRT— FEMIEHR
I-Y=/ IRV FORNXFHIEHK | HEDE. XE HMEEE, SA
(ARG FLFFDF)
EET > FOIEHR BOEDY, HZE HMEEZ, SA
SRTLEBEZAXHKICLS TR | BLEDYE, HE HWEEE, SA
EEIEH
¥ EEOVRE G BEDE, HZE HHEZEE, SA
RIBBF o FT— 07— SR E G BLEDE, KZE. Blff | BREEE, SA
DR FI—I 2 I IR EFIIRIEHR BOEDY, HZE BMEEE, SA
NN=FT1RU0ER-T— SIS ILIEHR BOEDE, KE HMEEE, SA
/N=FF1R0E‘T—5 L EEEH BOEDY, HZE BMEEE, SA
A1t -r5 2158 BOEDE, KE HMEEZE, SA
BETAMEH BOEDY., HZE HMEEE, SA

FMT_SMF.1 EIEAEEDRE

TRIRERE - L

IRFFE: 3L

FMT_SMF.1.1 TSF (F. UTOEEKAEEERITI SN TERINEL LI,

[Elfd: TSF [CLoTRIESNZ EEELEEDUA ]

[Zl{t: TSF (L TIRHSNZ EIEHBEDUA L]
+ K21 (R TTSF (CLoTIEESN S F 171 ELEBEEDYX F

-50 -




Dell C5765dn &¥azlrr4—TvF

& 21 TSF [CfoTURESNS EF1UTA EEEEEDUA L

WHeEH CC TEBRINLEEXMR TOE (& IEHERE
FAU_GEN.1 |%&L ¥ T EROVREE
HDOELE
FAU_SAR.1 |a) BEERFICHULGRALLIVCAEDD | -#HEEEZDID &/IXT7—
DRABTIN—TOHEF(HIRR. KZE. B FIEHDEE
. ‘SA DID &/IRT— FIEERD
BB (KRR DA)
FAU_SAR.2 | %L -
FAU_STG.1 | &L -
FAU_STG.4 EERMEKEEICEONDTDVaVDM | KL
?#(ﬁllﬁ% WE. EM), B BB FLERDHIH IFX
—BIFEE THIEFEHRIC
Lhkl)
FCS_CKM.1 | &L -
FCS_COP.1 | %L = FrrROZEBT—505
SEIGHDERE
FDP_ACC.1 | &L -
FDP_ACF.1 |a) BARMBTZIEAFLIIIERICETIGRE | -EESV M TEHE
(CEHNIEHENERE, ERFIEHRDELE
BRI I T ERE
ARG DEEE
-EFET) FOIEBRDEE
FDP_IFC.1 | %&L -
FDP_IFF.1 a) BRMBT7OEAICEICGRECENDNS | &L
BHOERE, B/ 7O HIREN TH
NE BB
FDP_RIP.1 |a) \WORFRFERRELZERTINDFIR(T | /- FFrI0EBET—HL
BOE. BHTHHIVIEI L THERICHWNC) | EFEHROEHE
M. TOE [CBWTERERTHEICEN D,
FIA_AFL.1 |a) TRPIDFREERITICH T 2RIENEHE nbnfﬁéﬂ/:oté?aﬂfﬁf
b) FBAEXBMDBRICB\NTEDND 7DV | LB EIHDE.
NEHE
FIA_ATD.1 |a) HLBIHTRENTLNE, HFRIEEEE | 4L
FREICKTZEMOCF1VT(BUEEE | BH ENDCF1T1EM
FHENTED, XGLVED E TR RICTG B
A
FIA_SOS.1 |a) MEORIIFEAINIRENEE, - 1=~/ RT— FDRIIX
FHIEHEDELE
FIA_UAU.1 |a) EBEICLZDIATHINEE, - KAE) VRO B DEEFERED

b) BRI BFIREICLRELT —INEHE;

/RT— FREIEHRDE

-51-




Dell C5765dn &¥azlrr4—TvF

c) FABENEEESNSATICEONS T YAy
DIALEEETRL,

B EBEEDID &/ IXT—
FIEHDE

‘SA BLU—REFIFZEDID
E/RT— FIEEROEZE (KK
SEGERE D)

=Y —EA A G RDE
2

FIA_UAU.7

L

FIA_UID.1

a) FIAEHANEROEE,

b) FraIEEEN. BAIRNICHFAISNBETHY
IVEEBECERIGE . EDPDIIV)ALE
EETIHIL,

MEEED\D OEFH
‘SA BLU—MEFHZED 1D
DEFE (KL ZEFFF DH)
1= YR A G RV E
=

FIA_USB.1 a) FaEEEL. T NOYTITIOID Gl
XTI EHREEERTED, B 723>, tF1lUr1/E
b) HFaIEEBEI. YT VIV IMDEXIUTAE | BIZELE THVE N RITG
HZ2EETED, YA
FMT_MOF.1 | a) TSFO#EEEHEICEEERIEVFIRE] | -T2 ZFIEER]
DIN—TEEETI L RIGEHEDEFE
FMT_MSA.1 | a)EF1UT(BHEHEICEEERIEFLED | 4L
BEIDIIN—TEEETEL BB RE) TN — T EE T
b) CFX1VT BUENEEDEES IS | HBVEEXNRICL LA
DHAZEETI L,
FMT_MSA.3 | a)#EiEEEELFIREIDTIN-T2EE | 4L
T3 B RE| TN~ 2T L
b)FTEDT7HE A SFP (CRTETIHIVS | BEEE THIEEENRIC
EQHFRIHIHEVIFHIRMZEZEETIC | HokL)
&;
c) EX1VT BHENFTEDEZSIEHTZD
DIRBIZEE TSR,
FMT_MTD.1. | @) TSF 7R EICEEERELBIRE | -HIXFv—I V= FEEH]
DIN—T2EETEH L, RIEERDEFE
FMT_SMF.1 | &L -
FMT_SMR.1 | a) #EIO—&ELITFAZOIII-TOE | %L
H, BB RE)TN— T2 EE T
DVEEEXIRICHOHL)
FPT_STM.1 |a) BHEOEHE, <11, BRIIEEHDEFE
FPT_TST.1 | a) ##AI5EIFoh, EHREMR. H20MIE | -2 T MEHEDEE

EDNFHTRE.TSF BETAMENMETS
FHOEHE,
b) BELLIE. KRN EE,

-52-




Dell C5765dn &¥azlrr4—TvF

FTP_TRP.1 |a) tUYR—bSNTINE, BIERENAZE | -AEIZV 07— 51RE
RIBPIaVDER, IEHRDEHE

FMT_SMR.1 EFaUT10EE

TRIRERE - L

IRFIE: FIA_UID.1  #AlDa13VY

FMT_SMR.1.1 TSF (&, &&| (BT FFRISNEEAISNZRE]] EMFLBOINEL SR
LYo
[BIff: BFRISn/zialSniziEl]
-METEE, SA, —IRFIFE

FMT_SMR.1.2 TSF (&, #FIAEERENCEEM TR INEZLEL,

6.1.6. DSAFPT:

FPT_STM.1
THIFERE
IRFFE:

FPT_STM.1.1
FPT_TST.1
TRIPEE -
REFE:

FPT_TST.1.1

TSF DR

=SS LARYT
3L
3L

TSF (&, &IERERM LAV T eI TERINIEB B,

TSF FA+
3L
3L

TSF (&, [3®R: TSF, [BlfF: TSF O—ER] |QOIEEEMEREETB70IC.
[FEiR: W5 EFdh, BEERDELHMIC, FFaF AEDOEREFIC,
EH[EIf: BETAMMEBITAREZEEZG]TTCIBEETAM A — MERT
L FhIEEni,

[#iR: TSF. [Elft: TSF O—E&R]]

- [&/f+: TSF o—2E5]

-TSF Z777—-F

LER: WAL T, BEERSEHAMIC, 5T R HEOEKREFC,
FH[EIfT: BETAMMEBITAEZRG]TCIBEETAMI AL — FEEST
LEFNIEToE0,

-RHUL B BT IEBTINERM T T

[BlfT: B2TAMMEEBITAEEME]

-B2 TR MRESN TS EFF

-53-




FPT_TST.1.2

FPT_TST.1.3

6.1.7. D3AFTP:

FTP_TRP.1
TR
RFE:

FTP_TRP.1.1

FTP_TRP.1.2

FTP_TRP.1.3

Dell C5765dn &¥azlrr4—TvF

TSF (&, BFRIF AE(C, [FIR: [Blft: TSF T-30—E& ], TSF 741D
SEEMERIIT SR NERELBINEGLE .

[#iR: [BIff: TSF F—20—#]. TSF F—4]
- [&Vf7: TSF F—50—E0)

TSF (&, BFRIFIAEIC, [ER: [Blfd: TSF O—&R]. TSFIOZEE %R
AT B EE N ERM LB N EGB LI,

[3#IR: [E4+: TSF O—&F., TSF]
- [&/f1: TSF 0—2E5]
- 70754 ROM RIDTSF FEf77—F

ST EIAVYE R E Y2

[SIELETAW
3L
3L

TSF . EnB&E LER:VE-F. O-DL] FAERIC, thDBIE/ AL
RIBRICR B SN, EDIHROREESNEAE, (BN HE, RE. [E
fF:EDDIMTDEERE., FBEEERE]INoDBIET —IDREER
HISBERERBLBINEL I,

ER:UE—F, O—HI]

-YE—=F

ER:-HE. RE. [BlT: @170 LM, FLEABEERE]]
-HFE, RE

TSF . DER:-TSF.O-NLFAE. VE-MIRE] o 588 2%
TTUCGBIEERMIAT HEEH T LB IINIET I,

[ZZR: TSF. O—AILFRE. JE— MRIBEE]
E—FFIFE

TSF (&, [EBR: SHOFAHERGE. (BT 558 ANERSNZ D
H—EA]] [CRULT, BIEE/ S ADFEREERLEBINELLEL,

[BR: ZFOF AEFREL. [T SEE) AN ERSNS O —ER]]

‘(BT BI5RE) A BER SN S MDY —EX]
“TOE OWeb (CLZBIE Y —ER, TU28—F51/1BEIE Y —EX, TPOXF

-54 -



Dell C5765dn &¥azlrr4—TvF

A/ VEBEY—ER, F0FT—01— 7171 BE Y —EXBLVEISREIE
VIZADERKINS MDY —ER

6.2. tFIUTAIRIEEH

R 22 ([CEF1)THREEHERL R T B,
AN TOE OFHELREELNIVZ EAL3 THD. TATORIEEHIVR—R U ME, [CCH—F3ITREINT
V3. EAL3 OJViR—2Y FEEHESIALTLS,

# 22 EAL3 REIEH

REEDSA REEIVR—%U b
ADV: ADV_ARC.1 t*1UF(7—%7hFviait
BEF ADV_FSP.3 SEEBENEHE O
ADV_TDS.2 7—%7hFvikst
AGD: AGD_OPE.1 RFIREREAI4VA
HAHYAXE AGD_PRE.1 #{EF#z
ALC: ALC_CMC.3 H#a0&HE
SATHADI Hif—k ALC_CMS.3 =#£%XB0 CM fafH
ALC_DEL.1 E#HF&Es
ALC_DVS.1 t*1UT4EBO®E
ALC_LCD.1 BAZECLZATHILETILOES
ASE: ASE CCL.1 @E&xiE
t*1UF4 5—FyrEEE | ASE_ECD.1 #hiEIVE—%UIES
ASE_INT.1 ST &
ASE_OBJ.2  tXiUF(ssErst
ASE_REQ.2 iR&ELEEFIVT1EH
ASE_SPD.1 tX1UTBEEE
ASE TSS.1  TOE E#git#s
ATE: ATE COV.2  A\L—J05H#7
5k ATE DPT.1  TAN HARE
ATE FUN.1  {%8ETAF
ATE_IND.2  MI5Ak - U7
AVA: AVA_VAN.2  IaEEtEs
Ma55 14 5 5E




Dell C5765dn &¥azlrr4—TvF

6.3. TF¥IUTAEMHRN

6.3.1. tF1UTHEREEHRM

TRIVTHERRELHELFIUTI MR AHORICE, K 23 ([CEEkT S, CORTRIED, &HEF¥a)7q
HREE MM, DD 1 20 TOE X1 TR A SHITH G LTS FeBFa1UT4 KA, ¥
AVTFAEEEE M (CEVRIESN TLB R Z, & 24 (CREdR T B,

& 23 tRIVTAHEEEHELF VTR RS H ORISR &
Fa)T KA &

O.CIPHER
0.COMM_SEC
0O.FAX_SEC
O0.MANAGE
O.RESIDUAL
O.RESTRICT
0.USER
O.VERIFY

tFX1UT HEEEH
FAU_GEN.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1 v
FCS_COP.1 v
FDP_ACC.1 v
FDP_ACF.1 v
FDP_IFC.1
FDP_IFF.1 v
FDP_RIP.1 v
FIA_AFL.1 (1) v
FIA_AFL.1 (2) v
FIA_AFL.1 (3)
FIA_AFL.1 (4)
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1 v
FIA_UAU.7
FIA_UID.1 v v
FIA_USB.1
FMT_MOF.1 v
FMT_MSA.1

SN XXX [0.AUDITS

<\

AN RN IR NI RN

<

(\
\

AN N N NN N E YNNI

\

-56 -



Dell C5765dn &¥azlrr4—TvF

LE=VEEPOE Pk i)
g —
» | %| DYl S Q .
Elw|=s | »n|lg| 0|k v | L
DlZ =S| | 2|0 |bh|E|&

_ 2|C|8|E|S 8|83 |Y
THIUTIHEREE N oclololocolocolocloc | olo
FMT_MSA.3 4
FMT_MTD.1 v v
FMT_SMF.1 4 v
FMT_SMR.1 v v
FPT_STM.1 v
FPT_TST.1 v
FTP_TRP.1 v

& 24 tFAUTARRAHICEITF1)TAAEREZ IR

EFIUTAR RS # 2T R REE IR HL
O.AUDITS BEEAAY MOEFMAEL 1T BEOTT-IERMTS
AERAHTHS,
A1) T AR AHERRTHEHICIE.
FAU_GEN.1 [CINEEMRIAY ML TEF1IT(EEDT TN ERS
ns.
(FEULTROKEEZHIRIEACINERERITETHD.
"FAU_STG.4: EF1UT1BEEDT T A0 BIIE E THIHEM. B
BEMICOIESND,
-FCS_CKM.1: BB ERDRBISEENFICIT—ELD
-FCS_COP.1: BB LOXKIFI I TAT—AAELTEFEEND
FDP_IFF.1: 70—RBEETHIEEITNEEREHL

0.AUDITS "FMT_MSA.3:777)L ME. L—ILOEEFHFEL)

FAU_SAR.1 [CEDEFRISNTLVB VAT LEBE(L, BEEOY 771U bDtF
WTMEENTT-A0F5H E U EEZIRIET S,

FAU_SAR.2 [CEDEFRISN TV VAT LEBEUNDEF1UT(EEOY T
—BANDT7DERAEELLT D,

FAU_STG.1 [CENEEDT 771K IASN TS EX 1T EEDT T4
T FEBHIBRPRENIRET S,
FAU_STG.4(C&NEF1T4BEEOT T ANEMRICHOIEFC. VB VI L
ARV T THRMNENTEEENT 2 LEFHIBRLT. HTLLEEIAV M2, BEEOY
T7AINERT B,

FPT_STM.1(ZLD TOE O EEERIOVIERNT, BEEMRIAY e
(Z84 LARVTEENVI(CEREZRSND,

-57-




Dell C5765dn &¥azlrr4—TvF

tXaT R &

TF1T R E AR AL

LI EDEF1UT(HBEZEHICLD O.AUDITS &’ Ceh' TEd,

O.CIPHER

O.CIPHER [FREN—- FTAADEECERIN VS XET AP EF1) T4
EEOJT-AEIOH UL TEETI SRR OLIIC, REN-RT1ADEE E(C
EENSTHEESILTIRNERAEHTHS.
AEF2UTA R A HERETHEHICE.

FCS_CKM.1 [CE&DFEESNIZ 256 BV PORE SR KR(CHEST, S RNERS
ns.

FCS_COP.1 [CEDRDONIZEEE7ITIALEE SRR T, XET-IPEx
AITAEEDT T REREN- FTAAVRENEE T HR(CIESLSh, 5id
HURFICESESNn3,

L EDEF1UT(HEBREZEHICLD O.CIPHER Zi&/ 9 CENTES,

O0.COMM_SEC

O.COMM_SEC [FHRFRYFI—DEICHEETIXET A, EF1)T(EEN
H7—3B4LU TOE BRET 3. BIEPLBSANORET SHAEEIRILT I
EKHEHTHS,

AEF1UT R RAHEERRTHLHICE,

FTP_TRP.1 [C&D TOE EYE— FEIDAERY I —D LERNEIXET 3.
FA)TMEEOTTABLUTOE HETAZERBNORETIEHIC. BIET
—AESIETOP VSR ETEET, SIERENATIRMTEENH XD,
UEDEF1UT1BEBEEH(CED O.COMM_SEC Zi@ic 3 ENTES,

O.FAX_SEC

O.FAX_SEC (§, AR EBFERBRMENoRERY M —DADT I AEFHRT R
HETHD,

REF1)TIR KRG EHERETHEHICE,

FDP_IFC.1. FDP_IFF.1 [C&D. TOE OT777AET LDBEREZEL T, AR
BiEEREND TOE SN TV RERRY FI—DAD TP DL AZRL
LLEDEF1UTAHBEEHICLD O.FAX_SEC &imiz 9 Ceh' TE %,

O.MANAGE

O.MANAGE 31T HEEDR EEITOVATLEEET-FOPITE A%,
REESNZVATLEEEDHHFRILT, —RFIAAECLS TOE RET—3IND
PO FEREICT KA EH THD,
AREF1)TIRRGEHERBETHEHICE,
FIA_AFL.1(1)(CIDHiRE A SRR DR R BREFIC, FIA_AFL.1(2)IC&D
SA DFBEE K BB (AAREREERS) (CFRRE R BT LB PO AE B EI# 7 DFRAEIC
KRBULGE . IR OFF/ON DA E(CEN, Ek LB E ],
FIA_UAU.1,FIA_UID.1 [CENEHBYATLEBEE—BFIAEZHANT
BHIC. 1-F-FR nftb‘ﬁbﬂé

FIA_UAU.7 [C&N1——FREEICRALCEREE 71— RO RESNB DT, )Y
AD—-FOfRRIIFHEITS,

FMT_MOF.1 [C&DtEF1UTHEEDEE PIFIL. BIUBMBEDREL. VAT
LEEEZFICRELTVSDT, YATLEBRALIFICHRINS,
FMT_MTD.1 [C&DEF2UT/HEREDARERE X, VAT LEBELICRE
LTLBDT, TSF T-ADREWEDLE., XK. k. VAT LEEBELEFICH

-58 -




Dell C5765dn &¥azlrr4—TvF

tXaT R &

TF1T R E AR AL

Rehd.

FMT_SMF.1 (C&D TOE tF1)T1HeeNEEMKEENEREZ. VATLEESE
NR#HT S,

FMT_SMR.1 [CENFHEZHFDFIAEBEL T, VATLEBEDREZHIFTS
CET, XTI RENEVATLEEBICHET S,
UEDEF1UTBEBEEHICLD O.MANAGE Zimiz 9 CENTED,

O.RESIDUAL

O.RESIDUAL BFREN—FT4ADEREICERINIFAFHXET -INE
AEBIPETE, TAREICT B KA EHTHB,
REF1)TIRRGEHERBETHHICE,

FDP_RIP.1 [CENAEN— FTAAVEEICERSNERRFH XET 50,
LIRIDEROARZFATEET 3,

L EDEF1UT1HREZEH(ICLD O.RESIDUAL &z 9 CEh TE%,

O.RESTRICT

O.RESTRICT [ RISNTL\EEAD TOE OFIFAEHIRT 3 A EF o5t
RAHEHTHD,

AEF1UT R KA ERTETILHICE.

FIA_AFL.1(1) (SN E IR E FREIDFREE R BRBF(C, FIA_AFL.1(2)I2&D
SA DEBEE K BT (ARRERELRF) (CFREE R BRICE D VI L AE B B 5 DEREEIC
KB ULIEHE . BiR OFF/ON Kb E (TN, EfHE LR B E]C,

FIA_AFL.1 (3)IC&N— A% FI A& SRR DR EE K BUAF(C. FIA_AFL.1 (4)IC
&N SA FRRERFDEREE K BRBF (SVEREREERF) (2. “INAD— FANIE LKLV B DAY
t—IRRRLT SAT—ROBANEERT S,

FIA_UAU.1, FIA_UID.1 [CINEFE S E—RABESLIV VAT LEEE &
AT BEHIc. - THhND,

FIA_UAU.7 [CEDI1—H—EREEICRAUTEREE 74— RO R ESNBDT. N
AD— ROiRRIIRAITFS,

L EDEF1)TF#EEEHICLD O.RESTRICT &g CENTES,

O.USER

O.USER (ZIF 473 TOE OF AEEHA L. ELLFAECXET—I0ED
HU. BIBR. NAD—FOEBHEEEFIRABEANRETIRERAEHTHD,
AREX1UT R EHEHERERTIEHICE.

FDP_ACC.1 FDP_ACF.1 (C&N1—Y—5BEIEEMT 3 LT, SFRISN I F
BEOH . ATV OIBEEHFAT S,

FIA_AFL.1 (1) (CED#eH BB E R ORI L BT, FIA_AFL.1(2)(2dD
SA DERAE 2 BR B (AIRSREERS) (CRREIABRICEZ PO AIE B BB S DFREEIC
KB UIZZE . BIR OFF/ON B'AE(CGD, B LB ERAC,

FIA_AFL.1 (3)IC&D—A& I A& SRR OFREE K BABFIC. FIA_AFL.1 (4)IC
&N SA SREERE DFREE SR BB (S EREREERE) (2. ) SAT— FHVIE LBV B DAY
t—IJRRTLC.NAT—FOBANEEKRTS,

FIA_ATD.1. FIA_USB.1(CINH#MERERE. SAKE., —RFIAEE
B\ BT BCEICED., FASNERIREOHHTITH MEEINS TS,
FIA_SOS.1 (2&D. SA e—f&FIREDOR/N AT - FREEFIR TS,
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tXaT R &

TF1T R E AR AL

FIA_UAU.1,FIA_UID.1 [CENEEG—RAAESLIVVATLEEREEH
AT BEHC, 1I-F—FREENTTHND,

FIA_UAU.7 [CED1—H—FRREICRAULTEREE 71— FI\WDIERESNBHDT. N
AD—RDifRRIEHTS,.

FMT_MSA.1 [Z&NEF1)T(BHEOBVENE. HZE. Bk, iz EET
7

FMT_MSA.3 [CEN@ETIRT 74 MEZEET B,

FMT_MTD.1 [CIN#HMEERED/ AT — FREIFHMEEREIC. SA D/
D— RERXEGEMEEREEL SA L. —BRAAEOIRAT—REER. VATLE
HEE—RFRABARANCHBRINS,

FMT_SMF.1 (LD TOE ¥ 21T/ HRED E M REDER E Z . BF R SNIZFI A
BENRIETS,

FMT_SMR.1 [C&DIATLEEE . —RFAABORIGHFINT, TDE
FIHEAES (ToN B,

UEDEF1UTHEBEEHICLD O.USER &3 CENTED,

O. VERIFY

O. VERIFY (¥ TOE B H0OE4T1— OB CREDFIRZRHT 553 KA &
Thd,

AEF1) TR RAHERTTHHICIE, FPT_TST.1 [CLD TSF E171—F
BIUTSF T-ANTEMERIL T 2HNDBE CTAMERREEBFRF(CRE LR
17932 TES,

(FZEUTFEED TSF T—AR3RIEHICINMRIIRTETHS,

X1 TAEEOTT—5:TSF OEMICEEN B

SRERZIT R NTU- N7 yTSNEN= FOIT7ICEBU7IVAA LayD
(CENERSNTHNT —AWIRFFI VAT LIF—EBS)

L EDEF1ITHEEEEHICED O. VERIFY &I TENTES,

6.3.2. IRTFIEDIREE

TRIVTHEREEGMREFLCV SRS LR FRFREER UGV HERE S, IRFREFRN T
SNECTHREN G VVRILE, & 25 [CRET 3.

& 25 tRIUTAHEEEHIVR—RY FOIKEFME

BEBEEHIVR—2RUE REHEOREEHIVR—2R VT

BEHHLUVEHAT HEULCVVSEH | KEMHZERLCVEBVEHEEDIESHE
FAU_GEN.1 FPT_STM.1 —

EET-SERK -

FAU_SAR.1 FAU_GEN.1 —

EA&LEa1- -

FAU_SAR.2 FAU_SAR.1 —

PREEELEI- -
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WREEHIVR—2V b

RFEOMAER IR —R Vb

BEHHIVERET

B LTS EM

KEFEEHELCVBVEHEEDES

FAU_STG.1
RESNICEEEIE

FAU_GEN.1

FAU_STG.4
BEET-HELXORIE

FAU_STG.1

FCS_CKM.1
S B4 AL
(HDD &#7-%)

FCS_COP.1

FCS_CKM.4:

E5#(3 MFD Of2EIRCAER SN . DRAM(IES 1%
AEY)[CHEMSNS. CORFSEE MFD RADEIR
UM AL HRTHNT, IS HERETILEN
MLy,

FCS_COP.1
IS 1R 1F

(HDD B&T—%)

FCS_CKM.1

FCS_CKM.4:

E5 (3 MFD OREENRICAER SN, DRAMIES 14
AEY)[CHEMSNS. CORFSEE MFD RKADER
EUIMTEHRT DT, S RERETILEN
V- A

FDP_ACC.1
PPASIVDAN T

FDP_ACF.1

FDP_ACF.1
tFIVTIREICLZ 7O
A {E]

FDP_ACC.1
FMT_MSA.3

FDP_IFC.1
Y7y MERTO—
(7D AfEER7O-)

FDP_IFF.1

FDP_IFF.1
BT B4
(7D AfEER7O-)

FDP_IFC.1

FMT_MSA.3:
TPDAEHRIO— [ EF1UTA BN, Y
BHEMNPEITETHS,

FDP_RIP.1
Yty MEREFIEHRRE

3L

FIA_AFL.1(1)
B -0 L (A
(BEIEE)

FIA_UAU.1

FIA_AFL.1 (2)
SRR K BRBFDER DR LY
(SA: A{KEREE)

FIA_UAU.1

FIA_AFL.1 (3)
FRAL R B BF DER DL
(— R AHE)

FIA_UAU.1

FIA_AFL.1 (4)
S5 Sk BRBE DR DR LN

FIA_UAU.1

-61-




Dell C5765dn &¥azlrr4—TvF

WREEHIVR—2V b

RFEOMAER IR —R Vb

EUHIUVEHLT WRULTVSEMHR |[IREMEEELCOVEBVEHREZDE St
(SA: 4V EREREE)
FIA_ATD.1
e "L
FNEERHEER
FIA SOS.1
—>= L
WEOBRIE ¢
FIA UAU.1 FIA UID.1 —
EHINL ERYU)
FIA_UAU.7 FIA UAU1 —
REINTEZT1—FNYD - '
FIA_UID.1
- —— s BL
BRIV
FIA_USB.1 FIA_ATD.1
FREE-9TIIOMER -
FMT_MOF.1 EMT SMEF1
X IUTIHERED 5D LD FMT—SMR' . —
& - '
FDP_ACC.1
FMT_MSA.1 EMT SMF 1
X1 TABHOERE -
FMT_SMR.1
FMT_MSA.3 FMT_MSA.1
BHHEMEHE FMT_SMR.1
FMT_MTD.1 FMT_SMF.1
TSF F—HNEH FMT_SMR.1
FMT_SMF.1
. L
EIHMEEDIFTE
FMT_SMR.1 FIA UID.1
TE1UT/BE -
FPT _STM.1
e BL
SIEEA LAY T
FPT _TST.1
—_ BL
TSF FA+
FTP_TRP.1
— L
= TAPA ¢
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6.3.3. tXIUTAIRIIZEMHIRM

ATOERTIRIIEAHTHD . BRNERTHD, BELNIOBRENEFHFOREEICLS, EE RIS
JUVATLEBEDFATY D Web F50 o TOEDAMERA U A—J1— A EAULERE, FLERER
YED—DECHFHET ST - ADEFEDPHES ., TIRY-IVFOERICLSINEN— FT1AVEEDEHRES:
HHEIETHENEESND,

NBICHLTA TOE BREMEHRTILHDLF1IUT(HEEZIRIET IV ENDD,

EAL3 (3 TOE [CHTRFAFERED X 1T RDD T (RRITETAMDERER T . RUFRFERED

FREEVOEBRKNROFTM)EEH . tF1)THEEE R 2 (CERTILEHD+ 2 BHIF Y AFERIE
FNTVBEDDINEINED TR UIGFIRTHIELZD,
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1.  TOE ZE#yft#k

ARETIE. TOE MR TS X 1T B BEDERIERRICONTERRT B,

1.1, t¥1)71HsE

& 26 [CTOE tHa)T(teeE t¥ 1T HBEEH DRI ETT ,
AEICEHEATS TOE tHaUT4#aEL 6.1 HICREMRINZ LX) THBREHEB I LD THS,

& 26 TOE tXaUrqHaectFaUT e EHOXICE R

t¥a) 18R

TSF_USER_AUTH

TSF_IOW
TSF_CIPHER
TSF_FMT
TSF_CE_LIMIT
TSF_NET_PROT
TSF_FAX_FLOW
TSF_SELF_TEST

TEX1IUTAHEEE Y
FAU_GEN.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1
FDP_ACF.1 v
FDP_IFC.1 v
FDP_IFF.1 v
FDP_RIP.1 v
FIA_AFL.1 (1)
FIA_AFL.1 (2)
FIA_AFL.1 (3)
FIA_AFL.1 (4)
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1
FIA_USB.1
FMT_MOF.1 v | v

< ]| <[ ]|« [TSF_FAU

AN

AN

NENEVUENENEVENENENEN
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t¥a) 18R

TSF_NET_PROT

TSF_IOW
TSF_CIPHER
TSF_CE_LIMIT
TSF_FAU
TSF_FAX_FLOW
TSF_SELF_TEST

U THRER
FMT_MSA.1
FMT_MSA.3
FMT_MTD.1
FMT_SMF.1
FMT_SMR.1 v
FPT_STM.1 v
FPT_TST.1 v
FTP_TRP.1 v

S [TSF_USER_AUTH

<\

<
<<

<| <[ <[ <] <[TSF_FMT

LITF T34 TOE a7 aE(CEIL T RE IS T F 1) TR EH(COLVTERBAT 3,

1.1.1. N=FFT4ADERET A LEEHEHEE(TSF_IOW)

N=FTAADERT A EEEHEMRER, VATLEEE LIV ATLEEEE-FTHRESNLIN-F
TAADERT I L EEHEMAERE ICHEV ., JE-HBE. TUVA—HEE. A v —HEE. XV rD—D2A
FrUtRE. J7DAMEE. BLUHMLD RI7PDAKRED R UaT DT T RIC, RERN— FTAADEE(CEES
NIEFIRFHSXET LT REN-FT ADEEOXET-SMREE, 1 BFE 3EOLEECEL
NEETS. NBESHOERRECIHEUT, REOEEZEETIHERE. CF1UTRAEEZEBLT
BI5EEERLTBEHTHS,

WBOHREERETIEREL. LESHEOEHBEI1REL, tF1ITREERETISEEE. LEE
HEDEIHE 3EETD, 3D EZSEEERRHKE, 1 HICHATREFREJETISHN, LNREL E
ETHEEBHEEE) THd.

(1) FDP_RIP.1 7y h&FIRRRE
TOEB&{ VI TR THROLEEHEMAENFIEHEL T, EEEE% 1 B ("0(EM) "ICLP LEE)E. 3
[ (L& - EL#-"0 (PR (LB LEE) DFIRN UKD,
FEREN-RFTAAVEE LIC, LETHEFENFREFHIXET - AD—E&HS, TOE EENFFIC
—EBETIVILT HERTOFAZAXET INFETIH A, LESHENEERTTS,

1.1.2. N—FT4ADERET -GS 1L188E (TSF_CIPHER)

N—FTAADERET S LEER. YDATLEBRECIN VAT LAEEEE-FTRESNEIN-FTY
ADEET -SESLBAERE JICAE L JE—#EE. TUVA—1aE. v —1ae. Ry MI—DAF v
BE. JPDAMERE. BLUSM LD MO0 AR RE B (R R B TR REER E R ICRAR N\ — RTAADEKEICETES
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NIXET-APEFIVT/ HEEONTT-ADEESILEIT,

(1) FCS_CKM.1 RS8B4
TOE @YATLEBEICINFRESNLIN-FT/ADERT - AESEX—1&eEAL. EBBRKICELY
OvD #2400 FXOSENC AR 7PV IVALICEST 256 BV OB RA R EITI (- FTF1ADEET
—AEESIEF—IBRUTHNIE, FUESRNERSINS), BH FXOSENC AX7ILTUILE, +5
BEMMEERZEF17B7INITIXLTHS,

(2) FCS_COP.1 REEi8/E
TOE (FREBN— RTAADEEBICXETABLVEF 1) T EENT T ERTIRIC. REIRFICHE
B4R (FCS_CKM.1)[CENER UE 256 By MEDRE S #2E FIPS PUB 197 (CE3< AES 7)LT
VALEICENXETF-ABLUEF1)T(EENT T ADBEELE1TI, FLBRUEXET-ABLUE
FU)TAEBEOI T AZ5H HTIHEELRARIC, EERFICEM UL 256 EY MROBES#E AES 7)LT
DALICENESILEITI.

7.1.3. 1—Y—58EEHAE (TSF_USER_AUTH)

J1—Y—EREEHERE(L . BF RSN E ORI ABALIFIC MFD O REE AT 2R EH B 53 Al FREEH
BECTHB,

BAERXNEFZRRREISATVDIZOARFAN, 2YII=DAFvF—1—T4)T41. Web T35 hn1
—H¥—ID E1—-Y-1NAV-F2 A NS BIHHEEAT— M— FEREEN H D,

1—-4-ID £1—H—1AD—Fz A HEE B A %E MFD FzRMAEOT—N—(CEHFIN TS 1Y —1F
HEFALT, HAREETT,
1-F—1FMDEFRFEICLOT, XD 2 L HD,

CYENEH
AIRFRAEL, TOE RICEF LI - Y- 1BHReEAL R EEETI.
b) 41 &RE2E

%tﬁwnun -U- l\ (‘—CtODI.. nIE’E?:.r5o TOE W(t—l *T"lﬁ#ﬁ(i”‘fiéﬂtb"&b\
S ERERREIS . 91‘ﬁ|30)nunﬂ5"j' N—(LDAP H—)\—FfzlE Kerberos —/)\—) TEEINTLVS1—Y
—'lﬁﬂi’fﬁiﬁﬁ th it uIEa-é

AN R LRI AEOH N T R OBEEEE AR 8EE D,

a) AMEARE SRV THIEI SN B AE
JE—HEBE. J7DAMEEE GE1E) . AFvUiEE. XY FI—DAFvUiEE. BRAYDARIEREE. TV
St (TVA— RIANTORIABEEDEENFH THIENRIFFTIRENRIVTEREETS)

bYRIREIFA7 Y DRy FI=DAFvF—1—T4UTA THIEEN D 8L (RASREIFFDH)
HERRYDANLDXET—AENE UHEEE

c) Configuration Web Y—)LTHIfHEN 21 HE
BHIREBORTR. Va7 KE-BEORR. BRAVIANoDOXET I UEE. 771UIE%E(C
£37) ke

FARERIRERNBLUVIATLEBEEDF(TV Mo TOE EX 1T HEREDSREBRTELEE
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TTIERERZEILHICOATLEEE ID EAAT— FZA NS THBIRIETIEDTLHD.

AY— bH— FEREEIF AN — bA— F(CAC/PIV) & Kerberos H—N—([CEHFIN TS 1T —1EHRS LUEE
BAEEFI AL CHRIRREE1T Y,

RN R LEERIAEOH N T R DREEEE AR 8EE B,
a) AR IE R IV THIEISN D HEBE

JE—#8E. T7DAREBE GE1E) . AFvUMEE. XYM —DAFvUBkRE. SR RYD AIREMHEE. TV
B—1RE (T)3— FIANTORIEEE DR EN FH THOENRIFFTIRIE RV TERIET )
FARBEEICLDATY— FO— F(CAC/PIV) THEBIZRRESN R A E (. LDAP H—N—(C&HFIN
SA ERIFIRICLD. BIENRILIND TOE EF 1T REDS BER E L FETOEREF OCLN A
BETHD,
Configuration Web V=)l %Y +I—D2AFvF—1—TAUTA D DDFRIERFEAY— M— FIERIE
FAEY . ARG REOLI—F—BR TR T 5.

(1) FIA_AFL.1(1) SBEE%EREEOERDIRL
TOE (FVATLEBEE— RTVILATEHIC. VATLEEB BRI Z1TO0 . RELRFDEREE K Bt
ISHEREZIRHE LTS,
HWMEES ID BRAIAMZRE L. 7V EAERRMTERESN TS 5 BIDEHTEMISET L. 1R1F
NRIVTIEERIER/ A LN ORVEIF Z(H1 F3<BD, Web F50HTH MFD RIADERDUIER/
BAFCEREHR I Z(FF T 13<B 3,

(2) FIA_AFL.1(2) BEF4BBEDERDIEL
TOE FYATLEBEET— RAPILATSHIC. VATLEEE DRI 2170, FRRERFDERAE K Bt
IEFEREEIRHEL TS,
ARRFRELRFIC SA O ID FREERMERE L7V EAEBRIMTEHESN TS 5 E0ESHKBICETD
EEENRIVTRERYIE/ A LS OEEFZ (TN, Web T505 T MFD RIADEIRD
Y/ 15 AF CEREAHRER Z(FF (313<T5 3,

(3) FIA_AFL.1(3) FREEXBABFDELNHRLY
TOE (X MFD Ot REZE AT 3AIIC, FIREDI-Y-8B5LZ1To0. ERL—RFAABENRELL/ R
D—FR—HULEBMEE R}, BERITR"EBENF YN EDAvE— IR RLTI-Y—1EHROE
ANEEKRT D, Tz Web T30 PRy MI—DAF v —1—T4UT4 (KIKZREBDH) TL1—F—1F
HROBANEEKRT S,

(4) FIA_AFL.1(4) FREEXRBAEFDERDIRLY
TOE (& MFD Ot aEEE AT 3RI1C. FIAZEDI—Y—R5LZ21TO0, SMEREREERFIC SA DR E L2/ A
D= F—BUB MR ARESRV TR BN T RN EDAvE— YRR A —1FHROE
ANZERT S, Fc Web T30 TELBANEERT S,

(5) FIA_ATD.1 FHAEREES
TOE B EEE . SA BLU—MRAABEORINEERZ LRI S,
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(6) FIA_SOS.1 MEDREE
TOE (& SA, —f&FIBEEDNAT— FRERICR/NXFHICELBIMEGEIREEFEERT S,

(7) FIA_UAU.1 RBEOA/3IVY
FIA_UID.1 ERIDRAZIVY

TOE [F2 46/ 3%V, FIBEBEBDSATY CDIPDARSA N, 29 RI=DAF Y F—1—T1)T1H LU Web 7
S5 EREUT MFD #EEDIREEF I T3RI(C, ID £/SAT—FEAASET, AASNEZID E)SAT—F
. TOE BRET—RCEFINTND/IAT— MERE— BT I EERALT D, FRAE(FIA_UAU.1)EH
B (FIA_UID.1)(F. EIBFICETSNER - FREEOE AN LB DA RENFFAISND,
FRAEDFATY DTV b IaF o0 TIE, TOE (G BIERFE B TS, a7 &2EiETS,
NREHENLD FAX DZEICOVTIE, TOE (. HBIFREEET(C. FAX T—3%%Z{ET 3,

(8) FIA_UAU.7 {RESNEI4—FINvY
TOE (32— —EREERIC. )SAD— FEIZBTNIC. SAT—FELTANSNEXFHERED ** XFE.
BAE)SRIL® Web J5O0HICRRTDIEEERIRIET B,

(9) FIA_USB.1 FRE&E-HYTIIHMES
TOE (FEREESNT ID ol EIEE . SA BLU—BHAEDEREZTTIIHMIEINKTS,
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TOE (35 27 O@DERIBBRYIA, BRIV MG T 5 A RHRDIEEE LI —FREIHEE(CE
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x 27 tXIVT1A REOEE
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HWmEEEHAER ®E HREEE
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E
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(11) FMT_MTD.1 TSF F—40&HE
FMT_SMF.1 &SEEEEOHEE
TOE BEREESNEZEHLGRAFOHC. NAD—FEERETEI1-Y—1 08— TJ1—AZRH T3,
BHMEEEONAT— FREIHMEREE(C. SA ONA)—RERE (RAZRIFOH) IR EESEL
SA [C, —iFIRFEDINAT— FERE (RARIIFOH) (&, VATLEBEEE— A AERACH RS
ns.

(12) FMT_SMR.1 tF17(1&E]
TOE RIATLEBESSU— BRI AEORINZHIFL. ORI ZELLFAFCHEMFTITD,

(13) FDP_ACC.1 #7tyrPht sl
FDP_ACF.1 £Xa1)T1BHIC LB 7o A fH

TOE (35 28 (LRI EHN. I—Y-ZREHEREICLDHBRINYD A, BTV MTFAR- TV F) DiE
EERRLSNIZFIREICHIRT 3,

& 28 FHOUAHIEH

(EIEY: 0P HABERRYDA EH7TIUH
YD ADVE A —MRFAE. SALARE | MEEEN TR | -
YD ADHIBR SHRU—RFAAE. WHEEEN TR | -

SA L EEE AT AE
XEOMERNHL. | BHU—RFAE. —MRFIAE.SAL | —MRFIAE. SA L
HIBR SA tHWEEEN R | MREEEN TR | FEEN AR
FRTOXEDE | WM EEEN A6 WHEEENTTE | SA CHEMEEEH TR
DU, AR

BFRRNYIAPERE TV MTPOL AT BREIIC. 1—F—FREIZERT S,

a) EETIU MEEE
MFD TI 754 R— )Y MR TFIDREEITIE. FIRABLNFAEBE D17V bOT)UE—ES4NT
PRI BEEZRELCRETT)Y MERETRGHE. FIRIT—A2EY by T —RICE#(FIVR—
) LTTFAR= TV peLTA—H—ID CEICHELTAHEN- RFTIADEBIC—BEET S,
#7z Configuration Web Y—JLhb1—H—ID &)SAT—RFEA AL, BEFEICRAEISFATV A
DI7ALIABEICELN TV MERETIHEEERKRICI—Y—ID JeD T34 K= U FELTRERN—
RF4ADEE(IC—BEREIND,
FABE—BEREINET)Y M35 T 20T, MFD O4E RN H1—H—ID &)IA)—
FEAATEINAY— MI—F(CAC/PIV) ZERAL. BN dE1—H—ID (I LIz FUY MEEDY
ARZINERTRENS, FIRAZFIZOUVA M GENRIETR. FEEEIBROIE RN AT EEEE D,

b) FERYIIRIEHEE
B 3 [CERRENTVEBWIIT EARBIZRIR(T7VAN— F)DoBBRYIACAFY T —RETPDA
RETHERMTIENTTRETHD.
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AF v T-ARBRINYD AT B(CE. FIAED MFD OIRIE R —H—ID £1—H—)\
AT—FEANTBINAY— MA— F(CAC/PIV) ZfEAL. BRIESNDEAF v UHBEDFI AN AT RECT
D RENRIVD D ATV UIERETHEICED LT HMRFEZES A BN, REBN\— RTAADEE(ICERT
B

T7DAZET—REB B RYDAICKEMT ZI5E(CE 1Y —RBAITHT . ARBERBRBENLT
ERAFHIEONTREIPIAZET AN EEBHICEHBRYIAZIEELERREI7IAR
ET 3. BHERFOEREBSCEOI?IARET . FERFEDTFIAZET-INENENTE
ESNEHERYDAICEBBMITAEMIND ETHREER S,

FEfRSh1—5—-ID CenEFBERRVDAL. FIREFEHIEIE RV, Configuration Web v—
WFEEERY I =DAFvF— 21— T4UT4 (RKRFBEERFDH) ho1—F—1ID ENAV—FZ2 A DT3B
MFD [FAERICE ERSNZ1—H—ID &N\AT— PR —ETINEFIvHL. —B LB E DH FREEN L
DILRYDANDT A2 R T e AT e B ULREIRI., HIBROERIEN BB,
BENRIDDIEAY— MI— FEREE CHRIBRICIREN AT BEE S D 6

—MRFIAE . SA [CLHHBINYDADIEE

BRI BRI ADVE R
—RFAE. SA B, ERIBRBRYIADEBIREEITOC. ERIBRBRYIAOF A EHAIFHRIC.
AFRBINYD A& A Lic— AR FI A& SR B SA BRI BN ESNE R BRBRYIANMER SN
%o
BRI B R YD ZADHIFR
BERFRBRYIADFHEEHAERE . — MR FIREHRFR. SA HAFHRN—BULEHS. T0EH
HRINVDZAICET 3. ERHBNYDADEIBROEENEFRISNS,
ERIRBRYIADNET —IOEDH U, XET-3DHIBR
BRI BENDAOF B E#AEERE . —IRFIREFAEEHR. SA BAFERN—BULIBHE . ZOEH
HRNYDAICETINET - AOMIE L, XET-SOHIBROZEENFRISND,

H£AHERRVDADXET-HANEMNH L, XET-ADHIR
HRAVDAN, £RBRRVVANGE | TOHRAFRBERVDACETEINET -IOENH L. XET—
SOHIFRDRENEFRISND,

—RRFIAE. SA (CLBPEET)Y bOIEE
XET-HDHIFR, XET-FOEOHL
EWRT)UromBAEHAFERE. —RFIREHANIFR. SABAIFERN—BHLULBE. —RFRET
AtA. SATALAICH LT, E0ERETVV MCIETS. XET-I0ENH L. XET-SDHIFROZEEN
FEESND, XET - HOHIFROEENMTOND L. ZOBERET IV MEIRRSNS,

HHEEECIIRBRYIADERE
EREEEVGE . XABRBERYIADERIEE. XABRBRYIAOHIBREENFISND.
EREEEVGSE . INTORBRYIAICKH UARRYDADHIRR. XET-S0HIFR. XET 30
NHULDRIEEEFRIT B,

HWHMEEE. SA (CLEBRETIV bOR(E
BREBEEHSLU SADIGE . INTOBRETIV MR UXET-IDHIRR, XET-HOENH LEEF
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A3,

1.1.4. YATLEEFCX1)T1EEMAEE (TSF_FMT)

YATLEBECFIUTIEEKEER. HIFEDFABENGRIGERERFEILWIC. YVATLEESE
E-FADPOEAEVATLEBEDHICHIRLT, RSNV ATLEBEDOH (CBRENRIVBLIV VAT
LEEEDIATV 5 TOE CFX1) T RENDS RERE LB EITOEREFAIT S,

(1) FMT_MOF.1 EHa1UT/t8eD52FV\DEE
FMT_MTD.1 TSF F—30EE
FMT_SMF.1 EHEHEEDHE
TOE [FFREESNTZVATLEEEDHIC, TEED TOE EX1UT1HEEEICRER TS TOERET - DS HR
ERELE. LU HEDED/ B ERET 11V TJ1- AR T3,
FEINODHEECED, BREINZCF1)T EEMAEERHT D,

BAENSKIVDBIITEED TOE tFX1)THEREDREES R L. SRELEEITIENAIRETH S,

- N=FTAADERT I LETHERBORELSR L. H3/EY. LESEBORTEEITO

* N=FFAADERT IR SEHEROREESRL. AN/ BEINOREET

* N=FTARDERT IESIEF-—DREEITY

© RESRIDLOFRERD) AT - MERADKREESRL. HR/EIDREEIT

© VATLEEEFRBICLEZ VI EAEEREES R L. AR/ EY. EEEMBOREETD

- WWEEE ID &SAD-FOREEIT) HBEEEOH T

- SA, —#EFIAE ID OFREESHU ID ENAT—FOEEEIT)  KARIFHOH

+ 1-Y-)NAD-R(—RRFIREFE SA) ORI XFHFIRESRUREEITI A KEELRFDH

© RERYRD=DT—A{REHAED SSL/TLS BIEDXEESHL. AR/ EIHSUFHMIFTROTE
11

© RERYRI=DT-RREWEED IPSec BIENR TSR L. B3/ EMNHLVFHMIBEROZTE
13

© RERYRI-DT-HREWMEED S/MIME BEDRTEES L. B/ EDNHLUFHMITHROERTE
11O

+ 1Y BRI EEDREES R U, RIAFEE/ S AR/ BB LUHMIEROREEITD

© AV hO- REREEMEREDREES L. B/ BB LUHMIBEROREEITI

- BRETIUMERROREES R, B/ HRIOKEET

- B KAESRUREET

- BETAMERRDFREESREL. A/ ENOREEITD

FEIATLEBEDIM7Y Mrb Web 75945 %@ LT Configuration Web W—JUIZED, FEEOD
TOE EX1UT1HEEDREZSHBU. REE B EITOENAIBETHD

- EWEEE ID AT ROBREEIT) (HHEEEOHTEE

- SA. —fRFIRAED ID ZEESHEL. ID ENAT—FDFREEIT)  RMRRIIFEDH

- DATLEBBRIIRRICLZTICAERETEZSRU. B/ EX. EEEMOEKREZITD

- A-HY-)AD—R(— &R AEFL SA) DR/NMIXFHFHRESBUREEZIT)  RKERIHFOH
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s PR AUTAEBEENTREEDR EES B LA/ EDDEREEITD
(BB, LFIUTABEEDT T —AEITRYIDDTI AR TIPAIN T, YATLEBEDSAT7V+ PC
E(CHYYO— KT BIENATHE, )

- WERYMI—DT—RREMEED SSL/TLS BIEDETEESRU. B/ BEBUHLUFMBROFZTE

)

© RERRY R —DT-RREREED IPSec BIENREES R L. B/ EMHSLIVFHMIFHROREE
15

- RERRY D -DT-SREMEED SNMPV3 BIEDREESRL. B/ EIBSUHMERORTE
11

- SNMPv3 R2EENAT— FOEREEITD

© REPRYII—DT-RRERAED S/MIME BIEDREES L. AR/ BB LUFMFERDRE
11

-+ X.509 EEEAE &R/ 7yIA—F/H0 00— RSB

+ 1-Y-REIHREDRE TSR U, R/ ARG/ BB LUHMIE RO EETTO

© AV MO REREEMEREDREES L. B/ BB LUHMEROREEITI

(2) FMT_MSA.1 t¥1U7EBH0EE
TOE BYATLEBEDH IC—RFIAEBIFROIZEEZRET S,

(3) FMT_MSA.3 #eIEMHMHAL
TOE [FFBRYIAEZERT)Y MEL 1) T BEDT I4)V MEEL T, FREEBAIEERICIERL LI
FIREBAIFHRCFI ARG F AE B FHRERET S,

(4) FMT_SMR.1 t¥1)571%E|
TOE (3 VAT LEEEDREIEHIEL. 2OREIE VAT LEEE(CBEMITTVS,

1.1.5. HARY-IVIZ7#FHIRHEE (TSF_CE_LIMIT)

DA —IVIZTPRERIREAEEX . DA IV IR VAT LEBRELT1UT EEH#AE
(TSF_FMT) [CRET 3R EDSREIUVEENHELBVIICHANR-IVIZPOVATLEEEE- A
DIREEFIR T HHEETHS.

COHEREICED DA -IVIZ7DBNTFUICLBERE LR BN KLLES,

(1) FMT_MOF.1 t¥1UT/#E0533E\DEE
FMT_MTD.1 TSF 750 EE
FMT_SMF.1 EE#EEDIFTE
TOE FEBEFSN=I AT LEBEDH(C, ##4E)\%)LE Configuration Web Y=L o HARI—I VY
Z7REFIREAEICRT S TOERE T NS MR TEEE HEEDE N/ EX) OZHOI—F—1043
—J1—2%R# T3,
FCOMBEICEINERENZ X 1T EERREZIRIET S,

(2) FMT_SMR.1 t¥a1U5(1&%|
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TOE @YATLEEEDRENEHEFL. ZORENEVATLEEEICEIEMTTNS,

1.1.6. t¥*1UT4EEOTHEE (TSF_FAU)

VT EEATHEEL., VATLEBEECINVATLEBEEE-FTRENLMF1UT(EEOTER
ECHEL, TATO TOE FIAFICKH LT, LV, BN EDIIBEREITODELVIBERPEELGIAV b
(BIZSTEELERERE, 1- T 1RERE) &, BHEHTILHOTF1) T BEENTHAEEIRH TS,

(1) FAU_GEN.1 BE&T—54%R
BEET-HDERIE. EESNEEERZIAY M, BEEOVICEREZFSNIEERIET S,
K29 ICEENTDFMAETRT

*& 29 BEEOJOH

EEOIRFIAVME, UTOEERT—AEHICEHIND, :
e Log ID: EEEOYHAIFELTDELE S (1~60000)
Date: Bft57—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®WL3hh)
Time: BZlI7—4% (hh:mm:ss)
Logged Events: /XY bR FR (TR K 32 HIDEEXFSI)
User Name: #IfA& 4 (&KX 32 HfidEEXF5)
Description: /XY MBI ENAEDERHA (T X 32 HfiDEEXFIITHMII TEESRBOIL)
Status: 1AV FOALIELFERE LTKREE (R K 32 HIOEEXFIITHMIE TERSRBOIL)
Optionally Logged Items: i@ {7718 B LSHCEEOINREFSNSEMIER

Logged Events Description Status

TI\AADRREE L

Started normally(cold boot)

Started normally(warm boot) | -

System Status
y Shutdown requested

User operation(Local) Start/End
Self Test Successful/Failed
1—Y—-52:t
Login Successful, Failed(Invalid
UserID), Failed(Invalid
Logout

Password), Failed

Login/Logout .
Locked System Administrator

Authentication -
Detected continuous (LB EIEERTE)
Authentication Fail

EERNI-FE

Audit Policy Audit Log | Enable/Disable
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J3TAT—H2A
Print
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
TIMABREER

Device Settings

Adjust Time

Create Mailbox

Delete Mailbox

Successful/Failed

Switch Authentication Mode

Change Security Setting

Successful
(REEBLRRF)

T 2T —INDTHEA

Device Data

Import Certificate

Delete Certificate

Add Address Entry

Delete Address Entry

Edit Address Entry

Export Audit Log

Successful/Failed

Communication

Trusted Communication

Failed
(FOPLEBEXEERT)

(2) FAU_SAR.1 B LE1—
X ITAEBEOT TR BESNEIRTOIERE. A HBIERRIET S,

F"TEARTPAOVELTRETB"ELDRFHORIVNGD, COMRECINEF1UT(BEEOT TS,
STRYUIDTFARTPAIINELT, AOVA- R BIEN XD, EF1)T( BEEDT T 00-RY
BEF(E. Web T30 2R AT HIIC, SSL/TLS BEZAMICHRESNTVRBINELLEL.,

(3) FAU_SAR.2 [REEZLL1—

XA TAEEOT T ADZRHHE UE, RSN E VAT LEBEDHRET S,

X ITAEBEOTTF—AADTHEAZ., VAT LEBEEN Web T30 DA ERTIEET. B4/ \RILDD
THEATHEFHELRL, YATFLEEEH Web 7599 %ELT TOE ADFAYLTWEHNE. YA
TLEBEORIL(OJM1Y) ®RICERTTEECES,

(4) FAU_STG.1 RESNTZEEFEBIEHH
XAV TAEEOTT-ADHIBREEERFE LG FEGHSAPRENSRESNTID,

(5) FAU_STG.4 BE&ET-XEXDRHIE
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tFIVTABEEOTT-ANERCE TR, REE VM LAV T TRESNZEET-FCEEELT,
HLLEET-ANMBRTHIEREEHEIND,

EEOTHEDINY ME, 34 LARVTEHIC NVRAM (LRFSN 50 HISELEIHEE . NVRAM £oO
& 50 HEAT—2077/I (LT TEEOTIPMIVIERES) ELT, REN— RTAADEENREFE

LT, &KX 15,000 DM XY pERFTHENHES, 15,000 #2HAI5EE. —BLABILA
BT TRBSNEEEOTI71IVDDIEIGEE LT, #EDRLTIAY MY ERSNS,

(6) FPT_STM.1 &{EREAM LARVT
EBNCZEENRINY MeEEOTI7M1 AT HFC. TOE AT\ IOV IHREICL 51 L
ARV TERITI AR TR T D,
FratDRELEX TSF_FMT (CENVATLEBEDH N AIEETH D,

1.1.7. AEFYI=DT—5{RFEHEE (TSF_NET_PROT)

RERRY FD—DT7 -3 REEREER, YATLEBRE(CINVATLEREE-FTRESNCZTEL 42070+
VEREDFEEICELD, RERRY M) DT - REMKBEENIR SN D,

(1) FTP_TRP.1 515%8/\A
TOEEYUE— Ml (Web [CEBBIEY—ER, TIVA—-FSANABEY-EA. I7DARSMNAEEY-E
A2V R)=D1-T4)T RBEY-EABSLUSERE \ANERSNIMOY-ER) TEF2178T—
SBEMRIESNSESLRETONIICLS, XET -, tF1UT(EEATT-3HLU TOE R E
TRERETIMAEZIRETS. COSEEIAG, thDOBEALHEHMICR AN, ETDLHRADKR
AESNIZHR B LUREPRTEN L, BIET HERET IR NEFOTS,

a) SSL/TLS 7akail

YATLEBEICINY AT LEEEE— FTRESNEISSL/TLS BIE IR, MEiRyFI—D L%
FNBIXET—I, EFX1T1EEBEOT TP TOE RET—I5RETS—DELT. EF17HT—4
BIEMMREEENS. SSL/TLS 7O USRS LTV,

TOE 3 i3 DAAEICLD . SSL/TLS #—)\—F7(3 SSL/TLS H34 7Y beLTBIET BTN H X
3. = SSL/TLS FOMIUCHETBIEICLD. & TOE EUE— MEDT—SBIER . BHEPHEN
OAANRET BN KD, BENGORER . T RO IBIET A5 2L TR
SHOTEHRTS, BB SRETLIIVDERIBRICERSN ., MFD RADEREVITH. Fldt
YaAVDR T ERBTERT B,

SSLv3/TLSv1.0/TLSv1.2 7OrLELTE SN S iEiiE OIS S8
BHFMICE, FROBSIEAM— bOFNIDRIRENS,
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SSL/TLS ORESALAL—F HEREsARX/BY1X NvYa1A=R
SSL_RSA_WITH_RC4_128_SHA RC4/128 vt SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA 3Key Triple-DES/168 Evbt | SHA1L
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Evk SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evh SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evhk SHA256

FHSADbDIREEL. SSL/TLS BEEEEF/O LD HMAC(Hashed Message
Authentication Code - IETF RFC2104) # a5 AT 3EICLH>TEIETS,

Web D547V b LT SSL/TLS @IEEEMICTEIE. D47V M oDEKIE HTTPS &L T, 21
LEHFNIEoily, SSL/TLS #&E{ElL. IPSec, SNMPv3 | S/MIME &ty b7y 3Hi. FE Y
ATLEBEN X 1) T EENT T &SI UO0—- FTBRICEDICERESNTOEITNEGLE,

b) IPSec 7O+
VATLEBEILINVATLEBEET - FTHRESNLIIPSec @5 L. RERRY MI—D LEER
NBIXET—H, tF1)T(EENT TP TOE RET—HERETD—2eLT, tF17BT—2&
{ENMREEESN S, IPSec 7ARIVICH LTINS,
IPSec 7O MIJLIE. TOE EVE—MEITED LS IPSec EIEEITINEL VO, EE LIS 7ILTY
ALBEDINGA—REERTIEHD, TX1)TATPVII—VaVDMHELET D, 7Y II—IavDfEL
ZIEEINZHED IP 7RFLABOLTORIET—FE. TOE DEIR OFF £LE)EYIENEET
IPSec O oV AR— ME—RIZENIEELEND, LHEESHRIITIIVORBEFCERSEN., MFD &
KOEREYIM TN, FhF VDR TERBFISERT .

IPSec 7O L (ESP:Encapsulating Security Payload) ELTE RSN 3EKEOE S
BARMICIE, Tieot@EREARE) \wyaARXOMAEHEOMNMEIRENDS,

HERES AR/ BY(X ACP ;-
AES/128 Evh SHA1

3Key Triple-DES/168 Ewt SHA1

c) SNMPv3 7Orail
VATLEBECINVATLEEEET - FCHRESNELISNMPY3 @EIICHEL., Ry I—DEETO
FLD SNMP 2RI T30, £F1UT4VY1—YavD—2ELT. SNMPY3 FOULCHEL T
3. SNMPv3 FORIJLIE IETF RFC3414 THRESN TS LI, FT—HORBELOH BT, &
SNMP }otz—JZEREETH=H(ICFERASIND,
COMBERE AT BRI, R SAD— RETFMNY— (EB1E) SAD— FDE A%, TOE EUE— MY
—N=0OmAICey Py IUBIINEBLEN, FENAT—REHEIC8 XFULTERLGINEEL
E(AR
SNMPv3 O3E5E SHA-1 /\wo1B%E AL, $rE1k(d CBC -DES #{#MT3. hbiEE
B3V DREERFICERSN,. MFD KAOEREZUIE TSN, FE Va3V 0 T ERIFFHIHER
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9%,

SNMPv3 7OILELTE RSN S kB OS5 #

HBRES A/ BY(X NyYa1AR
DES/56 Evhk SHA1

d) S/MIME 7okail
VAT LEBE(CEINI AT LEBEE— FTEHESNLIS/MIME BE IR, RERYMI—DEL
USNERY M) —DEERNIXNET—HERETEI—DELT. LF17HBA-ILEENMRIEENS.
S/MIME 70 bW LTIV,
S/MIME BEBA—ILDiEZIEMEEICED. HEEBF AN TEIETIIHEDA—IERERFIR L TO
XET-ADEEESR, £t S/MIME BERZA—ILDEZIEBEEICLD XET-HDZEEPREELE
EE-R
BEESREEIA-ILOESLRBEICERIN. MFD KMADEREVIMT2H. FLEA-ILOES
LT ERBFISERT S,

S/MIME 70O LELTERENSA—ILEESEDTzHh DI ERIES A X

HEBERES AR/ BT
3Key Triple-DES/168 Evw bk
AES/128 Evwhk

AES/192 Ewhk

AES/256 Evhk

S/MIME JARVELTERSNSA—ILERDTHDNYY1 A K

NyoahA=R
SHA1
SHA256

1.1.8. 77H2A70-tF1)71HE8E (TSF_FAX_FLOW)

T7DA70-tF1)T4HEER. LWIMERIBEICHENVTEIY ME—3R— FROT7DAN— FEBELT TOE [CFR
ECPOEATBHERTEY ARBEERBREN SRRV I —DICARBFERIRT —IER(TESTLVE
BECTHB,

(1) FDP_IFC.1 7ty MEHRIO—FIl{H
FDP_IFF.1 Bffit+aiUT/Ei%
DRBIERGRENORERY M) -DICARBERRT —FEZ(TESBLOT, ARBEEMBZEN
ZEUVEARERT—REAERY FI-DEEICELB L,
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1.1.9. BETAMERE(TSF_S_TEST)

TOE(, TSFETA-FELUTSF TN LM &R T SN E CTAMEREZEITT H_ENAIHET
Hdo

(1) FPT_TST.1 TSFTAk
TOE [F#28)8%(C NVRAM & SEEPROM O TSF F—A% &S LEEERA L. BEBFFEE/RIICIS
—E&KRTT D,
ERLEFIVTAEEDT T4, B0 BT —INoICEEFNLBLVEHEEDRE UL,
F=TOE (FEEIFFICE 2 T A MEBEN R ESNTLVSE. Controller ROM OF 194 LEFTE ULFRED
EE—HT2h R LEERSIRERIUIIS-E2RTTS,
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A ST [CHITBHEEELLTICEREAT 3,

iE EEABE

ADF HEREFEEDEE (Auto Document Feeder)

CAC HB7DEAN—F(Common Access Card)

CC JEVD547)7 (Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

DRAM HA4F39D5 08 L7HEAAEY(Dynamic Randam Access Memory)

EAL ST {REELAJL (Evaluation Assurance Level)
KED:EFHNIERNIBIZZEDH IR (Federal Information Processing

FIPS PUB L
Standard publication)

1T B A H5—3F)(Image Input Terminal)

I0T B 15—3F)L (Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 413 —2%yr7ARIL(Internet Protocol)

MFD T84 & #(Multi Function Device)

NVRAM TERMESVHLTHEAAEY (Non Volatile Random Access Memory)

OCSP ZAU54 VEEBAE KR EETO L (Online Certificate Status Protocol)

PDL R—Y5ieik E & (Page Description Language)

PIV B A A5 EREE(Personal Identity Verification)

PP J079Y3a>70774 )b (Protection Profile)

SAR tF1UT1{REEEH(Security Assurance Requirement)
IIPIVNAICHEFRSNEESMICE A ATRET ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP 417188 £ (Security Function Policy)

SFR tFaUT#EEZE 4 (Security Functional Requirement)

SMTP BFA—)LXEFOFIIL(Simple Mail Transfer Protocol)

SOF HEBESRE (Strength of Function)

ST tF1Y713—5y b (Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE t¥a1")741#%5E (TOE Security Function)
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A ST CHITBRAFEELTICEREAT .

RiE EENE

—_— TOE D4V ERICH>T TOE EXIEEFTBEEDIV 7174, EARMICE—AEFIFAE .
VATLERE . BLUNAMN-IVIZT,

SA(System BHEEENDL MFD O EEY TOE tXi T(#EEDREEHFAIEINE

Administrator)

%0

VATLEEE

MFD O#EE® TOE tF1UT DR E2ITOEESA,
WWMEEEE SA OB

DAMR-IVIZ7

MFD QOR<F/MEBEITIIVIZT,

WEH EREH-TTOEZRIATEE,
BRI MFD OBEICHERIREY, SVT  89FRIVTAAT VA EBRE SN IRV,

—RMAEDIMTY
S

—RFABNFRTEIVIMTUL,

YATLEEE VATLEBENFRTEIIMT7 0. YATLEEE Web T30 &ML
D347V MFD [CxUC, TOE BRET —HDFERLEESHZEITI.
Web TOE R® Web 5—/\—T&N, FMAEIS17> bD Web F505 %4 LT, TOE

Configuration
Y=L

(CxTTBIRRERERR . LR, XEDORDH U/ERIZERNTERY—EATHD,
Windows O1ZE# Web J505 TERT3ENTES,
EEX )L %— LI Dell Printer Configuration Web Tool T#%H%.

VATLEEEE-F

—MRFIAEN MFD OWEEEFIRTSEEE— REFAIC, YATLEEEN
TOE OERRFEICAEDE T, TOE HRNENERE® TOE 1T RERTE
DSR/EHEVL, REMBOEFETOIBEE-—F.

TPDARIAN

—RFABIIMT7V L EDT-REERER UIE/ET, MFD ANT—A%%/EL. B
BIPDAEIETS BALD M IPDARER) T2 DY T bOT 7 THN—RFAE DA
PULCERT S,

2YRI—DAFvF—1
—T4)71

MFD AOFBRYDAICRBESNTVBIXET-IE—BFIREDF17Y b HER
NHIHDOYIFITIT,

UV k54

—REFREISIM7V b LDT—5%, MFD W IR REBR— Uik E5E(PDL)
THERSNIZHNRT-RCERTIYIIIIPT, MIREDFAPVITERT S,

MFD DMEIRATREBAR— YL 55 (PDL) TR SNZT—45, EIRIT—4(3,

ENRIT—4 TOE OFIVR— AR T Y bRy I F— AL TSNS,
A MFD M3 3/\— kYT P71y METTONBZBIEDIE. ITY REZOLARY
AELTBIESNE T4,
JE—HEECENEHRAENET -2, BLUTUVI—HEEICENFIAEDFI 7V
By rIyTF—4 DR ESNEERIF— %7 IVR— XHEECERLET -8, EybIvIF—4

(3B AXTEGERLTREBN- FTIAVEEICHENINS.

TAVIR—XtkRE

R—YRCik S35 (PDL) CHERSNEIRI T — &ML, EvbIvT T —2(CE#
9 HHEE,
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FzE

EEAR

TAVIR=X
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