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ARIKEREERFIC SA O ID BRI R ZRH L7V EAEB R TR ESNTLVS 5 BDEHFKXBISGET S
ERENRRIVTIIERUIE /R A LS OIREEZ (4T3, Web 7505 TE MFD RIADERD
U1/ AFCTERAHEEEZ (T T BB 3,

(3) FIA_AFL.1(3) BEF4BEFDERDIEL
TOE [ MFD O#BE=E RT3 RIIC. FIRABO I - —FREEZ21TO0. EHLE—RFAENZELLENA
D—FR—E LG WSS BENRI TR RBAENFTETIN"ED A — IR RLTCA——1BEHROFT
ANEERTD, Tz Web T30 PRY N )—DAXyF—1—T4UTATL 1Y —FEHROBANEER
G

(4) FIA_AFL.1(4) SBIFXBREFOERDIEL
TOE (& MFD O#ae=E AT 2a1C. FIAEZEOI—Y SR &TON. SMEREREERF(C SA NERELRNA
D—FR—BULEWMEEEARENRIV TR BTN B DAV E—JERRUTCI—F—FHROET
ANEERTD, £z Web I3 TELBANEEKRT D,

(5) FIA_ATD.1 FIAEREES
TOE I EESE. SA LU —RAAENRINEEELERFT S,

(6) FIA_SOS.1 #Z0i&EE
TOE (3 SA, —FIAZED) AT - FERERCR/NXFHICEOBIME AR EEIESR TS,

(7) FIA_UAU.1 RBEOA/3IY
FIA_UID.1 ERIDRAZIVY

TOE R 1ERIL. FIREDIATY MDIFHARTAN, 29 FI=DAFvF—21—FT1)74.
ApeosWare Device Setup $&LU Web 7505 %:EUT MFD #EEDIRIEZEFAI T BHIIC. ID &)VA
D—FEAANSET,. AASNEID ESAD— KN, TOE SRET—RICEHFINTVB/IAD— FERE—EK
TR EEIRILT B, sRaE(FIA_UAU.1)EEAI(FIA_UID. 1), RIBF(CEITINER - FREEOME AN
BTN UZBE DA RN EF AT SN,
MABDFATY M BDT )Y FI3FICONTIE, TOE [FEFNREE LTS, YaT&2EHE T3,
AREEEH DD FAX DZAS(COVTIE, TOE (&, AR E T(C. FAX T—53%2E7 3,
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(8) FIA_UAU.7 {REINET(—RIYY
TOE (1 —Y—EB5ERF(C. /SATD—RERTEDHIC, SAT—RELTAASNEXFEHERTKD  * ' XFE.
124 3% )L Web 7594 ApeosWare Device Setup [CR RT3 H4EeRIRILT S,

(9) FIA_USB.1 FAEZE-H4IIIHMES
TOE [FEREESNT ID ot E18E . SA BLU—RFIAZBFORENZHTITHMIBINK TS,

(10) FMT_MSA.1 t¥1UT(BHOEE
TOE 3% 27 O@NMERHRERVDA, BTV MG T IEAEHRODIEIEEI—H —B5EHEREICL
DEREESNFIRAEICHIFRT B,

x 27 tFIVT1A REOEE

t¥1VT1EHE BR1E =&

P E I A 1R R HE HREEE

SA BRI EH (RIREEELF D) FOEHE. RE. Hl HmEES.
BR. 1ERK SA

— AR F A BB E R (AR EREL R O FLELE. RE. Hl HHEES.

) BR. 1ERK SA

BERBRBRYDACKHISTIFAAEHAN | BOEDE, HIBR. fERL | —M&FIAHE. SA
GE
FRTOERBRBRYDAICHISTSFHE | MOEHE. BIBR. fERL | HEEESE
EESIEE
H£ABBRNVDACHISTSFAER#R | HOESHE. HIER. /EL | REESE
GE:

ERTIVMNCHISTSRTAE#AIER | FVAEDLE. IR HHEESE.

SA. —f&FIA#E
FRTOBRTVVMCHISTSEEH | MOAEDHE. HIFR HWWMEEE. SA
A 15

(11) FMT_MTD.1 TSF F—40&E
FMT_SMF.1 &SHE#EEOHEE
TOE (FEREESNZIEE B BFRRABOHC. NAD—FEFRET 1Y 13— TJ1—- %R #HT S,
BEWMEEEDONA)— FEREIEMEEEC. SA DNAT— FERE (RAEIFOH) (I EEEL
SA I, —REFIRABEDNAD— FRE (RARIIFFDH) [E. VATLEBREBEE—RFIAERANCHES
ns.

(12) FMT_SMR.1 tF17(1&E]
TOE BYATLEBERLIUV—BFAEORINEZHIFL. TORINEEZLF AZICEEMTTVS,

(13) FDP_ACC.1 #7tyrPht sl
FDP_ACF.1 £ T4 B HIC LB 7O A fH
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TOE (35 28 ([CRTEHN. I— Y -EREIEREICLDHBRINYD A, BTV MTFAR- TV F) DR E
EREESNEFIAEICHIRT 3,

& 28 POL A

BRI HRENYIZ £RAFRRVIA EZRITIUb
NI 2ADVE L —RRFIRE. SAL I | BEEEEN TR | -
EEENTTEE
YD ZDHIBR SERU—MRAAE.SA | #REEEHNTRE | -
CHmEEE N AT AE
XEOERNEL., | FRU—MRAAE.SA | —RAFAE. SALHE | —BFAE. SA i
HIBR CHmEEE N AT AE WEEENATRE WEEEN T RE
FRTOXEDE | R EEEN T HE WHEEENTRE | SA LRWMEERENT
NHL. Bk AE

BERYDAPERIIY MTHLATBRIIC, 1R EEET 2,

a) BRI MksE
MFD Tl 734 RX—= MUY MCRFIDEREZITOIE. FIRAEBDFIAEISAM7V DTV A= FSA4NT
P EEEREVDRETIIY MERETZIHA. HIRIT—4%EY byIT—RICE#R(TIViR—
A LTTFAR= T beLTI——ID CEICHEELTRHTEN-RTIADEBIC—BEET S,
F CWIS ho1—H—IDENAD—FEA AL, BEARICHAEDIAT7V FRADIPAIVEEICLDTY
VMETRETZHBEEEBEICI-Y—ID ZEDTFAR— TV ELTRERN— RTAADEBIC—KE
EEns,
FABE—BERINLETIV N —IEMHEETBHIC. MFD OFE/RILHAL1—H—ID &/SAD—
REA AL, BEESNEHE1—H—ID [CHIE LETVY MFEDUA M (IR TREND, FIAFEZDUR

MADENRITETR. EEBIBROE RN AT 8RS,

b) BERYDAIRIEHEE
B3ICERRENTVNEWIITETPD AR — F B BRYIAICAF v T—RETPDARIE T — I EH N
FTEHENATHETHD,
AX v TREBRBRRYIAICKEINT B(2E. FIAEHL MFD 04ERIHH1—F—ID &£1—5—)\
AT—REANSET, BEENZEAF v UBBEOFI AN AIBECED . BIENRIDDAF Y UIETRET D
CEICED IIT W RFaZESHEH BN, AEN— FT1ADEEICETET D,
TPDAZET - REHBERYDAICKMT IS S (CE 1Y —RITHT. ARBEEBMEENLT
EHEAFHIOEONTEEIFDAZET 4055, ZEBICEEBRYI AR ELEREI7IAZ
ET-3. BERFOEEBBILDI?IARET A ZRETXFENDTFIARIET-INENENIE
ESNEHEBRYDAICEBMIEMASNZETHREER D,
EHRINE1I—Y-ID CEnEFIFEBRRYDAL. FIAEIEME RV, CWIS FldryrI—D2F
YF—1—F1)F4hp1—H—1ID ENAT— 2 A T35 MFD BABRICEFEINZ1—F—ID £/NR
D— =TI eFIvoL. —H UG EDH RN R LIKYI AR DT —I&fEFET e ml g
i, B LRENRI. HIBROZREN AT REC D,
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o —MEFIAA. SA ICLBHEBRYIADIEE
BRI BRI AN A
—RFAE. SA B, ERIBRBRYIADEBIREEITIC. ERIBRBRYDAOF A E B A IFHRIC. &
BIBERYDARVER LI — AR FI A EBAIER. SA HAI BRI E SNLERHE BRI ANMER SN
%o
& B RN YD ADHIBR
BERFRBRRYDADFREEHAERE . — MR FI AEHRF®R. SA #AFHRN—BULHES. T0EH
BENYDACET 3. ERRBRNYDADBIBROBEENFRAISNS,
ERIBRBRYIADNET -FIDENH L. XET-30HIFR
BERFRRRYDADFHEEHAERE . — MR FI REHRFR. SA FAFHRN—BULES. T0EH
HERNYDAICETINET - HAOIMIE L, XET-HOHIBROZENFRISND,
-HABRBRYIAONET -FOENH L. XET-30HIFR
BENDAD £ABRENYIANGE . ZOHAFRRVIACETIXET HOENHL. XET—
SOHIFRDIZENEFRISND,

o —MEFIAE.SAICLBERTIV M DIRE
XET-HDHIFR. XET-HOEOHL
BTV romAEHBFRE. —MRFIREHANIFR. SABAFERN—BHLUBE. —RARET
AtA. SATOLAICK LT, EZ0ERETIV MCET . XET-I0ENH L. XET-SDHIROZEEN
NS, XET - HOHIFROEENTOND L. ZOEETIY MEIFRSNS,

o HWHEBEEAECLZIBEERRYIADERE
BHEEEDSE . £ABERRNYIAOERIRE. LRARERYDADHIBREENFRIEIND,
MW EIEE DS S . ApeosWare Device Setup h'oDH TATOEERI—H—(xt T3 EBIERRY
DAOYERL . ERIBBRYI ADHIBRN ZFAIEN D
BHEEEDGE. INTORBRYIAICH LREBRVIADEIR. XET-A0HIR. XET 3D
N LOEEZEFAI T3,

o HMEIEE. SAICLSERTIV M DIRE
HEMEEEBLU SA DIGE. IRNTOBEFE TV MR UXET-A0HIBR, XET-HDERDHE LEEF
A3,

1.1.4. JDATLEEEBCF1UT1EEEEE (TSF_FMT)

VATLEBE X ITEEKER. HIBRTEOMRAENFRNGHEREFLEILHIC. VATLEEE
E-FAOT7OLAEVATLEBREOHCHIRLT, BFRISNEYATLEBEOH RERBLVF VAT
LEBEDSATY Mo TOE tX1)T 1 RENS RERE L B ETOEREH TS,

(1) FMT_MOF.1 t*1UT #AD53F\OEHE
FMT_MTD.1 TSF F—430&HE
FMT_SMF.1 &E#EEDISE
TOE (IR SNEVATLEEEDH . TEEOTOE X1 )T/ EECRIRT B TOERET—INS R
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EREERE. LU HEDED/ BN EXTET 511 V3-TJ1- AR T3,
FEINOOMEECED, ERSNZEF1UTIEEMAEEZIRIET D,

BAENRINLIITEED TOE tF1) T HEENREES L. RELEETOENARETHD,

* N=RTAADERT A LEETHEMBEOKEESRL, AR/ E . LESRHUOREEITS

* N—RTAADEBERT A SEHEENREESR L. B/ BUOREEITI

* N=FT4ADERT IS EX—DOREEITO

© KRNSO oDEREEREDSAD - FMEROKREESRL. B/ BHOREETD

© VATLEBEZRRBICLSITVLAERREES R L. AN/ EY. EEEROKEET

- HHEESE ID &) \AV-FOREETD HBMEEEDH IR

- SA. —&FIAE ID OFRFELZSHL ID & \AV— ROREEITY | AKRILFROH

- A-Y-NAV-F(—RFAEL SA) OR/NXFHERESHURTEETO  AKTAERFOH

- RERRYRI=DFT—RRFEMAED SSL/TLS BIENHKREES R L. A/ ENSLIUVFEMIBEROFRE
175

- RERRYRD-DF-RRFEMEED IPSec BIEDR TSR, B/ EDHLUFHMIFTROFREZIT
P

- RERRYRD-DTF - RFEMAED S/MIME BIENDREES R L. BR/ENHLVFMIFROREE
15

- 1Y -FRAMERE DR EES R U AREEEL/ SMEDEREL/ BB LU MIERDREEITI

- BETVUMERROREESRL. BR/HRIOREET
Bff. BRleSRUREZITI
BOTAMEREDREESHL. AR/ BIDHEEITI

FIATLEBEDSATY Mo Web T30 EE LT CWIS #EEICLD, FEED TOE 4171446
NHREESRL. RELEETOCNAIRETHD
- HHEESE ID &) \AV-FOREET HBMEEEDH FIEE
- SA. —EFIFAED ID BHEESEL. ID &NAT—FOEREEITI  NMAFREFHFDOH
» VATLEBERARBICLSZTVLAERREES R L. A/, EREBOKEETTD
- A-Y-NAV-F(—RFAEL SA) OR/NXFHEIRESBURTEEITY  AKZARFOH
- ERAUTAEBEAT DR EES R ULER/ ENDREE!T
(BREE, X2 UTABEEOT T -REATRUIDTF AN I7AINT, YVATLEBEIF(PVIPC L
(SHHYO—FFBEhTEE, )
- REFRYII-DT-S{REREED SSL/TLS BIENREESR L. HN/EDNSLUFMIFEROFRE
(o)
© RERRYRI-DFT—RREMAEED IPSec BIEDRTEES L. B/ EDNHLUFHMITHRORZEET
P
© RERRYRI=DFT—RRFEMAED SNMPV3 BIENDREES R L. B/ ENSLIUVFEMIBEROFRE
175
- SNMPv3 EBEE/ S\ AT — FDEREEITH
- RERRYRI-DT - RFEMAED S/MIME BIENDREES R L. BR/ENSIVHMIFEROREE
15
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© X.509 EEBAE &R/ 7YTI0—- /5000 -FF %
© A-Y-RERAEDREES R L. AKEREE/ S ERRAL/ BN S LUFHRIE B DR EETS

F=AR TOE FYATLEEEDS(7Y b ApeosWare Device Setup &8 U TR SN E
BEDH (SA [FHHR—ML) L, FROLFIUTHEEEDS BERTEEITOEREHTTS,
- HEHEEE ID EAT—- FOREEITD
- SA., —f&FIFAHE ID REESMHU. ID ENAT—-ROREEITY  AARZIAHOH
- AENSRIVDDOZEEEFF D) AT — R FAMLBENS FRERTE
- 1Y RIEEEDREES B U AKREL/ S SRR/ B S LU MIBROFZEEITO
Bft. BRI S BULEREEZIT

(2) FMT_MSA.1 t¥1U7EBH0EE
TOE RYATLEBENHIC— T AERAFEROIREERET .

(3) FMT_MSA.3 #rEME#HA1E
TOE FFBAYIAEZERT )V MELEF 1T BEDTI4)V MEEL T, FREEBAEERICIERL L
FIAEHANEREF ARG H AEHR FRERET D,

(4) FMT_SMR.1 t¥aU7(#& %
TOE [$Y2F LEBEDREIEHE L, ZOREEYAT LEBECHEH TS,

1.1.5. HARY—-IVIZ7#FHIRHEEE (TSF_CE_LIMIT)

NANR—IVIZ7REFRIREEEL . DAMN—IVIZ 7RV AT LEBE 1T E 1AL
(TSF_FMT) [CEAT 3R ENSBESLUVEBNERBVLIICHAMNR-IVIZPOIATLEEEE— A
DIREZHIE T BHEETHD,

COREREICED  DAMY—TIVIZTDBNTFUICLIREE BN ELBTES,

(1) FMT_MOF.1 t#1UT #AD53F\OEHE
FMT_MTD.1 TSF F—A0 & &
FMT_SMF.1 &EHEDEE
TOE (FFREESNLE VAT LE B EDH I, #E1EN\RIVE CWIS oA MY =TIV I Z 71 EHIPRH#E RE(C RS
35 TOESRETIDSHEBRTLER (HEEOF /BN OHD1—F—(1V3—J1—-A%RHT S,
FCOBBEICINERSNZ X 1T EBHRERIRE TS,

(2) FMT_SMR.1 £F1UT/1&%
TOE @YATLEBEDEEIEHIEL. ZOREEVATLEEECEEMTTIS,

1.1.6. t*1)T4EEOTHEEE (TSF_FAU)

tFA)TAEEOTHEER. VATLEBEICLNVATLEEEE-FTRESNEIEEODTRE KL,
FRTOTOEFAEICKH LT, L\, . EOLOIBERETOLNEVVDERPEERIAV M BIZIEEE
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PRERER, 1-Y—12ERE) &, BRI 00t F1) T B BNV HEEEFIRE TS,
(1) FAU_GEN.1 BE&T—54%R
BEET-HDERIE. EBESNEEERNZIAY M, BEEOVICEREFSNIEERIETS,
K29 ICEENTDFMAETRT

x 29 BEENJOFH

BEEOTHFRANVME, UL TORERT—AEHICEREZRSIND,
e Log ID:EEEMVHAIFELTDELES (1~60000)
Date: Bf+7—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®L\Fnh)
Time: BZl7—4% (hh:mm:ss)
Logged Events: /XY & H (K 32 HIDEEXFSI)
User Name: FIfA&E & (&KX 32 HIOEEXFS)
Description: /XY MBI ENAEDERHA (B X 32 HiDEEXF I THMII TEESHBOIY)
Status: 1AV FOALEEEFERE LIKEE (R K 32 HIOEEXFIICHMIE TRSROIL)
Optionally Logged Items: #@RFIEB USHCEEOTANRFINSEMFER

Logged Events Description Status

TN 2ADIRREE L

Started normally(cold boot)
Started normally(warm boot) | -
Shutdown requested

System Status

User operation(Local) Start/End

Self Test Successful/Failed
1—-Y—-828

Login Successful, Failed(Invalid

UserID), Failed(Invalid

Logout
J Password), Failed

Login/Logout —
Locked System Administrator

Authentication -
Detected continuous (KB E#ERTF)
Authentication Fail

EBRY-ZE

Audit Policy Audit Log ‘ Enable/Disable
J3TAT-HA
Print Completed, Completed
Job Status Copy with Warnings, Canceled
Scan by User, Canceled by
Fax Shutdown, Aborted,
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Logged Events Description Status

Mailbox Unknown

Print Reports

Job Flow Service

TIMAREER

Adjust Time

Create Mailbox Successful/Failed
Device Settings Delete Mailbox

Switch Authentication Mode | Successful
Change Security Setting (BREEBHRF)

T2 T—INDTHEA

Device Data Successful/Failed

Import Certificate

Delete Certificate
Add Address Entry

Delete Address Entry
Edit Address Entry
Export Audit Log

Communication Trusted Communication

Failed
(FAFIVEBEXERE)

(2) FAU_SAR.1 B&ELE1—
XA TAEBENT TR BN ETATOERE., H HEBREERET 3,
FE"TEALTFANELTREFET B "ELOB ORI VNHD., COBBEICEINtF1)T(EEOTT—A%,
STRYIDDTFARTZAIELT, AoV0—RTHENH KD, EX1)T(EENT TSIV 0-FT
B, Web 750U ERI AT 3RIC. SSL/TLS BIEEEMICHRESNTULEFNEELELY,

(3) FAU_SAR.2 [REEZLL1—
XA TAEEOT T ADZRAHE UE., R SNEVATLEBEDHRET S,
X IFAEBEODTT—AADTHEAZ., VAT LEBEEN Web T30 DA ERTIEET. B4/ \RILDD
THEATBEFHELRN, YATFLEEEH Web 7599 %EELT TOE ADFAYLTWEIFNE. YA
TLEBEORIL(OJM1Y) ®RICERTTEECES,

(4) FAU_STG.1 RESNTZEEFEBEHH
XAV TAEEOTT-ADHIBREEERTFE LG FEGHSAPRENSRESNTID,

(5) FAU_STG.4 BE&ET-XEXDBHIE
X TAEEDT T -ANERICEIR, SR E VM LAV T TR SNZEE T -CEEELT,
FLLEET-INMBRTICREEHEIND,
BEBEOTHZEDINY ME, 31 LARVTEHIC NVRAM (CRFSN 50 HCELZIHEE . NVRAM £0O
5% 50 B T—20771)V (T, TEEOTIPMILIEMES) LT, REIN—- RFTAAVEENREE
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LT, &K 15,000 DIV MERFTHENHES, 15,000 HEBEZZERE. —BEVIILA
BUTTREBESNEEZATI71IVDbIRIEE LT, IR UTIAY MEEERSN S,

(6) FPT_STM.1 S8 LARVT

EBSNEEERRAAY MEEATI71IUAGRHET 58, TOE TS IAYDREEIC L34 L

ARV TERITI AR EIRIT D,

FratDRELEX TSF_FMT (CENVATLEEEDH N AIRETH D,

1.1.7. ARy I-DT—5{RFEHEE (TSF_NET_PROT)

RERRY FD—DF7 -3 REMEER . VATLEBECINIATLEREE-FTRESNLCZTEL 42070+
VVEREDFEEICELD, RERRY M)—DT7 - REMKBEENIR SN D,

(1) FTP_TRP.1 &{E%8/)\A

TOE EUE—ME (Web [CLB@IEY—E A, TUVA—FSANE@EY—ER, 77DARSANABEY -
A, 2y I=H1-FT1UT1RBIEY—EA. ApeosWare Device Setup R@EEY-EABLIUEIEHE
ENAEREINZ MDY —ER) TeF1 78T 3@ ENMRIESNIESILEETON LS. XETF

=5, 2F1)TAEEDTTF-3H LU TOE

ot

aX T

—AERETIHAEEIRITS. COREE/I AL, it

DBESALHRIEBRICE B SN, EDIHRDREESNEH A B SUREPREN L, BIET - H&RET

DRENEFFOTUVD,

a) SSL/TLS 7Ol

VATLEBELCLNVATLEEET- FTHRESNEISSL/TLS BIEIICHEL. AERY -V L%
ANBIXET R, EF1)TA4EENT T AP TOE RET—H&R#ET S — 2L T, EFa17BT -4
BIENMREESNS. SSL/TLS 7O FISHE LTINS,
TOE W53 i 9 B AEEICELD . SSL/TLS H—N—Fl3 SSL/TLS D547V beLTEMET LN H K
%, Fz SSL/TLS FOPIUSHIET B ECED, K TOE EVE—-MREIDT—HRE ., BFEPRSH
DEANLRETIEN KD, FBENODREL, TELOMAEICLNBIET —HERSIETEHILIC
O TEET 3, BHESRITIIVOFIREFICERSN . MFD XMADEREZVIM T dH. FEt

VAVDRT ERBFHIHRT .

SSLv3/TLSv1.0/TLSv1.2 FORILELTE RSN S EiGE DI S5
BAMICIE, TROBESIERM— bOfRIMADRIRSNS,

SSL/TLS OEEFIERAM—F HLEBES A/ BY1X NyYa1AR
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evt SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA 3Key Triple-DES/168 Evbt | SHA1L
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Ev i SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evhk SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evh SHA256
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FHSWMLDIREEIX. SSL/TLS BEFEETOMIILO HMAC(Hashed Message
Authentication Code — IETF RFC2104) #&E®F AT 3EICL->TEHRET S,

Web D347V b ET SSL/TLS BIEEAMICTIE. D317V MoDERIE HTTPS Z@ELT. 218
LEBIINIEBLELY, SSL/TLS &{ElX. IPSec, SNMPv3 | S/MIME &ty b7y /9301, 3D
ATLEBEN X1V T(EENTT-%S 00— R BRICEDICERESNTOEITNERSE,

b) IPSec 7OrdJb
IATLEBELCINIATLEBREE- FTCHRESINEZIIPSec BIE IICH L. RERYMI—DEZR
NIXETA, LX) EEOTT AP TOE BRET —HERETS—DELT. tF17BT 3@
ENMREEENS. IPSec 7ORICKEL TV,
IPSec 7ORILIE. TOE EYE— FETED LT3 IPSec BIEEITOINEL VW, MR PIES7)LT)
ALBEDNIA—REERTILHD. EX1)TATPVII-DaVDHELET D, 7Y II—YavDfEL
BIEESNZHHED IP 7 FLABDETOBEIET 1. TOE DFEIR OFF FLF)EYFSNEET
IPSec @ 5V AMR— ME—RICENIEFIEENS, LBHESHREITIIVORIBEICERSN. MFD K
KOEREZVIET I, FLBELIaVORTERBFICHRT %,

IPSec 7O L (ESP:Encapsulating Security Payload) ELTE RSN 3 EK B 5
BAMICE, TiRot@REEs AR \woiARXOMAsEHEOMNMERENDS,

HBRES A/ BY(X ACPE; -+
AES/128 Evhk SHA1

3Key Triple-DES/168 Ev SHA1

c) SNMPv3 7akail
VAT LEBECINVATLEBREE - FCRESNEZISNMPV3 BEICH L. Ry MNI-HEETO
LD SNMP ZFIAT 380D, TF1)T714VYa—av0O—2&L T, SNMPv3 70O MU LTLY
%, SNMPv3 FORIJJLIE IETF RFC3414 THRESIN TR LI, T—ADRESEDA LT, &
SNMP Xytz—JZFRRET HzHICFERATNS,
COMREEFE AT B0E. B SATD— RETSANY— (BB L) NAD— RO A%, TOE EUE— MY
—N=0mACEyrPyTLRIFNERLEW, FEIRAT—REHEIC 8 XFULTERLBINEES
BLY,
SNMPv3 DB:EIZ SHA-1 )\wY1BA#EE AL, FmES51tid CBC -DES £ AES & FE AT 3,
BHEEBSRIEITYIVORMBRKFICERIN. MFD RMADEREUIE T30, FLELIa3VDE TERE
BFCER T .

SNMPv3 7O RIELTE BRSNS IEGEDORE S

HBERES A/ BYIX NwoaAR
DES/56 EvhFfzld AES128 Evl | SHAL
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d) S/MIME FOkall
VATLEBECINVATLEBEE- FTERESNELIS/MIME @EIICHEV. AEBRYII—DHEL
UAERRy FI—D L ERN BN ET —HERETE— DL T, tFaPEA—LBEN RTINS,
S/MIME 70 bIUCHE LTS,
S/MIME BEEA—ILDiEZEMEEICED. HEEBF AN TEIETIIHEDA—IERERFIR L TO
XET-HDEEER. Tz S/MIME BRZA—)L0EZEHEEICED. XET-ADEEPHEEL
T3,
BEESREEIA-ILOESLRBEICERIN. MFD XMEADOEREVIMT2H. FLEA-ILOES
b5 T ERBSICE RT3,

S/MIME 7O RVELTERENSA-ILEE S LD DL EREES A

HBERES AKX/ BYI1X
RC2/128 v

3Key Triple-DES/168 Evw bk
AES/128 Ewhk

AES/192 Evhk

AES/256 Evhk

S/MIME 7O VELTERENSA—ILEBRDTHDNYY1H K

Nyoa AR
SHA1
SHA256

1.1.8. 77H2270-tF1UT14&8E (TSF_FAX_FLOW)

I7DA70—tF1UTAHEEE . LHBBEERICHETE USB A UA—J1—ATAY FA—FR— RERERSN T
WBI7DAR—FEBEUT TOE [CRIEICPDEATRILRITEY | ARBIEERMENOANERY FD—-DICR
REFERT —AER(TESLIVMERETHD,

(1) FDP_IFC.1 #JtyMEHRIO—%I1H
FDP_IFF.1 BffitFi)7/EiE
ARBEELRRBENOAERRY FI)—DICARBEERT —IEZ(FTESLLVDT, AREBIFERRZEN
ZELEAREBRT—AEAEBRY FI—DEEITELELY,

1.1.9. B2 TAMEBE(TSF_S_TEST)

TOE(, TSFETA-FELUTSF T DT L& R T SN E CTAMEREZEITT S_ENAIHET
Hd.
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(1) FPT_TST.1 TSFTAk
TOE [F#28)8%(C NVRAM & SEEPROM O TSF F—A% &S LEEERA L. BEBFTEME/RIVICIS
—E&RTT D,
ERLEFIVTAEEDT T4, B0 BT —INolCEEFNEBLEHEEDRE UL,
F=TOE (FEEIFFICE 2 T A MEREN R ESNTLVSE. Controller ROM OF 194 LEFTE LA ED
EE—HT2h R LEERSIRENNRIUIIS-E2RTTS,
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A ST [CHITBHEEELLTICEREAT 3,

iE EEABE

ADF HEREFEEDEE (Auto Document Feeder)

CC JEVD347)7 (Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—174 03—y —EA(Centre Ware Internet Service)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SEMREELAJL (Evaluation Assurance Level)
KED:EFHIFERNIBIZZEDH IR (Federal Information Processing

FIPS PUB L
Standard publication)

IIT E& A H3—3F)L (Image Input Terminal)

10T EfgH H58—3+)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 13 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LTHEAXEY (Non Volatile Random Access Memory)

PDL R—JERik & (Page Description Language)

PP J079Y3a»70774 b (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR X1 T H#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESRE (Strength of Function)

ST tF1Y713—5y b (Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE t¥%a1UT1##E (TOE Security Function)
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SA(System BHEEENDL MFD O EEY TOE tXi T(#EEDREEHFAIEINE

Administrator)

%0

VATLEEE

MFD O#EE® TOE tF1UT DR E2ITOEESA,
WWMEEEE SA OB

DAMR-IVIZ7

MFD QOR<F/MEBEITIIVIZT,

WEH EREH-TTOEZRIATEE,
BRI MFD OBEICHERIREY, SVT  89FRIVTAAT VA EBRE SN IRV,

—RMAEDIMTY
S

—RFABNFRTEIVIMTUL,

VATLEBENFATEIIMT U, YATLEEERX Web T30,

Sy CIR=E:
J_XTL\ SRS ApeosWare Device Setup &f#l\ MFD [CxtL T, TOE RET—SDHEE®
D247k =
EFRZET,
tIA—017 TOE A® Web H—N—T®HN. FIAE D17V +D) Web 7595 %&MH LT, TOE
EEEST [CxtdBIRAERESRE. SR ELEF. XEDINH L/ERIERNTEEIY—EATHD,
T—EA(CWIS) Windows D1Z# Web J5OYTHERTRENTES,
BREEENVATLEERBEDSAT7Y M OERD MFD (L LTERE-EETD
ApeosWare =DV T 17, ApeosWare Device Setup (3. I—H—1FHRP7HAH|

Device Setup

R, BENYDA, 5Bk K. YaTIA-BEDBFER. SLUHBOEKIFERE
— R CHERR - IREN'TED,

YATLEBEEE-F

—RFAEN MFD OEeEFI AT SBEE— REIFAIC, VAT LEEEN
TOE OFERIREICENDE T, TOE HRNENMERE® TOE X171 EERTE
DNER/EHEVL, REMBOEREITIEMIEE—F,

TPDARIAN

—MRFIREIIMT7V b LOT-HEMRIERE UEE T, MFD AT—A%%{EL. B
BOPDOREIET S (A LD N I7DAKEE) Teth DY T b7 THO— MR FAE DS
PULTHERT S

FYRI=D2%rF—1
—T1)741

MFD ROFHEBNVIAICRFSNTVBXET - IEe—RFIREIF17Y MoER
DHEIZHDOYTIIT,

TIVR=FFAN

—RFIABEDISI17V b EDOT—5%, MFD W' IR AT eEGR— Uik EZE(PDL)
THREASNIEHRT—2CERTEYIIITT, MREIVIATPV N THERAT S,

MFD DMEIRATREBAR— YL 55 (PDL) TRERSNZT—45, EIRIT—4(3,

ENRT—% TOE O7IVIR—AMAETEY bRvTT—8ICEHINS,

17— MFD ’Hﬁ!:d‘w“é/\— FOI71ZY MR TITONSBIEDSS. IVY FEEDLARY
ALLTEIESNST -4,

EvbyTT-5 JE—BECSIFESRENLT 8. BLUTUVI—HREICINFIAE STV b
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EEAR

DOEESNIZENRI T —AETIVR—IHBETEBR LT -5, EvkIvTT—43
(FHRBEAXTEBGEMRL RN FTIADEECIERINS,

TAVR—XHERE

R—YEEit B 55 (PDL) CHERSNEIRI T — &ML, EV by T T —2(CE#
JHHEE,

TAVIR—XHBEICED R—YRER EFE(PDL) CHERSN T — S &L, Evh

TAR=Z T F— AL BT RS,

B AE—HEET [T HhBOEH AHORRELZ X EPLE. BELEERT,
— AR FIFEN MFD OO —HEE. TS —HEE. A% v —HEE. J7DAMEES
FIFT 3. MFD NEEEBT 32 TOERIERESLT—E. BHLTX
BT REERRTD, XEF-ACELUTORBMNEENS,
- AR AT BRI, [T THHAEN. 10T TEIRISNBEY FYyTF—
3,

X EF 4 TUU— B RIFT BRI —RFIFEDSATY M BRIESNBEIRIT— 45

FU. TNETIVR—ALIAERERSNEEY YT T4,

A% v —HEEEFIA T IIRIC. IIT MoEEAAFNAERN\ - FT1 ADEEICETR
SNBEY YT T4,

TP AMEREEFIRT HIRIC, LIT M oFtdr A FNIRMAE FHRICEIETIEY YT
T8 BLU. EREFHNOREL IOT THIRISNIEY YT T—4,

FRBFEHXET R

MFD ORIES/\— k71 ADEBICERENE % . FIANE T LI71LIHIR LE
1, REN— RFAADEBAICE., -8B BEFLTLZREOXET -4,

X1V TAEEDTT

BEEPERERE. I-YI#ELBE. TIMARNTREVCEEGERE. 1V
Mar (3 ) D, TESLTE ). TEDHER 1IELI K TR RINCEEERLIZE D,

—ROIMTUIB LY —N-FB—RFAEISM17V FRAICEESN TS,
TOE O#RECERDZ U DT,

RER Ry FI—D%i7RN 25 TOE DREECHRNDILSNDT—A,

TOE ®EF—4

TOE[CL>THERENTZN TOE ICEALTHER SN=T—ATHN. TOEDEF1UT4
BEEICHEZE5ADREMDHIRTET o

NIE TSF 7—30—ETHN ., EARMICII TEDT—ITH3:
REN—FTAADERT I LEEER. \— FT1ADESLFER. VATLE
BEER. DAMN-IVIZ7IREFIRIER . XKD DORIERD/ AT —
REATFESR. 1—— /) TA0— ROR/NXFHIER. FIFAE ID &/SAT— METR.
VATLEBERIMERBICLSVIEAESER. AERY I -7 —{REE
], EX1)T(EBEOTEERR. EETUVMER. 1Y -FiFER. BECT
AMER. B -EERIER

— BTV BLU
)i~

TOE OEMEICEES LIBLVIFA 7Y MY - —&TRT,

RERN—RT1 D%
BN H0HIRR

REN—FTAADEENLOHIFREEE LIZIE S . EEFEROBIBROEETT.

FH5, XET-INREN-FTAADKENGHIBRSNEIG S . Mt TS EE
TEERNBIBRSN AT, FRIBMICHIBRSNLEXE T SR L TTFI AT HEH
E<BE, LMULXET-RBHKEIDU7-SNTORIMREEED, XET -8
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