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® HILHR{EEE IEMREE DR E D BRRERIURE 5 DR Du y ZF HOT T R
a2y 7 (RAEEEEE - 1~3 [8])

® tXa VT ET/EAFA ;PR EREER (EHERE DR E L HiE)

® Ry U AEHEFERE D ARIE

® SNMP v1/v2c Write #HE =5

® SNMPv3 OFI| D AR IR

® HDD 5 5{LirE D% E B %h

® 7L LT XXy T v HHE D AR IR

® - — T K D5 H ke : 2Rk

® EHIEFREE DO BRAERE L MR FRIFHIER E D 1~4 S ORRESEL
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® CE FBEDHERIEES (- BRIFIHIFR & D 1~4 5 DR EE L

® v U—7 ¥ — e : 55

® S/MIME i 5{b5 B D il FRE% & : %) (3DES, AES OABEINATREL 725)
® [Hifg J k(g 2k

® U E— /LB =315
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2. BHEIE®
2.1. CCEHE®

ARSTiE, UL FOBKIZHEET D,

=2V 7 4O oDaxr 7747 V7
JS— M1 W - — T N—U a3 okETES 3 M [EIRERES 1.0 M)

b2 e ) T MR VAR b A=Y a s 81 METH 3 B 1.0 J50)
R 1 L a U T ARIES SRR b AV ey 31 BGTH 8 i B 10 ]

o X2 UT EREEM N— b2 LR
o ¥ UT qRIEEM 3= h3 A,

2.2. PP E3k

A ST BNEET % PP 7w,
2.3. Ny r—U Xk

AKSTIE, Ny —v  EAL3 GG T 2, BT DMRIET R —R 2 IR,
24. BEER

e Common Criteria for Information Technology Security Evaluation Part 1:Introduction and
general model Version 3.1 Revision 3 CCMB-2009-07-001

e Common Criteria for Information Technology Security Evaluation Part 2:Security functional
components Version 3.1 Revision 3 CCMB-2009-07-002

e Common Criteria for Information Technology Security Evaluation Part 3:Security assurance
components Version 3.1 Revision 3 CCMB-2009-07-003

e Common Methodology for Information Technology Security Evaluation
Evaluation methodology Version 3.1 Revision 3 CCMB-2009-07-004
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3. E¥aUTAREER
AT, R REEOE 27, AR, B, MOE* =) 7 ¢ EHo v TRk 2,

3.1 REMREE

TOEDtFx =V 7 a2t 7 M3, “2—VOBEMIIRK L TRBENLAEEODH ST —F DR
# CTho, MFP @ H OFMAFIETERAL TV 254, FIAMTREZRRBICSH 2L T OB 7 7 1
WERENR LT D,

® BEEILTVUERT7AIL
TIAT L FPCOOHEHOT Y 2 KT AR OIC I— KMo TERINERE IS MFP (I
EMENTRE LS N EiB 7 7 1 L,

& XX v UERITAIL
MFP TEDHTAX ¥ U LICEIR T 7 AV, ZZTIEAF Y VAT TFHAZT DA —NLT R X
E-mail (SMIME) Tikff79 2#HZEEL T,

S ER DI L D EERIE L LTRSS NS V5 T OBEIR T 7 A AR LR Y ORERD 725
1258 0 ORI A EHRIE L 72> TIRIFSND ¥ 2 T OEIHE 7 7 A V%, FFRoxt% & 5~
7 A NVESMNE, MFP OEFEFAICB N TRE SN D Z L RERINRN T2, REEFE & 1372
AN
—Ji. MFP %V —2iH, BEFT 572 EFIHANKT L2854 HDD NREHIChH > 7267 L2
— P OB SRAESND T — 5 BNPENICHE T L E > 72 581F, 22— 13 HDD IEFT 2 5 5
D BT — 5 DIFRATHENE 2 RAT 5, (o T DEAIIUTOT —4 7 7 A LRt L+ 5,

e T rTFAIL
0 XY UEBRIFAIL

o REENRI7AIL
> WLV v N7 7 A NVLANDIRIES N D EIE T 7 A L
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3.2. BiR&H
AEiCIL, TOE OF|HEREIZBET DR 2338 L, ST 5,

A.ADMIN (EIEZEDAEHE)
FHEEIL, RO KEE L THITEIND —EHOEEICBWT, BELF-21TAIX TR,

A.SERVICE (H—ERIUT=70OAKEHE)
P—BE AT V=T 03, RN FEE L LTSN —HEOIEEICBWT, BEAR-721T4
[ a eVAIAR

ANETWORK (MFP M3y 7 —% EHEH)
TOE NEEH &b MFP # 3% BT 547 4 AN LAN 30 R » MU — 7 LB S AESIT. b
Hxry hT—2 0386 MFP ~7 7 B ATER\,

A.SECRET (MF1E$RICET 2 EREH)
TOE OFFICEBNTHEAINDEZE/RAT — RO SL T — Nid, EFAEL SRR LAV,

A.IC-CARD (IC h— FIZE89 2 EREH)
TOE OFIHIZHBNTHHENS IC A— Rid, EYAQa—HFIiaINTN5,

3.3. BE

AHiTIE, TOE OFH L TOE FIHBREIZHE W TIRE S NGB A# L, 5T 2,

T.DISCARD-MFP (MFP Q') —R R, BEE)
V—ZRE, FRIFEFEL o7 MFP RN SN =56, BE AR ->7=F5, MFP W HDD
IR D I B bV T A, AX Y VEIE T 7 AV, ARIFEE T 7 A VDN
W5,

T.BRING-OUT-STORAGE (HDD OAFE#FHHL)
B S BB E A o - — 3, MFP W HDD # REICEHH LTI 5 2 &1
X0, LTV T A0, AR VEIRT 7 AV, BRAFEBR T 7 A VRIS D,
CEE Ao BB R oo — W3, MFPN® HDD # R EICT V25, T2 bh
7= HDD [T 72T b7 U U R 7 7 A )V, A% v VHEIR T 7 A )V SRIFER 7 7 A VS EFE
SN, BEAFESTHECEEEZ Lo —HE, 20TV 272 HDD 286 LT+ 5 =
LIk, ChHET 7 A NVENFRT S,

3.4. #iBOEX ) T4 A

A ST TiE, BEMEDRBE SN DRI REEICHT D47 4 AN LAN EOEF 2 U7 ¢ 6L
LT, 77 A NDREALBEREN, TV FNVELDOMNIMUTIZA =V OBBRRTFAT S5 &9 72
- FURF RIS L7z TOE B ¥ 2 U 7 ( BB A E T 5, £lo, WER Y MY —2 I/ ET 57 7
A7 2 b PCEBLOY—=R"OEMT —ZLHE R Y MU —7 it o — 7 — 2 3RES RN OB
PETH %03, FAX AREFRAN S MFP 25T L THER Y hU—2 ~D7 7 B A& 281 LT 5l
fik - FRF SIS L2 TOE £ = U 7 ¢ BREE2MET %5, LUTIC TOE ZFIH4 % #fkic T &
Notx=l7 4 T#tziblL, ST 5,
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P.COMMUNICATION-CRYPTO (H[{& 7 7 1 JLDEES{L&E(S)
IT BRI CEZBE SN A FEEOESWEER 7 7 A BT o b7 7 A0, A% ¥ HEE
Ty AN) i e ka2 TR 50,

P.COMMUNICATION-SIGN (E{&7 71 ILDESR)
WMEMEOBWER T 7 AV (A% VEBRT 7 AV) 250 A—NZE, TUXVEBLBRMINIEN
RIFIE e 5720,

P.DECRYPT-PRINT ({774 ILDES)
MFP CT%E LI-REEOSEWER Y 7 A v BTV 77 40) 1d, FDO7 7 A Va4
L7=RIVRABE L ICHIRIT S 2 ERNFFaT &5,

P.REJECT-LINE (AREENSDT U RAEIL)
INEEIFEE D MFP @O FAX AREHREOZN L TONE Ry KT —7 ~D7T 7 A3 LT
L7 570,
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4, X2 T4 WNEKGEH

AREFETIL, 3 I T SRS, B, i) 7 4 2= C. TOE XU TOE
DOFABREIC TSR 2 U T 4 R FEHCHOW TR T2, LT, TOE D=V T ¢ %K)
. BEOEX 2V 7 4RI L TReik 3 5,

41. TOE X2 T4« XK AE
AEITIL, TOEDEX =2V 7 4 xR AGEHZIOWTHBI L, Fi4 %,

O.DECRYPT-PRINT (BEBILFTUU R 274 ILDES)
TOE 1%, 557V v b7 7 A VOERIZFIA L2 IC I — RICO I, BTV o 774
JVOHIRZ AT 5,

O.OVERWRITE (EZEZHIK)
TOE /%, MFP N® HDD (ZfRfF SN D IREE PED MG 7 — & sl %t LT, HIBRM T —# T L&
=L, HIHAFRRRIZT 5,

O.CRYPTO-KEY (HEBB4ER)
TOE (%, MFP N® HDD IZE X AT NI EE T 7 A VL E2ETe T _XRTOT —Z W54k L THR1FET
572 O S E AT D,

O.MAIL-CRYPTO (S/MIME QFIFA. BES1E)
TOE (%, A% ¥ VEE O E-mail #EICBWT RAZEOERIZ U TAS ¥ VBB E2R 5T 5,

O.MAIL-SIGN (S/MIME QFIA. £4)
TOE (%, A% ¥ VHE{EO E-mail 25128 W T, FIAZFOERIZIG CTT DX NVELUBO -9
VERERLENTE AR v VEBEZ S Emall T— X DA v —IF A2 X NEERT S,

O.CRYPTO-CAPABILITY (HDD BEES{E#EEZ AT 5= DY KR— FEE)
TOE 1. ASIC 2 L% HDD i 5{biE = FIH T 2 7= DI BREMEEL VR — F 35,

O.PKI-CAPABILITY (PKI#8eZxFIF3 5= DY HR— FEiE)
TOE X, #— R U =X KO IC H— R Ly L CERB SN DEZ(LTY > b7 7 A LiRE, Scan To
Me #aE A2 FIH T 5 72912, ActiveDirectory ZHH LT — KU =X K NIC H— R~D L E 72 H)
{E&YHR— T 5,

O.FAX-CONTROL (FAX =+ 4%i#)
TOE 1%, AZEFMEN S FAX A%EIFE O 428 LT, 4% MFP B35 SN TWANEX Y h T —
T ~DT U R EERIET 5 S| R A Rt 5,
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ERAREOtEX1Y T xRAEH
AHiTiZ, TOE OEMEREO X 2 VT ¢ MR GE 2T 5,

OE.ADMIN ({§fETZ5EEE)
MFP ZFH4 5k D E(EE 1L, TOE A58 &5 MFP OEMICB W T b & El %2 B3
WCFEATTH N BRI CHRET D,

OE.SERVICE (y—ERI VL7 DRI
- MFP % {R5FE T 2O T 1L, TOE 0FE. v M7 v 7RO TOE 2 ## & 5 MFP
DEESFIZBWCGRE DB 2 BRICFETT LI — R V=T 2 #HET 5,
EHFIL, VAT V=785 TOE BMEH SN D MFP O X > 7 ) v ZAEEITNIE 9

OE.NETWORK (MFP Q##d 5+ v D —/IEE)
NmP%ﬂmiéﬁﬁ@ HEF L, AR Y b T — 7m%T0Em%ﬁénéNum@77tx
BT A0 T 7 AT T — 7 EOMERERE LTINS DR ER AR 2 FEii+ 5,

OE.CARD-USER (IC 1— F®O#FIA)
IC 71— FOFTEEIZ, W57 ) v h7 7 A Ve skt D83, IC I — R, ROHEHTY ¥
RIANREZRAL, A%y VBT 7 A NVERESCT DB, IC h— RE2RHT 5,

OE.IC-CARD (IC h— FOfMESEH)
- MFP ZF 3 2 MO F( T 1L, Mk CRHAT 5720187 L2IC h— K&, ZOIC IH— R
DFTAE N SN 5HIE LW AE BT 5,
« MFP ZFIH3 2O TEE 1T, FIAZICH LT IC 71— ROMA~OEE, §5 25801,
3 IRE D Ji HY A U S 5

OE.SECRET (RZFIEHDEY 2 EIH)
BTHEL, UTIORTERZEmT 5,
CEHIESAT — NI ML EOEERET D,
CEHESAT — R BT — FICHERI ATREZME &2 R E LR,
CEBEEANARAT— R LY — FERET S,
CEHFENRAT =R, B LY — ROMBEEEZITO,
P—E R P=TIIU IR TER &2 £ 5,
« CE /XA U — RIZHERI AT RE 72l 2 5% E L 72\,
« CENRU— REfUET 5,
- CERRAU— RFOWMEEEEITH,
CEHE SR — REEET L84, SHILLEOMEZRET 5,
PRV =T NEHE SRR - REEE LIEAT., BEEIGECNIEE ST S,

OE.SIGN (FZBa&fFE5NDRIE)
IC h— ROFTEE L. MEMEOSWEBT — X% MFP 2627 547 > b PCIZERMT DB, &
TEL ZHNT 5,
EHEX, TUXNBAMNEREREE, mENL L AMERICEL ZMNT 2R EIZT D,

OE.SETTING-SECURITY (%2 VT BESRE. #iF. BE)
BHEL, 2—FICHAS TSR TOEICH L, X =2V 7 ¢ iif{bife s &0 A X2 A D
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W T2REZITV., TOE ZFI AT AMITRENMFE I NS L2 IEHT D, £/2. MFP %2 U —
ZEH, BEIET LB TOE X L, HA X v ADEHITH - TEAT 2,

OE.DRIVER (BERFY YA FS 4 /\DOF A)
IC H—FETEHEIE. 727947 M PCIZUTOESEZRTZTERAT) ¥ RTA4 B FIET S,
s LEOREBLICHWD 7 v X L dtEgt O£ AR — N LT 5D,
< IC 71— FNDOARS#EZ W @O 5L Z R — N LT\ 5,
- SP800-67 |23 L7z B b T v T XA, KOMERZHR— KL TW5,

OE.FAX-UNIT (FAX 1=+ FDOFIFA)
=R V=T F, MFPIZA TV a "=V Thd FAX 2=y Na#E#H L, FAX 2= |
OEEZFIAT 2= 00HRELT D,
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43. X2 T4 /RAERAEHBER

431 HEM
BITRSE., BB, AOWFEOEXx =) 7 2 8t =2 VT 4 iR GOSN EEE FERITRT,
X2 T AR FEND R L b 1O EORHESME, B, MO X2 U T ¢ HEHITHE L

TWHZEZRLTND,

® 1 AHREH. BE. BEOEF 1) T4 ARITHI S EF 1) T HAKAHDESH

HEotExXa) T 1At _)J: 2lr»|l2|>2|A ||| | o] T
Bhis wilz|lo|lsglo|lm]lolo|lol| =
ElIE7 g % ﬂ g g % Py} o le) g E
Z|S|2|R|3|2[|0]2 22|38
Q1o lMigl2|lslcSc|c|s]| =
m By w) zZ Z 4 -
~ ! Cc = = : C
=12|2(8]3|7
T 4lz2(z22|"
olo| o]l 5
L1 £ %
o @
o 2| Q
N 4
_|
@]
tXa T KA
O.DECRYPT-PRINT (J
O.OVERWRITE o
O.CRYPTO-KEY [ J
O.MAIL-CRYPTO o
O.MAIL-SIGN (]
O.CRYPTO-CAPABILITY [ J
O.PKI-CAPABILITY (] (]
O.FAX-CONTROL [ J
OE.ADMIN L J
OE.SERVICE [
OE.CARD-USER o
OE.IC-CARD [ J o (] (]
OE.NETWORK (]
OE.SECRET (]
OE.SIGN J
OE.SETTING-SECURITY L J L) o
OE.DRIVER [
OE.FAX-UNIT @
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4.3.2. AHRSEMHICHT S+

AESRIFICRTT A8 X 2 U T 4 IR FEHZHOWTLLFICRAT 5,

® AADMIN (EEEDAEHE)
AL, BHENEEZHZ2VIEEHELTWD,
OE.ADMIN /%, MFP #F|H3 2##%75 MFP 2R3 288k c B W CEEDIBIT 5 A&
FHIHRET D120, FHEOEHEENERIND,

® ASERVICE (H—ERIT VT =7D ANIEH)
AREMHIT, V=R V=T REEERERWI EEBEEL TS,
OE.SERVICE (%, MFP #{#5FEH T 2MIcB N T — R V=T 2 HETH, £-EH
FlL, Y—ERZ U P=T DT AT T U AEEICNL LR ) ZEBRBESIN TS T2, —
EAT YU =T OISR S D

® ANETWORK (MFP DXy k77— M)
AREMIE, A7 4 AN LAN O R v b U — 27 DB REESEOE T L 28R ETbgan
ZLEBELTVD,
OE.NETWORK (X, #M3ix v N T —2 5 MFP ~D7 7 & 2 %W+ 57-012 7 7 A4 T 74—
NI E O AERETHZ LK VAN DO RERADOHIEEZBE L TRV, ARMHFIFEHRS
nod,

® ASECRET (WZEIEHICEET 5:ERASEH)
AZAEE. TOE OFFICB W THF SN DK /AT — R, 2T — RREFIHE L0 IRR LA
WZ EEBELTND,
OE.SECRET /%, HHENEHEZ NSAT — R, SV — BT 2 EAHRAZ EwT 52 &%
HELTWA, /-, H—b R Y=7)n CE "AU— RICET A EHAHA % EM L. EHE
WZxt LT, BEE SAY— RICET 2EMABRAZEZE ST L2 HELTEBY ., REMITES
b,

® AIC-CARD (IC A— FIZBE9 %:@R&H)
AL, TOE OFHICBWTHEA SN S IC H— RIFELSEHEHEESNTEY, ICH—FD
FIEFEITIEYL 22— THDH I EEEELTND,
OE.IC-CARD /%, {E#HT& % PKI BEIC L W RiT& N7 IC h— FE AV, Mo HEH 1T IC
H— ROBAT, FEINEZBEYIIT) ZEEHE L TWD, ¥ EEENIC H— Fo2—P|Z
s U CHARREIN SO KR O RS T IEE 2 B RS T 5 Z L2 HE L TR Y FIFREE/R IC 11— R
PO BEEDPER LA WFIHZICHEI SN D Z L3220, Lo TIC — FROETEENIEYS 7
=W LI DT, REFIFERSND,

433. ERIT B +01H
BRI T 22X 2 7 4 3R FHIZOWTULFIZIHHT %,
® T.DISCARD-MFP (MFP @) —RRH], BEZE)
AL, 22— S EILE 7. MFP L 0 S8R T 2 /et 2 48E LT b,

O.OVERWRITE (X, TOE 7% HDD |Z& % (Ri& & PED WG 7 — Z S HIBR O 7 — 2 & LFH X
T oML RIS 2, £72, OE.SETTING-SECURITY X, WA ¥ ADFHEITIh~ 7@ & L
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T, MFP 2 S5 A1IC TOE 235283 2 REN FAT S N D720, BRI WREMEIIFRE S h
60
L7zh o TABBIT Foaxii s Tn g

® T.BRING-OUT-STORAGE (HDD OFEXL#EHEHHL)

AEIL., MFP ZFH L TWAEMBREE. S HDD NEAHEN S, £7-13RIEZ HDD 73H Y
FFFonT, 22T —4BREBEINE ZATRBbESNS Z ik Y, HDD NOEB T — 4
HEDRINT D AR 2 EE L T\ D,

ZHUCx LT O.CRYPTO-KEY %, TOE 7 HDD |[CEZ AL N5 g T — % 25 5L+ 57200
5% /£ L. O.CRYPTO-CAPABILITY (2 X ¥ ASIC T HDD B 5{bire 2RI H+ 572
DOEWERH R — F &, OE.SETTING-SECURITY (3t % = U 7 ¢ ffbife 2 ST A & 0 A D
REEICIR » T B E & OMERHCB T 2 A M T e b b 72, BEO FREtE3s s b,
L7 o TAREREITH oSt s

434 HBOEF1Y T4 AEHICHT S5

WEEOEX 2 VT ¢ FeHoin T a8 o U T ol OWTLLFICHB+ 5,

& P.COMMUNICATION-CRYPTO (E{&7 7 1 ILDIEELEE)

KO 2V T 0 HFEHE, *y hU—7 BICHENDFEREOESWEBR T 7 A (K7
YRTZrAN, AR UEBT 7 AN) IZOWT, MEMEEET A0, BEbTAZ L

TBELTWD,
0.MAIL-CRYPTO |2 X v . MFP 75%:1—47“‘55(@7 FGAT VR PCAA—ZTEEIND A
Xy LIEEBT 7 A Cxt LT, b3 2EEZ 219 %5, OE.CARD-USER (&L VY, MFP

mWo27 747~ PC J\%Hﬁ"éﬁﬁ’s iIC N— R, 7747 PCHh 5 MFP [ZEMF D ERIT IC
H—FREERTY 2 RIARNEZRAT L L 2ERT D, £o, TOBROFEHTY 2 8T A
X OEDRIVER IZ LV EE T — 2 2 X 2 T I 2bDOE2FMT 25 Z ENBERshD, 51
OEIC-CARD (2L »TIC 1 — FOFIEHENEL a2 —FThHDH I L2 HRKT D, i?‘:
OE.SETTING-SECURITY (2 X » Tt F = U 7 ¢ BILEEZ S Lo A ¥ 2 A DFEHITIE - T2ik
TELZDOMEFHIET 2ERA TR b S, Lo TREF =2V 7 4 HEHTER S5,

® P.COMMUNICATION-SIGN (B2 74 IILDESR)
ARFEOT X2V T ¢ eI, A— (SIMIME) % AW T2 MEEDOEWETE 7 7 A L (R
XX UHEBT 7 AN) ITOWT, BAEMNTHZ EE2BEL TS,
OE.SIGN 12k, MFP 627 547k PC~A— /W TEMNEND ARy LIZEE T 7 A
idtes) qum“%%ﬁ n&En s, 0.MAIL-SIGN, XU O.PKI-CAPABILITY (2 X v . MFP #»
La—YFEHEDI F7A T2k PCA~A—VITEREEINDIAX Y U LB T 7 4 VX LT,
IC 71— RZFIH L TEL ZMNT DHREZ120t9 5, & 512 OEIC-CARD (2L > TIC #— KD
FTHEEHENEY o2 —WFThHH L H2ERTDH, LoThREX=2 VT ¢ FEHIEMR S LD,

® P. DECRYPT-PRINT (Ei{&7 741 ILDES)
KO Y X2 U T 4 NI, 77 A NEER LERME (IC — ROFTEE) OHBESLT
VY N7 7 A MCHTHEIRINITAD Z EEEELTN S,
O.DECRYPT-PRINT (%, TOE I%, T LTV > F 7 7 A V&AL LIZ IC 1— RDRIZ,
ZOREEALT ) b7 7 A NVOEIREZFF AT 5HE LTS, 52 0OEIC-CARD 1L ~»TICH
— FOFEFEEZELLERIND Z L E2ERT D,

Copyright © 2012-2013 KONICA MINOLTA, INC., All Rights Reserved.
24 /53



bizhub C554e / bizhub C454e / bizhub C364e / bizhub C284e / bizhub C224e PKI Card System Control Software ¥z /77— wf

eV F 77 A NOESFUEBIINL T 4T 4 THD IC I— FEFIFHT 5,
O.PKI-CAPABILITY (2 L > CEDOEHWER Y R— K Eh 5,
L7=Bo TARMBOE 2V 7 ¢ FEHE., R TH72DI+5ThH b,

® PREJECT-LINE (AREEMNSDT7 Y REL)

ARFEOE X 2 U T ¢ I WA Y NI —JIFET D2 74T 2 F PCBLO—OEE
TN Y MU= D T — 212k L C MFP (Z## Sz FAX == » b FAX
ANRIEFRO 2B LT, AREFREN ST 78 AENDZ L& EIEL TV 5,

ZHUTHMBEOMEIC L Y FAX 2= v &R LZEAICB 0 TH  AREIEGED b 25 S, MFP
O FAX ARFEHRO 2 L THER AR v b T — 7 ITEIRE SN DB T — X Z RV 2E OREZRBRE
avw L R) B, NEER Y N —ZICHEEXENRNWI L2 EKRL TS,

O.FAX-CONTROL I £V, — T — X 2 G LeWNH Ay NI —JIFET LT —ZIZx LT, A%
BRI D FAX 2= h® FAX AREROZBEH L TOT 7 AZELEL T\, Fi=
OE.FAX-UNIT {2 kY P —bE R P=TI2k VA7 a =Y Thb FAX == v 7 MFP
WS, BRSNS Z EnERENS 2D, 0.FAX-CONTROL Z %R —F LTW5,

L= o TARMIB O X2 U T« FEHIFERSR S,
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5. isRaVR—R2 FERE
5.1. YhiRH4EE U R— R > b

AR ST Tl IEMEa R —3 2 FE 3 OEHKRT D, KX = U T 4 EEEFOMEM:, T
VIEFBOEHIILLTO®EY Th D,

® FIT CAP1

TOENITERE CTH IR T 4T 4 DX 2 U T A HEEZ AR T 272012 TOE IZ M E 7

BEOERETEZ00txa Y T A EEHETH D,

> RO EN
TOE MM DX = U T s E2FHT 256, AMBOEX2 ) 7 4 BENENICEX 2T
THHIEHLEETHDIN, MO EX =2 U T A HEEZ EL V27237292 TOE 2342
I REBATHEFICEETH DS, L LARERO LS ei&iTEx = U 7 ¢ Be RT3
FEL 72\,

> BALEY SR (FIT) OEH
CC/R—=R2IZIFRVWHLWERTHL-D, LW TAEER L,

> WRALKEZ7731) (CAP1) MOEMH
7T AERRRIZ CC/R—F 21TV LWERTH L7, HiLnwr 7 I UV EER LT,
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5.1.1. FIT_CAP.1 DEE

e JSRE
FIT : IT 8= T 4 7 1 & Oififfs
WEFROERR : FIT (Functional requirement for IT environment support)

e VSRAMABEL
IO TR, ITREZ T 4T 4RI 22 7 40— AOFAICBEET 8%
BETH77IU0NEEND, AMETIX1o07 7 2 BNEET D,
— IT8BEx 7 7 4 OFH (FIT_CAP) ;

. 77 E U 0)5\6?“
CO77 VIR ITREC T 4T O®X= T HELXZFIHT512H7->C, TOE [C /B L
R DRETIDERICKIET D,

® JUR—RY FDLARILFIT

FIT.CAP  ITRIEIVTATADFRAT H1-DDEEN

IEFRDEME : CAP (CAPability of using IT environment)

FIT_CAP1 : MMT®REZ T4 T4 OF 2V T 4 —EAF|AEEORES ) X, ITHREZ T 4
TADPERETEIEXF 2V T AR IELSFIHT B2 TOE (28 L 72 5827070 BAR{LIZ 3t
ISR

BY% : FIT_CAP.1

FAU_GEN t %= V7 4 BET — AN PPISTICEENTWHIE, LT DT 7 ¥ a v 2B RICT RET
b5,

a) H/h ITBEET T 4 7 116 2EMED KIL

b) EA ITEBRETCT 47 41T 2T X TOBMEDHEM (), K

EI : FIT_CAP.1

UTo7 73 a i FMT ICRBITAEFMAIEL E 2 b5,
TRENDEHET 7T 4 EF 413720,

FIT_CAP.1 TEBEI VT4 T40EXF1 YT+ Y—ERFARKORER

FIT_CAP.1.1

TSF 1%, [Bf;: [Tz 7 7y BT S F = V7 P—E XK LT, 20OV —E2&2FHT 3
ToDIIHBREENZRMI Ui hiE e o720 BN dF 2 V7 o = EXDEEIZLELRFE DY X ],

THRIFERE L

k7T R
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6. ITEXxaUT+EH

ARETIE, TOE Bx = U T 4 BHIZHOWTERIRT 5,

<GRILERIZDOVT>

TOEIZME L SNH X2 U7 BB 250k T 5, MieEfa v R—x> NI, CC/3—Fh 2
THESNTWAbOFEHEHEH L, 7~V bE—0b0EFHT 5, CC/Y— |k 2ZFik S 720
FLWEMEME, CC/i— bk 2 EHALARWT L& Hiak L CGERBI L T 5,

<tFal) T EEEEHE “RE OBHTRAE>

UToOZRIBROFIZBNT, A XU v 7 HOR—/)L FTRENDEEIT. “BIM", F7/20F B/ &
NTWLZELERT T H—FA4 L TRENDPXDEZRIHENEETAZ Y v 7 HOR—/L KT
IRENDERLIT, T H—F 4 SNFEIEIN “FEL” ShTnbd Z Eamrd, Z-UL0%I
FEIUT T TR SN D EFIEL, Y= BV IEL” SN THEHIN TS Z EERT,

<IKBFEMOBETRAE>
EIEEOMICB W TEEITT “( )” ShEfoRENE T~9LE. KSTICTHEHA SN ¥ =
VT A BSREEHD T )V B RT, £TARSTICTHEAT 2 MLERO VKT TH 2855815, RN
P T “BHA LW L3R L TW5D,
6.1. TOEE X)) T4 EH

6.1.1. TOE ¥ a1 ) 7 1 H4REEH

6.1.1.1. BEEHYHR— b

FCS_CKM.1 BSR4

FCS_CKM.1.1

TSF iZ. LT OLEI: D X AT 5., BESNIRESEAR T VT R LB g5 T
LT XA EARTE ST R (BN iFERRNCE > T, B A AR Ui uide 570,

CEIfT: gD VX 1]
[% 2 5L F¥- - T/ X4 - BROER IZFEE

(Eff: BB 7= X A]
(5 2 BEEEAEWL (B 7 T) XA - BRDOEHE 12508

BN a5 R
% 2 BEERENL ¥ - T/T) X4 - BROBE IZ78

I oL
IR : FCS_CKM.2 or FCS_COP.1 (FCS_COP.1 (—##%R o)), FCS_CKM.4 G L7\)

®2 BEREN FE-TLIUXL - BROBRK

BEDY R b BEERERTILTY XL EEHRE
FIPS 186-2 BB T/ =Y XA - 128 bit
- 192 bit
- 168 bit
« 256 bit
2= I VBB RENE =2 3 /0% HDD BEERER T /17 XA 256 bit
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FCS_COP.1 EEERE

FCS_COP.1.1

TSF 1. [Biff: D U X MICEBT 5, BESNREE T3 LB L T7/07 Y XA LG
F B FEERINCHE > T, [BIfl: BFEHRIED Y X M FAT LTI 530,

[BIfS: gDV X ]
36 3 WEEHE ThTY X5 - BE - IEELRIEDER 12708

[BIff: fgFE 7= XA]
[# 8 FEEHEIE FATURA - BE - EEEEIEOE) 12508

IR EZ S
[# 8 FEEHEIE FTATURA - BE - EEEMEIEOE) 12508

IR BB A ED % M
[ 3 BHRE THTY R4 - ST - BHREOBIF) IR

T : 2L
&KEFHE : FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—#=E=E%R D7), FCS_CKM.4
G L72uy)

x 3 WEERME 7TLIVXL-BE-BESREOCRER

BED R ES7IILIY XL BEERE EERIEORRE
FIPSPUB 197 | AES - 128 bit | S/MIME #¥(5 7" — 5 DkEEE
- 192 bit
- 256 bit
SP800-67 3-Key-Triple-DES - 168 bit | S/IMIME #%/5 7 — % DEEEE
BTV f 7 7oA D
FIPS 186-2 RSA - 1024bit | S/MIME 3#(5 7 — 5 REBHE D 7= 0 DIiEsE (h55462)
- 2048 bit | DEEEAE
- 3072 bit
- 4096 bit
FIPS 180-2 SHA-1 N/A X=X DL
FIPS 180-2 SHA-256 N/A A ob—=28 Cx X DL

6.1.1.2. FIRET— 5 {R&

FDP_IFC.1 YTty MERT O—FlfE

FDP_IFC.1.1

TSF 1. [Blft: SFPIC L o THPASHBI S /Y7 x 2 NS, FLITV T 2 D 6HE S e (5
DFENFGEE T 72 b JFEREOEED Y X FNkt UC LB 78R =7 m—#i# SFPA % £ L7
TR 570,

(BUff: SFPIZ > THRPASHIES YT x 2 M, EFIEY T2z 2 F 5 b S = RO &
Gl&l = d VT = N FRE OED Y X P

<PITCzs b>

- FAX 2=y } 25 D5

<EF®>

- DB b DEHEF—F

<HRIE>

c AEEK P D — 2~ TS

RV fR = = —)i SFP
FAX (58 7 = —#/#

THRIREE : L
R7FHE . FDP_IFF.1 (FDP _IFF.1)
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FDP_IFF.1 Bty T BN

FDP_IFF.1.1

TSF X, UTDOZA 7OV TV =7 FEMMEREX =) T 4 BHICESWC, (iRt F# 7 z—#/# SFP
Z Tl LT E e e, BN NS4 SFP FIZHENTHIIS S V7> 2 N EFEROY X~ &
B2 1T 5, Bz VT o jFGHH

[FIfs: f#f = = —) i SFP
FAX [§8 7 = —#)#l

BN RE A SFP TIClHW THIIS A S Y7z 2 FEFRD Y X, ROFAITHIET S, F=Y
71 B

<YPITzs p>

cFAX 2= P36 DZ(F

<lF#>

« DRREIBRDN 5 DG T — X

<tFzJTrEH>

- EHT—5 EE

- BT — 5 LA DT — 5

FDP_IFF.1.2

TSF %, UTOHAM RIS TWNIE, FIESh-#E2@ T, flifsh-y 7Y =7 FEHESh-
TEHME O R 7 v —2FFa] L iz o7 (Bl FeD@lEICH L T, V752 N EIFHROEF =
U F o BRI (RIFERITL 6700, TF= U g fBIEIC IS BIAL

(Bl &4 DIRIFIZKI L T, VV72=2 PEFROEF =2 VT 7 BIEEICRIFERAZ 6700, EF= V7
o JBPEICFE D < BIEA]
FAX 2= PP ORIE LEEG T —FLUNDT =5 EBR > F T —2 ~FEH L0,

FDP_IFF.1.3

TSF (X, (Bl B = 2 —fi SEP A & Sk L 72 Ee b 7au,

(Bt B fgi = = —i# SFP A -
L

FDP_IFF.1.4

TSF 1%, UL TFOHA, [BIff: &F2 V7 BIEIZE SO TlER T 2 — 3 B892 78] 73 AN ST,
157 v — & BRI R AT L7 AuidZe 5720,

(Bt Ed = V7 oy FIEIZEE DD TEFHR 7 2 — & Bz q7F i 95 #A) :
2L

FDP_IFF.1.5

TSF 1%, UTORA. [Biff: EF= U7 BIEICHES) TIER T 2 —FBnHic a8 73 AN ST,
[k 7 v — 2 BRI L2 uidZe o720,

(Bt =2 V7 BIEICHES ) TIFHR 7 7 — & DRI 8 S HAI

2L
THLfE B : L
wES . FDP_IFC.1 (FDP_IFC.1), FMT MSA.3 Giifil L7\>)
FDP_RIP.1 Y Ity MERRE
FDP_RIP.1.1

TSF 1. [Bif): #7222 PO Y X MNOF TV 27 MR A~DEPTDEG T, 726 DEIRDE) Y THEFA
WIZBWTC, BIROLRTOEDERONELRATE L +5 2 2RI LARTNIER 20,

[Elft: 7 2z2 pOU X ]
BEBE TP T A
e XF ¥ EHBET A
- (RIFEIBE 7 71 /v

URYC ~DERDE 2T T, 226 DEWIDEF 2 THEEA

726 DEIRDFN THEER
TR L
KT : gL
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6.1.1.3. @Al & &85

FIA_AFL.1[1] FRRE LMD Y KL

FIA_AFL.1.1[1]

TSF 1%, [ @ar#Fgo V2 MBI LT, R [FIFIEOBENE], [FI1 78 AT RE 28 DRI
V73 B ZIE ATREZR IE D BERE Dl O AN RNGRAERAT R E U 7e L 2 L 2T hid e 5780,

(B} ZArEgo U X P
c Y—EXE— NIZT 2 ERTBEDRGF
* CE /N T — R HE T3 B0 FRIE

U [V 1E D BEE], [FIfS FFA AT REZRNE D FEHNIC F5 17 S B PEZ 3GE AT RE 7 1E 0 B4 ] -
(B FFEERIER B DEEH] : 1~3 NIZEBIT S B BLE RIE FIRE R IE DEES M

FIA AFL.1.2[1]

R OBFERITNEF LB GRIN: (o d 3, & La-721 &, TSFIiL, [Eiff: 72220 U X A
B LR IE 7 B0,

GEIN: (cEd 5, & La-o7]
ZET 5

[Eift: 72 a0V X M
<BHLEEDFZ > 52>
c BIPTHANL, F—EXE— F~DRGFRLENPS6 2270 ML, CE/NXT— FEFIFT 3RAH5E
wrv2735,
« BIFPTRIFAIE, CE/NI DU — FEFRIFHT ZRITFHEESF 2 v 273,
<FEENGFDE D DEEIE>
FFELRIEL U CE FBAF 2 v 2 fEERHERE & E1TT B0 (FFEHRIED 6 CE RAF DIEFE I AELRIF IR EIZR
EIH T BRI/ T 5 & ARBRABE T2 PivE,)

TIbE = : L

R7FHE . FIA_UAU.1 (FIA_UAU.2[1])
FIA_AFL.1[2] ERRERRRBE D ER Y R LN
FIA_AFL.1.1[2]

TSF 1%, [ @arFgo VX MBI LT, DRI [ EDBRE] [F1171: 775 FTREZ M DRIz %
17 3 B AE A REZC IE D BEEA M DO AR INFBIAERAT RN AE U7 & 2B LR T TR b0,

(Bt Bargso Y = ]
- BHEZE— FIZ T2 XT3 EDRA
c BHE NI — FERET D FaRAE

(SR [ IE DB ], [FIf FFA AT REZR B DFEPHINIC 517 S B PR 3GE AT RE 72 I O B ] -
(B FEFHEERE DB - 1~3 WIZE1T S B BEE RIE A gE7R IE DESNE

FIA AFL.1.2[2]

R DOFERERIT N E S LI R RI: (2#E S5, # Lfoxle &, TSFI, [t 72 a0 ) x A
Z LRIThIEZR B0,

L3IR: (o5, z La-> 7]
WZET B

[Eifsf: 7oV XA
<BHLEBEDTFTZ 9>
c BAEH THDIIE, BHET— P~DRBFLENS 2T P L, BEENID— FEFFT SRIHEE
T3,
c BRAEH TRIIL, BHEE NI T — FEFIFTSRaEEE 2> 2 75,
<BEHEIFDTE D DERIE>
- TOE DEGNIEZTT 5, (EEAFED 5 B EERA DIRIEE I FEBRRFIHZIEICRTE ST TV SRERI 24
BRI IEBRIBE P T P S, )

T AL : L
5
&7 : FIA_UAU.1 (FIA_UAU.2[2])
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FIA_AFL.1[3] FRRE LMD Y KL

FIA_AFL.1.1[3]

TSF 1%, [ @ar#Fgo V2 MBI LT, R [FIAIEDOBENE], [FI1: 78 AT RE 28 DRGHIA I #5
V73 BRI ZE ATREZR IE D BERE Ml DO AN RNFRAERAT R E U 7e L 2 L T hid e 5780,

(BIf;: Rar#Eso ) X M
c WNRI Y P —ERE— NIZ T2 B RT B DR
c WNFIN I D EBEEE— FIZ T2 2T B BEDREF

G-I [Z/1]1E DBEHAE], [ 7FF2 A REZME DIEPEI Y IZ Fo 17 & BB R GE AT RE /2 1E D#4E]
(B EDBEAE] - 1

FIA_AFL.1.2[3]

R OBFERITNEFE LB GRIN: (o d 3, & La-721 &, TSFIL, [Eiff: 720U X A
B LR IE 7 B0,

GRIN: (cEd 5, & L7
IZET S

[Eift: 72 a0V X M
<BHLEEDFZ > 52>
IR E DT RTDALZHEE
<BFEENGFDE D DEEIE>
5 BFEHRHIZ B BEE:

ThIREE L

&7 . FIA UAU.1 (FIA UAU.2[1], FIA UAU.2[2D)

FIA_SOS.1[1] MWEDREE

FIA_SOS.1.1[1]

TSF (X, % (CENZXD— R) BlEN: EFEIALBERBNCEET D EERIET D A 0 =X A xRt
L7220 HE7e 5720,

(B EFESALBERA
K 8HTLIL64HFET
« XFFE : 161 XFLLEDH 96 BN Al 5E
A @ [A—DXFEEN TEEI TR,
@ FET 385 BEEDEPEERESATHEEELEELLR,

THRIRERE . L
REHE L
FIA_S0S.1[2] WE DR

FIA_SOS.1.1[2]

TSF X, i (BHEEZANRDU— ) BEN: EE3Arb8RACERTAZLARIETHAN=A L%
L2 TIE R 5700,

(B EFESALBERA
K 8HTLIL64HFET
« XFFE : 161 XFLLEDH 96 BN Al 5E
A @ [A—DXFEEN TEEI TR,
@ FET 385 BEEDEPEERESATHEEELEELAR,

THRIRERE L
RFMN L
FIA_SOS.1[3] WEDREE
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FIA_SOS.1.1[3]

TSF (X, BB (BFEET— F) BNEI: EF3AHERACEET 52 L ERAET D A 0 =X 2 &4t
L7220 HE7e 5720,

(IRt EZES B ERE
-HE 2047
« XFHE : 83 XFLIEDFH 6 BN AJBE
B @ A—DXFEEN TSI TR,
O EET 355, EEBEDEPFBERESA TV SHEEEE LR,

TRIEE - AL

&KEHE L

FIA_UAU.2[1] T2 a v AERT
FIA_UAU.2.1[1]

TSF 3. ZOHHE (F—ERXz>P=7) 47T 20 TSF 7T 7 > a 27T 51, &5
H (V=BT PC=7) I[ZPBAENRIT A 2 AESR LT R b,

il

XA . FIA_UAU.1

RFMN . FIA_UID.1 (FIA_UID.2[1])
FIA_UAU.2[2] T2 avRiDF AER
FIA_UAU.2.1[2]

TSF %, #0HME (BEZE) #{RATT 50 TSF AT 7 a v 2#Fa 4 500C. SRAE ()
RN IhT 5 = L TR LR T AT 570,

TR E . FIA_UAU.1

RFHE . FIA_UID.1 (FIA_UID.2[2])
FIA_UAU.6 B

FIA_UAU.6.1

TSF 13, FMF[FS: a3 ZER IS RO Y X MO b & TRIE & 8k L2 g H72guy,

(BIf;: BERAE P ER ISR U X P
e F—ERXT =T P CENIT — FEEET 385
. BEENEEHENI T — FEPEET 385

TP = : L

REH : L

FIA_UAU.7 RESNE-BIEITs—F/RvsH
FIA_UAU.7.1

TSF (3. RBiEEIT> CWAM., [Eiff: 7 — PN 2o J 2 2T ZRIAE IR LR niEn 6570,

(Bt 7y —F N2 X P
AN IAEXET—F 1 XFEFIZ “*7 DFE

THIfE S : L
IRTF . FIA_UAU.1 (FIA_UAU.2[1]. FIA_UAU.2[2])
FIA_UID.2[1] TOLa RnFAEHER
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FIA UID.2.1[1]

TSF 1%, Z0FHE (F—EXT>2=7) 247350 TSF 7 7 > a VEFFRT RIS, &FH
H (P—ERT>=7) TN A 2 L R ER LT R DR,

TR . FIA_UID.1

KEFHE L

FIA_UID.2[2] T a raiDF RAEHER
FIA UID.2.1[2]

TSF 1. Z0ORHE (BH8E) %2R 60 TSF AT 7 v a v aFFa+5a1c. #AE (B8
(ZRRBIASREN T B & & 2 BR L 2T e b,

THBEE . FIA UID.1

REHE . L

FIA_UID.2[3] T3 RiOF BERR
FIA UID.2.1[3]

TSF %, € OMAE (ICH— FFFEHED IC % — F) 2479 50 TSF AT 7 o a v ZFFa 4 R0,
BRNE ACH— FFrEZHEDICH— F) \[CHMBINEIT % 2 L 28R L 2TER bR,

TR :  FIA_UID.1

KT . L

6.1.14. ¥ ) T4 EE

FMT_MOF.1[1] X)) T A BEDSDELVER

FMT_MOF.1.1[1]

TSF (%, #RelEIf: o UV X MBI DSBS EFNFRIET S, 21T 3, ZEESIES, DSSFD
G AT SN & (Bt 7F A S zikhy) S REMTHIR L 22 T id 7 5720,

(B fgED V< P -

¥z YT BIERE
GRIR: DB ENEFHET S, 21FIFT 5, FEESES, DSSFENGHELT ] :
FEIFT 3
(Bt ZFar &zl i e 730
- BHE
PRI =F
TR = : L
REFMN . FMT SMF1 (FMT SMF.1). FMT SMR.1 (FMT SMR.1[1]. FMT SMR.1[2])
FMT_MOF.1[2] XTI BEDSLSENERE

FMT_MOF.1.1[2]

TSF (%, HRelFIf: g UV X MBI DSBS FNFRIET S, 21T 3, ZEFESIES, DSSFD
FHAET SN % (Bt 7P S zakh) S BEMTHIR L 22T id 7R 5720,

(Bt pgpED U < ] -
- BIRGLE X HIBREEE

(R DSSENERET S, TS, FEFIHES, DESENFHET ]
ZEIESES

[(BIS: FF AT Sizeieh] Sz FN
BHE

ThIRERE L
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| k% :  FMT _SMF.1 (FMT _SMF.1), FMT SMR.1 (FMT_SMR.1[2])

FMT_MOF.1[3] XU T BEDSLSENERE

FMT_MOF.1.1[3]

TSF (%, HRelFIf: g UV X MBI DSBS EFNFRIET S, 21T 3, ZEFESIES, DSSFD
FHAET SN % (Bt 7P S zakhy) S BEMTHIR L 22 T iE R 5720,

(Bt pgED U <} -

 FUOLBEL (L
GRIN: DS BFENFRET S, FEITS, FEESES, DSSENOFHETS] :
FrEIT S
(Bt FFar &zl S e 720
EHE
THRIREE Rl
RFE . FMT SMF.1 (FMT SMF.1), FMT_SMR.1 (FMT SMR.1[2])
FMT_MTD.1[1] TSFT—2DEE

FMT MTD.1.1[1]

TSF 1%, [Eift: TSF =— 4D U X M &8I 7 70 MEZE, flebt, A, Jik, HZE [E: #
DM DIENT D RS % BT 7F i] 472 50 S 2 RENMTHITR Lg T i a & 7220,
[Elff: TSF 7—5 DY X M -
c NRF— P r T PR
« FRALTSU eI
« SIMIME FFEHE#E (BFET7/1 =Y XA)
« SIMIME X »t&—241 P X P
. BHIE RAE DIRIEZE I AR
BT —F
GRIN: =7 g0 MEERE, [MiEbH, KE, HIER HE B & oMo El
ey
(BT 7F ] S 72k S i 72 R
BHEE
R4 EE] : L
IRAFE :  FMT_SMF.1 (FMT_SMF.1) . FMT SMR.1 (FMT_SMR.1[2])

FMT_MTD.1[2] TSF T—2 DEE

FMT_MTD.1.1[2]
TSF 1%, [Eift: TSF =— 4D VU X M &8I 7 70 MEZE, fHebt, A, Jlkk, HE [Ef: #
D DIENT D RS % BT 7F A] S 472 50 S 2 RENMTHIR Lg 1T e & 7220,
[Elff: TSF 7—5 DY X M -
BHEE N T — ]
GRIN: =7 g0 MEERE, [MiEbu, KE, HiER HE B & oMo El
ey
(BT 7F ] S 72kl S 72 #eE))
- BHE
PR T =T
THIREE L
REFHE . FMT _SMF.1 (FMT_SMF.1). FMT SMR.1 (FMT_SMR.1[1]. FMT_SMR.1[2])
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FMT_MTD.1[3] TSF T—42 DEE

FMT_MTD.1.1[3]

TSF 1%, [Eifl: TSF 7— 4DV x Ma B 7740 MEZEE, [ Gabd, KE, ik 55 [Ff: <
DREDHEIENS 2 He)) 2 (B 7F 7] S 7zl S 22 RFMTHIR L 22 T 4UiE 72 5 720,

[EIff: TSF =—4 DY X M -
«c CENRDT— ]
« CE ZRAL DIEIEEL IL FERIF ]

(4R 77 70 MEZFE, FjEPE, LE, Bk HE, [ € OO

ey
(B 7 7] S 72 il S e #2) -
P—ERTP=F
TrREEE - el
REMHE : FMT SMF.1 (FMT SMF.1) . FMT SMR.1 (FMT SMR.1[1])
EMT_SME.1 EEBEDRE
FMT _SMFE.1.1

T_SF 1T, LFOBEHMBIEL EIT T2 ENTERITER B2\, « [Eifl: TSF(ZJ o THEES S &%
BED U X ]

(It TSF IZ ko THAES 115 BEEEERED U X M :
- FEEIC ) B EBEE NI DU — PO EHEGE
- BEIEIZ L B B R TR DI EEL I RS D K T e
- BHEENZL ZANRNT— a2 T D MR DT
- BBEE I L BRI BEREIT 51 B R AESE R ] B e D 3 B RE
- BEEEIZ L 5 SIMIME FEEEH#E (BBET/ATY L) DXFEHGE
- BHEIZL E SMIME X »&—25 Px X PR DK T
- BHEIZ L BIEEE T — FOXEHEE
- BEEIZ L 520 L& & HIRHEeE
- BHEFIZ L B F P HNEBE (L
- BHEIC LB EF=2 YT o BIEBEEEDEILHEEE
c P —ERT =T IC L BEF =2 VT S EBEEDIE I BEE
- F—E R =TIZ L B CE XX U — RO B
Y —ERT = TIC L B EBEE N T — FOKEHEE
- PR P=TIC L B CE RAEDEEIEEEIL SRR DK FHERE

TREE . &L
&KEFN : L
FMT_SMR.1[1] &) T RE

FMT SMR.1.1[1]

TSF (. &EIEUS: 7F o] Sa e ahl) Sz N & /iR L7 T uide H 70,

CEIfT: 777 Szl S 72 RE) -
V—EXT =T

FMT SMR.1.2[1]

TSF (%, FIHE ZRENCBhEMA T 22 T 137 5 720,

T 5L B B : L
R7FHE : FIA_UID.1 (FIA_UID.2[1])
FMT_SMR.1[2] a7 1 KRE

FMT_SMR.1.1[2]
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TSF 1%, &HEIES: 77/ Shald| Sz RENE /iR Ligd hud e b 720y,

[Fifs: 7 75%/&&5’/&%73&%7/] :
BHE

FMT_SMR.1.2[2]

TSF (3, FRAE 2 &EN BT T 2 hd e 57220,

IXEE : 2L

RFHE :  FIA_UID.1 (FIA_UID.2[2])

6.1.15. TOE7 VR

FTA_SSL.3 TSFEBICKDKT

FTA_SSL.3.1

TSF 13, (B FYHEDHT 2 7 1 7 T SRR ISR v g V&2 /& T LRThide blewn,

[Ff: f/ﬁi%‘/ﬁ FET 2T T TH DI
NS ) BBEDRIET, R 5 NFn G — a2 T D PR (1~92) 12k > TRESHS

izl
TR E . AL
N . L
6.1.16. Kk : ITREIVT 4 T4 DIATL-ODEEN
FIT_CAP.1[1] TREITVT 1DEF1) T4 H—EXRFAKOREN
FIT_CAP.1.1[1]

TSF BN ITHEE T T 7o PR E 2 VT = E XK LT, F0Y—E 2 EFIHT S
z%fi ENZRUE LRSS R [BIN: F=2 VT — EXDENEICSZELRGED DY X [,

[%JH ITHRET T ¢ 7 ¢ PIEHET S EF=2 V7 —EX]
ASIC 73%37 95 HDD FEFE-1E#AE

(ElRl: EF = U T 4 —EXDEEICLELRGE D U X F]
B Z 7 /L& HDD b 5{E#HE T I8 3 7 DY — FEHE

T : L

N . L

FIT_CAP.1[2] TREITVT 1DEF1) T4 H—EXRFAKOREN
FIT_CAP.1.1[2]

TSF BN ITHEE T T T BRI E 2 oy = E XK LT, FOY—E 2 EFIHT S
z%fi ENZRUE LRSS R BN F=2 VT — EXDENEICSZERGED DY X [,

[%'Jﬁ‘i TS T 27 o 7 o PR 5 F = U7 o #— %]
IC % — FIzZ TEZ TS LU T DEERE
@ BEETY >} 7 74 A EREEET S iR D E S
@ S/MIME #EEIC TR F ¥ VERICEE T SEDDA & —251 Pz X FESLEEE
@ LR EFFT S 720D VN — FMERE

[EIf;: EF =z VT — EXDBEIC L EL2RES D Y XA
« FFEDDE D DEEBE X /EHBR DI T FFE X H175 LaiF R D1 BHLEE DUREREHE
c LFEODEDDA »t—5 o P X pDEMR A =5 P x X P DEFBEALBE DU FEREEE
« LREQDE D DLFRDE & P

T : L

R L
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6.1.2. TOED X 1) T 4 RIIEH
TOE (%, —f&M7e4 7 4 ARBEICTCHASNAEHAFERGTH L7720, EHFSRLE OMGEE
LTCTHn7L v Thsd EALS #HAIC L > CTHERTOE 52U 7 4 RIEEHZEHAT 5, FFRIC
WHIND TOE Dt%2 ) 7 A {RitEHE2F LD 5,

x4 TOEDEF2)T1RAEH

TOEtEF = U 7 ¢ RFEEF aR—FR b

X2 VT 4T —F%T 7 F vtk ADV_ARC.1

BA % SERTR TR & LF D BERefheR ADV_FSP.3
T—X 7T 7 F ¥ ixil ADV_TDS.2

A A flJﬂ%%EéVEﬁ% B A AGD_OPE.1
e Ffoe & AGD_PRE.1
Rl DG ALC_CMC.3
EERIBLO CM #HiH ALC_CMS.3

T4 THA T AP R— b Bl i T X ALC_DEL.1
X2 U7 ¢ FEOFR ALC_DVS.1

BREIC LA TA TV A I NVEFTALDOERE | ALC_LCD.1

it A iR ASE_CCL.1

JEEa VR — 3 M EE ASE_ECD.1

ST 4 ASE_INT.1

X UT 0¥ —5 v Nl X UT kR ITEE ASE_OBJ.2
ALY T ¢ il ASE_REQ.2

X )T iREESR ASE_SPD.1

TOE kR ASE_TSS.1

TN L— DA ATE_COV.2

— T AN L HEAREG ATE_DPT.1

T A b

FERET A b ATE_FUN.1

MNET A K - T ATE_IND.2

JET PR JEES I S AT AVA_VAN.2
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6.2.ITExa T4 EHIEN

6.2.1. ITEXa) T« BEREZHIEM

6.2.1.1. HEM

X2 VT kR EE IT B 2 U 7 R OISR E TRIR T, IT BX% =2 U 7 ¢ e
BN D7 L 1 OUEDEX 2 U T XK FEHIHIE L TWD Z EE2/R LTV D,

KE5 XAV TARRARICHTDITEF2) T HEEGOEAK

b h=)
2o T RS X
®
@
o
3
>

INIdd-1dAHO3d 'O
J1IdMEINO'O
AIN-01LdAHD'O
OLldAHD-TIVIN'O
NOIS-TIVIN'O
ALITIgvYdvO-d'O
TOHLNOD-XV4'O
9JINIBS18S ¥

ALITIFYdVYO-O1dAdD 'O

a7« RN

set.admin
set.service
FCS CKM.1 o
FCS _COP.1 (]
FDP_IFC.1
FDP_IFF.1
FDP RIP.1 @
FIA_AFL.1[1] o
FIA_AFL.1[2]
FIA_AFL.1[3]
FIA_SOS.1[1]
FIA_S0S.1[2]
FIA_SOS.1[3] o
FIA_UAU.2[1]
FIA_UAU.2[2]
FIA_UAU.6
FIA_ UAU.7
FIA_UID.2[1]
FIA_UID.2[2]
FIA_UID.2[3] [
FMT_MOF.1[1]
FMT_MOF.1[2]
FMT_MOF.1[3]
FMT_MTD.1[1] e o e
FMT_MTD.1[2]
FMT_MTD.1[3]
FMT_SMF.1 o [
FMT_SMR.1[1]
FMT_SMR.1[2] o [
FTA SSL.3
FIT_CAP.1[1] o
FIT CAP.1]2] [

1¥) set.admin, set.service i%, EfDOt v FE2/RLTEY, (@) BN &hxtcBRERH 5 L &5
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X o VT xR EHT, ftlio X set.admin, ¥ set.service (2 CRSAHT B D —@# OB &
v b, BEEF 2V T /KR AFHICHRIELTWD Z & ERT,

6.2.1.2. +5 1%

FEXa VT 4RI L THEHEND IT X 2 U 7 ¢ R EEIZOWTLLTICHA T 5,

® O.DECRYPT-PRINT (BEHILTV Y b7 7/ ILDESR)
AKXV T 45N, A7) v b7 7 A T D EHRA LTV 5,
O.PKI-CAPABILITY (2 L W ##Bl &N 72 IC 1— REHAWT, BEALT ) > h 7 7 A W% 5 Al
e TS &, O.PKI-CAPABILITY (2L W IC — RInbEs BT U v b7 7 A V%215
T 572 0DOE L HimEgE (K58 2 eftah, FCS_COP1LIZLVWKERALT Vv 7 7 A LV DIE
FREAEET D,
Yo TREF2 VT AR FEHIIR -5,

® O.OVERWRITE (EZEZHIE)
AEFxa T 4 K GEHET, HDD ISRAF SN D IREE E OB T — & SEI 2 BRI 5, HIBRIZES
Rt DB EMENRMETH D,
FDP_RIP1ICk V., o5+ 2 HEMNHERIEC L > TLRIO EOBHONE LRI T
T B L EEAET D,
KoTREX 2V 7 ¢ 3R GEITW 7= S b,

® O.CRYPTO-KEY (H§BB4ERL)
Atx o UT 4 kP EHE. ASIC ZF)H LT HDD ICE X ALelig 7 — & 25t T 5701,
VB SR E AR T 5 L LTRY, B o@ERICBfRT 256 BN MLETH D,
FCS_CKM.1 {2k, 2=03 ) VEAESAARIEREICE T2 =0 X / )v% HDD B58AERs T
NI Y XANEFIH L, 256bit O S8EAE £k T 5, 7, BFSHIXER ON THEBEMEAT Y Th
% RAM ERIZfERk S, &R OFF IC LV iHkT 5,
COMREENRIC ko TAEF 2 U T 4 KRNI &SNS,

® O. MAIL-CRYPTO (S/MIME ®O#If. KES1t)
AEFxa T 4 MK FEIL, MFP 28 L CEDOHTAF ¥ LEEHEigE A — L Ta—VHY
WCEETHRRICHEBET 2 Z L2 HELTRY, BEICET2EEEALETH D,
FCS_CKM.1 (2 X Y FIPS 186-2 (21t » 7= HHLLELEER T L = U X A ZFIH L 558 (128 bit,
F 721X 168 bit, F7=iX 192 bit, F7=1% 256 bit) & ERKT 5,
FCS_COP.1 {2k v, FIPSPUB 197 ® AES (K74 : 128 bit, F7-1% 192 bit, F7=1% 256 bit)
EZRRALCAS v LEZWig 2R 51b3 5, (203 SIMIME OB ET — 21272 5,) =R
125V SP800-67 @ 3-Key-Triple-DES (5754 : 168 bit) ZFIH L TA ¥ ¥ v L7Z g% K51t
T5, (ZHHFEIC SMIME OXET — X127k b,) Zibki@Ee (B8 1%,
O.PKI-CAPABILITY (Z kvl snsz IC #— KZH T, FCS_COP1 2k v, &K5ko
S/MIME FERAED AR (1024bit. £ 721% 2048 bit, £7-1% 3072 bit, F7-1% 4096 bit) Z{EFH
LT FIPS 1862 ® RSA IZL VI Ffb &b, ok ET7 /L3 X AOREIX FMT_MTD.1[1]
WLV EHEICRESND,
THH OEEEIRIC LV A X 2 U T o RSN S5,

<EHEE X 2 TICHERFT B 72 OIS B A g >
= set.admin &
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<Y —bP RV =T B F a2 TICHER T D7 DI LB e B >
= gset.service &R

<KEBDT- O DOEE], EHIERE >
INHEHATT ) &ENL, FMT_SMR.AICE Y h— 2= v=7 FMT_SMR.1[2lic X v &
HE L LR SN D, F 2o EEIZ, FMT_SME1LICK Y RESND,

® O. MAIL-SIGN (S/MIME @OFIfE. £4)

AKYFx =2V T 45xEGEHI MFP 2R L CZ D TAF v o LEEE G Z A —/LiIC CTa—YH Y
WCEETHARICEBLEMNMT A EERE LA v E— VA A V=2 A MNEAERTHIEEHTEL
THEY, Avt—UF ATV A MIETAHEMERLETH S,

FCS_COP1i2L Y, BLAWMPIIKNETHDLA v —VF A=A M, FIPS 180-2 N flET 5
Ny B (SHA-1, & L<I1ZSHA-256) ICLWAERKT S, $-Avt—IF 4 Y22 bR

DOFGEIX FMT_MTD. 11112 £ 0 EFHEE ICRE S b,
ZOBEBEEMIC L O ARE X2 U T 4 KRG EHIRE - S D,

<EHEHEZ VX 2 TR T 52O E R B>
= set.admin M

<Y —VP R P=T X TICHERFT 572 DI LB 7 35>
= set.service &

<KD OEE, EERE
_h%ﬁﬁ%ﬁﬁﬁﬁﬁgFMTSMRH]’iD%—HXiVVZT\FMTSMRHﬂKiD%
HEL LU THEEF SN D, F-on6EHEREIZ, FMT SMELICEXVEEIND,

® O.CRYPTO-CAPABILITY (HDD FEE{c#te#FIAT 5= DHKR— FEE)
AKX VT 3K GEHEL, TOE o= 7 07 1 TH % ASIC I LV, HDD NIRFEND
T =X BT DT O0EEEZ TOE N AR — R 5L LTRBY =T 47 0 OEMEE YT
R—=F T2 LE2HETIHEMHDYLETHD,
FIT_CAP.1[1]ic X , ASIC 2 EH 3 2% HDD - Z5{bAksEI 2%t L T, HDD N E{% 7 — % % HDD
5L RE CALBE S H 5 72O DR — MERELZ BB 5, Fm S bIcHWARE ST — NiX
FIA_SOS.1[3lic X v SWE A kEE S, FMT_MTD.1[11IC L 0 REIZTZF OEEEICRE SN D,
COBREEMIC L > TAREX 2 U 7 4 MR ITEHIR =S 5,

<EHEIZEX 2 TR T 52O E R >
= set.admin & ¥

<Y —bERATLU V=T X 2 TICHERFT 5720100 B A g >
= set.service &M

<KEPRD T DEE], E SR >
_ngﬁﬁ%ﬁﬁﬁJm FMT _SMR.1[1ic LW H—r 2o =7 . FMT _SMR.1[2]ic X v %&
BE L LTCHFEIND, -2 0B BHEREIL. FMT_SMELIZX VWV FEIND,

® O.PKI-CAPABILITY (PKI##eZFfIAT 5= DHR— FEIE)
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AKX UT xRN, TOE SO~ T ¢ 7 ¢ Th 5 FIA_UID.2[31IZ L 0 #Bl X7z IC 4
— K2k, ZOHTAT Yy U LEEEBRT —ZIZRT 584, KOBESLT U b7 7 A NV EE
T2 LEBOE T EOEEL TOE BNV HR— b+ 2L LTRBY INB=>T 47 4 OEEE TR
— T 52 EERHETIREEMNLETH D,

FIT_CAP1[2lic kv, IC 71— FAEH T2 PKI BEREICH LT, AF v v LIZHEi#., KOSk
TV b7 7 A vE PRKIBERE CALEE X B 520DV R — MEREE EHT 5,
COMREEMIC L o ThRE X 2 U T 4 RGN SN D,

® O. FAX-CONTROL (FAX 2=y ki)
Kt VT 4 TEHE. ARERRED D FAX ARERR O 2@ LT, 4#% MFP 3 8 S h T
WONE AR Y T =7 ~DT 7B AT 52 L2 HELT0D, ZIUIAREIRRE S5t
S, MFP #r L TR v N T — 7 [ZEZE SN DT — & Z RV -EE (REREEa~ v
R) 28, WAty N =2 ICHRE SRRV L2 ERLTERBY, FAX 2=y Fo 7 —fl#EizE
THREMENLETH D,
FDP_IFC.1, & O FDP_IFF.1 I XV, AREREDD OZEHRENZE LcBig T — 2 ST
—HENE Ry MU =72k L E ) 7 o —Hlifl 2 £+ 5
COBREEMIC L o TAREF 2 U T 4 IR TN SN D,

> set.admin (EBEZEX17IC#HBTLL-OICRELZEHDOEY )
<E B OFRIFEAE >
FIA_UID.2[2]. FIA_UAU.2[2lic & ¥V . 7 7 B 2§ 2R HEDNEHE Th 5 Z L kDR T 5,
FOREIZIE, FIA_UAU.TIZE D, R VIRESNTZ 7 4 — RN ZIZAE 1 LFT &8 “%7
ZiRL, Bitx YA — 5,
FIA_AFL.A[BIC LV | XA BHRIT LI AREDRBRED S A1, RO 5%'/‘?%/?4"'\/&75\%@
TRTHOANZMN S L, FIA_AFL.12lIc kv | @mLTTﬁﬁmﬁﬂiﬁﬁ(kﬂ[ﬁ
ETD L, m£¢f%ﬂin77?%L VIR EERE N2 T — REFIHT 29X CTORGEKEE
0y 745, 2oy 7KL, BIR OFF/ON 72 K2k 5 TOE OREENC X - CTHEBRHERE N AT
=Y N ﬁ@%mﬁ@@WﬁEM%ﬁﬁﬁﬁﬁ& fRBRS LD,
EHETRIEIC BT A R RIDERAE ORI TR T & 5 F8RESR IR A%k 0 B 0 3% & K OV B 7R GIE OO
Wﬁim%%ﬁwgﬁiQMMjﬂDﬂﬂ; 0. BEEET _ﬁTéhéo

<GRAFRGEESNT-FHEOY v v g OEF>

PRBIRRFE S N E BT O® v ¥ a VORI, Spanbu A4 o LA FTA_SSL.3
WL, A —bue Ty MEESBR L%, By a BT T LIk -T, A
Hiat v g R ﬁo&%@”A%ﬁﬂéﬁé CICEHBRL TV D, B3Rt —br s
77 PR OZEF L, FMT_MTD.1[1]ic HHEICHIR S LD,

< EFHE OFREEROE B &>

B SAT — K%, FIA_SOS.12lc kv, SESKRIEESh D, FEHE AT — FOEH T

FMTMﬂDH]’iD\M@%&U%~EX$V7*T’%@§%&>M@%ﬁmﬁ%NXU~
F&EEET L5581, FIA UAUGIZ XLV HRGESN D, ZOFRFFICH VT, FIA_AFL.1[2]ic
X0, EkE L CREREDERAEA EIRE (1~3 [|]) 1T 5 &, M£¢T%ﬂiD77?FL DABE
ETHEORIEREZERL, FHEARTY— REFIHT 2T XCORIKEE Yy 795, 20
o 7 fRHEIL. I OFF/ON 72 X2 & %5 TOE O#EhC &k » THRIERE N FEIT S, BHLERG
DO ERVEES I fRERI R 2N PR iR S 5,

< BEEDT- D OEE . EEH
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INHEREAITOHEET. FMT_SMR.1[1Ic kv —b 2P =7 & FMT_SMR.1[2]ic L v &
BEIC TR SN D, -2 & FMREIZ. FMT SMF.1 12 Xk Y & S, FMT MOF.1[1].
FMT _MOF.1[2]. FMT MOF.1[3lic LV ZD 5D TR EFH NS,

> set.service (F—ERI VY _7&#EXa7IC#HBET5-HICHELEHDOEY )
<Y —V AT =T OFRBIFEEE >
FIA_UID.2[1], FIA_UAU.2[1ic kY, 727 AT HHAENRY — AT V=T ThHhHI L%
RBIRRET B,
FAREIZIE, FIA_UAU.TIZ XD, RNpVict#ESi7 4 — RNy ZIZ A1 3072 8 “%7
ZiIRL, @BiEE YR — T35,
FIA_AFL.1[8lic kv | KREXDFE, 5 BRI/ SR AMND DT RXTOAZ, 27 L, FIA_AFL.1[1]
W2 &0, e U CARRREIERREDS ERRE (1~3 [|]) ([Z#E+ 5 & it Thniir s 7Y FL, CE
NRAT— REFAT 2T _XCORGEEEL2 e v 725, Zov vy 7k, CE BikiEn v 7
FRBRISRE DS AT X T, CEmﬁwﬁWﬁEM%ﬁﬁ%ﬁﬁié&M%éné
=R V=T RAITE T D ARIRAEDO AT T & % R FE B8 5 o BHE 0 3% & 1
FM[MElHuiDﬁ@%t WA & D, CE FBRED #EEL (- A7 BRIFF ) O 7% E 13,
FMT MTD.1[8lic LV, y—bE 2o D=7 FIFICHFT SN 5,

<H—bE RV =T ORIHMEROEHE L >

CE /27— K%, FIA_SOS.1[1]ic kv, MEIPHKRIEEN D, CE /XA T — ROEH L
FMT _MTD.1[3lick Vv, y—tvRrz=o V=7 _ﬁ@émé %£7- FIA_UAU.6 | ;Dﬁmﬁém
%o ZOFFRIECEBWT, FIA_AFLAMNZ XY | 8 L CARREDRAED EIRE (1~3 ) |
TAHE, =RV =T ORI %%HLT CEAx7~b%ﬂ%¢é¢~T®m£%
Bany 735, Zory 7 REEI%, CEFEAHERE = v 7 fEERIEREDN 1T ST, CE FREO#EAE
A RPRIEER 2R 5 5 L bR S D,

<BEPOT- D DOPLE|, SRR >

INHEBEEITOKE lli FMT SMR.1[1ick v ¥ —b 2o o=7 L L CHEIND, /-2
NOEE¥EEIX, FMT SMFE1 Ik v EESn, FMT MOF1[1lick W 2055 WA EEIN
Do

6.213. ITEFa) T4 HEEEHDIKREN
IT %= U7 BREEMF R —3 > FOERGFEGRE TRIORT, CCX—k 2 THESNDIK
TFVERR T S 72 0E . TR ST (2B 2K7FEMR) OMICZF O E 27tk 7 5,

£ 6 ITEXa)ToHEZEHDVR—22 FOKEEK
N/A : Not Applicable

A ST DHEREEMH CC/x—k 2 .
o A— o b DIRTEE A ST ITH T B 1K7EEF
FCS_CKM.2 or FCS_COP.1, | FCS_COP.1 (—#%E5 D7)
FCS_CKM.4, 72 L CWDEG PSR T LT A ALY
FCS_CKM.1 AR EN-BE2BETLZ L
<FCS_CKM.2 or FCS_COP.1 #—Bif7~ L TV 72\ E
i >
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A ST DHEEE M4
JViR—R2 b

CC/N\—Fk 2
DIRFEHE

A ST I2H 1+ B 1&FRE1Z

- a=% 3 /% HDD B84k T7 L2 ) XA XD
AR SN E AV T RE S EEIT FIT_CAP.1[1]ic X
D IT BBEIC L » Titbh b, TSF 3% 0#EH%FIH
TEDHBTHY, Bl KOS ED LB T2,

<FCS_CKM.4 % H L7aV B >

RS AER T LT A MK AR SN EIE, —
REFIZHEFE M D & 2 FLIBTEIRICAFAAE T B A, SN D
TR AT HMENELS | BEIICHEEE S LB T O
AL EETHLEMET R,

- a=74 3 /% HDD BE5#ERT7 LT ALY
AR ST, — IR HER MO & B SIS E IS AR
ET BN, NN T 7 2T 2 MEARELS A EIC
WIINDTD, WEEEEBE S 08I0,

FCS_CKM.1 or FDP_ITC.1
or FDP_ITC.2, FCS_CKM.4,

FCS_CKM.1 (—HEHEROH),
72 LTV A H4 . SIMIME 34E7 — % O E{bo7-
oA AERT L,

<FCS_CKM.1 or FDP_ITC.1 or FDP_ITC.2 Z—i7- L

TR >

BTV N T A NDESEAT O LB
FIT CAP1[2lic L0 A v R— M5 7=, AR, 4+
HH DA iR— N OB LR,

* SIMIME (57 — # O At 7= O @k o w1k
1T 9 ABSEIT FIT_CAP1RIICE W R—bEN D
T2, BEAERL, SN D DA R — F OSEMEIT AR,

FCS_COP.1 A=V EA V2 A RDAERICHNS A vE—
EREFEADLET =X ZDHLDOTH D2, H#HARK,
I DA R — N ORENET R,
<FCS_CKM.4 % L7a\ Eih >
- SIMIME %57 —# O 51b, KOS Y v b7
7 ANVOEFIZAN DL, — RIS H D7
EREIRICTEET D08, ANINST 72 AT 2 LB
<. HEWICHI SN D - OMEEE B8 2 L83
7200,
- SIMIME %157 — % O S{bd 7= 0@ O K 51t
AT O ARSI ABRIER TH Y | K 5REEE O M EE
1X720,
FDP_IFC.1 FDP_IFF.1 FDP_IFF.1
FDP_IFC.1, FDP_IFC.1
FMT_MSA.3
FDP_IFF.1 <FMT_MSA.3 # i L 722\ W ER >
T U T o BEEAMTIC TR L SN D20, KRB
AT A MLEET W
FDP_RIP.1 L N/A
FIA_AFL.1[1] FIA_UAU.1 FIA_UAU.2[1]
FIA_AFL.1[2] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[3] FIA_UAU.1 FIA_UAU.2[1]. FIA UAU.2[2]
FIA_SOS.1[1] L N/A
FIA_S0S.1[2] L N/A
FIA_S0S.1[3] L N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA_UAU.6 L N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2]
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AR ST DHEEEH CC/S—F 2
! TIZHI %
avR—%Y k DR K ST I2H 1+ B 1&FREFR

FIA_UID.2[1] L N/A

FIA_UID.2[2] L N/A

FIA_UID.2[3] L N/A
FMT SMF.1, FMT SMF.1,

FMT_MOF.1[1] FMT_SMR.1 FMT_SMR.1[1] . FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,

FMT_MOF.1[2] FMT_SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,

FMT_MOF.1[3] FMT_SMR.1 FMT_SMR.1[2]
FMT _SMF.1, FMT _SMF.1,

FMT_MTD.1{1] FMT_SMR.1 FMT_SMR.1[2]
FMT _SMF.1, FMT _SMF.1,

FMT_MTD.1[2] FMT_SMR.1 FMT_SMR.1[1]. FMT_SMR.1[2]
FMT SMF.1, FMT _SMF'.1

FMT_MTD.1[3] FMT_SMR.1 FMT SMR.1[1]

FMT_SMF.1 L N/A

FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]

FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]

FTA_SSL.3 2L N/A

FIT_CAP.1[1] L N/A

FIT_CAP.1[2] 2L N/A

6.22. ITEX 2 ) T 1 REEEHBEH

A TOE 1%, WBLH) « N - BRI 072t 2 U 7 ¢ Zffelh L2 BREEICRRE SR S5 208,

K TOE ZFH ¥ BB T R M 2 fx

AL OMEN D D, ARSI & LT

PRRELLAR. TOE SatEICHES < T A b BERESREE 34T MEsstEDIRR DB EM STV D BERH Y |

FBRAREEORKE, TOE OMRAEH, X2 7 REMNFHREPMOENTND ZENEEND, 1

> TRl L~ L et S D EAL3 ORI 2L TH D,
B RAEEMKEESITIE, Ny =Y Th D EALNBERRENTNDT2D, Y THDHE LT

AR T 7R,
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7. TOE ZE#yttk

TOE Ot Xx= VT BRETEHF LV ENLNSE TOEDEX 2 U T A HiEE2 L TOFE 7TICT—& %7
I, HRESEMIE . RO EICCET 5,
&7 TOEDtEFa) T HEELHRLEBRIFO—F
%5 TOE Ot = V7 ¢ ffe TOE inBEsifH & ORIt
7.1 FADMIN (& BRLFEHERE A REE
7.2 F.SERVICE (#—t zx%&— FNHRE) P—E 2T V=T HEE
7.3 | FCARD-ID (IC 1 — RkBlkfE) FEAKERE
7.4 | FPRINT (BsE4b7"U o Mhe FEAFERE
7.5 | FOVERWRITE (4:fEiE b2 X HIRiEE) EHLEFRE
7.6 | FCRYPTO (15544 plikghE Z DO HRE
7.7 | FRESET GRFEHRMEIEY &~ MERE) BEHEERE, Y—E AT V=T HERE
7.8 | ES/MIME (S/MIME I 5-QL PRk RE) FEAKERE
7.9 | FSUPPORT-CRYPTO (ASIC # 7R — kae Y Y TEE
7.10 | F.SUPPORT-PKI (PKI #7&— RH&RE) Z DO OIRE
7.11 | FFAX-CONTROL (FAX === hH|fHEERE) Z DO FRE
7.1. FADMIN (EHEE#EE
FADMIN &%, /SpND T 72 AT HEHE T — NIRRT 28 A RRGEGE, EHE A
J— ROEFREDEX 2 U T 4 EEREEE L W\ o T EHE DN EST D — i@t%1)74%%f%
%
7.1.1. EEEERE AR

BWEFHT— R~DT 7 & RERIC
T 5,

@ £ SIIREINDIXXY T EINOLRBERE/ AT — R
35,

”‘*’fjﬁ_%/\x TJ—RATDO7 4 — KR 7z
WZEEh T 5 &, RRRERIEIEZ Y By b D,

IJLAIJ

IJLAIJ

EEE AT — R T 5 A R8REKaE

RS2 LB D AT % 5@&5;4 S EREPRZAN
WZBW e LC 1~3 [B1B & 2 5385 A+ 2 &,

LT 778 ATHHMEZEHE TH D 2 L 2kl e OFERE

umuE‘g—ér@@%uqu%j\] XA%TE

1305 %7 2k,

EHENAT— MM 2T~ TORGESEEZ 2 v 735, (BEHEET— F~DO7 7 ¥ A &2ERT

%,

> RAREIEBEEIE. RIET 27 & AR B e R
® RarksEm v 7 1%, FRESET 23#h{E L THEERT 5,

L EIC & v FIA_AFL.1[2]. FIA_AFL.1[3].
b,

712 EEHEE—FOA—FOT 7o FHEE

SRE I EFEH E— R

FIA_UAU.2[2].

(X0 EHENEET D,

FIA_UAU.7, FIA_UID.2[2]» 8]

W27 7B AR TR — a7 T 0 MR S 2O #E & 52 T A

Copyright © 2012-2013 KONICA MINOLTA, INC., All Rights Reserved.

46 /53




bizhub C554e / bizhub C454e / bizhub C364e / bizhub C284e / bizhub C224e PKI Card System Control Software ¥z /77— wf

FRholGma. BENICEEEE—N2n 7T v N5,
VL EIZ XY FTA_SSL.3 BWEBLIL D,

£ 8 NRIT—FRICHASNDIFY S92 LKk °

A& Hi% *v504
 ERE R ¥ 8~64 fi B 7 161 STt 0 6> BAR AT BE
‘CES2V—F 8~64 Hi BARAEE 161 050 17 B 3RIR ] fE
ke 20 fi WA 4 B 88 SO DI ATHE

7.1.3. EHET— FICTIEH IO HHE:

BRI T — F~D7 7 ZAZRICE W CE A BOIREREMAE IS L 0 VEEE & L CRBIRRRES D
&L FIHEZRITT 22 A7 \E BB RS BEEST i, UT@T@M’E\ FEBEDOFIH AT SN 5,

7.1.3.1. BEHENAT—RKOLEHE

NENVEVERETTHDHZ L EFHBIAES I, A OFHEE SN D /SR T — FRME AT L TW5D
Ba, NAT— REERT S,
@ F SIITRINAXY T I ANLRAEHENAT — R L) FRIATAHEHERILA D= A L%
et 5,
® FNFEICHRIhT S &, RREERMEIE Y By b D,
® HIRZETIL, ﬁﬁ%Ax7~%Aﬁ@74%%A/7 1305 “x” IR,
® HHFENATU— REFIHTHBRIAEREICB VTR LT 1~3 [ H & 2 5REEK A HBmT 5
L RXRADLT VAT LEHET—-FEn s Ty L, BHERRT— FEHHATS54T
DORBFHEEEZ 2 v 7T 5, (BHEHEE— N~DOT 7 ERAZELRTS,)
> RIUEEEEEIX, RIET 7 & A e B ERRRIC L 0 FEE D IEET D,
® FRirfkRED 1 v 7 1%, FRESET 23#h{E L TR 5,
® R EINDEHENAY — RIILLFORE AW LT\ D 2 & E2MGET 5,
> K SOEBEHENRATU—RNIRINHHE, ¥ T 72N ERINS,
> 1DO0F %77 X THERINR,
> BIEREINDHMHEE —F L2,
L ki X v FIA_SOS.1[2]. FIA_AFL.1[2]. FIA_UAU.6, FIA_UAU.7 . FMT MTD.1[2],
FMT_SMF.1, FMT SMR.1[2]"EBH &N 5,

7132. FET7 U XBEZRDERE

oTE77tX@&%E®%E

ARALHREAS IERERE I35 1T B RIET 7 ARHIBIE A 1~3 B CRRIET 5.
o”ﬁ%wﬁw#ﬁﬁmmﬁﬁﬁwﬁm

EHEARDMORIFREMRIREERZ 5~60 77 TRIET D,

LLEIC XY FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2]3 EBl s %,

2% 813, EXa VT B LTR/ADART — RERMZRT HDOTH D, Lo THAT— FREICIE LTV o5
RSN TN DR ¥ TZ 7 ZPRINTOVDER, BN ¥ 77 2 BFRIHFEER 7 — AR SN D,
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7.133. A— 0T 7 FEREDERTE

=Ty MERBICBITARET X THDHY AT LA — Uy MR Z LT ISR IR
HiFFTRET D,
® AT At — KUty MM :1~9%>

Pl ke kv FMT MTD.1[1]. FMT _SMF.1. FMT SMR.1[2InEH S D,

7.1.3.4. HDD REE 1L HERED ENEERE

<BFEfbkU — REE >
ety — RE2EET5H, FIRESNDIEELY — FRREEHEZ L TOWDLIHAICER L,
F.CRYPTO n3Efr&h 5,
® HHE SN (LY — RIZUL FTOME &M= LT\ 5D 2 L E2RBEET 5,
> £ 8OWEFLY — RIRSNDHHE, ¥ T 7 XDk INn5,
> 1ODOF ¥ 77 X THRES L2,
> BUERESNDOMEE —E L2,
Pl k2 &b FIA_SOS.1[3], FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2] 3 EH I 5,

7.1.3.5. SIMIME £ {EH#EED R TE

BEHEDEIET S SIMIME B6EIZBIFR T D HEREIZLL T 0@ Y
® T UHIELN G ORE

S/MIME REFRIHEED T 2 2 VL & 8 ICA %), REREEIN, L OVE (57 58I AT 6E
® S/MIME i SALiREE (RS 7= X)) DR
® SSMIME 2 vt —UH A2 XA OFROT LT Y XAEE

PLEIZ LY FMT_MOF.1[3], FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2] 3 EH i 5,

7.1.3.6. EFa) T o RALHEREICERE T S HERE

EEENEET 22X 2 ) 7 4 LSREO R EIC AT 22X L T D@ v,
® XU T ¢ LEERE DENERR E
X U7 o LSRED AR, RN A SR E T DAKRE,

k=2 VT s RE O ENER ELUSMT S, HDD a7 + —~ v MEREC 2 L 3E X AR R
FaFTTHI LT, vFa )T 4 R OREZ IS5 ENTE D, ZHDHDOEIETET
EEEIRESNTWD,

PLEIC LW FMT _MOF.1[1]. FMT SMF.1. FMT SMR.1[2]1RFEH I 5,
7.1.3.7. NRA 77— F{EAE#EREICRRE T S HERE

BTEEDNBET DAY — ROWHMLIZEIR T D HEREIZ L T OE Y,

o fEI | E X HIBREERE

BRI O EFESHIFROETICL Y | BEE AT — N THHAOMEEICEET 5,
LB XY FMT_MOF.1[2], FMT_MTD.1[2], FMT_SMF.1, FMT_SMR.1[2]3 EH 15,
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7.2. ESERVICE (¥ —EXE— FHEE)

7.2.1.

7.2.2.

F.SERVICE & (I, N"RANDLT 78 AT 5 —ERAE— FICBIT 5 — AT V=7 AlEER
PERE. CE N A U — ROLFLEHE NAT — ROLFER EO® X2 )T 4 FEEIEL Vo7 —1
AX V=T RRET 2 O X2 U T A HEETH D,

H— tZI// 7:1&%”:!"..:! *ﬁé

INAENINBY—ERE— R~DT 7 ERAERIZK LT 77 BRATHFHE L — A V=T
ThnH I EZH ML OFFET 5,

® K BITREINDEFY TV ENLD CENRATU— RICLVERIET S CE #FEEA I = X L&t
%o

CEXATU—RANDOT 4 — KXo 7121358 “*7 KT,

FREICER T2 &, AR EE A Y 2y b T 5,

FOREICRIET 5 &, /\Z/wj:wﬂ\jj%: SR PR DRANAN

CE AT — REFHT 2 KB EICB W CElE LT 1~3 [l & 2 2 RGERMZ T 25 &,
CE "AU—REFIHT LT XTCORGHEREZ 2 vy 7§56, (B—ERAE—F~DO7 7 EAEZHER
T5,)

> KRB, RIET 7 & A B ERRRIC L0 FEE D EET D,

® RirksEm 1 v 7 1%, FRESET 23#h{E L THEERT 5,

L EIC & v FIA_AFL.1[1], FIA_AFL.1[3]. FIA_UAU.2[1]. FIA_UAU.7. FIA_UID.2[1]»33#
b,

Y—ERE— FICTIRBt SN HHRE

H—EXE— FAa)?&'{ZXg;k BWTH— EXI//% anﬁ/EJIIJwL‘uiE*%% J:D P—ERT
V=T L LGRIGEREES D & LT OEEDFIHNFF TS N 5,

7221.CENNRT—FOZLTHE

P =R V=T THDHI EEFBRES L, A oFHERE SN D /SA T — RBAME 27 LT
%)7/77:[ WET%)
@} SITRENDEFYT I ANSAS CE XA T— RIC LY HRAET 5 CE /EA h = 2 A & Hft
T 5,
® FNGEICRIhT S &, RREERMEIEE Y By D,
® HIEFETIE, CE XA U — %)\7‘30)74%1\/\/7 1 XFE “*%” 2T,
® CE RAU— REZFIHT 2 & BRSO THERE LT 1~3 [ H & 72 258G E R A T 2 &
RENINSET 7R AT HY—EAE— 277 L, CE AU — REHAT 5T XTOR:
Haexz >y 735, w‘t2%~b~@77tx%ﬁaﬁéd
> REEEREEEIX, RIET 7 & A B ERREIC L0 FEE BN EET D,
® FRiFRED 1 v 7 1%, FRESET 23#hE L TR 5,
® BBl ESIND CE/NATY — NI TOMEERIZ L TWD Z & EREET 5,
> £ 8D CENRT— RIIRENDIHER, ¥ T 7 X0 bEHRIND,
> 1DO0F ¥ 77 X THERINR,
> BIEREINDHMHEE —F LR,
UL kic X v FIA_AFL.1[1]. FIA_SOS.1[1]. FIA_UAU.6. FIA_UAU.7. FMT MTD.1[3],
FMT_SMF.1, FMT SMR.1[1]FEHRH EN 5,
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7222 EEE/NRRAT—RKOEE

BHFENRAT— REeBERET 5, iR EINDEHE AT — NI TOREEHI-ZL TS Z L
ALY A,

® K SOEHE NRAY— NIIRINDHE, F¥ 77X MDHBRIns,

® 1 ODF % T U X THERINZ,

® HITEREINDHEE —B L2uy,

Pl Rz X v FIA_SOS.1[2]. FMT _MTD.1[2]. FMT_SMF.1. FMT_SMR.1[1]13FEH EH 5,

7.2.2.3. CE FREI DR F 2 1L fEBREFRI DR E

CE7# it uﬁ@ﬁﬁzfﬁtﬁ*ﬁ?ﬂ#ﬁﬁé’ 5’\'60 T Ej*%
PLEick v FMT_MTD.1[3]. FMT_SMF.1, FMT SMR.1[1I1RFEH S5,

7224 Fxa) T« BACHEEICERET HHEE

P =R V=T NEET X 2 U T 4 5B RE OB E I AT S BEREIZLL T OIE Y
® HDD #GH 7 +—~ v MkfhE
HDD (27 7 A V3 2T A TR 28 H T — % Ol 2 £ X ATMRE, Z 0Bl 7 +—~ v b
DFATITHEN, BX =2 U7 ¢ RILESRE DR E & BT 2,
® HDD W7 r—~ v MERE
HDD i h T v 7, t7&~F$@&@hvﬂ%aw174xaiw%ﬁmﬂ& NCEEETHE
., ZOWET +—~v D u#w\ﬁ%;)74%m%b®&m%ﬁﬁs?éo
® (=% T A AHHE
NVRAM } % SSD i %Liﬂé%@mﬁm%I%mﬁ%%CETk@@%%O:@4:7¥?
A AREREA AT T A LIk, X2V T ¢ M LISREDRE Z BT 5,
ELU:&D]%MLMOEHH\FMTﬁMF1\FMTSMRJ[MG@ﬁéﬂéo

7.3. FCARD-ID (IC h— FERI#aE)

F.CARD-ID &%, W=7V o MEERE. KX Scan To Me EBE 2 FI 9 2 Aillc MFP 285k S
TwéICﬁ—%%NWP#ﬁ%Té%bfkéo
PLEIZ XY FIA_UID.2[BIRFEH & 5.,

7.4. FPRINT (B854 TY) > MigRE)

FPRINT & i, BE{b7 U MEREICBIT A X2 T 4 EETH S, FIRIERIEICS LT,
ENPHETHﬂ;i@ﬂibtA%%(% FHE) K VRSN EET D,

WbV o N7 7 ANEEGT S0 meE (K58 (168 bit) (%, FIPS186-2 THIE S
N5RSAICE->THEEENS,

YL EIiZX Y FCS_COP1 NEHEND,
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7.5. FOVERWRITE (&% & ZHIRHERE)

F.OVERWRITE & (%, HDD (ZfR1F SN D WG T — X & teT — X fHIIC EEEHIRE ZITT 5
&2 NVRAM KON SSD 12 E SN TWNAIRRA T — REQZ B 2 08T 5, BIRE. £7- 13008
{LENDZHRIZILULTO®EY TH B,

<HIrENHxER : HDD>
® 55TV N T A
® XXy E{ET 7 AN
® RAFHIET 7 AL

<AL TN B3R : NVRAM - SSD>
@ HHIE N ATU— R
® HDD s E{biérenEExE (OFF) < e ERET — R EESNS,

HDD (cEZiATeTr — %, EXiATeEEZ SRR AT, FADMIN (28 TRk E S 4L 5 A
ZXHIBREEOWHE ST (F 9 IS U TEITSN D, HDD Kok T@ER E2 OFF &b
ZEITEo T, MESNTWEREESLY — RRFHATE <5,

YL EICE Y FDP_RIP1 N EH I N5,

® 9 LEHOLEZHIROY A TELEEDHE

e FEXEINDT XX AT L ZDERK
Mode:1 0x00
Mode:2 HLE = &L = 0x00
Mode:3 0x00 = OxFF = &l = ik
Mode:4 &L = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = OxFF
Mode:6 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = fl#
Mode:7 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = 0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA = il

7.6. FCRYPTO (FE5 824 piitise

F.CRYPTO tiE, =2=h I /) VAESHAREEIC L > THESN S 2= I /L% HDD W54
AT A) XA LZHMMA L HDDIZEZIAENLEHGT —Z 2 5L T 2 720 Ol #2275,

FADMIN (2BWT7 7 & AR &40 5 HDD K SALRERE DM ER E I BV THF 5L Y — RS RIE
Shne, 3=/ )v% HDD Ko7 VT XLz DT S{EY — R22 6 256bit & O
THEAERT S,

PLEIZ XY FCS_CKM.1 REBL D,
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7.7. FRESET (FREEkEam% Y v FHEE

FRESET &%, BHEGE, CE #BiHZRBW T T v hay 7 LERAIC > b UTREREEK
WEHE VY LT, vy 7 2T HHETH D,

O CE a0 v U RFR LB HE RE
FEEBEIC L0 AT S 4L, CE SRAE DO HAFEE (L fEFRIFFM# (2 CE SRAEDO KR HA 0 7 V 745 2
Lok vay 7 2RI 5,
PLEICE Y FIAAFLANINEHR SN D,

© EBERIHEED v U AR HEE
FEIFRDO OFF/ON XV 3730, EEERREOBREEE (EARERIFR % (O BEERERE O KR % 0
JUTTHZEICEY gy T BRERT D,
YL B2 X v FIA_AFLARINFER SN S,

7.8. ES/IMIME (S/MIME &= 032 HE8E)

F.S/MIME &%, (Z0O8T) A% v LEZHEEEY SMIME Coa—VBHICEETIRIC, 2%y
VLT AR, M OVEL T AR TH D, BAARKIT FSUPPORT-PKI 12XV IC 1 — RAMT
I, AEEICBWTERICHWA A v =8 AV A M EAKRT D,

< HEAER >

® FIPS 186-2 NHET ALIELEAER T VT XA LY | A% v v LTI EGREZ KT 5= 04
e (R SaE) ARk T 5, (RS8R 1%, 128 bit, 168 bit. 192 bit, 256 bit D W TN TH S,)
PLEICE Y FCS_CKM.1 NEHEN 5,

<AF ¢ VEB OS>

@ XXy UL7-mifgik, fms (W24t (128 bit, 192 bit. 256 bit) % VT, FIPS PUB 197
Lo THEENS AES I L > T S{LEN 5,

® X%y L7k, Hamsd (R558k) (168 bit) Z AW\ T, SP800-67 Ik~ THEEND
3-Key-Triple-DES (Z L » THf b S d
YL Eizk v FCS_COP1 NEHEND,

5 S8t DI Sk >

® XXy LIcEBEKSbT D7z tims (58 1%, FIPS 186-2 3 ElIET 5 RSAIZL D,
ks s b,

® ~— OE F.SUPPORT-PKI (2 &L Y FIH S 2 ABRSEDOHER 13, 1024bit, 2048 bit, 3072 bit, 4096
bit DWT NN TH S,
PAEIZE Y FCS_COP.1 REHIND,

< Aob—UFAT A MK>

® XXy LM%, FIPS 180-2 BHlET /vy v = B (SHA-1, & L< X SHA-256) 2 &
N, Avb—UX ATV AMBEREIND,
YL EIZX Y FCS_COP1 NEHEND,
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7.9. FSUPPORT-CRYPTO (ASIC H1H<— ~H%AE)

7.10.

7.11.

F.SUPPORT-CRYPTO & %, TOE 76 ASIC I L % HDD B B{LiBe 2 B {E X & 5 72D OR&RE
» D,
HDD I %Liﬂé Eie s — 2125t LT, FCRYPTO I2 kX W ARk &N 7= g =4t % ASIC Ik v |

L. ASIC I[Z CHf S b 21Tt 5, £7- HDD 2 bt S o b Szl 7 — Z 1Tk L
T. AL < FCRYPTO I X v AR S -l 5#% ASIC (2t v b L, ASIC (2 THE SAH 2 1ThH
60

PLEIZX v, FIT CAP1IER IS,
F.SUPPORT-PKI (PKI HR— ~#gE

F.SUPPORT-PKI & (%. TOE 75 F.CARD-ID IZ L W #B S 7= IC 1 — REZEWES 5 7= DR
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