JISEC

B

CRP-C0390-01

»"3‘% Common Criteria

AL EE

MNTATBOE NG HS
HER L —
PEAf 52
MEZTH (ZAES) TRR24%E7R128 (ITEREE2412)
RALES C0390
AREEEREE &) a—
TOE£&FR Ricoh MP 2001/2501. Savin MP 2501, Lanier MP 2001/2501.

nashuatec MP 2001/2501. Rex-Rotary MP 2001/2501. Gestetner
MP 2001/2501. infotec MP 2001/2501
UEDMFPIZZ 79 X21=y FHDDAZ=y b ZEREL-ELD

TOE/N—2 3 >

VAN vk v 4
System/Copy 1.01 Network Support 12.38
Fax 01.00.00 RemoteFax 01.00.00
NetworkDocBox 1.00  Web Support 1.00.2
Web Uapl 1.00 animation 1.00
Scanner 01.02 Printer 1.00
PCL 1.01 PCL Font 1.13
Data Erase Onb  1.03m
GWFCU3.8-3(WW)  01.00.00
Engine 1.03:08 OpePanel 1.02
-N—Fkx7
Ic Key 01020714
Ic Hdd 3330

PPE&

IEEE Std 2600.1-2009

BEY ARAE NNV T —2

EAL3 RUEBMOEEE D v R—*R > FALC_FLR.2

FR¥EE

ety a—

AR D& F

¥ £tt ECSEC Laboratory :¥fit > % —

FFEDOTOEIZOWTOFHHIX, ATDOLEBY THDHZ EZFRIELT-OTHRE L E1,

%2545 H 31 H




CRP-C0390-01

FATASTED
X2V T s ¥— Rt )T 4 F8GEE
HirEsE LR #io

M EAELE  [ITTEX =Y 7 4 MO K OREIERIEDOEARE ] TED D TRREDOHKIZ
ESWCEHE =iz,
O BHREREX 2V T A TEOT-DDaETL 754 F VT N— 5281 U U—2Z3

@ FBHREMEX 2V TF T MO0 HE N—Y 3281 VU —23

FARER : BH

[Ricoh MP 2001/2501, Savin MP 2501, Lanier MP 2001/2501. nashuatec MP 2001/2501.
Rex-Rotary MP 2001/2501, Gestetner MP 2001/2501, infotec MP 2001/2501
ULEOMFPIZT 7 7 2=y MHDD= = M2 L7 b O] 13, MAZATEE NE AL PHEE
HAE N ED HITEFx 2 U 7 4 BEEHFEFRCE ICE T 2 AR IZIE VD B D HALTZ BRI S-S < SRl
Z T, PTE OURGEEE 2 72 LT,



CRP-C0390-01

B R
L BRI oottt ettt ettt ettt aeaean 1
11 RS BRI . ooeeeeeeeeeeeeee ettt n et aens 1
111 BRAEZN S 7m0 ettt ettt 1
112 TOEE TZF 2 U T A BEBEME oot 1
1121 B E BT 2 U T AR ITE e 2
1.1.2.2  BEAREE E BRI oot 2
118 FAEEFTH oottt ettt ettt ettt et a ettt ettt ee 3
1.2 BEAMEOD M c.veeveeeeeeeeeeee ettt ettt ettt ettt ettt te et e et te et eae e 3
1.8 BFAMIODRERE «oveveeieeeceeeet ettt ettt ettt b et b ettt as st 3
2 TOETEBI oottt ettt ettt e et e ete et e e te e te et e eteeeteeeaaeearean 4
R I =N I i 4 5 3 2 LTSRS 5
3.1 BEH D U T A BEBETTE oo 6
311 B E TR 2 U T AR B e 6
B L1l I oottt ettt ettt aas 6
3.1.1.2 BB T DB 2 U T A BERETT B oo 7
3.1.2 MO EF 2 U T o T EX 2T A BERETT Bl 9
3.1.2.1  HHRED BT 2 U T A TTE e 9
3.1.2.2  HMEkOEX2 VT 4 HEHIT 2 EF 2 U T A BEBETTEE oo, 10
4 BIHREAE & FMFTH D BAREIL oottt 12
4.1 A ORI B T D HIHEGIE oo 12
4.2 TEFBRBE EREIR oottt ettt 12
4.3  EHBRBEICIIT DTOERIIH .....cooveeeeeeeeeeeeeeeeeeeeee ettt ettt es e esena 14
S A Ak N = i oY I < SOOI 15
5.1 TOEBERE T R =L P, 15
5.2 TTERBT oottt ettt ettt 17
6 FUELTRET F30 2 A L D ettt 18
T FEAEBEIC X DR SN K UM T oottt 21
T1 BT TTTE oottt ettt ettt aeeaens 21
7.2 FEAMSEREHEEL (oot b et a et 21
7.3 LETT 2 B ettt ettt ettt 22
781 BHFEFET A B oottt 22
7.8.2  BHHZETENTT 2 R oottt sttt 24
7.3.3  FHEFIR AT A B oottt 26
T4 BFEAEARIZ DU T ottt ettt b e 29

T R A ettt ettt e et e e e et et e et e et et e e et e eeaeeeaean 29



CRP-C0390-01

T 2 B B A N = OO 30
8 FBRIETEME cvovovvevereeeeee ettt ettt ettt ettt ettt a et ettt 31
8.1 R RTEAE R oottt ettt ettt senas 31
8.2 T B TH oottt ettt ettt ettt et et et et e et et eae et ete et reneeseaas 31
O BB T ettt 32
10 BFHd U T 4 Z 0 B oottt 32
TL B oottt ettt ettt enaee 33

12 = 36

..........................................................................................................................................



11

111

1.1.2

CRP-C0390-01

EREN

DFBGEHRE 1L, BNE 4 Y = —255d% L 72 TRicoh MP 2001/2501, Savin MP
2501, Lanier MP 2001/2501. nashuatec MP 2001/2501. Rex-Rotary MP
2001/2501, Gestetner MP 2001/2501, infotec MP 2001/2501 LA EOMFPIZ T 7
J A=y MHDDz2 =y h&##H L=t D) (LLF TATOE] &5, ) IZ20
T4tk ECSEC Laboratory #fffiz % — (LLF [HliF&RE) Lo, ) 23°F
FR254EB HIZTE T LIcIT e 2 U 7 4 Gl x L. £ OWNEORRER R 2 Hi# T
b DAY a—IZHmE T2 & & bIZ, ATOEIZR LA R OB H O S (x5t
LEx=2 7 4 FEREELETLIDOTH D,

ARFIEREEOHE L. AEOFMBETHL X2 T4 X —4 v F (LLF STy
LS ) BRIV, ERICATOED X = U T ¢ MEREE:, (RaF i/ K N7
OFSEOIRILL, STIZBWTERERTWS,

AFGRERE T, MRS D ARTOEZ AT 5 —IHEE . LOGHEE 25 iE &
*aﬂi LTW5b, ztxnu nLTZ{E& j:\ KTOEZPL{E?#%}{%EE%&F u%/)b\f_nu nft‘f:k%;gf
RTHOTHY, FANOITRGZD L DERFET 2D TIH RN LICEE I
/AN

STl R T E

ATOEDHERE, HEHISMOME L UL TIRT, fBMIZ2EUBREZ RO Z L,
REL/ N r—2

ATOEDRFE S v & — 1%, EAL3 K OB OMFE= > R—* > h ALC_FLR.2
Th b,
TOE& ¥ ) T 1 HeREME

ATOEZ, MCEDOE b, SCEEH, FIRlZ 357200 3 B —HRE, A% v I —
RE. U 2 —HRE. T 7 7 ARE e I M St ) a—RoTF U2 B s
B (LLF TMFP] &9,) ThHD,

MFPi%, a B —REIC A v F—, TV X — 77 7 ADOEMEEZ ARG Y
THERL SN ARG TH Y . — ST 7 4 AOLANICESE S, RFE 2 A2 Fd
ATy - /- WAOICRIHEN S,

AKTORIZ. &2 % L5 O Protection Profile TéH AIEEE Std 2600.1-2009
[14] (BLF, MEAPP) LW 9H,) TEREINDEX =2V T e, LOTOENE

1



1121

1.1.2.2

CRP-C0390-01
ENDMBNERT 28XV T A FEEFEATL-OOEx 2 Y T ( KiEZTR
ey 2,

INEDOEF 2T (BREVEICOWT, £ OREHTEO %4 & ZIED IEREMEIC
DUNTHRGE N » & — Y O CRHMl M T i 7z, RTOENRE T 2 &R ORI
DWTIRED L BY TH D,

BREtExa )T xKAH

ATOEZ, UTOEBEZMEL TEBY ., LUK T 2% =2 U 7 1 BERE 2 f2fk
ERAR

TORAH 5 ML % = U 7 ¢ HEHEIC BT 5 R S5 O IR pE L2 L
TOE~OARIET 7 EARLKX Yy NU—2 LOBET — X ~ORET 7 |8AIZL D, &
BRUE A DBBATAET 5.

ATOETIE, T OMREEEICHT ORNERBBELUS AT 57200t
Fa U7 o HREZ R T D,
BREHS LIRS Y
A R IE, RO I e L ORIR TS 5 Z & 2 MET 5,

ARTOEL, MFPIZ7 7 7 A2ttt 7 77 Aav bue—J=2=v kb (U
T IFCUJ &w9,), MUHDD=~=y F&W VT ZETHEK SN D,

AKTOE!X. TOEOMERAER 01 v X 7 2 — ANRIERT 7B AN BIREINS
L ORBEICHRBEINASAZ LA EELTWS, £/-, TOEOEHICH->Tid, &
A B ALEINE > THUNZEEE L, #ERFEFE L2 TR 5780,



113

1.2

13

CRP-C0390-01

REFHE

ATOETI, UTO)%% BB L CEAT 22 ENAMHEE 2D, ZORELE
HLCEH SN ES, ENLBRIIARTHIIC I T RO G L 72 5,

- PREFRERE~DREAT

- IP-Fax#§8E. M NInternet FaxiaE D H

« R—y ZIBGE (RRFRFERE) . K& U'Kerberos 52012 & 5 Windowsidall (FMEBHE
AERE) LIS OFEEE S o ff

B ik

PO EE 9 DITE % = U 7 o Gl - SERERI I S & ARCE T F =
U7 1 FFAM K OVGRAER BE D EEAHIRE ) [1]. TTEF = V7 4 G8REEIC R4 2 2Rk F
2l TITEXx = U 7 o Gl B ARSI B 2 Bk g [BlICHE S e
FIHE FHIEERSIZ & > TARTOEIZ BE D D HEREELAE M OMRAEZE/FIZHED W TITE
F a2 U7 o RIS R S A, PR ICE T LT,

_; 1ﬁ 0) D'l.:\

AOREREREIE . FPAMEREE 25 1Rk Lf:%qfﬁiﬁ%&ii[l:%] e OB % Al REHLE B 2
BREE L. ATOEDFHE A FTE O Ffee & (T » TATOI 2 Z & ZffEad LTz, ATOE

DOFAGACC ([4][5][6] F 7= 1x[7][8][9]) K U*CEM ([10][11]0)1/\?‘%L75>) RS L
THEIICE SN TND Z & 28 Uiz, SRR RIH S 52D & AGERE
FEAE L, BRHEREAT LT,



2

CRP-C0390-01

TOEZ A
ATOEIZ, AFDE BB S5,
TOE4 5 : Ricoh MP 2001/2501. Savin MP 2501, Lanier MP 2001/2501,
nashuatec MP 2001/2501 ., Rex-Rotary MP 2001/2501 .

Gestetner MP 2001/2501. infotec MP 2001/2501
P EOMFPIZ7 77 A=y MHDD2=vy h&#H#H L=t D

TOE
PSR V7 U7
’ System/Copy 1.01 Network 12.38
Support
Fax 01.00.00 RemoteFax 01.00.00
NetworkDocBox 1.00 Web Support 1.00.2
Web Uapl 1.00 animation 1.00
Scanner 01.02 Printer 1.00
PCL 1.01 PCL Font 1.13
Data Erase Onb  1.03m
GWFCU3.8-3(WW) 01.00.00
Engine 1.03:08 OpePanel 1.02
Al NV
Ic Key 01020714
Ic Hdd 3330
B - HASFY 2 —

LN - FRAE A2 52 T I-ATOE THh 5 2 & &, FIHEFIZLL T O IEIC k- Thk
BT AZLNTXAS,

AL TGRS N FIEICHE MFPAMEIZ R REN TV L4 PR, KOTOE
DEESEVCERENTZAN—V a b TOEMAS — RO Y %eH & & k425
Lk, BRESNIZRGDPFMEZZITTZATOETSH 5 2 L 2B T 5,



CRP-C0390-01

txal) T4 A

ARKETIE, KTOER X2V T 4 —ERELTED LD R Ketd D W ITHEAID
e BREAZEBL L TWANLEERRDS,

TOEIZMFPIC R SN2 LEIZHT A RIERT 7B AT HT-0DtFx 2
UT o RE., KO %y NU—7 LOBRET — X 2T 5720082 U T ¢ #EE
T 5,

TOEIFMH DX =V 7 4 H#t &3 720, WEHORGFT — % % FEXHEET

Hikee. HDDORLGT — % Wb d D#ae. L U7 7 7 AUFZ#H L 7= &E5EH
PN O ORIET 78 2% SHRE A 2T 5,

o, bRt Xa VT HKEICE T /MR E L EHA DOAIMTA D L D HlRd
52&T, BEXxa VT A BREDOEOANEM 2B 5,

ATOEDEF = U T A HEREICE W THREDO SR LT HEEELFRS 1, KDFES3-2(C
R,

#*3-1 TOEMREEPE (FIHH )

il BHENE

SCEE ) TUH AL ESNTZTOEDERL FIodh 5 3CE, HIbRS - scE, —Rr
RLEDDHVNTEOW R,

HREMEH. | MIAEME R LY a7, (UF, (FAZEY 27 L))

#3-2 TOEfR#EERE (TSFIEH)

T3] FHENE
AR | MERHER Z R o 2R A DS O L) b RF#E L2 T g 5720 g
o

0y va—F—g N AT— N ANTFEREE. (EH B,
A, NAT— N/AMEBEREEND,

(LT, [TSFRERHRI & D,)

AEER | MR A o 7o R FE LSO EE N SIRE L. SR Z R > 725
M LIS OFEH Lo & 0RGE L7221 U372 B 72U E

04 RAT— R, Eda s HDDE; 5#1H 5,

(L. ITSFREERI L o,)




X )T o BEETTE

CRP-C0390-01

TOE!Z. 3.1.LCRTEBICKPIL ., 3121 R THEEO X2 U T 1 Het&iT-
TExa VT HREE BT 5,

BELE ¥ ) T o TS

BB

ATOE(ZE, £33 T EBABE L, ZIUTKHIT H2HEX i 2 5, #£3-30%
B, MAPPCERINT-EREZ., FEXOEINL ARZEICHRLEZLOTHY .
]2 DRIZENMEIC D W TR O\ AR I B W THER S LTV 5,

#£33 BET DLHEE
e (%
T.DOC.DIS TOENEH L TWAHLEN, n s A a—F—RE R
(LEDOBR) WE, HDEWER T A v a—F—ZIFR o TV A BRZE DL
BEADOT I AMERE R TZ 2 NEFICL > THEIND N
H LR,
T.DOC.ALT TOENEFH L TWHILEN, r /A va—F—Z & Ffo72
LEOWE) WE, HodWEa A =Y —ZIFR o TWDENRZEDL
EADT 7B AMERE IV EICL > THREESN D M
H LAL7Ruy,
T.FUNC.ALT TOENEH L CWARIHAZEY a 7B . n /A va—y—4
FIRFE Y 2 7 O%E) ERERVWE, DV, v A —F—LiFRF o T
HNFEDORIHEY a 7 ~DT7 7 & AR &2 Fil- 7201
Ko THEIND D LiLeuy,
T.PROT.ALT TOENEH L TWAHTSFRERF RS, 0 /A v a—HF—4

(TSFARE N B OLA)

ARV E, HDWE, A ra—F—43E o Tw
L% DTSFIREFMA~DT 7 ¥ AR Z FF2 72 0EIZ
Lo TWESND S Ly,

T.CONF.DIS
(TSFHRs# 8 D BER)

TOENEH L TWAHTSFRAER MRS, n /A v a—H—4
ERCIRVWE, DT, v A ra—F LT o T
% INZE DTSFRMBEER~DT 7 & AMERE FFi= 72\ # 1
Ko THBEENL2 b Ly,

T.CONF.ALT
(TSFR i # DT AL)

TOENEEL L TWHTSFRE WA, 1 /A v a—¥ —4,
ARV E, HDWE, n A ra—F—4FE o Tw
53 E DTSFWEIERA~DT 7 & AR % FFiz g W
Lo THESND S LRy,

X Tnr A ra—P—4zfok ] LIFTOEOHM ZFF R SNicE 2R T,

6




3.1.1.2

CRP-C0390-01

BRICHT StEFa ) T #aeAH

£3-BITRTETOERBIE., TOEDIEYZ2FMEUADE . & L ITIELHeER
EHSRVEICLDFIMENE B, TSFHEHR~ORE (HE, &SA) ZETLH0
ThH D,

ZHHEBUCK LTI TFREOEFR = U 7 HERRIC L D k1T 5

(1) FIRE ORI

TOEZFIH L X 5 & T 2EFNFHFAFIAE TH L 0%, FIAHE DD EUSS L7kl
ARG 2 > TRGEE L. FFRIRIEFE &Il S 562 ORI AE OBFEIZ T O8]
EENT-TOEDOF MR G- 2 S, TOEOFIANTFAI &N 5, TOERHET S
ZENL [£4-2 TOEFMFE ) (7 @Y, —FIHE, MFPERE, A—/3—n
A —. RCGateThH D, ANTTEL LTE, TOEREERIE KN ED AT, 7
FA T FPCOWeb” 7 U Einb D AT, 7Y o2 —iiefi R X OPCT 7 7
AFEREMEHIRED R 7 A N—fRMTDOAT), KORC GatelrHD A1 5,

— A OFBIFRFEIZIE, AREFRFES R L AMBRGEY — S —BRE AR H 0 |
TOEDHERFHIZWT NN HFREZRIRT 2, LUFICHREREST RIS DWW TH T 2
(MFPEEE . KRR —/3— A HF—DFEFELTOEN TITHiI D),

(ARAFBRE ST 20)
FRFICH L Cr A va——4, v T A L RAT— RDOANEREZITV, A
NENTHERPTOENFH TEH SN TV O RMFEORBIEFHRIC—BT 22 L%
MBI D, F7o, BELEREME ZMERT 5 FBE L TTROKELZRIT S,

- MFPEFEE 12 L 0 3RE S N7 BUE R EGE R U CRRREIC R 2 &, £ —
P=THor MIny 77U NEND (7Y 77U MNEFEDRRE, F 73R
ENDZETED—Y =T HUr MIFEHTE R D)

c BT UNAT = RIZOWNWTEEORS (i), CFFERNICE L T—EmE
U EDb ONRRERIZEREIND

OMNERRRE D — /N —38RE 7 20)

FIRFICH L Cr A ra— =4 a2l A RAT— RDOANFREITVD, A
S I3t A TOEIZES S M- FRRE— N —1TKfE L, BEE— A —HNTHY
NEIT DRI & ORGEE ] & OREGIEENTOI, ZOfRRETOERZET 5,
SRR OTRBFEY — " — & AW R AEERE R & U OIEBROREENFET 253,
ATOEDFHI x5 & 72 % D iTKerberos z H 7= WindowsiiE DA TH 5,

RC Gate D BIFEREIZITREFEEM S 5, TOEIZRC GateDi@fE A v &
72 —RA%EN LTCTOERILT 7 AL L5 LT HITHS 5 %/5 LIziE#E L\ TOE
DIRFFT 2FEEZ A L. ZOITHZRRC Gate Th 5 Ll TE 72855 DA
RC GateDF|H#E&FEI CTOEDORIHZ 73 %,

7



CRP-C0390-01

Fio, WHERIEERE T VAR — MO FER L LTIREOKEEZ AT 5,

s ATHEEICASI SN0 7 A U RAT—RIZR LT, #I—WFEFERTD
1 7 A % —ERETOERICH T 2B ENM TN WA IZITEEINICe 7 T v
5

() 77 FIAEERIGT DT 7 & ZHHIE)

FIRE D ORBLESRIZX LT, TORMEDO R 7o a—P =& &KEEOHE
PRA& I CEE R, KORAE Y a 7 ~OBEII LTT 7 & Al 2 £+ 5,
BRESCEICIE, EOFIAEITH L CTHE (IR, HIRl, ¥ rm—RE) 277
L ET HEHR CCERMEY 2 b)) HEEMT LA TEY, —BAHE?D
DEEERISH L TE DR 7 A a—P—4 LCERIME Y 2 FOFHRNG, 7
b L <IHHESR ORI AT 5. MFPEE OERCEICKT 58:/FEL LTL &2To
EROCES L THIBMERD B35 2 B D,

FREY a 71T LTH, 2OV a T 2R LIcn 7 A o —F =4 03B
bRTRY, nr A ra—F—aN 8T 2 HRFAMEIITHEL Y 2 7 OHIBRERE
WFFA D, MFPEBRE 6 LTI TORIHZE Y 3 71Tk L CHIBRMERR 23 5- %
biD, A== F—_ RC GatelZxf L Tid, FHFFHICE L TETOHRE
BEEIE SN D,

(3)  FRAFMHHIER

HDDIZFAFS 2 Bk 70 30FE . —RRIFIH S 72 30E . 2 oW x4 24
E2R7 7 A 2Bi<lz, CEDPHIRS W DBICIRET —# & LEH & LIRFEEERN
KHRNE DT D,

4) Ry NU—7 ik

BEREOE=2) 7ICL5ERFZNEE T2, TOEEZ 747 > FEO
Web~” 7 7 R COBMIEICEET 2805, 7V v ¥ —HRER O'PC 7 7 7 ARERE A £
A L7215, L UORC Gate & OB(EIZ W TSSLEF BALid(E 27 5, £72. TOE
EFFE & OB(EI2I3IPseci®fE. K OS/MIME®(E 26/ 2,

B) FVT 4 EH

TSFIEHIZKIT 5, FIHE OWHEREZBZ - ANIERT 7 2 2% < 7= OTOEF| &
DEENZ L > TTOEREFHROS IR « s, R HHMOFERGR, ZBF T
L7 7w A ZAT O, FROWKZE (EH) [T LHERORY >—& LTE, —
BAAEIZEEOO A VR RA T — RUWEDHMERZ A L, A—3— 4 F—|FH
g, MOMFPEBEDa 7 A VXA — RUWEDHZMEREH LT b, ZhLsho
W IIMFPE B I Z D AT Al S D



3.1.2

3.1.21

CRP-C0390-01

EROEF 1T 1 HHELE1 YT 1 HEEFS
EBOF 2 )T 1 Hbt

ARTOEDFICH 7o » TER SN LMD X = U 7 1 FEt 2 K3-4TR T,
P.STORAGE.ENCRYPTION, P.RCGATE.COMM.PROTECTZr< ¥ =V 7 ¢
TEHI EEPPICRHEM SN TV D b D LAFETH D Z L AFHI O E THER ST
WD,

P.STORAGE.ENCRYPTION(IHDD~D7 — % FH X AL % | EEGAIINR VB
X TIT72 9 Z L2 48E L, PRCGATE.COMM.PROTECTIETOE & RC Gate & D

(B A AE LTt % 2 ) 7 4 FEHTh B,

#3-4 HEEOVX VT 4 FHEt
I MO x =2 VT ¢ FHEt
P.USER. TOER M OFF Al 222 F 72 RIHE 720 TOEZ R H4 2 Z
AUTHORIZATION ENRTEXDL I L2TIE 67220,
(R OFRRIFERE)
P.SOFTWARE. TSFOF 72— NZ A CHAETE 2 FEEZF R TE
VERIFICATION ST AN
(V7 N = T HREE)
PAUDIT.LOGGING |TOEIZTOEDER K NEFx 2V 7 ¢ ICB#ET 2 FH G0
(EEo 7aEsl) | V2EEa 7 L U CRisieRr L, Bl o 7 0SSR %2 FFio7e
WEIZE S TR D WIIHE SN R VWE S ICEHTE
RIFIUTR BV, EHITHEREZRSHON, Z20n 7%
FECTX 2L e b7z,
PINTERFACE. TOEDHEA > % 7 = — ADBMERAN D L DIZHIHE D
MANAGEMENT ZEESTED, ENHDOA X 72— A XTOE L ITER
(GEERA > 52 7 = — | BICK D BEONSHE S TWRITHhIER 57220,
REHR)
P.STORAGE. TOEDOHDDIZFEK L TWA T — XX, b Tun
ENCRYPTION FIUE2 5720,
(FLIRASERT 51b)
P.RCGATE.COMM. TOEIZ. RC Gate & ®i@fEI28 T, TOE & RC GatelE] ™
PROTECT WET — X 2R L2 ude e,
(RC Gate & DimfE 1R
)




3.1.2.2

CRP-C0390-01

HEDEX1 )T ARITHT dEF2) T 1 BEEAE
TOE!Z., R3-A-THMOE = U T 1 Ht a2 BT 5.

(1) #MEEoOEx 2V T 1 S5 TPUSER.AUTHORIZATION| ~®%fit

ZOBF 2T 4 FEHL. TOEIC ERICBREEN -2 —F—DAIZTOEZEH &
HHZLEERDTND,

TOETIXZ D¢t % Fred X = U T ( HERETEBT 5,

(a) FIRHEOHRIEG

3.1 1.2IC R OFAIFEFEIZ L 0 . TOEZFIA L X 9 & T2 EMBFFAFIAETH S
DG R DB EAS U7 iR RRREE 84 > CTRRGE L, #F TR &l S vz
LBz D I, Z ORI OB T OHE SN ZTOEDOF] AR %Z 5 2 TOEDF]
RZEFFT 5,

(2 MfkDEx =V T 1558 TP.SOFTWARE.VERIFICATION] ~® %/
ZOEFX 2T 4 FEHE, TOEOFET2— FOESPEIZONWT, BOAMGETE 5
ZEERDTVES,

TOETIZZ D H#t%2 Tt X = U T ( HETEBET 5,

(a) BT AL

TOE (FCULMN DR ER) 1%, BIRFAZOYIWISLS L hIcECT A M &%
7L, MFPHIfH Y 7 b =7 OFEfTa— RO, ENYHEOREEITHY, HET
ARNTETZ 7 =20 =T DOy V2l Gt LETa— FOTBEMEZHERE L, 87
T =2 a AT LT, BAEEN— A TORGEEZITWEIT 2 — RO Y ME A s
T 5,

A7 A NI 0O BENRO SN GEICIE, BfExvice 7 —Fr%x
T, —FIHENTOEZFIH TE ARV IREECENEFIET 2, BHC7 X FTHREN
RO B Do Te B lE, S ETRBEZ e T LAIHE BTOEZ R T & SRl
%o

FCUIZ DWW T, 52EMMGEEIT 9 120 OMEEE M2 R A D HER TE 5T T
LU, FIAED Z OF# A2 IR EZITV., BEN R WIGEICTOEEZ AT 2,

(3) #Mfkotx =V T 1 it TPAUDIT.LOGGING] ~Dxfi

ZOEX=2VT 4 FEHE. TOEOEX 2 YT ¢ FLICHEHT LA 72045 L,
WUNEBLT 5 Z L& RDTWV D,

TOETIXZ D h#% Fredt X = U7 i TERET 5,

(a) Bx= V7 &

TOE!X, B R LD X2 VT ¢ FRMNFEAE LB, TR FIHEW
Bl FAERR, REOHANOKIEER VAR L, BEhAw 77 7 A VB
BAFT Do R LI 1 2 7 7 A JXEAIFRAEI D) L 7= MFPE B O 15

10



CRP-C0390-01

L. HIBRZFFA 45, BEa 7 77 A VD5 LIZZ 747 FPCOWeb”7 T 7
ZALTTXA MERXTITO,

Fo, EAR 7 OFRRBEARETET 5720, Bt KHE®RZTOED Y 27
LR EET 5,

(4) MfkDEx =V T 1 55# TPINTERFACEMANAGEMENT | ~® %/
ZOtX 2T 4 HEHT . TOER BT 29N A % 7 = — X (#fF S x L | LAN
A7 x2—A USBA v % 7 x—A EaEEE) BRELRFIHAEICEHR IR0
FOITHETNCEH T 5 Z L 2RO TND,

TOETIZZ O Fét%Z Fitd = T (HERETHEILT

(a)FI T D AHIRRE

3.1 120 A OBARAE & 0, TORZHIM L & 5 & 5 & TRIAH T %
P, FUMED 5 B0 LI BRAGRAEN 62 b > CHAEL . #F IR & HllE S i
BHEIC OB, T ORIHE OREETOIE S 1L=TOEOHAHERE 5 X TOEOF
RS 5.

(DS A & 7 = — A [ D 1 AR ]

xﬁ% TEREFNI /R A D = XL DFEIETITRL WA V2 T 2—ADT —FT 7
YEREEE LTRHET 2 5 0T, SN D AT ST IEHIC KT D ALBE K UM

A /5’7:~275>633§{a SINDHEHROHENZ SN TIN5 T TOENRE G545 Z

LTk A v F T 2 — A TR IERTERIRENFE SN D Z &2 <,

USBA & 7 = —RAZHOWTIE, HZEIMET 2R ETENT 22 L1280,

ZDA BT 2 — R LR IERERIZE Z B <,

(G) #MFEDOEvx =2V T 4 )78 TP.STORAGE. ENCRYPTION | ~®D%fJii
ZOtXx a2 VT 4 FEHE, TOEICHET 2HDDOGENA AR S{bT5Z L %
KHTWD

TOETIXZ 0 h#t % Fred X = U7 ( HETEET 5,

(w£%?~&%%%*

HDDIZxt L CH &AL, FAHLEIT O R TOT — X ZXRICAESIC L D5
m\@v@ﬁ%ﬁooaﬁm RSB OBIZITE A BRI L0 IR E R IR
X SNTOENICHAM S 5256 v M EOSERFH IS,

(6) HfkoEX =2V T 1 58 TPRCGATE.COMM.PROTECT] ~® %t
DXV T 4 H#HE, TOE & RC GatelDidE 25T 5 Z L2 RDODTW D,
TOETIXZ DO H&#t% Tt X o U T ( HEEECEBT 5,

(a) 2y NU— 7 {4#
3.1.1.2108 8% v U — 7R #REIZ L Y . TOE & RC Gateld] 0ii/Z 1XSSLEE
FALBRENER D,

11



4.1

4.2

CRP-C0390-01

RIFEZRE & AL O B

ARETIE, BET 25E DN ATOEDOF A OHWHA M 221 & LT, ATOE A i
M 2 72 ORHR S R OEM BRI DWW TREE 5,

FARVEREICET 2RHEEH

AKTOEZ &M 2 BEDORTHRSM2 R4- 11T 7T, K4-1DOFHRSME, BAPPTE
FINTAHESRMZ ., X ORI O AARFEICHR LD THY | liFH ORI
IZOWTEEHME OB ICB W THR STV 5,

IS ORHRFMEN T2 SN2 NS, ATOED X = U 7 ¢ BEEE DA N ENME

15 2 LIFRAES LR,

F4-1  AiEESLF
ivlEs A
A.ACCESS.MANAGED | 7 A # » 214t > CTOE % & TER NI 2507
(7 7 & A EHR) IZRRTE L. FEMRAFF 2 WEITWEIIICT 7B RS D
BEEHIREL TS0 LT 5,
A.USER.TRAINING MFP EFHEMLE L, FIHAEHEOEX 20T 4R
FIREHE) VRFIEEEHET DL O A XL RS> THE L,
FIRZZENODORY —RFIEIZHB > T0H D &
Do
A.ADMIN.TRAINING | EHZ IO X 2V T 4 R Y 2 —F O FIEZ B
(BHEHE) LTBY., TAEL AW TERLDORY > —F)E
W2 T2TOE OFRERUH N TE LD LT 5,
A.ADMIN.TRUST MFP EHELHIL. TA X A > TEDOFHE R T
(Ef T 2E8E) RALBWE I REHEEZBMLEL TS LD ET 5,
ERIRE EHEL

AKTOEIZA 7 4 ACEEIN. a— AL U T %y hU—27 (LIF. TLANJ &\
9.) TSI, TOERKOEAE S F IV K OERRICLANICE S e SVl 7 94 7
rPCHBHIH E D, ATOED 7 E R EE % [X4- 11277,

12




CRP-C0390-01

A H—Fvb
NFR NI —2)

Z7AT I —Iv

LAN (TCP/IP)

MFP RC Gate
(TOE)
TV B—RTA 73—
B} T 7P ARTA 73—
EaE R P “Web7F4

X4-1 TOEDERIRE

ATOEIX, M4-UIRT LI R—RINREEDOS T 4 ZEOERZH O REITE
WTE S D Z & 2 48E LT 5, TOEIZIX. LAN, &K OVEEREIFSE S Haf S 5,

TOE% A > % —% v NEDOIEE R v b U — 7 128 S LANICE G T 2 56
T, x>y FU—27%BLT, MRy b7 —27 0 BTOE~KER KX L 912,
SRy N —2 ELANOERIZ 7 74 7 U 4 — )L %&5%#E LT, LANKUOTOE%
Ri#3 5, LANIZIE, FTPY— 38— SMBH—/N— SMTPH—/3— SNHEEREY —
N—EEDP—NRN—a ' a—H 75747 FPC, LURC Gated ki =i, TOE
&E, BAEEFRINEFEDOBEEZIT O,

TOEDHAEIX, TOEOEAEASR NV EZMEMT 28565 E, 7947 FPCEEMT
LGEENRDD, 7 T7AT 2 PCIZT IV v H—RITA R—=HDLWIPCT 7 7 A R
FTAN—" AV ARN—NTHZEIZELHST, 7747 FPCrHbu—0 v )T
Xy MU= B LIAREZITH 2 LN TE 5,

B AERITREINTWAN— Ry =7 RONEEST S Y 7 b7 =7 OfF#EMER
AP O TIZZRN, +RIEETE LD LT 5,

13



4.3

CRP-C0390-01

Flo RBREICBWTTOEZ MM 212H 720 | BET 2R HE 2 K4-21077,

#4-2 TOENH#E

MU &% ]

— R TOEDfE Mz 7Frf S MAE, v 7oA va—H—
4w At B Sl OMFPHEREOFIH R TE 5,

HE AR S Y | MFPEBE OB A VXA Y — REWET HHERE
o,

MFP& B TOEDEBAFF Al SN-FIAE, —MAHAED2—
P—IEWE R, BERE R, SCEERE, xy hU—7
FHOERERZIT) .

RC Gate Fw MU — 7 1R SN ITHESS ., RC GateldfE H
A BT =2—A%N LT, TOEDEREZWIRF T —
A TH D @Remoter FEHLT 25 72D DIFHRINEL %

P

1T 9,

F4-217F LBV TOEOFIHF X —MAMZE. HHE . RC Gatelc B I i,
X LICFDOEEND ko TEBFZFIIA—— S F— LMFPEIE L ISR D,
TOEZ EHF AT 2RAE & L TIEE42T7-TERBY TH DA, TNLUSMZMFP
BHLE A — =3 P — O R(THER % FF O MFPE B BT A TOE D #1172
FIA#E & UCHET 5, MFPE B E(LE 1@ FBRBRIC R T 2 ko BEH S 288
LTW5,

ERRRICHE T HTOEEE

ATOED#iF X, MFPIZ” 7 7 AMie #4232 FCU, HDD=>=v K ZH Y -}
J7e R CRHIAE LG SN S R TH D, FCU, HDD~= hNIA 7 v =z v
4 & LT, BREDPRHAE Y A M TMFPAKICRE L, BifEfER

To72 ETTOE & L CRIAF IS k35,

14



5.1

7—XTOF¥IZEET 5158

ARETIE, ATOEDHiM & FHpHERL (727 L) %

TOES R & 2> R—x > MEK

TOEDH K 4 [95- 11273, TOEIZMFPH &K TH 5,

CRP-C0390-01

w5,

Lams | (&= | [(#xz | ((mEos |
F 9 F 3 F 3
TOE
L 4 L
. LA YR ¥y ISuazwl
a=wk At — T H— 2952
C LR [ [ AvFA—=5
FA— T2 R —F | | -
| | |
kA= —F
) Flash
oty RAM NVRAM Ic Key ROM

X5-1127T Y, TORIZEESAR V2= v, = Vra=y N, 777 A
arvhru—Ja2=y bk, 2 ba—774R—F, HDD, IcHdd, *v hV—2 2=y
F., USBR— b, SDI— KAy hDOAN—RT =T BRSNS, UTICKHE
PiCEESR O AT,

(B ~xrvza=y b (LIF, TEfE 3L ) Lnvd )]

BE SR UL, TOEICHAST T 5T 5, TOEDF|H#E S TOE#EIZf# -4
LED, % v F /3% A &R T 4

K5-1 TOERSR

HAUE T2 —AEBETHDLH, N—NF—,
AT LA L EERFOVEEIAR — R TR S D,

[z vra=v ]
MLELZFIADTZODT AL ATHDI AT v —o V0 HCEEER LR
THTNAATHDL TV E—x2 Dy F Py afilflid b= v il

15




CRP-C0390-01

ANl NN ST (37 R SN
(777 2ravie—F2=y}]
BT LMEREEZ R DB E R L, GO 7 7 7 2\ L 7 7 7 2D
ExEET 2=y b, TOEZ@EHT HEHFZD > BLFCUNZET D,
[z br—FHR—F]
ay hr—7HR— NiZX7 a2t v, RAM, NVRAM, Ic Key, FlashROM 73~
TR TH D, BEFROMBRMINILLTDEY,
Zut : MEPEMEIZ IS 1T 5 EEARR e AL 24T 5 8K TF » 7,

RAM cHEBgAEY E LTRSS OHEREEAT Y,

NVRAM : MEP O 2 P&+ 2 MFPHIIAE 7 — # 23 N o To R FEME
ATV,

Ic Key CELECRAE. RS EROMEREA R D . MFPHIE Y 7 h U =

T ORE EICAI SN 28X 2V T 4 F v,
FlashROM MFPHIAH Y 7 D7 = 7B A A B =)L ZH TV D AR
AEY, MFPHI#E Y 7 b7 =7 1%, TOE Zikpld 2EFED
9 5. System/Copy . Network Support . Scanner, Printer,
Fax,RemoteFax, Web Support, Web Uapl, NetworkDocBox,
animation, PCL, PCL Font, X% (’Data Erase Onb% & ¢,
[HDD]
A A=V T =4 BHRRIECHA T 22— —IFRNEFAEND N—FT 4 A7
NI4T ThbH,
[Ic Hdd]
HDDIZPRAFT D15 AZ R 5k L, HDD2» b i3 @2 1E 53 e 2 £ o
ltxa )74 F v 7 ThHD,
EPRNETEESEY
Ethernet(100BASE-TX/10BASE-T) % #4A— s LI_LANH O A 2 7 = —
ATHD,
[USBH— 1]
PCH B ERE L CHIR AT 5 35412, TOE L PCE ST 2980 A v &4 7 = — AT
bD. RPATOETITRRERHIHIMAEILRE L T2,
[SDH— k2w v K]
SDW—F%%A?%&@@xuyFSDﬁ~FXDyFi%“W%&U%ﬁ’
FFAET D705, BEERATIOSDA — KA 1wy NI HEE R E CEM S 4, @ E
HIZBWTIISD Y — ROEES D Z LT,

16



5.2

CRP-C0390-01

TIRIE

TOE(ZX. LANIZ#t 4L, FTPY— 3 — SMBH#—/3— SMTPH—/ 31— 4}
WRSRE S — N —F DY —"—a a2 —% RC Gate X7 7147~ FPCLEE %

ity

179, E£7TOEIL, BEREFM TER SNIEXEEDT 7 7 ZAEE L bIBEEZIT .

LANZ®H L TR INZZ 74 7 FPCIX,. 7V v X — RT A "= PCT 7
JARTA "~ Web7 7 7 H %N LCTOEZFIAT S, 7747 FPCiE, X
HFRBROEZEZT TR, Web7 7 U HF 24 L CTEEBEEEDO —H OB/ELTOED
WHEMERZATH Z LM TE D,

17



CRP-C0390-01

@Fﬁlﬂid\\{{l- F\#’:L)( y I\

ARTOEIZIRFT S D R 2 A v FOi#Z Ll FIZrd, ATOEIZIRIMT S D R
X o A2 MIE ik, KOS LV 3FEO® Y FINFIET D, K R¥=
AV My MEOZERLE LT, ®WERGLOED, R¥a A2 MEROEW, H -
HIRICE AL X2 b—ra v OEWERD DD, ARFOR—MHIZ OV TIEFEG O
ORI TS,

TOEDHM AL, BHRRMF 2072372 FRd R 2 A b O+ 7 B & 85728

gRah D,
[SEEAR-1] Ekm i SR aAT R 2 A 2 1)
F¥xaA o 4 N—T g v
MP 2501SP D159-7512
Read This First
MP 2001SP/MP 2501SP D159-7502
User Guide
Notes for Users D159-7515
SOFTWARE LICENSE AGREEMENT D645-7901
Notes for Security Guide D143-7348
Notes for Administrators: Using this Machine in a Network | D159-7577
Environment Compliant with IEEE Std. 2600.1™-2009
Notes on Security Functions D159-7578
Manuals D159-7113
MP 2001SP/MP 2501SP
A
Printer/Scanner Drivers and Utilities D159-7100
RICOH MP 2501SP LANIER MP 2501SP
SAVIN MP 2501SP
Help 83NHCKENZ
1.00 v141
FAX OPTION TYPE M1 D702-8610
(Machine Code: D702)
INSTALLATION PROCEDURE
For Machine Code: D158 / D159 Copiers

18




CRP-C0390-01

[33ERT-2] (M T B IRAT R = A > 1)

R¥ =2 4 N—T g
MP 2001SP/MP 2501SP D159-7511
Read This First
Notes for Users D159-7515
SOFTWARE LICENSE AGREEMENT D645-7901
Safety Information A232-8561A
Notes for Security Guide D143-7348

Notes for Administrators: Using this Machine in a Network | D159-7577
Environment Compliant with IEEE Std. 2600.1™-2009

Notes on Security Functions D159-7578
Manuals D159-7113
MP 2001SP/MP 2501SP

A

Printer/Scanner Drivers and Utilities D159-7103

RICOH MP 2001SP/MP 2501SP MP 2001SP/MP 2501SP
infotec MP 2001SP/MP 2501SP

Help 83NHCKENZ
1.00 v141

19




CRP-C0390-01

[EFEAE-8) (7 27 ACPRERIT B VRA Ko A 2 1)

F¥xa A 4 N—T g v

MP 2001SP/MP 2501SP D159-7513
Read This First

MP 2001SP/MP 2501SP D159-7502
User Guide

Notes for Users D159-7515
SOFTWARE LICENSE AGREEMENT D645-7901
Notes for Security Guide D143-7348

Notes for Administrators: Using this Machine in a Network | D159-7577
Environment Compliant with IEEE Std. 2600.1™-2009

Notes on Security Functions D159-7578
Manuals D159-7113
MP 2001SP/MP 2501SP

A

Printer/Scanner Drivers and Utilities D159-7106

RICOH MP 2001SP/MP 2501SP Gestetner MP 2001SP/MP 2501SP
LANIER MP 2001SP/MP 2501SP

Help 83NHCKENZ
1.00 v141

20




7.1

7.2

CRP-C0390-01

IR IS & SRR E KR UHER

Rl g

P, CC 83— F3DRFEEMAIZ DWW T, CEMIZHLE S =5l F k% W CTIT
DIV, RMBESEOFMNL., Al EICBWOTHRE Sz, FHMEEREE TR, AR
TOED#EE L . CEMOU— 27 = b Z & OFNE & OHIWRE B 2309 5,

FEEGHE
LR, Al s FC & 2 el S O @ 2 73

FEAMG I, SRR 244ET HICHAE 0 | EA254ES A RS EosEE b - TR T L,
FEMBERAIE, BRI E > O RIS 2 2 M AR — ROt 2 1 . —#HOFF
fCH T DR ZRAE Li-, £7-. V2sFE1H, 28, 5HICBIRBRG~EE, i
FIROAZ y T~DET V7280 R ER - RAREEF =2V T 1 OFT—7 2
=y MZBT 57 rE RO TR OFEZIT > 72, OB A ML TiL,
BUHEHRIEE M S Hu, B ERAEBS R IR 2HENEOHR AN ARETH D &
PRSI K o THlfrE T 5,

F7o, FR2HHELIHA . 2HICHEE YA FTHREEOT X MRELZEH L, BARE
TANDY TN T F =y 7 ROFHET A - 2% L7,

21



7.3

7.3.1

CRP-C0390-01
METR K

AT L, BAFEE OFEM L7727 A FOIESMEAHER L, Gl Ol TR SRR
LLBARE DT A N EWGE LTSRN D BB LW SHZBE - BINT A R AT
MagatRP eI S IRAT A b FAT LI,

FEETA b

FEMGE X, BRRE M FEM LR E T A b OEEM L EEOT A MEROFEHLE
B Rl U7z, REME 2557 L7 E T 2 F OWNAZ LU FIZHAT 2,

1) BAZET A MERET
BB E M L7 A N EZKT- 110, ERiERERE L2 RT-1ITRT,

?

M
b~ a8

F
—— PSTN uunw

A= )LH—/\ FTPH—/\

= ESTIaL—4

27 R

ey

A—ALTITRIET—D

SMBH—/\ RC Gate

M7-1 BAREETR MERE

R7-1 TRAMMERES

MR 2R B
TOE * Ricoh MP 2501
HDD Option Type M1
Fax Option Type M1

22



CRP-C0390-01

N—T g

V7 =T
System/Copy
Fax
NetworkDocBox
Web Uapl

12.38
01.00.00
1.00.2
1.00
1.00
1.13

1.01 Network Support
01.00.00 RemoteFax
1.00 Web Support
1.00 animation
Scanner 01.02 Printer
PCL 1.01 PCL Font
Data Erase Onb 1.03m
GWFCU3.8-3(WW) 01.00.00
Engine 1.03:08 OpePanel 1.02
cN— Ry

Ic Key 3330

01020714 Ic Hdd

7747 FPC

OS : Windows XP Pro SP3/Windows 7 Ultimate/Professional
Windows Vista Business SP2

Web~ 7 U : Internet Explorer6/7/8/9

7Y o H—KZA,3—: PCL6 Driver Ver.1.0.0.0

PC”7 7 7 A N7 A /3— : LAN FAX Driver Ver.1.72

SMTP#—/3—

Windows Server 2003 SP20OSMTPH— N — ¥ {E

FTPH—/—

Windows Server 2003 SP2DOFTPH— X —i&HE
Linux(Fedora8) ®OFTPY— \—{¥HE

SMBY—/3—

Windows Server 2003 SP20>SMBH-— X —H&HE

SRR —/—

Windows Server 2008 SP2

FfRTI 2L —%

XF-A150 (%Y =v 7 )

BAREHE 7 A N CTHEH S AL7ZTOEIXST Tilkhl S AL T 2 B OMFP D —H D
HRETH DD, oMfEILT 2 N CH L7ZMFPOOEME L T, BG4 0iE
WLYAMIFR R TH D0 b LITHIRBEE DO ZDENTH Y X =2V T 1
BEREIZIA —TdH D,

ZOZENS, BRET A MIBWTT A MHRISGERIR SN 7-#FE [Ricoh
MP 2501 1%, STOFHEHAR EFENRL, STIZBWTHGI STV AHTOE
MR & 77 /38— LT D L FHIIC W Tl S 4, BFEE 7 A M, ASTICHB W
T ENTWATOEMREK & [Fl—DTOET A MREE CHJii ST\ 5 & T
Iz,

2) BHFRE T A MU
BHRET A NOWFHIILL FTO LB TH D,

a. T A MY
BIRE T A NOMEIX, LT LB Th D,

23



7.3.2

CRP-C0390-01

<PHRET A N FIE>

FAE T 2 MI@E OTOEDEHICE W THE I EA ¥
7 x—A (BfE L, Web” 7 %) 2RI, fRE BHBIET D
FiEOM, A ESNERn 7 K OTF Ry a7 5 —2 Offtr, 737 v
MY 7 TFxIZLD27 T747 2 FPC, KO —/3— L TOER O#1{F
7'm k3L OER, TSFEED—HMZUNE L CTRERA NV FERESYE
LEFERT A NEBITOILTND,

<BAFEHE T A b D FEhi >

BIRE DR LT A MBI SN 23S s 7 2 MEROM
&L R LSBARE R L7 2 MERBEFEICTHHK S NZHEET A b
DFERDOEZ LB LTz, EORER, HIfFS DT X MEROMHE & EFEDT
A MEROMENR—H L TWD Z LR HR ST,

BRSE T Ak O E N
BHFEHE T A MMEBAZEIC X - TRT00ME H i < iz,

AN L—=V G K- T B RICRR ST X Totx 2 U 7 11

BEEANERA L 2T = — AT A N ENT- 2 EREE S -, RSSO
IZE > T, TOERFHIFER ENTZT R TCOV T VAT LES T VAT LAV
BT 2 —ANFFICT A NINTZZ EDBBRIES -,

RES
AHlE 1L, BAXEE T A bOFERTIE, FEEEOIESEZfMIE L, T A b

RIBE IR SV I 715 & FEBRO IR T IEN —BT 5 2 & 2 EE LT,

FHfE L, BARE DI LT A MR LB I L > THESNIZT A
MERN—HLTWD Z L 2R LTz,

FBAEIRILT R b

A, BARET A b LT A NEEZBA L CRBOEX2Y T 4
BRENEITEND Z L2 HER T2V AT A M eFEli+ 25 L & bic, fHMlio#
FECRESNIZFHLN G, B DOEX 2 U 7 A BENEFRICIATIND Z L2 LV fif
BT H720ODOMSET AN (LLF LT A ) EWd,) &5 Lz, sl 235
f U7 ASE T A S & LU FIZE T 5,

1) MSZT A MEREE
Al 23 SE 0 L 72 N2 7 A b ORERRIE, 7T-UTR LIZBAFREE T A b & RO
W TH 5,

24



CRP-C0390-01

QML T A S

a.

b.

R O FENE LT A M RO L B0 Th B,

ML T A N OB
A 2, BAFERE T A b R UMEAE S VIR REILE B2 5 E R LT MSL T

A b OBLRELUTIRT,

<PUSET A S OB >
O AJ13F 2 2 OFFEN S < NREOBLE CHIBEET A RBARZ LTV
% EEONATSFICE LT, /X7 2 X OfAA LY, BEAE, B
HEOT A MNAHZBNT 5,
@ HEDTSFOFATH A I v 7 FATOMAEDOHIZE L TE&H4BMNL
77 A NEB ZFEMT 5,
@ BIFMLER, X 2 VI IZBI L CRIRET A N E BN =— 3
vEBMLIET A NEEZE_T 5,
@ BTV T TAMIBWTULTFRBLANG T A MNEH ZEIRT 5,
- MEEREMEOBLE )N D, &2 TCOTSF, TSFINE £ 5 & 9 ICHHE 23N
T2,
- BT A NFE, TAMREREAMEET DL L O ICHE ZBRT 5,
- 2 < OSFRBFSAT T B, 2h3E L <7 A M AFENETE 5 TSFLICES
T HIEHE ZEANIZEINT 5,
- RRERUGE A ORI & OMREMEDER A Z[E L. ATOEIZIB W
THHUBIM S ZTSFICBE T 2 HH 2 EAIZEINT 5,

MSTT A MR
A S FEfE L 72 ASE T A N OBEEIILL T O E B ThH D,

<SLT A S FE>

MNZT A I, BARET X D EIFRR DRI ORESLRIRH /3T A
ZEMHEH L LT, @HEOTOEDMEHICHE W THE I NDMMEA 4
7 x—RA (BfE L, Web” 7 %) 2RI, fERE BHBIET D
FEOM, ERESNIEE R VO, Ty MY T F Il b7 T4
7 v FPC, KUY — \— L TOERDOHE 7' v s 2 /VORERENTO
nTW5,

25



CRP-C0390-01

<INET A N DFERENE >

MNZT A NOBLRICES X MNLT X R16tE, 7Y 7T A b 2444
DT A NBFEM ST,

Tl S VT TS T A MEEE L | KIS T HMSIT A N OBLE A RT-2
W,

R7-2 ERLF-ELMHITXH

MANE T A
s OB

T A MM

cax—HP—=THy L hay ZICETAEENMEEREY THDHZ L&,

ey nftji_t %'ﬁ:?—%zgfﬁg L7223 %ﬁ%g jaé

AEEA B T 2 — A DN B CEIC T A B EICB W T b

i@y o7 7 AGIEAMTOND 2 & 2R T D,

s LEHENFERICE 7 A LTV DRETT AT b

Dw 7Ty MUEEAMIERGE D ICEIET D 2 & 2T D,

a7 AHROT Ay NEIER, HEREFEREOSD VR HAREY T

bH T L EWRT D,

- HDDN D7 — Z 3R L7 RRE THIBIELE) L 72556 O BISMLEL A

LAREY TH D Z & 2 HeRd ‘fé

AMEBRRREY — N — 2 L7256 ([CAUE S5 Bkx 72 BB 5%

LT%&T%LD@XTEE#T%ZD &%ﬁﬁ? 95,

« ERWHARRYI L DOFEHELZ AW 255 OS/MIME, IPsecDXLEE )Mt

R ThHDHZ L EERT D,

‘RC Gate)» 5 OAREN DT 7 & ABHZTOED FIAMLEE S -HEE Y T

bH T L EMWRT D,

-+ a THPEH O ERYIRE OBFRARCEF 2 U T ¢ LOREN

TFAELRW, FD5EDENVEHERT D,

s TN B = RT A= DAREZR AT LT ik » ofilst

RUEEAN I S D Z & ZERE T 5,

c. fEg

FEAMAE AN EHE U729 RN TOMLT A MIIELLSET L, #Hli#H I ZTOED 5
LFENEHER L, fHIE X, TXTOT A MEREMFEESND 5D F 0N
—ELTWD Z & xR L,

7.3.3 FEERATR b

BRI E=ES

v AHI O TR SAVIZREL b AUE S D MBS & BB L~LiZ

26




CRP-C0390-01

BOWTRE SN DOWETIME L 72 5 ATREMED D 2 & DIZHOWT, ME L B % FHiiE
RAT AR (LT MBRAT AL LWwo,) 2FRUEM LT, Rl 2%k L7z
RAT A M & LIS 5,

D RAT A MY
A 23 FEHE L 7R AT A R OMEIZUL T O LB TH D,

a. MRS DWETHE
AR, R S UV RHLE ERO AR OIE IR &V | IBTERI 2R MES 1 A BRER
L. BAT A b8 L4 2% LU T Olfggatt 2 L7,

O BHLRWAY NU—IR— I 272 —ANFEL, £I1D
TOEIZT 7 £ ATE D[Rk’ 5,

@ A 57 ==X LTTOENEX LgVME, DT —& A5
PTG E, EX a2 U T A BN A ANA IS AN B D,

@ X 2T F v FLORBEIHEFHENGFEL, EHRELTTOEDOEF =
U T 4 BEREDS S A /XA I D ATREMEDS B,

@ WAMIKEETTOEZEMT5Z 212XV, BX 2 U T ¢ BEREA /XA 3
ASND DR B D,

B EEA L HE T 2 — A OBRMEBEAFHIIE X 2 U 7 ¢ BEREA /S A /32
SNDAREMED B 5

® PRI GE~OWHEM R BIEIC LD B 2 U T A HEED A 2 & h
LHATREMEDN B D,

b. BEAT A kO
SIS X, EHER R METIE N R S A WREME A T B 70, ITFD
RANT A N &FEhE LT,

<BFAT A NEREE>
BAT A NI, KT LR LB E T A . ROGHIE ML T A b L [F
RO BRI THhE S iz,

BAT A NTHER LY — L 2RKT-81TRT,

#7-3 RATAMERY —L

L (R—=Ta ) B
Paros (3.2.13) 71 % RO Webfegs A Y — L
nmap (5.00) R—FRAF¥ Y —b

27



CRP-C0390-01

Nessus (5.0.1) MagsTE A ¥ v o — 1
Burp Suite (1.5re3) 7'r X IO Webegs A Y — v
Wireshark (1.6.6) Nry hxxy FTFx¥Y—

<URAT A NOFEREEE >

RS SN DHEFINE & T DIRAT A MEEZ £T-4R T, T 13
TERI 2R a9 PE N R S D ATREVE D H A IR E T 572, 16 DR AT A
230 L7,

#F7-4 RAT A MYE

fasa

T A MEE

RN—=F2AXy Y —, ARy Y — V2L, HEE L
WAy BT =7 R—= FRBEAWVTWRWT & ZHERT 5D, £ 7216 H AThE
AR — MZOWTHRIEATNIH T DHETENFEL RN & 2
IJM‘?‘%)

TOE~DT 7 & 2 %AT 5 WebA > % 7 = — AT NH O WeFa M FAE
L7 T & Z gl 4 %,

Web~” 7 7 ik COTOE~ DR RFIZHEET 2URLICK W EF =
UT A BRREDSA NRASNRN D & R T D,

SSL. IPsec&f{HH L7z 5 @15 128 L CHEE EOMIIEN N &
WS T 5,

Kerberos 7T & 2 WindowsZRiFlFIZ 4 FOMEssEN W2 & %
BT 5,

mUL%ﬁ%% UV — ZAEEIREEIZ B W TCTOEN FEE % = 7 7ok
272 BN L B ERT D,

@ﬁ@%x&7;—x#6m74ytﬁibﬁ&4iyﬁfﬂ%%%
RAEBERZ (T TH X 2 U T BEREN N A X2 S
L EHERT S,

N—=V g VR HFCU, RO—H 1% S A SNIZFCUNTOEIZ
BEINTHATHEF 2 U T A BEREN AL RR SN WD & 4R
T 5,

S

R B 23 S L 72 AR AT A R Tl BET 2 KBRGES) & R OB E N EH]
AIRE 7R HaSa R I THERS S e o T,

28




CRP-C0390-01

7.4 FEEFERLIZDULNT

AR T, K7-UR IR W TRl 21T > 72, &> b U — 27 13 IPv4&AE
MLTWS, ATOE(L, Lt EMMERNRE SRR LMRICBWTEN SN
By, Ko TRMliA 1%, LRCiHlitgak @t T 5 & Lz,

7.5 FMmEER

M L. A EEL S > TRTOENRCEMDO Y — 7 2= M _XTAji7- L
TWD T L7,

A TIE L FIZ DWW CRERR S 472,
PPEHA :
2600.1, Protection Profile for Hardcopy Devices,
Operational Environment A (IEEE Std 2600.1-2009)

F7o, FEEPPTERSNILL FOSFR ANy r— VI ET 2,

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions,
Operational Environment A

- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions,
Operational Environment A

- 2600.1-CPY, SFR Package for Hardcopy Device Fax Functions,
Operational Environment A

- 2600.1-FAX, SFR Package for Hardcopy Device Copy Functions,
Operational Environment A

- 2600.1-DSR, SFR Package for Hardcopy Document Storage and
Retrieval Functions, Operational Environment A

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium

Interface Functions, Operational Environment A

X2 VT oSN ' T4 T U7 N— b 2HER
X2 VT R a® 7 TIA4T U T X— b 3G

Al ORE R E LT BUFORGER A —F 2 MIOWT ISR HIEN RS,
EAL3/Ny =Y DT N TOMRGER R —F > |k

BIMOEGE= AR —>*> b ALC_FLR.2

P OORE RIL, PR I NI —E T ATOEIC L » T En=b D
DHZHEAIND,

29



7.6

FHEED A v MENE
THELE (TR~ SR B T, FRIC 2L,

30

CRP-C0390-01



8.1

8.2

CRP-C0390-01

ﬂlb\ IJIE % ﬁﬁ

%}‘&?E*%F%@ nq:ﬁﬁ@ *ﬂifnq:ﬁﬂi%%&ﬁi DTHSHZI‘ éhé%%*’{'%%& HT@nun
Z FE LTz,

O RHSNFEERZY TV 7L, TORNEFEREL, BHEd LY —7
=y PRFHEEE E ORI LD ISEHicsh TR D Z &,

@ Al R S N RHEE ORI ORMA Z L TH D Z &,

©  FHilE L E IR S R ORIl T EACEMIZESG LTS Z &,

INDDORERECB W TR AL SNIHESEEEZ, BREL B2 —& LTER L, 7l
'T%%Eg — 32‘{#1_/7]‘:0

it HE*I%EQ j Z'KST&UH:{:{ﬂﬁi& %l/\f\ [ ulT:VE- 1“‘(?5*%3“71% '5273§
RSN TWD Z & a2 s L, Zliuwﬁi& EERIT LT,

ARRLAE R

P SR . AT R E K ONBEE - B AR E B A R EE L 7
SREFHERE T ATOENCC/8— F3DEAL3 M OMfiE = v iR —x o FALC_FLR.2(Z %}
T AHRAEEE AT O &I 5,

IEER

RAFHERE 2 0L L2 E . FRLIEOE] COARTOED ¥ = U 7 1 HERE
%@komfiﬁﬁﬁ@%&@ﬁl%&@étw %f@%fﬂm_omrmﬁﬁ
ZOBETIZB O CHE S Lm0,

F - ATOEDOH| A 1L, 4.3 EHBREICEKIT 2TOEHH, KN7.6 iz = A
NMENVE OFREANEZ SR L, AKTOEORHIx S0 <CE A O R FIHNEEEO
TOEE AR BTG ARED E D) NI OWTIEETAHAMLER D 5,

31



CRP-C0390-01

9 MESE
Frlz7z L,
10 tXal)T452—45vt

ARTOEDtF 2 VT 4 &4 —7 v M12liZ, AEFELITHILEFEL L TUTOLEE
D ARRRRERIE E & & bRt S D,

MP 2001/2501 series(B&3EfR) &=V 7 4 Z—5 > b
N—9 1.00 2013FF4H8H A&t 22—

32



11

FHzE

CRP-C0390-01

AEECTHEHINTZCCIZET 2M&GEAZ LL FITRT,

CC

CEM

EAL
PP
ST
TOE
TSF

Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ gl L H4E)

Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ §Hili 51k)

Evaluation Assurance Level (GEfli{RGEL /L)

Protection Profile (7m7 7 > a 7w >7 7 A)L)

Security Target (E¥ =2V T 4 ¥ —4 v K)

Target of Evaluation (GEAfixl5:)

TOE Security Functionality (TOE¥ % = U 7 1 HfE)

AEETHEH SNZTOEIZE T &G54 LL TSR,

HDD

IPsec

MFP

PSTN

S/MIME

N=RT 4RI RTA T DM, AET, HICHDD &iEHi L7z
S &I XTOENIZHY £H1F 5 /=HDD % #57,

Security Architecture for Internet Protocol
E S H 2 T, IPRT v NRALTT — 2 Ol S AP IERORE
HWrex it 257a ha L Thob,

TV NAEEREDWERR,

Public Switched Telephone Networks D§ T, ZAZRAZHLEZE{E D

Secure / Multipurpose Internet Mail Extensions
NSRRI L DEFA—NDOEELET X NVELICEET 2
RS TH D,

A& THEA SRR ERZ L TITRT,

Internet Fax

IP-Fax

Kerberosi® ik

A= VIEZAE ODHALB AL > T 7 7 7 A5 217 5 Bie.
A H =%y MEREFIHT %,

EFEAEITU-T T.38E S ICHEIL L 72 ) a—D ) T L X A LT
VHE =y N T 7T ADKHR,
77 I ATHOROVITHFEOIPT RLAEZIEET 5,

Foy MU= BAES RO, SRS — S & A L7

33



PC7 7 7 A¥4HhE

@Remote

EEA R

—

B
i
\at
i

MAHEY 27

=
INAT — R

a7 A L INAT —

CRP-C0390-01

SEHFRUTHE D 5 0, ATOE CTlxKerberos#23F 2 1 L 7=
WindowszRaFE D A NGl 4 & 72 5

77 AMEED 1D, 7 TFA T FPCEDOPCT7 7 7 A RT A
N—ZFHLT, 777 AEE, CELEEIT O ERE,

A Z =2y FMEH TTOEZ ZRRSTRZW§ 2 — B 20k
o MRS, T X —ERINE, b —ERIEEEO
HEESE EN D,

MFPEHZICEID Y THZ LN TE D TOERINT&E,
LU OAFEFE OB ERBNER I, T Enp 0% BEIZH
DY THZLBHRETH DN, ATOEIZI U TIEATDOREH
F Y THNTMFPEHE ZE LTS,

(M4 S =B BRE B O 7 7 & A HI#EIEATOE O FEAlh %
BN LI D)

- BERVE TR (MEEREH, EEOERAITO)

s Y (—FIHAE OB AT D)

c 3y MU — B

(TOED % v b U — 7 5kt @ #2417 9)

- CEEHE

(FRGE, ROSCERIHE Y A FOFERZITH)
R¥a Xy bRy 7 2EE, 7Y & —HrE. A% v —HEHE,
K7 7 7 ZARERE CHIA T 2 72 DICTOENICE SN TV D X

TOED K 5 #ICHE ., B LHF DR,

PRSTRERE I TSR B PEIF O PRAT T — B R LB 2 AT D RE T d
%5, ATOEDEMIZIWTIE, AR & AL D IR THERER
ITERIERREDMTONTND T E Wi & 72 D,

TOED 2t — R¥ a2 AL MRy 7 A AFyF— TV Z—,
77 7 ADBBEREDIE DT £ TOEE, FIHE Y a 7%,
BRIED B T ORICRHEIC L » T—HEIE, Sy L EN
LZERBHD, FAEYa 7Ry SN SE, FIAE
Va3 T LD,

a4 a—Y =S LT AT — R,

BRI 2 — Y =T A7 bRy 7 T U R END ETIC

34



CRP-C0390-01

R AR5 HREND, PREEER IR E%,
1~5[E DR EMAEMFPEBE NRET 5,

asA L —EFIHE . MFPEHE . K ORRA— =R P —2 525N T
a—H—4 WA, TOEIXZZ OBz X W FIHEZBET 5,

oy 77k a—YP—Th v FMERTE R R DIREE,

oy 777 b =W =T h T Ra 7T MREENDS BEIRIZAERR S L
B % F TORER,

35



12

(1]

(2]

(3]

[4]

(5]

6]

[7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

CRP-C0390-01

W

~
-
»
’

ITE =2 U7 o 54l & ORRREM B O RARIRE  FRk244E3 1
MSZATEOE NG BULERHEERAE  CCS-01
ITE*= D7 ¢ RBREEICBE T 2 20RHFIH Pak254-4 1
MNAATBOAE N HRAEHEERSHE  CCM-02
ITt =Y 7 ¢ AMFEB ARSI B4 2 BoRFIH  Fpli254F4 /]
MNAATBOE N R HEERHE  CCM-03
Common Criteria for Information Technology Security Evaluation Part1:
Introduction and general model Version 3.1 Revision 3 July 2009
CCMB-2009-07-001
Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 3 July 2009
CCMB-2009-07-002
Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 3 July 2009
CCMB-2009-07-003
BT X2 ) T A FHiOoDaTr 7 T4 VT /S— b e kT
N— = 3.1 WEIHE3MR 20094:7H CCMB-2009-07-001  (FRZ214-12 H FHRRES
1.0
BT 2 ) 7 MO0 aTr 7 74TV T S— 12 Bx 2 U T 1 HhE
A=K b =T 81 WETH3IR 200947 CCMB-2009-07-002 (AL
214E12 7 BIRRER 1,080
BTS2 ) T MO0 aT 7 74TV T /=18 X2 VT 1 (R
ALR=F b AN=T =81 WETHESRR 20094°7H CCMB-2009-07-003 (Vi
214E12 7 BIRRER 1.0/80)
Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 3 July 2009 CCMB-2009-07-004
TEET =V 7 ¢ O 720 DIy ik Rl 7 iE S—Y 3 3.1 WETHS
fit 200947H CCMB-2009-07-004 CEA214:12 A FHAREE1.0/)
MP 2001/2501 series(F&3EHR) &=V 7 4 2 =5 > b

N— = 1.00 20134480 HRA=th) =—
MP 2001/2501 >V —X ¥l & E #2.00K 2013451 23 H
&4 ECSEC Laboratory #Ffitz o & —
IEEE Std 2600.1-2009, IEEE Standard for a Protection Profile in Operational

Environment A, Version 1.0, June 2009

36



	1 全体要約
	1.1 評価対象製品概要
	1.1.1 保証パッケージ
	1.1.2 TOEとセキュリティ機能性
	1.1.2.1 脅威とセキュリティ対策方針
	1.1.2.2 構成要件と前提条件
	1.1.3 免責事項

	1.2 評価の実施
	1.3 評価の認証

	2  TOE識別
	3  セキュリティ方針
	3.1 セキュリティ機能方針
	3.1.1 脅威とセキュリティ機能方針
	3.1.1.1 脅威
	3.1.1.2 脅威に対するセキュリティ機能方針
	3.1.2 組織のセキュリティ方針とセキュリティ機能方針
	3.1.2.1 組織のセキュリティ方針
	3.1.2.2 組織のセキュリティ方針に対するセキュリティ機能方針


	4  前提条件と評価範囲の明確化
	4.1 使用及び環境に関する前提条件
	4.2 運用環境と構成
	4.3 運用環境におけるTOE範囲

	5  アーキテクチャに関する情報
	5.1 TOE境界とコンポーネント構成
	5.2 IT環境

	6 製品添付ドキュメント
	7  評価機関による評価実施及び結果
	7.1 評価方法
	7.2 評価実施概要
	7.3  製品テスト
	7.3.1 開発者テスト
	7.3.2 評価者独立テスト
	7.3.3 評価者侵入テスト

	7.4 評価構成について
	7.5 評価結果
	7.6 評価者コメント/勧告

	8  認証実施
	8.1 認証結果
	8.2 注意事項

	9  附属書
	10 セキュリティターゲット
	11  用語
	12 参照

