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« TSF Protected Data
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+ TSF Confidential Data
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T.DOC.DIS User Document Data may be disclosed to unauthorized
persons

T.DOC.ALT User Document Data may be altered by unauthorized
persons

T.FUNC.ALT User Function Data may be altered by unauthorized
persons

T.PROT.ALT TSF Protected Data may be altered by unauthorized
persons
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T.CONEFE.DIS TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT TSF Confidential Data may be altered by unauthorized
persons
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Channel #%8E| TxHi4 %,

User Authentication #§6E) (2 8V | FRBIFRAEA D) L 7-FI I 12D TOE @
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CFIRE D6 OBEERIZXH LTX, rZ Ay a2—HID &XXET—XIZMHT o
fea—HID O—B/R—Ea MR L., SEBIEOFFHESG ORI Z1T 5, TOE &
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T—42 N HDD bttt Shbd Z L &2Bhikd 5,

[Secure Channel #458] IC&FN DX 2 TEEHELY., TOE L7 94T
k PCROKFEY— L OBERHZ.SSL 72 haLxHWA, 2z kY WmETF—
HEREL, WSAERIMT DI ENTE D,

(2) Z8 TTPROT.ALT] IT.CONEDIS] IT.CONFALT] ~®Dx%ii

B DOBEIL, TSF 7 — 2 1%t 58 TH Y . TOE 1% [TSF Data Protection
HehE | [User Authentication #£6E) . [User Access Control #8E | . [Secure Channel
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[TSF Data Protection #48E] 12X V. #BIEREES 7= TOE EHE IZDO I TOR
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. vlRS Mkov X 2 U T 1 Fet
PUSER.AUTHORIZ | To preserve operational accountability and security,
ATION Users will be authorized to use the TOE only as

permitted by the TOE Owner.

P.SOFTWARE.VERI | To detect malfunction of the TOE, procedures will exist
FICATION to self-verify executable code in the TOE.

PAUDIT.LOGGING | To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or

alteration, and will be reviewed by authorized

personnel.
PINTERFACE.MAN | To prevent unauthorized use of the external interfaces
AGEMENT of the TOE, operation of those interfaces will be

controlled by the TOE and its IT environment.

P.CRYPTOGRAPHY | User document data stored in an HDD must be

encrypted to improve the secrecy of the document.
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[User Authentication #%5E | (Z . iRRIEREE DO R L =R & D222 TOE &
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B % Z LIIfRAES 7wy,

£ 41 HHREH

el =S

A ACCESS.MANAG | The TOE is located in a restricted or monitored

ED environment that provides protection from unmanaged
access to the physical components and data interfaces of
the TOE.

A.USER.TRAININ | TOE Users are aware of the security policies and

G procedures of their organization, and are trained and
competent to follow those policies and procedures.

A ADMIN.TRAINI | Administrators are aware of the security policies and

NG procedures of their organization, are trained and
competent to follow the manufacturer's guidance and
documentation, and correctly configure and operate the
TOE in accordance with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights
for malicious purposes.
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FTP Mail
Terminal Server Server
ifor internet Fax)
S S
B B

Client PC

Internet Firewall Cﬁ

Client PG Client PG

4-1 TOEM:ERIRE

(1)Client PC

LAN ), (X USB A > % 7 =— A%/ LT TOE l2856: L. —f%FIH%E 2 TOE |2
LEOT Y RERS, B L2774 U v IRy 7 RTH L TCET — & -7
B H LA = & &R e 5, £7-. TOE &HE & Web 75 7 #% 0T
MFP ORET —H B« BRET L LN TE D,

B, FIRIZBWTIILLTOY 7 N =T RNBEE 2D,
OS : Windows XP, Windows Vista O\ § 417>
77 7% : Internet Explorer Ver.8.0
LLFD/3—3 2 @ Client Utility Software

Address Book Viewer 3.2.44.0
e-Filing Back Up/Restore Utility 3.2.35.0
File Down Loader 3.2.41.0
TWAIN Driver 3.2.41.0
Printer Driver 7.71.2651.1

(2)Mail Server. FTP Server

A% v SERERCA L H =y N T 7 v 7 ARERESE MFP DAL RE 2 T T D BR
(ZKET D, TOE &5V —HO@EICIE SSL 7'r b=z v,
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(3)Firewall
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TOE Ok %X 5-1 12777, [General Function] N G317 S L7-8455 20 TOE
DIEAEETH Y . ZOMOESITHEILI T TOE Ot = U T ¢ #HE T

H5,
U.ADMINISTRATOR U.NORMAL U.ADMINISTRATOR
U.FAXOPERATOR I
U.ACCOUNTMANAGER
U.AUDITOR
Client PC
A
( USB Interface for Print) \ { LAN Interface )
Operation ) | s
Panel Unit ‘ Secure Channelfunction \o,
[ S
User Authentication function Mail Server
FTP Server

TSF Data Protection

Copy Print function
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e-Filing Box
Backup/Restore Utility

Built-in Administrator
Account

TWAIN Driver/
File Downloader

TopAccess
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Copy function
(= B —H&RE)

Scan function
(A% v U F4HE)

e-Filing function

(774 v THRE

e-Filing Box
(77 A4V TRy 7 R)

Print function
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