CRP-C0383-01

7 3 -
JISGC 4 Common Criteria
R #

B

MNIATBUE NG A
HER L —

PEAf 52

HIEZMTH (ZHES) TH24E9A38 (ITER5E2421)

RALES C0383

SRELEREE Uy—THA &Mt

TOED 4 MX-FR37

TOEM/IN—S 3 Y C.10

PPE& Tl

EEY SR/ y 77— | EAL3

MFEE U —TkA &R

Bty S [EE 1 —BHEFEN TEFaUTsE202— FHER

FEFEOTOEIZ DWW T ORHIIIE, AFTOEEY THLHZ EERIAELT-OTHEL T,
Rk25%2 H 22 H
AR AES
X2 VT B X — HREX 2V T 0 RGEE
AT EHE LR RO

FHBEEESE  [TTEX = VT ¢ FHl R OFRIERIEOEAHRE] TED D TLOHEIC
ESWTEHME S 47z,

WX 2V T MO0 aE T TAT VT N—=U =381 U U —2R3

WX =2V 7 o720 I@ i E N—2 931 U U —R3

@O 1
@1

IUIH'

IUIH'

PR S : B
IMX-FR37 C.10] %, MSZATENE NG ROBIHEEAEN E O HIT X = U 7 1 i8GEH 58 Tl
BT D HRRRIZHE, D LIRS Tl 2520, FTE DOPRFEEM & 7= LT,



CRP-C0383-01

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 BRAEZN S 7m0 ettt ettt 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1.1.21 B E B2 U T 4RI e, 2
1.1.2.2 AT & BB e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BT TENME ¢ovevieieeeceeeteeeeeet ettt ettt ettt ettt ne e 3
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
R I =N I i G 5 5 2 LSOO TR 5
3.1 B U T A BEBE T BT oottt 5
311 B E B DU T ABERETT B 5
30 0 O O = OO 5
3.1.1.2 BB T DB 2 U T A BERETT oo 6
3.1.2 OB X2UT 4 T EEXF 2 U T ABERETEE oo 9
3.1.2.1  HRRD B2 U T £ JTEE e 9
3.1.2.2  HMEkOEX= VT 4 HEHIHT DX 2 U T A BEBETEE oo 9
4 BIHRGAE EFEPHDIATEIL oottt ettt n s aenens 12
4.1 R OB BT D RIHE IR oo 12
4.2 AFEFBRBE LA oottt eas 12
4.3  HHBRBEICIIT DTOERIIH .....coovieeeeeeeeeeeeeeteeeeeee ettt 13
SR A A L 1 = i oY I < SOOI 14
5.1  TOEBEF & FRHEATREIL ovovoveeeeeeececeeeeeee ettt 14
5.2 ITERBE oottt ettt ettt ettt ettt ettt eaens 16
6 BUETRIT B 2 A LB ettt 16
T FEAEBEIC X DR SN B UM T oot 17
Tl A T TE ettt 17
7.2 B FEHEAEED cooooeoeeeeeeeeeeeeeeeee ettt ettt 17
T8 BUELT A B ettt 18
781 BHFEFET A B ettt 18
7.3.2  FHIEFETHILT A B ottt 22
7.3.3  FHIIFEIR AT A B ittt bbb e 24
T4 BB IZ DU N T oottt an s st teanas 27
T8 R T ettt ettt s e 27

T 2 e B SN N = | OSSO PRSPPSO 27



CRP-C0383-01

8 FRRIETENL .ttt bbbt b e 28
8.1 FRFIEAE IR oottt 28
8.2 TE I oottt 28

O R B bbbt 29

10 BF DU T A F 7T 0 B ottt 29

TL Rttt 30

12 B ettt et e e et e et e e e e 33



11

111

1.1.2

CRP-C0383-01

EREN

OFRFEREEIL, ¥ v — RS2 % L7z TMX-FR37 C.10) (BLF ITOE]
EWVND, ) IZOWT—RAEENEN ITEeX =2V T v ¥ — FHEE (BLF TR
BERE L5, ) AVER2EHE2AIICE T LEZITE X 2 U 7 oMz L, TORNE

DFBIEFERE HFHEH TH D ¥ v —7HRASHICHRET 2 & & b2, TOEICE LA
OHEFECHEL I LX) T 4 FHREZRIET 260 TH 5,

E?S?E?E( DFREFIL. KEZOMBEETHA X2V T X —4 > ~ (LLF ST
o ) ii’@ff‘ STV, BFIZTOEDO 2 U 7 ¢ BT, {RIFEE(HF K NF D
+ﬁ@@w%i\mkafﬁﬁéhfwéo

ARFRREEEEIX, TIRESNATOEAZ AT 5 —fixiHE A, LOTHES #H i &8
E LTS, RFEGEHREEIL, TOENREE T 2 RaEEFIC DWW -G R 2~
HOTHY, HADOITHRLZD L DERIET D H D TIT NI LITHEBE IV,

STl R 2 R E
TOEDHERE, EHSMOMEZ LIRS, sElid2E=LIEEZ RO Z &,
BREE/NwHr—

TOEDRGE N> r— 1%, EAL3TH %,

TOEE X T« e

TOEIZT v 2 N E68 (LT TMFD) L5, ) W7 — 2 kalfkne 2 # S ITH A,
Th D,

TOE®D EH /1L, ROMK O'Flash A €V —{ZHM I N/-MFDH 7 7 — A7 =
TTChDH, ZHIMFDOIERETY 7 — LU =7 #@EIWWZHZLICLD, X2
T 4 BERE AR D & HIIMFD KR OHIH 21T 5, MFDHENN— R = 7 #iih T
HHOHDCOTOEIZ G v, 77— LT =7 EHG B SN 5,

TOED T HE X = U 7 « BEREIE, o RiERE. 7 — 2 B, SR Y 7 A
SRR, Ry NU— 7 REKEE, 77 7 A7 e —{iliiEE TH Y . TOEZ## L7z
MFDWNH DA A —F —4 %KEG:H&%@L%)%WN:%%?LE) ZEEAMET D,

INbDEF 2T A HEEEMEICOWT, T ORET#I 024 & F2E DRI
DUWTRGE S » 77—V OFPH TR 2M T 72, TOEMRE T % B R ORI IC D



1121

1.1.2.2

1.13

CRP-C0383-01

WTIERED LB,

BEEEX )T 4 EATEH
TOEIFL FOBBAE L TBY | ZIUTHILT 5% 2 U 7 1 HREA RIS 2,

TOEDIR#EEETH D, MFDRILIRIFSNToA A=V T —F 7 FLART —
ZEOFIMNHET — 213, TOEORNIESRIE, FLIBEUAD b OEERREARY . R v
Y — 7R EOBET —F~D7 7 BAFICLY, REICRBEINTZVHIAE
NI 3 BBNESND,

ZOBBUIKITT 572, MFDNEIOHDD, M (fFlash A€ U — (LLF TMSD/
LN D,) ~DEZRABBHIHE LT 5 LIC XY EEEFRETRAROND Z L&
Bi<, Elo, A A=V T = F 2 RfFT DBRCART — FIT & 2 Ritkre 2126t L,
A SNRWFIHENT = 2T 7 82T 52 L %2i<, SHICxy MU —2i@E
ICBWTH S I L DR RE A fRIE L, BET— NI Z & 20 <,

T2 VT A EEORENBICOWNTIE, BEE OMBFRGELZTTV, RNEICRE
EHRLEx2U T 4 REZ NS D Z L &2Pi<,

BREY LRTIRES
At R IE, RO KD ek ORHE THEM T2 2 L2 AE LTV D,
TOEIL. ¥ ¥ — 7St 24 2MFD L TE#{ET %,

TOENE#H SN /=MFDIX, WN#Hi*y NV =227 A4 T v b, KR — =L
iz SNAH SN FEZEEL TS,

WEBAR Y BT =27 DB BT — 27 LT 25 A3, SRy FU—2 085
MFDIZH 27 7 8 AT 57207 74 7 U+ — VBRI N D,

REFH

TOE., 7 747 > MEDBEZIRET D700 X2 U T 4 BEENTIME L 720 B
B2 W T, EHEOBECTHEREDIZD DR EAT O LE N H D, 7HMlIE4.3
HeZWROZ &,



1.2

1.3

CRP-C0383-01

BN

AR NEE T HITE X = U 7 o« 3l - BGEH B S & ARCETTEF =
U7 o 5l K OFERESI EE O FEARFE ) [1], TITE ¥ =2 U7 ¢ BEEEICE T 5 Zsk S
HY (2], TITE&% = VT ¢ MR AGRAE IS B3 2 Bk ) [BlIcBlES =N
FICHEV, RHBFEREIZ X > TTOEZ B D HEREE A K OMRFEE 2 RSV CIT®
X o U7 o el FEhE S, P26 2H IR T L,

_q:1ﬁo)ﬂh Y]

FORERRBEIE . AHAEEBE 23 ERL L?‘:ﬂz{ﬂﬂ%&ii[l?ﬂ&(ﬁﬁﬁﬁiﬁii Z Dt B9
2 pHAMFESLE L 2 AE L . TOE D FH A3 FT & D Foe Ao T T TZ Z & s
L7z, Z0OfE%. TOEDOFHmACC ([4][5]1[6]F 72 i[?][ 19]) X OCEM ([10][11]
DWFND) IR U TEENCEM S LTS Z & s L, R EAR—G
WEELIER L, REEELRK T L,



2

CRP-C0383-01

TOEz Al
TOEX, AT LB V@S5,
TOE4: 7 : MX-FR37
N—T g C.10
PAEH vy — TR

FETOEL#RIZ., v ¥ —7HHEMFDOtE X = U F 1 e 2 b T 57D A
g L AR,

U SR - FREE A2 T -TOETH 5 Z & & FIFAEIILL T OFEIC X - ThER
THZENTX S,

TOERFT D H A o A LEIZHH SN FNEISHE S #/E %L EIZTOED 4 i
BFONR—=Ta vz gnrml, TONEENTAF L ALEICRH I NI4T, N—V =
VERHESTAFICL Y FHEIIRE SN2 Z T ZTOETH D Z & &
R TE D,



3.1

3.1.1

3.1.1.1

CRP-C0383-01

tTHa )T 478

AETEH, TOEREX 2V T 4 P—ERELTEDL D R F#HEHLWIIHAIO G
& HREEFEBLL TV D EiR~ 2,

TOEIMFDINEE DA A —VF— Ik 5 RIERT 7€ KT 57 0E
%27 HHE, ROy FU—2 LOBRT 2 2 RET S0 0T X2 U T 4
HHE & AR AT 5.

TOEITMk DT X = U 7« Fht&iiiie 970, WHORGET — 2 & LESHET
HIERE, 7 7 7 AUFZ ikl LI BEERIRRIE D b ORIET 7 & X 2B SHERE & fE it
50

o, bRt Xa U7 HEICE T /MR E L EHA OAIMT AL LD HlfRd
58T, BEXa VT A BREOEOAEM 2B 5,

X )T o BREETTE

TOE!Z. 3.1.UTRTEREIZKPIL . 312107 T O X2 U T 1 Fét27-
TEXx= U7 o HfEx BT 5,

BR LX) T o HEEAS

ZB

TOEIX., #3-LUIRTEBEZMEE L., ZHUITHHT DHEE2 K 2 .

£3-1 HETIER
kBl 1 B

TRECOVER g3, MFD2>5MSDZE D 4L CHRiB I L, ok
& (ZOMSD%## L7-MFDUA D) #8545 =
Lick vy, MSDNORIHET —# 25t LIRS
éo

TREMOTE MFD~D7T 7 & 2 %D ST WA WKL N N

Fw N — 7B TMFDNOT RLART—& %, £ &
WTCHAE L ERITSET D,

T.SPOOF BREN, MOFHEIZRDFTEFTZLITE D #BFE %
VETFINER Y BT — 27 BT, FIHBEDBRY 7 A v
LTI AV TRIFLIEA A=V T =8 % Girti L
RANSED,

T.TAMPER WEEDS, BEEIC/RDTFET LIy, BESxLE
TZIEWNER Yy NU—Z 8RBT, *y NTV—IRET —H
. gAML ERIFWET S,

5




CRP-C0383-01

T.TAP TEYS 2R A DS MEDIC 6 L CIlR{E T D B8, BE BN
Fy hU—7 EO@ET— X BT 5,

3.1.1.2 BREICHT S X)) T #EeAE
TOEIX, R3-UTRTHBUCK L, L FDOEF = V7 ¢ BB EH Tttt 5,

(1) &k TRECOVER| ~®Oxti
A BIIMED) BV AR SN 7=MSD2 B, WEIZFRAFT 57 — Z D3 A
THZLEMELTWD, ZOFBUTH LT NLOEF 2 U7 HERIC L Y &
2,

O WA mkeE (TSF_FKG)

FadE (L) OEREITV., K SEERKRE (TSF_FDE) %K —
N AEEETH S, TOEIZ., MFDOEIFEN A T 5 &0 T256E v MR
DX a7k Gl 24K L., EBREAT Y —NIRFET 5,

@ WFZ#EEREEE (TSF_FDE)

FIAEZE T — % R OTSF7T — 4% #MSDIZE X AT MLENAE Ul & X3, &4
TENLDOT — X &R F L L ThbEZIAL, 2, TNOOT —F B
27T, MSD 6 EiA L, 5 L THAT 5, B kA OME S
FIPS PUB 1971233 < AEST /L =2 U X A, K OVEF 5 4 A= ol f

(TSF_FKG) 12XV ARSI 5#E Hn 5,

ML RDHMAET — 1%, HDDEDO AT —)L A A —5—4  HDD
rto7ryA4 VT A A= FT—% HDDLEDOT KL ARET—4Th b, £
7oy B ERDTSFT—4 %, HDD EOBEIR T 7 A L/ AU — | Flash
AEY — EOEHE AT —RRTHD,

(2) @ TREMOTE], [T.TAP] ~®x#t
AREBITTOENEBT 57 R LU RRT — X123 L TR » b7 — 7 1%
TARERT 7EADMTONDZE KOT T4 T FeOWEET —# BNEETEIC
FVRZNT DL ZMELTCWD, ZOBBITH LT TRt Xa ) 7 11
[EI RSP £ 7N R

O v hU—7 {fi#1EE (TSF_FNP)
X b U — 7 I A LT O3 RE ARk 5,

a) 7 4 VX E%EE
EHEICLD2FAMOBREICESE, BRI LARWIBEEHETF L OBELE
M9 2, IPT7 RLAIZK DM EMACT RLAIC L D&M EHRETE D,

6



CRP-C0383-01

FFZAEDRVBERTENODOR Y NT—I X7y N, BTIEEEL,
VAR AR Z U7g,

IP7 RL A K D5MF, #@iHEZNSETHREL, ENLEFT5
METIEST 2024 ET 5, MACT R L AIZ X D58M41F. #Frfd 2
MACT FL A %10 % CTHRET S

b) g7 T—H [ES n%%% HE
ROIE T — 2 il Bae 2 1213 5,

- 747 FETOEDOWebE OiEfEEZ, WL VIR#ETE D LD,
HTTPSH#{EHrE #1275,

s ITIGAT U RDT Y B — RTAN=EEE INDHIRT — 4 % |
IR L VR TX 5 L 5. IPP-SSLil{EH&RE & T3 5,

FRERREDORIWE O KO E % | FRREHERE(TSF_AUT) Cilk BIRERE
NI EIE ORI, £ K 8E 0GR (D) OREICE -
T, X N — (RO EEAEETHZ LN TX 5,

¢ F v hU—7 R ERHEREE

Xy NI RBRET—ZEWHIA L H T =—RA%, BlE XL KEN
TOEDOWeb THEMET 2, DDA ¥ 7 = — A TEHE O HRITxE LT
BEEL, toOFHAEDOT 72 L0 {f#ET 5,

(3) #@ 'T.TAMPER] ~®Dx#i
AEBIZTOENFH T 25y P —VREF—Z TR LT, BE %1%
TIENER R Y U — 7R TARIERT 7 B AMTbiL s Z L E2BELTWD,
ZOEBIZH LTI TR 2 V7 s HiBIC LVt d 5, £/, 72747
Y EMBDBET —ZIZONTIE Ry MU — 7 (%3 Re (TSF_FNP) Oi#(E
T A RERREEIC LV IRES LD,

@© REHRE (TSF_AUT)

FHFNAT — RIZR 0 FHEOBBRIEEZITH, RS5XFL Eox
AT — F‘@%L%:ﬁ FAND, IELWEBLE RZAYU — N2 X > CEHERG
B LT8R Y | EEETHRE~DA & 7 = — A 245 5,
@Wﬂ%»f@ﬁﬁﬁﬂxv~bﬂﬁ%\Aﬁbti?&ﬁ@®71&v
27 (BRI #FRT 508, AN LIESCFIEFR TR LRV, Web7 T ¥
P—DOFHE RAT — RADRHEL, A SN XTFERECT0 LD
72 5 TR % & 9 Web 7 T 7 —12kf L CERT 5,

BEF NRAT — REEREICBW T, e L C3RERREIC R L =54, 78
A EEIE, TRDLEEE AT —RNea v s3T5, By Znbokk



(4)

CRP-C0383-01

WHRFRI S5 VR, BRI e v 7 kR, $7b b, RREERAE]
Bar )T LTy 7 RKENDERT D,

EHEDHEHENAT — FOEE (KE) HiEzRitd 2 Lick
D, EEIOHMEFFEHEZ XD,

% TT.SPOOF | ~D%HT
AEWIITORICHE 7 7 ANV E LTI 7 A4 ) U TRAFENTA A=V T —
N LT E SRV E T IINES R Y R Y — 7 R CTARIERT 7 8 A0 TH
NHZEEHMELTND, ZOEBIZH LTI FRROEx 2 U 7 1 Hi6e CHlE
77 A NVEERE) IZRY | EERBURT 7 A ARMEE ZRRRRET 5 2 & Tt
T 5, £, WAERREICHER SN OBRE T 7 A VXA T — RIZHOWTIE, X
kU — 7 {RiEREE (TSF_FNP) O(E7 — X REMKRE, K O S H/ERERE
(TSF_FDE) Ickvifi#ESN5,

@ #HE7 7 A VRE (TSF_FCF)

MEDHNICFIHEDNHBE 7 7 ANV E L TIRIELTIEA A—F — X 28
U — R L, BE SRV £ 7213 WebfR I TOZREE 2R CHEE FEIRIZE)
AP TRSRE T 5,

BET 7 A L OFEEE %40&@774»A27 RERETIZ, AT
SR A bR L, e L CRIRGEIC R L7556, YBlE Y v A vE e
7#60%M@ﬁi\%774w_owfﬁzéomn IREh LT & &
BT 7 ANVORMESEEEICRET, 7y 7 OffRIL, F8FE(TSF_AUT)
THRBIRRRE S N2 EHE DAITFF S D,

HEfEO—Ff L LTHE 7 7 A V%A U — REETEOMEES . ATSF Tk
BIFE uEé*Lﬁ_ﬁ%774)/l/1’%ﬁ%@¥} Tﬁb %}]"/\XU }\75)51%]%
ETHdrZ L ERET D,

BB, UTDOEEBBY RXa A N7 74V ZVEEREICET T 5 & FRHE
Fib ., REE(TSF_AUT) CikBlRRiE SN - EHE ICE T 277,

a) BT 7 A AT X DIRFED I % D D 7= 80 O BRI RE

RFE2 A N7 7 A0 FEIERRGE

Va THENCARET— Re2kTE 5, BB TRYL (XA T—F
D7) FT— RETRXTEIETIRENEEMTH Y | HIHETH 5,
R—=IL RSO T Y o b a TEEIERE

FY L Z—=RIFTANR=EDY g 7Tkt L, F O ORI /) 4%k
1B 5, m—/L FIREDRWY a ZTIHESR L, A=V K5V a9 7%
FIRIOA 2 M4 L TR —/V ROZITH, H SRR E =F I

8



CRP-C0383-01

FLbEONL VA7 DEWREICENTHEI NS,
b) BUETZ 7 A Du v 7 2T 5 & FRE

- BETrANDE v TR
PR 7 A NANRAT— RERGERRIC LV e v 7 S8R T 7 A ViT
StL. vy 7 R+ 5,

3.1.2 HBOtEXa)TaAtE ) T ERESH
3.1.2.1 HEotXa) 74 A%
TOEDFIHIZH /e » TER SN OM DO F = U T o itz 3-21TR7,
* 32 fHEOtExXa)T A8

Gl FfkOEF =2 U T 4 e
PRESIDUAL Va7 T EITHIER MSDIZ A 7 — LAR(E S AL
MET — 2oL, Y e blbl EEZHEINRT
TR B 720,

MSDIZIW\ T, FIHEHIBR L7=FIHE T — & O,
Dip EblE EEEHEEINARTIIER S0,
MFDOBEFEE 72 13T A B AR DS, MSDOFIHHE T — ¥
OfElR LT _T, e L blE EEEXHEIR TR
YA

P.FAXTONET MFD® 7 7 7 AUFIZ#i S 5 EaEIFRHE > 1%, MFD
DXy NI —JUFEFEELTCONEFR Y hT—7 ~DT
7B A%, TERVWE LTI B0,

3.1.22 HEDEXF 1) TAAHICHT X)) T« HaeHE

TOEIZ, % 321kt x=2 ) T 4 FHETiOEX 2 U T HEREIZ LY
Wiz,

(1) MfkoEx=Y 7 ¢ 78 TPRESIDUAL] DEH
PRESIDUAL] |ZMSDIZfRAF S LD FIHE 7 — & Sl LT L&
EHRDOTND, ZOMEOEF 2 U7 ¢ Héta Ticotx 2V 7 ¢ HEREIC K
D FERT D,

O F—#HEHEE (TSF_FDC)

HDDIZIRfFENTAHE T —% ., Thbb, AT —NVRGFELRT7 714V



CRP-C0383-01

VIR INTA AT T =R T 7 A ETET RVRIET 7 A )V %&H
ET MR A RS D, AMREIX. LT ORI L VIS D, &%
REL bHDDICT v X AMfli%x EEEXTLHZ LR A A=V T —FDOHA
ERREL T 5,

a) £V a 7w TBOENEE
TEHSREIC L R S B,

- Vs FHEO 7= HDDIC A F— URIE S NI A A —UF— 5 % %
Va7 T E IR R E R B He

- PR X b7 74V THRE CBURY 7 A MVEREZ G ) 128D
HDDIZfRAFSNTeA A =D T — & 2 FIAHEOHREIZ LV HIRE LD
BRiC EE &R DHEE

b) &F—FT VY TIHE
POAERERE (TSF_AUT) CRBIREGE S M- LA 1T L B E s
TEE SN, HDDIZA T =R FR O T 7 A U o T RfFE N ETOA
A—VT = LESHETOHETH S,

AEERRITIE P COPILMRE A 2T 2, F v U BABERBIRIN D
&L BEHEFEOBIGREEZ LT ER L, ELLHEIEGES NG AIC oW
TOHREEZHEELZTILT S, FEIEASIT. AT LT CF &R DT A
Z YRy (BAREE) #FK7-T D0 AT LTESCRIFERR LRV, £,
REEAS G L C3EIFRGEIC R L7256 AR AT 215 1k, #@

DHEMENAT—Reny 735, 0y 7hbORERF 55715
FTAUX, BEWIC e v 7 2R, T70bb, Mﬁ%WEﬁ%&JYLT
vy ZIRENSEIRT S,

c) 7 RLUARMEARIKNEGT — #HE
FEHEEE (TSF_AUT) TikBIEEES N =EHE OE/EIZ I Y . HDD
FOT7T RLAET =2 % FEXEETHIHIETDH D,

d) ¥ A NT77 A0 7 TF—2HE
FRAEHERE (TSF_AUT) TRBIGERE S #L72 % B ORI HDD
DA RA—TTF 2% FEXHETOHEETH D, XHL%%T—5 iU\T@
BRI b —2Ll B, BERICEEAEDIRET 5,

“HDD EIZH 2T R TDAT =N A A—VF—4
“HDD EIZo 2T RCOT 7 A VT A A=V F =4

FIARRIL, &7 — 2 U TIEE L RERO P IEBERE 2 £,

10



CRP-C0383-01

(2) HM#EkoOEx =V T 178+ TPFAXTONET] DFEH

P.FAXTONET] X, MFD® 7 7 7 ZAUF CHift S AL 7- BRERIRRE O |
MFDO 3y U =2 UFEH TONETR Y NV =7 ~D7T 7 & A1k 25K

TWo, ZOMiEOEX =V 7 4 HétE TiLotF= U 7 HEEIC L EB§
E)o

O 777 27 n—ilfEf%sE (TSF_FFL)

77 7 AR OBET — 22k, WEBR Y hU— 7~k 5 2
EEPRLTHALRWE Y 27—z md 5, 2zl b, MFDD

7 7 7 AR SN 5 EEEIRE) 5 0, MFDO % v h U — 27 1/F%#%
HLTONEEy NT—T ~DT 7 2%,

11



CRP-C0383-01

4 ARG & EE D BAREL

ARETIE, BET 25ENTOEDF A OHWHIZA M 22 1E# & LT, TOEZ#E M4
% T2 ORIFERM e O BRI SV TRER 5,

4.1 FARVEREICET 2RHEEH

TOEZ 1 4 2 BR DR & 2 K 4- 11T T,
I B DRHERMENH I SN2 NG, TOEDO X 2 U 7 ¢ BERE AN EMES
D Z LIFRFES LR,

x 41 BIREH

vl (iEA=StS
ANETWORK TOEZ#5#H I 2MFDIZ, MR v b U —27 06 DKEND

RESINTNE R Yy N — 27128175, MFD & 015 %58
D LBEERTE TN ER SN T Ry MU= IZH T D b
DEFT D,

A.OPERATOR FHEIX.TOEICX LTREZETEHTEIbD LT 5,

4.2 ERIRE LB

TOEIZ Y ¥ — 7R &0 243 52 MFD E CEIET 5, *F5 & 72 M
MX-M264FP, MX-M264N, MX-M264NJ, MX-M264U, MX-M314FP, MX-M314N,
MX-M314NJ, MX-M314U, MX-M354FP, MX-M354N, MX-M354Nd, K O°
MX-M354U T 5, 2D 5 b, BMAICNEZ1ZU%ZEGEMFDIZ, HDDZ &> v —
TWIEA TV a BB T D Z LI X W TOEREET 5,

FLTOEN## S N/=MFDIIWNHR >y NV —21227 747 FPC, H£HY—
N SN SND Z L 2ELTWD, o, FAXEIZER %72
D A M Hefoe S 41D

TOEA & E T 2MFDORIMERE # X 4-11TR7,

12



CRP-C0383-01

AR T —2

——| FTP
\ 7747k (1

| 2w - HUSBI/F
e Ny R
== =
= = CD (e, [
——] USBAEY—] = 3 Q
772 ARl IT7AT b (2)

X 4-1 TOEQD{EFHIRE

4-UZRT L 9IZ, TOEXHE#H SN =MFDIZWNE x v hU—2 K OVERHE]
Ml S LD, WERy N =227 74 7 > MR EIZL U TFTPH —
N A== R=EED Y — =3 S 4, TOE L HIRIT — 2 %05 217 9.

WESR Y T — 7 DM Y U — 2 LEERT 2, B1E. 77 AT Ur— v E2A
LCHEf S AN Ry U — 2 InbMEDIZX T 57 7 & A &l 5 72 0 O bl

IRRREDTHOIND,
FRIREICHITHTOEEH

TOEILX, 7947 e DBET — X2 R#ETH-DDEX= U T (HKEE GBIE
T — FRERREE) ZIRAET D, ZOMENEFLEIC LV REH () OfkiE TE
HAEh oz, b LIXZOEICRIGD 7 T4 7 > 8 NTORIZHEE S D BREE
WCBWTIEL, 7947 b EDOBIET — X 2%#T 572D 0K (K {bEEE 0E
NE) ZEULDMERDHY, TNOITERAFEOETL LD,

13



5.1

CRP-C0383-01

7—X T F v T 51EHR
KECIE, TOEDOWERR /260 & s BRIz DWW, B9 L B4 3 5,
TOEER & RIEBRER

TOE O EE& I 2 X 5-1IZf@# T T/R3, TOED EEH IZIMFDO =2 2 K
0—7—77—AUzT7 THD, ZIIROMENRUSBAEY —IZC, ¥y —7Hl
MFDOYE X2 VT 4 258k 5720047 v a VT —2EX=2 U7 1% b
MX-FR37” (DSK) & LC#fhansd, ¥ = U7 4 HiEDO—#2MFDOHDCH
ICEELTEREY, ZNHTOEDHFHIZE T,

ROM

Ay hr—7 =77 =50 =7 O—EHEENT 5, MEDICTOE Z 3% &3 % BX,
ary bu—7—HERICIRY T 5,
MAIN

ayhe—7—77—L7 =27 O—f, DSKOUSBAEY —/1»5MFDANO
Flash A &V —~G&E&ET 5,
HDC

2 b —7 — R EOEMEIREEHG & L TTOMEDICHE I LTV 5,

USB I/F (Type A)

RS i R AT A I

BE RV MFD

o ha— USB I/F (Type B)
= — IIAT
7 —HH A

HDD
| TAIN=)
| | HDC | CPU || EEPROM B N —

[MAIN] |[RoM] | nic b @707
Flash £ — FTPH#—/3—)
FARIEAE)—| |77V AF ~

R 7 7 Al
Trvva=yh D7 72 Af~

@ ()

5-1 TOEER

TOEDGwHELAIRERL A X 5-2127~F, TOEDERAIHEIH 2 KU Wl & L ORT,
TOESDN— R Y =7 % fEI< LR CRYT, TOEOREZ K TRL,
ZOHRDEFX 2T 1 HReE M CRT, o, #REMEAEY —, HDD, Flash
AEY—, MOEEPROM ELIZH LT —HDH L, X2 VT 4 #ENHR S T —X
FIRET —% LOTSF7F—%) %, RUL<M@#EHTcrd, M, 7—Z Oz x
FICmRd,

14



CRP-C0383-01

I EAEY — EEPROM (RuhU—7Z5kE| (AxyT —-L=vD
———— AL s BT
HDD & er &3 [(TSFE&/E Eaie Al At
AT —)b ~ -
g I 0 = TSFAUT - =
—v TOE | gggi,‘;%;ﬂ{ aiiEihe [ | [TSEFCE *F
77407 | M TSEFDE I Seamil . Al
(A= F—4, (O IEEIMEREE | Fsrrrr 3 s © AMERE| s e
BUEZ AV | TSFFDC 7ﬂm\{ — 5
INAT —R 7 — I ERE %ﬁﬁ?@b 2 %U%?%D%Ab TSFFNP %o
HDC |[ 77 — A== 7 IHHE IHAE & o= f e
77JAN TP\ USBIF Y USB I/F |[ b
[aﬁ%wx7~FFhmf%Wa I/F 2=y [aweﬁffawe%}v—mm

5-2 TOEREHER

TOED EE 531X, MFDHO 7 7 —2 7 =7 ThV, X2 VT ¢ ez 2k
T % Lk, MFD2ROHIEEZTT>, £7-, TOEE X = U 7 ¢ #fE (TSF) O—
IFHDCAICFE SN, 77— L7 =T NOTSFN LIPS 5, Tt F=
T AHERETH D,

a) W5 SR EHERE
MSDIZEZIADLFIHAET — %, KOTSF7F —# 25t 3 %, 7=, MSD
PHFAH LIERMAE T —42 ROTSF7r —4% #1853 5%,
b) 5 E-HEE R EE
s 5 BB RE CRE T~ D RF S8 & A k3 %,
o T —XIEERE
HDD & O #HRIFRZ B <720, HDDIZK L EEXHET S,
d) FEREHRE
BHFNAT — N2 X 0 EEFEOBNFLAEEIT O, BHE ATV — F2EH
T 5 EERERE & FE o,
e) BUET 7 A LHRE
FIAZEDBMEDRNIZA A=V 7 — % ZRAFT HER A HERCRFIHE L
9. RRAU = NIC L HIREHREZ R T 5,
D 3y bU— R
Fy NI —7RBEORET 7®A, @BET—XOEE, KO\, *v hU—7
BREDRIER S E &<,
g) 77 7 A7 —ilifkkE
MFD® 7 7 7 AUFIZ#fe 5 EaEE#RMEN S, MFDOXR v U — 2 1I/F
ERALTCHNERY NU—21T7 782352 L &2l<,

15



CRP-C0383-01

5.2 ITIZE

TOEIZANER v U — 228k s L, FTPH—1"— A — )L — =D —
N= ROV FA T P EBEEITY, ELLUSBERiSNTI I9A4 T M 777
AEFRCHER SN2 7 7 7 A& bIBE 21T 9,

R >y U —27 M OWUSBRRH T SN A7 ME, 7V ¥ — K74
N—=Web 7 7 U —%20 L CTOEZRIHAT 5, 7747 MIWeb”7 7 7% —%
ML TEX2 U T A EICBET 2R ELEOBRIELZITH) FENTE 5,

6 HmAfTrFa AL

TOEIZIfS &2 R 2 A v b ol 2 LA TR, TOEDFIMFE 1L, At
-T2 TR R o A v hO+43 e Bifig L EsF R Bk S b, [N2IEs3cED
/\“_“.‘/\\5 \/%i—\‘jﬁo

- [BARMT] Bk E S—4 %207 4%y b MX-FR37  [1.0]

- [ BARLA A ET] MX-FR37 Data Security Kit Operation Manual [1.0]
TOEDHEFAE L LTk, EX =2V 7 OV, REFIESE
TOEDE B, BRI LB FHN T I N D,

[EARET] EFEEE 42XV T 0%y b MX-FR37 [1.0]

- [ BALIS 3] MX-FR37 Data Security Kit Notice [1.0]
TOE#% &3 = 7 ICHIHT 572 OiEEFIE, L OTOEZ B AHAKIZELY 1)
HEOIEEFIEENTEH I N D,

16



7.1

7.2

CRP-C0383-01

IR IS & SRR E KR UHER

M\ A

AL, CC 3 — FBDMRFEEIZ DWW T, CEMIZHUE S 7o dfH i 51k a2 VT T
vz, FHETESEOFEAIT, TS F B WD THE STV S, iR & & T,
TOEDHZERH., CEMDO U — 27 2=y | T &IZFHl L 72NA K OIS GEH S
TW5,

MR R
LR, Al &2 & 2 aHl S ORI 2 73

AT R 244E9 HITHAE 0 | ERR25E2 H Rl S E o sE R b - T T LT,
FEMBERAIE, BRI E 2 O RIS BT 2 MR — ROt 2 = 1 . —#HOFF
MIC I DREILE A U7, 72, A4 11 A SRR B~ & | FLg R DA & v
T~OET Y UTIZRY . WRER - B - R EX 2V T 0K Y~ 2=y b
(2B 5 7 rE AORATIRILOFE 21T 72, o « BTG OWTIE,
ERFEIS R T 2HENEOBHHR AR Th 2 & i X - THlkr
INTNWD, Fio, FR24F1IHITHFEE Y A M CRRBEOT A MNREEAMHEA L.
BIRENFEM LT A OV TV T F oy 7 KOFHEET A N &L LT,

FU—7 2=y b OFHIERETICHE R S BB, §THTRREELS LT
FAT S, PAFEE TS ST, £ b ORI, BIZEEIC L 2 RIE LaMThh,
RAEBNZ . TR TORBEADR STV D,

17



CRP-C0383-01
7.3 MEATX

AT L, BAIEE OFEM L7727 X FOIESMEAHER L, Al O@EE TR S LZEE
LLBARE DT A N EWGE LTSRN D BB LW S EBE - BINT A R AT
MagatRP eI S IRAT A b FAT LI,

7.3.1 BFEETA b
S L. BASE N ER LT-ERE T A N ORSM L EEOT A MMEROIFHILE
B2 Gl Uz, 3Fl L 72BRRE T A N O 2 LL R ISR,

1) BAREE T A NERER
PRSEHE M FEME L 72T X b O A 7-1, & T-LIZRT,

(1) MFD (5) :‘%?Z/v (6) 7\ 2 —3) )L HIPC
S S "5 AT BEY N =T
__avbe—g BiR J o e wenrmis
©) TXHE L7<7;A¢17 < >
l H — (d) B —L
13) L5 77— A= T (15) USB o) TIFE 77 A LR T =7
(49 R — b7 AEY— Ef))JPEG77{/v%%V7WI7
3)HDC m = (Q) 7T AN LTI TR =T
\—‘( (4)HDD IR - P (h) FTPH— " —Y 7Ry =7
v v [ O)FPIIA7 7Ry
() E-maily—/"—Y 7y =7
777 AIIF (10) HUB | | (WE-mailz517 /7 hy=7

() Z7ANY ==Y T =T

A o T T ???2?&ﬁy7V7hﬁi7
' = N n) ipconfig.exe
I (7) 77417/&'30 «— : (o)MDS’JE'gHj“/—/I/
! 7;;:A (b) Web7 774 ! ?3&?;“1”2?4’*"
! — > -FaxRZ7A/3—
Poa— (8) MFD (B) %9ji;l (Y POt o5 o baxie 5 45—
A A K (s) Sharpdesk
T A (13) W 77— 2 =7 =7 (t) TWAINRZ A /38—
(12) A"P 1) %ﬂxziuy . «— —" %u) TIFFZ 7 AV D~ B —F o T L—
T 7 — L= -
AR - g§y%§§£<* (v) JBIGF2—FY— L
e » T (W) %77 A LA 7 b7
7-1 HARETRX FOERE
® 7-1 ELEHESR
K SR DA R B (BEH B AY)
MFD TOEDME# S 11 HMFD,

TNy T H—=IFNVHPC | T A N THHASINAEFEY 7 N7 =7 B A A
= Enl-arta—F—,

7547 RPC T4 IVEEREDT A N AT A0
B — A —,

18



CRP-C0383-01

[ SN 77 7 Al (BRERR) 23 Ia2L— 15
728 D as,

MFD (B) 7 7 7 AR I, 26 OMFDNLE L 7
L7 A NTHEMT 5,

HEahEFEHE T A NRIERZ B C CT — X WEE21TO 200
Ao

7 A N T S 7= MFDIZST CilkBll &4 TV 5 2 OMFD O — 5 O i Fll

(MX-M354FP)3 i &=, TOEDEIET 5 £ MFDIZALEREE JJZE MR 72 5 )3,
TOEIZETCH—Z2bONMEHEN5, Lo T, 7 A MRS, STICRV TR
SENTBRE RSO TH D ERRTZLENTE D,

2) BAZEH T A ML
PRIEDEM L7727 A NI TFO LB,

a.

7 A MR
BRET A N TCEBINTZT A MNOBMEIZLLTO LR,

<BAFHET A N FiE>
M7T-URLERE FC. /W77y =20 =7  TA N7 77— 0 =7
DD 7 7 — LT =T 5T A NOFFEIC I VWG TTEB L, 7
Z T 7 =20 =713 T A FORRMERDTZDIZ Y TIVR— T,
S g OFE N O B8O ), WS BEOFREOUIY Fx, EEEH
ETF =X OREEFRICLIELDTHY, TA MIROEX =2 U T 1 e
EANES-Z - VYA AN

TARNFEZ, A B 72— 2% JT 5 FiIEMFDOEEEIE, MFD
DENE RIS O TFTERIE, 7 747> FPCHH O FEMRIES) & | IS
BaBlEET D FIEMFDOEIE SR OBIEE, TNy 7 X — I FLh
OOBESNZ XY I LT,

<PBHRHZT A PV —L >
BIRET A MZBWTHHA LY — V&2 FKT-210R7,

19



CRP-C0383-01

=& 72 BARETRLNY—L

V7 TR |
@ |V T7VEEY 7 |MFDZIITIVIBEZ L CEMET D720 DF —3F )L 232l —F Y7 U=
I 7,
(b) | Web7' T — MFDOWebH— 3— 27 78 Z L, MFEDA#:E. & OMFDO#HE T HWeb
TV MERE (U MERR) ICLVEITRT — 2 ZMFDIZ 255 35720 OHTTPY 7
AT NI T T 2T,
(@|EZY— MFD T AL LAERR SN2 T — 2 7 7 A VAR B O CE 595720 D/ 7 1
77,
(@) |TIFF7 7 AV | MED CARRSNAIEAEHE % (JBIG.MMR) ZPC_ECHR/R T 572D O Ef§ R
I =T I =T,
O [JPEG7 74/ FR | MFD CA S LDIEAE S (JPEG) 2 PC L TRI/RT 57200 DO Mi{§ R 7 R
I =T 77,
@77 ANH LT ITNPCLEOT 7 ANEI6E TRLZEDTELY 7 =7 T, — I AT
7T T A EEHINDE D,

(h)

FTPY—/S—Y7h
eV

T " —27% 4L MFDORSRE T HScan-To-FTPHERE (A% v EEHEEE) &
L, K OT T HOT —ZEMFDHSERET A2 OFTPY—/3—J 7 |
77,

@

FITPooA4T7 N7
=7

MFDDO#6E TéH % Scan-To- FTPEERE (R v ik 5 HE6E) ICLVFTPY— 3 —
\ZHRR SN T — 2 %525 . ]k O'FTP Push 7’V M#RE (7)o MERE) 12XV E]
fill 7 —%%MFDIZ#EE 35720 DF TPV 747 N 7y =7,

G)

E-mailth—/3—Y
ANEYE

MFDD#EEE TohHScan-To-Emailt#ge . & O % — R hFaxfie (W3 1vh
A L IE(EHERE) 2 EfE 5720 O E-mailh—/3—Y 7 =7,

(k)

E-mailZ/ 747k
A ANVEYe

MFDO#EE TéHHScan-To- Emailfae (A v EEHERE) (2D A— 15—
IN—THRESNTT — #5515 . RO E-mail 7V MERE (7 U MERE) 12k
Fl 7 —%2ZMFDICEET A0 DE-mailZ 47 N 7 =7,

o

T AP —r—>)
ANVEYS

MFDODO#EE CTéhHScan-To-SMBREEE (A v X EHEEE) 2 32kt 4572 D
Tr7ANY— R—=I T T T

(m)

T ARG LTI TR
VeV

HDDHNDAEE DY I R & Firiidr, T DONEEFoR, RETEDLY 72T,

(n)

ipconfig.exe

aw R FMNIBNWT, II9A T NPCO R NI — T A BT = — AT ES
NWTCWBIPTRL A, MACT RL A2l Wb, BT 3720D Y7 =
7o

(0)

MD5HE Y 77—
‘7

AR T R TMIBNT, 77 ANV EII SR HOMD5SfEZ K 57z
@@V7]\'7:1:770

(p)

TVH—=RTA3—

I5AT NPCOT FVor—3 g xBMED CHIRAFTO 2 DS 2 —R5 A
IN—YV TR TTT

(@)

PC-FaxRFZ7A/3—

IIAT L NPCOT 7V 7 —2anbMED CPC-Fax#{ 1970 OPC-FaxR 71
IN—=TRT=T,

(r)

PC-A ¥ —%vh
FaxNZ7A/3—

24T R PCOT IV — a2 InBMED CPC-A v 2 — %y "RaxZ{TH7- D
PC-Av#—xv FaxRFA/R—V T 7 =7,

20




CRP-C0383-01

VZANVEYE Vil B

(s) | Sharpdesk MFDD#1E TéHScan-To-Desk ToptiE (A v 5 HERE) (IZFD 2T 147k
(RN —2 2% % | PCICHEESNI=T — 252 ETH-ODITAT VN 7RI =T
F—r—))

(t) | TWAINRFA/3— | MFDDO#SHE T D) E—RPCAF v U HERE (A% v EEMEEE) 2 F 457~

DTWAINR A /XR—Y TRy 27,

W |TIFF 7 7 A VD~ T AN T A A= T — 2 LW DOTIFF 7 7 A L~ 4,
2T T L—h

W) | JBIGF=—RY— |MFD CAERSINIEMEEIG T 7 AN ET Sy —)b ECRRT DO DO M
]1/ ?j%&%?ﬁyj}\?-:t?o

(W)| i1 7 7 A NVAEMTY | MED CA RSN ASA TV T 7 ANV E T 7 H—3F )L FIPC RIZEBIL T#
ZANEYE RERIIHTENHRAINCT HIZDODY TN =T,

<BARET A - D FElii >
A BT 2 —ADRIETFELE LTiL, MFDOER#E/E, MFDO#EAE

FIVDOFENERE, 7 T AT 2 FPCH>HWeb 7 7 U —55 218 L 7= F8Eh
B, IMFD2>H D%y KT — 27— a2 RH LT — 2 %25, By

LAl —XEFER LA TAT v THEGEBIENTh TS,

JISEDOHERFER L LTIE. 7 4 7~ FPCOWeb 7 T 7 — ot
(23R SR D B O R 15, MED#AE SRV ICFR SIT2HR 5 BV
DFERBEL, SV TNBEr —TNEN LTy 7 E2—F 0 EToR

22 MEDOEIKIH IR 7 7 7 AZAFHRFEED HRBIZE M T TV D,

b. EiT A b OHiPH

T A MIBRREICL > TA8EAEmS N TWVW5,

TN L= Do AN E it S v, BEREAEARICRE IR S 7o TR COTSFIA 471
TA NI Z EDPREES VTN D, RS W23 FE0i & 4v, TOERXFHI LR
SINTZTRTOTSFH T VAT ADSLEVEMAEERANHIICT A SR
T Z EMBRES TV D,

c. ik
BIREICL D7 A MERIL, S DT 2 MER L EBEOT 2 MERN
—HELTWD I LaMERLTND, sHliE I, BRFET A hOFEM AL, £
MEE B OIE S M A Rl U, M7 E R OVERIRE R 2T X FEHEEFIR SN
HLDE—HTHZ L EMER LT,

21



CRP-C0383-01

7.3.2 FHBEMRIT X b

P L, MEROTZOFRBET A NO—EHEY TV T LEMT D E L DI,
S OMWEFE TR I NTZFRLN G, RIGE OB o T o HERESREEICETIND L
X VG T 27D OMS T A M &2 E Uz, fHlE DS L7227 A R o
Z LU FIORT,

1) JSTT A NERER
AT A 23 S L 72T A O A T-210" T, AMERIIMEDIZ B S Tz
SRR 2 RO TRIZEE 7 A b LABROHRTH 5,

(1) MFD (5) f/?j/v (6) 7\ & —IF L HPC
oS — w15 @ SVT VR R
)/ (1:31)‘/}\1:7 7 —HM < % > (b) Web7' Z7 4 —
BOOT: @HoC | L (@ s
(ROM) (15) USB Ee)) TIFE 77 A R TR =7
(2) 1(13) 4) HDD AED— () IPEGT 7ANVFERY T =T
MAINES “) ] (Q) 77 ANE L TITT =T
T ) P | (h) FTPHF— " —Y T k=7
v Vv [ WOFProA7ory7ry=7
(i) E-mail — /R —Y 7 k7 =7
777 AIF (10) HUB | | (k) E-mailz5A7 b7 =7
A U] 77\4/1/‘3“’“/‘\*“77}“7::7
P () 4 4 En;)_%w;;%f‘/fy%vi?
H > N2 n) ipconfig.exe
v AR () 774}? ]tPC <« ' (0) MD5 &> — /L
3= (b) Web7 57+ \ | (0) PV ST 5
v L— (11) x> (q) PC-FaxR /3 —
v A (8) MFD (B) N —2 | (r) PC-A >4 — o NraxR 7 A 73—
VA A S - (s) Sharpdesk
o (13) Wi 77— L= T ) () TWAINRGA/8—
(2) A"P e %Jmaiwj . «— 7= (}\u) TIFFZ 7 A LD~y =T T L
EHET 7 — - -
S | (16) 7] 6> e
! WIS A (v) BBIGT = V=)
----------------------------- > (W) Bitg 7 7 A NAFHT/ 7 b =7

Qs

X 7-2 FHEET X FOERE

2) FHlAEANL T A SRR
AN D FEME L7 MSLT A MILL T & B,

a. MSZT R OB
IR, BAFEE T A b R ORHE S 2R REILVE B2 D . LF OBLR T
DMSLT A M E2BR LT,

22



CRP-C0383-01

<ISET A S OELE>

O ANRT A X OMGEEOBLENBRRFEHET A MBARE LT D &l
ENDHTSFICE LT, AJ)/8T 2 X OfSE, #lAaBbE%EBMNL, TSF
T A N EET D,

@ FIHEEIEO XA I 7 A GbEEBML, TSFORL#EE LD
A CHERR T DT DT A M &R ET 5,

@ 7747 FPCEDERFTIEICEA LT, BARET A M LIFRRD A
B 72— A% LTSFORD BN EHRT D200 T A b & £l
Do

@ TOEN#EHT 2 ETHOA L T =2—RE AT KOLETHOEF=
T AEREEEETE D R HOICHEET D,

b. AT A MG
SEAE DN FE M LN T A FOMEIILL T LB,

<NET A R FE>
BRET A N EREEDT A M FRENH LN,

<IMSET A R — >
BHRET A MZBWTHIH LR 7-200Y — L& Az,

<HSTT A - DESE >
MSET A RS SE, AT A ME, BT Y 7T R M1
DT A NPNER STz, FERESNT-FERT A MNE EXHET DM T A K
DB ER T-81T7T,

R 7I3EMLE-ELAHITRE

VAN 7 A M
A~ D
Bl

@. @ | NI TvTT—=EEVARNT LEHAETLEX2 U T MRENIER
WCEMET 2 FEMRT DT2DDT A K,

®. @ |USBEf:SNI=2 54T "NPCOHDT Y v & — 3 THAEICET 5
R

@, @ |RIFEENTZBET7 7 ANVDNRAT — RER 77 A NWHEOF v L
L, = AR OF| W IALEE | O 2 —F—HBE2 B LT

23




7.3.3

CRP-C0383-01

BH O FEXHEREO EREMELHERT 272007 R |,

@, @ |RfFSNTBET 7 A NVOREMZEHAPICEE NG, LKOEE O
BEZ7ANMDBEy 7 SNNTWHRWTHEX 2 U 7 HREN ERIC
FET 2 F2ERT H72DDT A |,

@O, @ |IPT KL A, MACT KL ADMAGDEEBMLIZF Y bV —7 (Ri#
BERE (7 4 V2 HRE) DT R b,

DO, @ | BB EG LI BRRE T TO 7 7 7 A7 o — e D7 A K,

c. FER

Fhi L2 T _RTCOFHMEE M T 2 MIELLZET L, TOEDSD WA
BT AHZENTE, FMIE LI TR COT A MERITHFEINASDE NS
—HLTWDLZ L aMER LT,

FEERAT R

FMF T, BRI OWEIE TR EINZHL S, ESNAHEHBRE L LB L ~LC
BOWTEA SN AMEFHED ATHEMEICOWTHE L HONABAT A N2 ERLE
Wi L77, FMEZEBEAT A N OWELZ LTI,

1) AT A M
FMEOEM LI-EAT A MILLTO LB,

a.

s o Massrt
AR, R S I AELVE RO AR OIF IR & 0 | IBER R e A PRR
L. RBAT A bz b8 L4 % LUT Offgsatt 2 s L7,

@

@

telnet, ftpfRH CTOEDREE PEK FOSIZAIEIZT 7B A I 5 AHE
Hnd s,

BEXLRWRYy NT—=T R =R U Z T 2—ANFIEL, 221D
TOEIZT 7 B ATELA[EMELRH L, b LITA—T R — F~DA
IER T — 2R EIC LV IRGEEPEN BRI SN D FREMEN & 5,

WHEH SN Z ENEESRARNA U F 72— 2D, & L < 134
ELSDFEAFTIETDA LV E T =2 —A~DT 7 BRI ZEDV X2V
T AKERE R NA RA SN D ARENDN B B,

VB EOERNA V2 7 2—AnS IS EFERNRES NS
AREMENR B D

HEND 22—V —E IS FEROREZ A I TI2E VX2V T o
BEREDS N A XA SN D ATREMER & 5,

RBRREREREIZ BT B /SR T — RAERIZHETERNFE L B X =2 U 7 o

24




CRP-C0383-01

PEREDS A N2 SN D ATREMEDS B D

@ SSLOFLEZMEIIENTFAE L, EF 2 U 7 1 HREDS N1 /SR S5 HliE
MR 2,

TESORTEE (FIRFEFAS OME, R L) BAS Sh, EF 2V T 4
PREEDS A N2 SND FREMED B 5.

© B OEAHEE L T i DB, TOERRREOES
Wi DIREEEEDIRZ VT 2 ATREMED B

O A%V — KON 2 W 28 E ROBEADT 7 A
ZED, BF2 YT ABRRED A NRASNDATREMED B D,

@ 7 Z A7 FPCEHDOWebf&H THD T 7 & A3 THEFIEDRFTE L,
TX 2 VT A HERED S SR EN D WTREMER B B,

BAT A~ offE
A I, EAERI R NETIMEN I SN D AJREMERN H D B IRET H T2,

UIFDRAT A b 292 LT,

<RAT A NEREE>

RAT A MIFHIHEMZT A b ERl—O7 2 MERTHEM N7z RA
TARNCHERHEINDY —ABA A N—LINT=7 T AT > FPCHIE
ENTOHRTHD),

RAT A BNTIE R T2ITRULIEHBEET A N THEA LY —/TnZ,
F T-AUTR LY —RNMEH ST,

R 7-4 BATRAICERINEY—IL

Y—)b e VT T WEZE - FIH BB

Z2x i

FTP ftp(7 7 A VRE T 0 ha) s T4 T RV
7 bk

netcat TCPUDP/{7 v & @iAEETHHDOY —
V%

nmap R—FAFXy Y —)b

telnet telnet (VE— bt Af o 7ahan) 774
TRV T R

Wireshark LAN FO@EEZE=4, T 5>V —/L,

25



CRP-C0383-01

<WEFIMET A R D FE i >

IEAERY 72 a9 E DRIV TR S iz, T S D MEggrk & ks

HIRAT A OMEZR T-51 3, aHliH TR 22 assrt 2B S

57

REMED A IRET D720, 22(FORAT A b & FEi L7z,

® 75 BATAMEE

55 T A M

@® FTP. telnetf*H CMFDIZHGE L, IRiEEHE, A7 LBEEHRICE
BT 7B ANTE N L 2R T 5,

@) R—= " AF v Y=L ZfH L BERL2NER Y N U — 27 R— 723
WTWRWZ LR T 5, £/, AT OR— MZOWTHARIEA
TNTHRET DWEGIHEDRFAAE L RN & AR T D,

® P—CRAT A U H T 2= ADREMH USBA ¥ 7 = — A ~DF
RN DEF 2 U T A BREE~OREPEEL RN L 2GR 5,

@ BB O RBICENDERNTOED A VX 7 = —Anb &R
RN L BERT D,

® AL AT R D a—F—8E A f Oy b U — 27 HWrEN
FAELLLGAETbEX 2 U T ABEEONA RRCER RN L%
BT 5,

© RIEZR R AT — RMESHIFRELL EDO A 21T > 1256 Th . ikil5es
BRREDS NA NA SN2 W & T %,

@ SSL#ERE DR, 7 747 » RPCRIOREIZ L - ThagH72 7' v k=2
DIBIRSNTLED Z DN LM 5,

® T MU — 7 RERRE (7 4 L ZHERE) OREMICARIERT RL A%
HELTHEX=2 U T A BEEN A RAINRNT & 2fERT 5,

© HAE o B — RIS, TOEDNERE S AL W MFD ) O (R % 3 23 2
WLZRWT & 2T 5,

® ROM., WM DM Z . HhEHY . RET 7 BAFIZLV X2
U7 1 BERED /A /SR ZIED D WaFIERFAE L 72\ 2 & & R 3 5,

@ Web 7 F 7 % —#&H TOMFD~D R ICHEET S URLIC L v &
X2 VT AHEREMASA RAINRNWE L 2R T 5,

c. fmk

it L 72 fHli AR AT A b Tl BIET D BBRES) 2 R o KB E N EM AT
REZR MERa PRI THERS S 7rino T,

26




CRP-C0383-01

7.4 ER@AERIZ DT

ARFHEE T, 17.3.2 FHEEAMSZT 2 b KO 7T-212 " HEAUZ B W TRE &
Tolze Xy FU—213IPvaZ A L T 5%, TOEIZ, Fit B EHE N K& < R
RARRRICBWT, EH SN DAY, ko TRMEE L, it a2 )
Th D ¥ Lz,

7.5 BREEES

M 1L, Al EA S > TTOEACEMD U —7 2=y b T4l LT
WD LA LTS,

FAT TIZLL FIC oW THERR S hu T,
PPi#ES : 72 L
X2 UT A EREEM . o' T4 T VT N— L 2HA
X2 U T A RFEEM . a4 T U7 S—b 3EE

P ORER E LT, LT ORFET VAR —FR 2 MZOWT TS HEN IR STz,
EAL3/S v 77— U OF R TORFED »AH—F > b

S OFERIL, F2E THB I NZTORIZOWT, REOFHE I NI-RERRK DI
WHIND,

7.6 FHfiE D A v MErE

THE B I 3 R E MM B 1 X RRI S 720,

27



8.1

8.2

CRP-C0383-01

ﬂlb\ IJIE % ﬁﬁ

it EE*%B%EQ nq:ﬁﬁ@ *ﬂifnq:ﬁﬂi%%&ﬁi DTHSHZI‘ éhé%%*’{'%%& HT@nun
7 FEfi L7z,

)
@
®

@ &

TR REE TR INTIEMNENZY TH DL Z &,

AT R RS TR SNTAEMNE DR STV D 2 &,

EH SNSRI Z 7Y L, FONFEREL, BEETLT—2
2=y MRFHHRGEETCTRINTE LIS TnDH 2 &,

PTG R R S VTR ORI ORI Y TH H Z L,

FEAM RS O SV ORI T IEACEMICHEA LTS Z &,

FRRLAE R

FEH SRS 2, AT R = K OB B I L B A MR L 7= S
PRREREES X, TOEZRCC/ X — R 3D EAL3IZ® T D IRFEE M 2 wi7= 36 O &l 5,

FEFE

TOEDOHIHE L, 14.2 EHREAEK ), L 4.3 FEHERRICHK T 2TOEH |
DFIHNEEZSBB L, v N — 7 BEICHT A58 FOBRFEEN, EEOTOE
BEHERBEICBWTHISARETH AN E I MDICONWTHET HINLERD D,

28



CRP-C0383-01

9 MfiEE
FRlZ2 L,
10 tXxail)FT4 32—y b

TOEDOtX = U7 4 #—7>» M12JF, KpEELITHCEELE L TCUTOLEERY
AFRFERAEE L L b iRt E NS,

MX-FR37 %2V T4 X —4> v h N=T 3 006 20124-12H3H
vy — 7St

29



11

FHzE

CRP-C0383-01

KEEETHH SNZCCIZET D MFEZ UL FIRT,

CC

CEM

EAL
PP
ST
TOE
TSF

Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ gl L H4E)

Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ §Hili 51k)

Evaluation Assurance Level (GEfli{RGEL /L)

Protection Profile (m7r 27 v ar7a>7 7 A))

Security Target (t¥=VUF 4 % —4% v )

Target of Evaluation (GEAfixl5:)

TOE Security Functionality (TOE¥ % = U 7 1 HfE)

K ETH N S NZTOEIZE T D085 2 LL IR,

DSK

EEPROM

HDC

HDD

HTTPS

IPP-SSL

MAC

MFD

MSD

F—A2¥¥x 2T 4%y NMX-FR37 — MFDORIFZAH TS a >~
fhe TOED 7 7 — A0 = 7 E 5 & e,

Electronically Erasable Programmable ROM — AR{EFEM: X €
V—O—Ff T, KBETCHITBEBINTEER S OFE X % 7]
HEIZ L72ROM,

Hard Disk Controller Ox— K5 4 227 2> ru—F—) — MFD
WOHDCIZTOED /N— KU = 7y & & ide,

Hard Disk Drive UN— K 54 A2 KT A7)
HTTP over SSL. — SSLIC L W {## XL 7-HTTP,

IPP over SSL — SSLIZ X Y {ri# S #1721PP,

parl

I

Media Access Control (BERT 7 & AHilfE) — 24D i@(
BIEEAREZILE T L), Sz L, e
ﬂ@xb&wi5ﬁ%¢6 BE7 T k2L OB,

R
2oL

ll

Multi Function Device — 7 ¥ VEAHE, EEETHY ., T&
LCabv—#mE, 77—, Ax v —HEELTT7 77 X
WA /T 5,

Mass Storage Device — KA®EA h L — %EE, ASTTIEMFD
NOHDDK Flash 2 € U — %57,

30



ROM

USB

CRP-C0383-01

Read Only Memory — #t/AH LEEH AE Y —,

Universal Serial Bus — ITHéZRE 28k 35 2 U 7L R RAEAED
£ FR,

A ETHEA SO EERZ LU TITRT,

Flash XA € —

IP7 FL-2A
MACT K LA

HA—DF b

A4 HF—=Fv K

Fax

FHEIEME A E ) —

oy hu—7—i
R

oy b — 7 —
Ty7—bLTxT
V7xy U=

ENA

HET7 7 AL

A — )L

R v

AFEFHMEAE Y —O—FE T, BRI —FEHE K MEEH S O
FEXIAALZAHEIC L7ZROM (Flash Memory),

IPIZBWTEEMTF & 722 24588 2wl 2 72 D OFFHFT 5
MACIZ B W TR LD Z5h1 2 72 D DM 5,

AETITFIC, MFDOEREDH O “RTEfg DT v 2 T —
ZEtad,

A B —Fy MEATT 77 3 U IEREZEZET DR, BEYE
ERRICHE N, 77 7 I VT —H B A= Vi T7 7 A0 E LT
ZIET D,

BIRZ UIAVUTRLIBAN A NTH AT 5 i iEdEE,

MFED LKA HET 5 HA, TOED 7 7 — L7 =7 2 FE(TT 5=
DOCPU, ¥ AE Y —, HDC, HDD E2H3 5,

MFDO =y bu—7 =R EfEds7 7 —L0 =7,

WEF Yy hU—27 D5 b, )b—F TRY)S N =HibH,

MFDOav— 7)o Z— AXxx)f— 777 AEZELN
PC-FaxDHHEREIZ BN T, T DHERED BIAEN HFL T £ TOHiAL,
U—lr A, T, BEEEEEDOIERIZOWT S Y a T EMESGA
N5,

FAENT7 7 A4V U TRAFE LT —Z D D b A I HER T HF)
Haninwk s, "2AU—FK BHEZ77A L2 T—R) ([2ko
TR#EINTZDH D,

AN TINBEOT-, ¥ a T DA A—DF — & —RHgIcMSDIC
REFTBHZ L,

MFDDOEHIZHHUIH2=y b, AX—FF— 75—, I

31



RFa A 77
AT

FHE7 7 —Lv <
7

IR AT Y —
7 2 —FhE

A=K

L FI

= B

CRP-C0383-01

BEF — RO FEMER DT 4 A7 LA 8,

MFDAW O > A A=V F =2 % FIPEDIE THEIETE S
£ OMFDANOHDDIZRAFT HHERE, AETIX, 77 A U7
z.E)S‘;O

TOE#ERIOMFDICHH S TWbdarte—7—7 7 —A
vx7, TOEIZaY hue—F =77 =AU =T 52EHALTED,
TOEZR B ICEYR Y »— 27 =7 IZTOED 2 fo—F —
Ty —AUxTICEEHBIOND,

BIRZY > THRENEZRITT 5 2 L TE DiLEIEE,
AN &0 52 A7 LT — 2 A FIRl 2 B Re,

FUYLH—RIA NP oDLaTh. T4 ) v IRIET S =
(Eo

REDOHIRIE %2 25 OMFD T4 2% Z LIZ X W F#H T 72
HERE,

MFD® = B —FEREIC 1T BRSO = &,

32



12

(1]

(2]

(3]

[4]

(5]

6]

[10]

[11]

[12]

[13]

CRP-C0383-01

W

~
-
»
’

ITE =2 U7 o 54l & ORRREM B O RARIRE  FRk244E3 1
MSZATEOE NG BULERHEERAE  CCS-01

ITE*= D7 ¢ GBREEICBE T 5 20RHFIH k2443 1
MNAATBOAE N HRAEHEERSHE  CCM-02

ITE =2 U7 ¢RI B AGR I BT D 2R FIH FRk244E3 1
MNAATBOE N R HEERHE  CCM-03

Common Criteria for Information Technology Security Evaluation Part1:
Introduction and general model Version 3.1 Revision 3 July 2009
CCMB-2009-07-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 3 July 2009
CCMB-2009-07-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 3 July 2009
CCMB-2009-07-003

BT X2 ) T A FHiOoDaTr 7 T4 VT /S— b e kT
N— = 3.1 WEIHE3MR 20094:7H CCMB-2009-07-001  (FRZ214-12 H FHRRES
1.0

BT 2 ) 7 MO0 aTr 7 74TV T S— 12 Bx 2 U T 1 HhE
A=K b =T 81 WETH3IR 200947 CCMB-2009-07-002 (AL
214E12 7 BIRRER 1,080

BT =2 ) 7 Moo aT 7 747V T /8~ 13 X2 VT 1 R
ALR=F b AN=T =81 WETHESRR 20094°7H CCMB-2009-07-003 (Vi
214E12 7 BIRRER 1.0/80)

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 3 July 2009 CCMB-2009-07-004
TEmEIT =V 7 ¢ O 720 DIy ik i 7L S—Y 3 3.1 WETHS
fit 200947H CCMB-2009-07-004 CEA214:12 A FHAREE1.0/)

MX-FR37 ¥*%=VU7 4% =" b /3= 3 0.06 201241213 H

Uy — 7S

MX-FR37 i & 4.2k 2013424 7H

—iEENEN ITExF =2 U T B2 — FHbE

33



	1 全体要約
	1.1 評価対象製品概要
	1.1.1 保証パッケージ
	1.1.2 TOEとセキュリティ機能性
	1.1.2.1 脅威とセキュリティ対策方針
	1.1.2.2 構成要件と前提条件
	1.1.3 免責事項

	1.2 評価の実施
	1.3 評価の認証

	2  TOE識別
	3  セキュリティ方針
	3.1 セキュリティ機能方針
	3.1.1 脅威とセキュリティ機能方針
	3.1.1.1 脅威
	3.1.1.2 脅威に対するセキュリティ機能方針
	3.1.2 組織のセキュリティ方針とセキュリティ機能方針
	3.1.2.1 組織のセキュリティ方針
	3.1.2.2 組織のセキュリティ方針に対するセキュリティ機能方針


	4  前提条件と範囲の明確化
	4.1 使用及び環境に関する前提条件
	4.2 使用環境と構成
	4.3 使用環境におけるTOE範囲

	5  アーキテクチャに関する情報
	5.1 TOE境界と論理的構成
	5.2 IT環境

	6 製品添付ドキュメント
	7  評価機関による評価実施及び結果
	7.1 評価方法
	7.2 評価実施概要
	7.3  製品テスト
	7.3.1 開発者テスト
	7.3.2 評価者独立テスト
	7.3.3 評価者侵入テスト

	7.4 評価構成について
	7.5 評価結果
	7.6 評価者コメント/勧告

	8  認証実施
	8.1 認証結果
	8.2 注意事項

	9  附属書
	10 セキュリティターゲット
	11  用語
	12 参照

