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LD I LT AT DOLD | HAVTHERO X 2T 4 F A EB T A0 0L D ThD,

431 EXxal)TaxRASAEERE

BT xR ST EE eI T DRITR SR, Rt 28, EH T MO X2 T 1 SO XIS B A
# 10 ITR7,

# 10: BX 2V 7 ¢ EFEIRIL

OE.AUDIT_STORAGE.PROTCTED

OE.AUDIT_ACCESS_AUTHORIZED

O.DOC.NO_ALT
O.FUNC.NO_ALT
0.PROT.NO_ALT
0.CONF.NO_DIS
O.CONF.NO_ALT
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
OE.AUDIT.REVIEWED
O.INTERFACE.MANAGED
OE.PHYSICAL.MANAGED
OE.INTERFACE.MANAGED
O.STORAGE.ENCRYPTED
O.RCGATE.COMM.PROTECT
OE.ADMIN.TRAINED

> |0.USER.AUTHORIZED
> |OE.USER.AUTHORIZED

> |0.DOC.NO_DIS

T.DOC.DIS

T.DOC.ALT X

>
>

T.FUNC.ALT X X X

T.PROT.ALT X X X

T.CONF.DIS X X X

T.CONFALT X X X

P.USER.AUTHORIZATION X X

P.SOFTWARE.VERIFICATION X

P.AUDIT.LOGGING X X X X

P.INTERFACE.MANAGEMENT X X

P.STORAGE.ENCRYPTION X

P.RCGATE.COMM.PROTECT X

A.ACCESS.MANAGED X

A.ADMIN.TRAINING X

A.ADMIN.TRUST

A.USER.TRAINING

OE.ADMIN.TRUSTED
OE.USER.TRAINED
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432 X2V T1xEAED

PUFIZ, X2 T 4 %R G0V L IR, RO 2 YT HF#ta7= 3 OIZ@m L T\D
FRALE 7R,

T.DOC.DIS

T.DOC.DIS /%, 0.DOC.NO_DIS, O.USER.AUTHORIZED. OE.USER.AUTHORIZED (ZX-»>Txi#iT&
Do

OE.USER.AUTHORIZED |21V, MFP & FLEAT-F TR O X 20 7 4R o — L FNEIRED R F 12kt
LC. TOE ZF| 4 5HER%4 5 % . O.USER.AUTHORIZED 2%V TOE I 3F )& Ok Bz 2k L, &
X2V 7 4RV —THE> T TOE FIHFF IS 72 > TR B 3 FRAES 715, O.DOC.NO_DIS 24V TOE i
WELE us A a—Y—LELIRNWE HDENL, T A= =L T o WA T NSO STEA
DT 7% AMERRE G 1720 F > TRRESNLZEDIRH#ET D,

INHOXRITEHTEY, T.DOC.DIS IZXkH1TES,

T.DOC.ALT

T.DOC.ALT /%, O.DOC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED Z&~>TxHL T
&2,

OE.USER.AUTHORIZED |21V, MFP & FLEAL-F 1 IAHR DO X 20 7 4R o — L FNEIREO R F 12kt
LT, TOE ZF| 4 5HER% 5 % . O.USER.AUTHORIZED 2%V TOE I 3F) & Ok BIzeir2 2k L, &
X2V T 4R —IThE-> T TOE FIFFF AN He72 > CRIHE S RFES LD, 0.DOC.NO_ALT (2kh TOE
I, XESOT A a—PF =L EHT2R0E ., BONT, /M= =L T o TCWVDENRFD LE~D
T e AMERE S TR W Lo THESNAZENDRH#ET S,

ZNHOXR G EHZEY, T.DOC.ALT IZRHITED,

T.FUNC.ALT

T.FUNC.ALT (%, O.FUNC.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&~>Txf#t
TE2,

OE.USER.AUTHORIZED |29, MFP & B B E# 1T DX 2V 7 4 RV L — L FIMAICHES T A (25t
LT, TOE ZF| 4 5HER% 5 % . O.USER.AUTHORIZED 2%V TOE I 3F) & Ok BIzeir2 2k L, &
F a2 U7 4RV —IZfE->C TOE FIHFF A7 » CTRIR#E 3R8RES 15, O.FUNC.NO_ALT (28Y TOE
TRIAE a7 N, al A a—F—25L70E . HAINIE, ul M a—F =L 13F> TV ANED
FIHE a7 ~DT 7 AMERE L T2/ W E k> THESN D Z LT,

ZNHORER T ENCLY, TFUNCALT I T 5,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT, O.USER.AUTHORIZED. OE.USER.AUTHORIZED |2~ Tx#t
TED,
OE.USER.AUTHORIZED {259, MFP & B B E# 1T DX 2V 7 4 R L —LFINAIHES T A (25t
LC. TOE Z# 4+ 2HEfR% 5% . 0.USER.AUTHORIZED (XY TOE |34 & Ok BIFRAEZ ZsRk L, &
F 2T ARV —2hE> T TOE FIHFF AN Se 72 » TR #3385 ES L5, O.PROT.NO_ALT (2&0 TOE
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X TSF REITE RN, v/ A a—P—Z 5L 0E HDENL, /(2 —F —Z 13> T RZED
TSF {RE#EFHRA~DT 7B AMERR Y 7272 W E > T AEINAZ &l 720,

NHOXRE T EHCLY, TPROT.ALT IZXFLTE D,

T.CONF.DIS

T.CONF.DIS /%, O.CONF.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z& > TxH1 T
&2,

OE.USER.AUTHORIZED {ZXY , MFP & BRE AT VTR D % 2 U T 4R o — o FNAIZAES T H 12kt
L. TOE ZF| 3+ 5HEfR%A5- %2 . O.USER.AUTHORIZED (2 TOE (3R & OB FRFEEZ ER L, &
F 2T 4R —ZH-> T TOE FIHFF NI > CTRIHE D RERES 1D, 0.CONF.NO_DIS (289 TOE
X TSF BB IE A, v A a— P =L &b E | DN, r/ A 2—F =TS TODERZED
TSF BETEHA~DOT 7B AMER 2L T2/ N I K- TR/RESNDZ L1320,

ZHHORIE T #HZ LY., T.CONF.DIS IZXHT T& D,

T.CONF.ALT

T.CONF.ALT (%, O.CONF.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&~>TxffiL
TED,

OE.USER.AUTHORIZED {ZXY, MFP & BB AT 1AMk D B 2 U 7 4R o — o FNAIZAE T H 12kt
L. TOE ZF 3+ 5HEfR%A5-%2 . O.USER.AUTHORIZED (2 TOE (3R & Ok pFRFEZ ZR L, &
X =27 4RI —HE> T TOE FIHFF ST > TR 23RGES 15, O.CONF.INO_ALT (Z5Y TOE
X TSF BB ITE A, v A a— P =L &b E | DO, r/ A 2—F—Z T > TODRZED
TSF MG HA~DT 72 AMERE L 12720 E 12 &> TRZESNAZ TR,

INEOXE T ENTLY. T.CONF.ALT IZxHT TX5,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ > TxIHiT&
60

OE.USER.AUTHORIZED {ZXY, MFP & BB AT VTR D % 2 U T 4R o — o FNAIZAE T 12kt
L. TOE ZF| 9 5HE[R% 5 % . O.USER.AUTHORIZED 2%V TOE | 3F & Ok BIFFEAZ ZR L, &
F 2 VT 4RI —IZE-> T TOE FIHFF AN > TR B D RFES D,

TNHO%E S EHZLY . P.USER.AUTHORIZATION ZJESFCT& 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION %, O.SOFTWARE.VERIFIED (2L~ T T&5,
O.SOFTWARE.VERIFIED {ZXY TOE (% TSF 037 —R% H CHFECE D FE AR5,
ZO%FITENZLY . P.SOFTWARE.VERIFICATION ZJESF T& 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING g . O.AUDIT.LOGGED . OE.AUDIT.REVIEWED N
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED (2> THHHLTES,

Copyright (c) 2012 RICOH COMPANY, LTD. All rights reserved.



RICOH Page 41 of 85

O.AUDIT.LOGGED (Z4Y, TOE X TOE O K X 2T CB# T 5 HE 0 2R 7L LT
ARG EAMERF L BE A 7 DR Z S22 N I LS THRRH D WVITHES RN I ITE T,
OE.AUDIT.REVIEWED |24V, MFP EHLEATLH 1L, K42 EORES R IR EBE RN T 57012, HA
KU ADFEIRIZNES T, B AR OB A )7 R R T3kt 3%,

—7J7. OE.AUDIT_STORAGE.PROTECTED (Z&V, MFP & H &4 13, S 38 1T S ICoF AR —h&
NI A m 7 ORI D D) %@7%’2% HIBR, 2% B54EL . OE.AUDIT_ACCESS.AUTHORIZED
(&0, MFP FHR (LA 1T, @51 1T B ICod AR — R0 BHEREZL DFIZORT 7 A
SV4INLI) bﬁ@&bé*ﬁﬂm)74@}iﬁ%%$ﬁﬂjfé%o

OO F#HZEY . P.AUDIT.LOGGING ZJESFTX%,

P.INTERFACE.MANAGEMENT

P.INTERFACE.MANAGEMENT {3, O.INTERFACE.MANAGED, OE.INTERFACE.MANAGED (24~
THRHLTED,

O.INTERFACE.MANAGED |2V, TOE iZ&F 2T 4RV —IZHE> TOMIA L 27 = — ADE 445 B
4%, OE.INTERFACE.MANAGED |ZX¥, TOE DAL Z T == ADE I TORNT 72 2% B
L9725 1T BRELEAEE D,

INHORR S #HZEY, PAINTERFACE.MANAGEMENT % JIH5F CX5,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTION /%, O.STORAGE.ENCRYPTED |Z& > TxIHiT& %,

O.STORAGE.ENCRYPTED (ZXY. TOE /% HDD IZE&XATr T —# %M 5k L, HDD LIZII5{bsih
TR RS ND L2 REE T 5,
ZOXHFH#HC XY . P.STORAGE.ENCRYPTION ZJIESF TX 5,

P.RCGATE.COMM.PROTECT

P.RCGATE.COMM.PROTECT /. O.RCGATE.COMM.PROTECT (2L~ THEB TS,
O.RCGATE.COMM.PROTECT 2k, TOE I% RC Gate *DiE{Z123V T, TOE & RC Gate DiffE &%
FIZoBiBET — 4 MWEL, WS AERMTHZEERAET 5,

ZOXFEITHHZLY. P.RCGATE.COMM.PROTECT ZJIEF T& 5,

A.ACCESS.MANAGED
A.ACCESS.MANAGED (%, OE.PHYSICAL.MANAGED (ZX > TiEH T2,

OE.PHYSICAL.MANAGED (ZXY, HAZ v A>T TOE 2L TR TICBITAMATICREL ., HE
MRAER - 22N I RN T 7 B AS AR S 2 IR T 5,
ZOXFEFTEHIZEY . A ACCESS.MANAGED % I Tx%5,

A.ADMIN.TRAINING
A.ADMIN.TRAINING /%, OE.ADMIN.TRAINED (ZJL->TEH T2,
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OE.ADMIN.TRAINED (ZXV MFP EHE LA 1L, BHE DO X2V T 4RI —2 O FNAZ 7K
HLTWDIEINTT D, ZDOT=DIC, HEFIITAL LA TENLDRY =L FINAICIR T2 E SR
RN TELIVHE SN, TORENZL D T ORFMAFFOLIIC MFP LT N HTE2H O,
ZORFITEIZEY . A ADMIN.TRAINING 2 FEHL T&X5,

A.ADMIN.TRUST
A.ADMIN.TRUST (%, OE.ADMIN.TRUSTED (Z&L»> TiEH T %,

OE.ADMIN.TRUSTED 12XV, MFP FHEE(EH 1L, TAX L A TEDRMER A LW IH 7S B
HET(TT D,
ZOXFEFEIZED, AADMIN.TRUST ZFEHTx5,

A.USER.TRAINING
A.USER.TRAINING /%, OE.USER.TRAINED (2~ Ci#EH 95,
OE.USER.TRAINED (29, MFP EHE AL, FIHE RO X 2D T ARV —RFIRZFERT 5
IOTALZ LRGeS THB L, FIRAH ITZZNLDOR) S —FIEIZB > TD,
ZORR T HIZEY, OE.USER.TRAINED % JHlC&%,
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5 IO VR—RY FEE

RETIE LRI 2T e 2 E T D,

51 4SfA 25 7 2 —AADHEIR S =178 ERE(FPT_FDI_EXP)

77V DESLHEN
ZO77IVNE — T OINERA L ZT == ob D — T DIERA L 2T 2= A~DIF WO B R % % TSF 73
HlIRG D720 DB 2 EFRT D,

L OBEIEA DINBA L BT 2 —ATHBREZAE L, ZOEREMDINEA L 57 2 —ADBEETS
AN 25, ALER S 52 8% HINEL TS, — T HOENLEH 2, TOE X°, TOE OIMBA 27 =
— RIS NIMERR DX 2V T A 2R EF T DI INA L ¥ 7 = — A& A T DRE N Zf T 57
HLIIR, DT BIRDINERA L 27 == AFDIPES I TR\ T —H DEEEREI, 7Pl S
EEHERENCL > THRIICTF TSN A E RO CTEEIE SIS, FPT_FDI_EXP 7 7 IVIXZ O OHHE
Pa R ET B0 E RSN,

2R — R MOV ~JUAHF

FPT_FDLEXP: S} &84 2 T T —AAND 4| RSN 1= 1585 % 1

FPT_FDI_EXP.1 #MA 27 2= A~DOHI RN RS AL, EFREINTANBA L Z T = — A TZIF L
12T =% HHI— T OINA AT 2 —ANBIEFEINHENT, TSF CTHISEIS I ALBEZ1TH 2 & & Bk
LREREVERIRMET D, — HDOINBA L H T = —ANBM T ~OT — X DE R LT, FF Al S-S EE %
BN L DHURIR T Al & BR T %,

=gk FPT_FDI_EXP.1

LIFOT 723 FMT ISR DB EEIES S 2 bhs:

Q) EWHETITACT A% FATTHILEFF A SNHEEIDOES
b) EHEELENL > CHEBEEEDFF A SD RO B

c) FFAIOHIEL

B FPT_FDI_EXP.1
T RENDEERFRFERITR,

HRH#L:
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LIXUIE TOE 1%, HDINBA L H 7 2— A TG LIeT — X MDA 2T 2 — AL EE T HDOEFF A3
DRI, FFEDRAELLERZATHIZENESND, BlLT 7 AT U — IV AT KIZS, N T — 2 %55
THRNEFEDY —7 70 —%HRTHMO VAT LG [EE THD, ZDEI72(JLEES L TR T —H
D, BIeDNEALZ T = — A COBEBERE T, bLIFENDD, FF A SN ZEIC L > TOHRFFAE
N5,

EHERR AR | FF A SR BT D33 Al CELZEA R T 2R E T D D3 AN — R e
LT, 2O ZR S Z L3 MERe3nDd, ZOWRRITZ<ORICILE T 720 | JLiEas R —=x
YIEERT DDIIAMERRSND,

CC I FDP /7 AIZBWCEMHICLAFIHE T —2 7 —%2EHRL D, — 5 TZO ST Tk, FIHET
—xL TSF 7 —442, B I DRI ORI TE S B L A0 A2 R BT D01 H 5, FDP_IFF
& FDP_IFC #ZFEM Ll CZo B ZLIIARHE U THHEEZ X BILD, 16> T, ZOMRBMHEA WS T2
IRy R— RN ER T HIEELT,

ORI AR — R NIFNHE T — 2L TSF 7 — Xl e tri# L, D7, FDP HH\ NI FPT 77 AD
WTNDNCE END, 2D BN TOE ZEHNIRET HIETHDHIH, FPT VAT E D DD )3 i T
HHEEZLND, WTNDOITATY, BEFEO7 7N EHE A LR | A \I3— DD HDHi 7=
727 7V EEFRLI,

FPT_FDI_EXP.1 IR A 2 BT =— A~DHIRE NI G s %

ERDACIER 7L

IRAFHE: FMT_SMF.1 & FRERE D FF
FMT_SMR.1 & =UF D% E

FPT_FDI_EXP.1.1 TSF 1L, [BIfd: SMEBA L ZT7 =2 —RADYRN TRIT M- 721 W% TSF IZX2EM0
JUBRAEUIZ[BI: SMERA Y 27 2 — ADYARNICHE AT HZ L& HIR T DR W& L2
AV
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6 EXa)T1EH

AT, X2 DT AR, B2 VT A RGEE N, RO eX 27 EERILZ <D,

6.1 +txalTsHrEEH

ZOFETIE, 41 B THIESNI-EX 2T xR HF#2 EBL T 57200, TOE Dt U7 A BERE B 450
W5, ek, BX VT ABEBEZHIE, CC Part2 I[ZHUE DX 2 U7 4 BERE 400, 53 %, CC Part2
ICHESN QR 2T (BEREZ /1%, PP(IEEE Standard for a Protection Profile in Operational
Environment A (IEEE Std 2600.1-2009))(Z 8 DJLAE £ 2V 7 A BEREEA 0D, 51T 5,

F72. [CCITREFS AT EIT LI EAAT ST E o013, [ARSCFEEFEIN] Tl 3%,

FEREZAT ST 50 1E, GRM b)) TR 2,

6.1.1 HYS5SRFAU: X2 UTF1E®R

FAU GEN.1 E&EFT—&A4mk

AT =R
1R AT
FAU GEN.1.1

FAU_GEN.1.2

PRREZLMF I

7L
FPT_STM.1 G #HA A LAK T

TSF i, LA FOREAER R EROERFLERA AR TEXRITIIERB20:

a) AR REILK T,

b) BADHERIR: FERLIL N OT R TCOEA G HRHL K

¢) [Blft: & 111077 TOE DEEXIELEL],

TSF 1%, FEEFLERICB N TOREL L T OEMAETLEL 2T UL 72 B720

Q) FHHO B fF-BZ, FROMR], 7 V=7 NEITERGEE S T 5 E) . FRORE R
FIIFR);

b) KA FRFERNKL T, PPIST OEFEaL R — R MDA RELROEFRIZEES)
7=, [Blft: FDP_ACF.1(@)I2Bi}3Va7 A7 FIA_UID.1 (28T 5F| A& &R T2
e&Tcousfra—F—4  Web BEREICEZIBE D@IE 51, Web HEREICLDBIE L7 41
F—EZEICBITBBIELD IP TRVR, A—VEEICBITAFIEA—NLTRLZ, RC Gate &
OBfE DBEEFH ],

T DN RET NEIEARL VLR OT 729 (CC IZRITHRE)E, S

%t d5 TOE MEER ST HHELEE 1112587,

#£11: EENREHY X b

HRE T

BEEXRRLS RETIvar EENRER

FDP_ACF.1(a)

a) fix/Iv: SFP T oA 7=/ | A
KT DEAEDFATICBIT DAL | BB RO LR OBIELK T

. =B
122K, SR OO A& T
b) HA: SFP THbNAAT Vxsk
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5
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A,
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AR EH; FIIH %Lu%]a;%u EHETe,
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FMT_SMF.1.1  TSF (%, LA OB EEEER AT DN TEART IR, ([Blft: £ 29 IR EH
BRE]

#£ 29: BHEHHEREOKFEDY X b

B

MFP & 215 AMGERERE O — R H Ony A 2 —F—Z OFHRIER, B E b, &,
K OB

LA LD, AERIERO—BRIHE Oy A a—F —£ OV by

MFP %@%‘ AR N RREE Y — N —FREERE D — EX%'J)EH%‘@my/])/:L“—‘H- ZIODﬁHﬁﬁEEE EilAYEY
b W, KOHIER

A== AP — 28D A== AP —Dul/ o a—HF—Z Dbt Lk E

MFP & HL# (215, MFP B HLE On s A m——4, O FHERL

Wik MFP FHEF 128D, MFP FHEE O/ A a—F —ZOfWiibt, &

A== AP —|Z 8D, MFP FEE Dy A 2 —H =4 O WEit

MFP & BRFE 2 8% | ARFERERF O — A Du AL /S AT — R OB ER & S

YR LD AR O— R & Or s AL /AT —R DS

AN AP =2 LD A== AP =D AL NAT — R DY

A=/ AP =2 LD MFP FBFE Dy A /ST —R D2

MFP & BRF (2L MFP EHLE D1l AL /3 AT — R DOFHIERL

WEE MFP 5 HRE 28D MFP R D1/ A L /S AT — R DI ZE

MFP & B2 15 | ARRFRFERF D/ AT — R i/ M DRIV & ot

MFP ‘& PR Z 1% | AREREEREOD AT — REMEEE DRI &bt
e
iz

MFP ‘B2 LA . AMAFAIF DT/ A2 AT —R A R EIEO WA HE
MFP B HLE 1215, RIEFRFERE DOy 7 T O MR A A~ —3R EDORIWEhE
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MFP & BEF 2% | RIRGEFERF Oy 7 7 7 MR O WA

MFP & B (2 &% SCEFHEVANOR WG L2
WEAEBUIYE A AFICLD, CERAFEVANOB WG b LA
MFP E B2 8D FIHBEREU ANDRING o Lt

WA LD AR OF] FEHEV AR RV Adot

MFP B2 LD, A B - O WA L

A== AP =L D A B R OWE b

—fEFIRF LD, A B -REZOWEbt

MFP EHE 215, a7 O WEhE LHIbR

MFP & HL# (2%, HDD W 58D HHIERK

MFP & B2 &%, SIMIME Rl IF 1 OB BB, 28, WG, K OHIER
—EFIHF LD, SIMIME Rl RO G

MFP & BRF (2 L2 BT A —DFHIER, B, WG, L OHIER
—FIHF N LD HE LT+ — DRV G bt

MFP EHHF 28D, EMZE HF2—F—ofna bt etz

MFP FBEFE 28D, 2 — P =GR FEOMW G

FMT_SMR.1 &X%=U71D#El

TR E: 7L

TRAFE: FIA_UID.1 #RBIDX AT

FMT_SMR.1.1  TSF %, &EI[BIM: —BFIFZE. R——Sf¥— MFP FHE RC Gate]&HEfFL72)
AN ERAN YA AN

FMT_SMR.1.2  TSF &, FIHFEALENBEEAN T2 Uz bau,

6.1.6 % 5XFPT: TSF OEi#

FPT_STM.1 ®iEEZALRET

TLREE: L

TRAFE: L

FPT_STM.1.1  TSF . B1EHEA A LAX L T 2 TERITNIE b0,

FPT_TST.1 TSF 7 Ak

TR JE: 7L

A7 L

FPT_TST.1.1  TSF X, (&R [FIfl: MFP Hl#1Y 7 b =7, FCU &Y 7y = 7O EH EfEE FRET 5
72912, (RBIR: I BT 8 27 AND AL — e AT U RIT e b,

FPT_TST.1.2  TSFIL, Al A, [BIR: [Biff: BEaS T —ET77 ANV D5 EEREET DRE )%
FRALZRT TG0,
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FPT_TST.1.3  TSFiL, A AIHZE 2, [BR: [Biff: BHIShTWa TSFEITa—R]O%EE A RFET S
VAL it AN B R AN E A= YA A

FPT_FDI_EXP.1 A BT 2 — A~DHIRS NI F EiE %

TR E: 7L

IRAFME: FMT_SMF.1 & HEREDFEE
FMT_SMR.1 &%= 1 DO5E|

FPT_FDI_EXP.1.1 TSF T, [ BAE SRV LAN, BEEERR] T T o724, TSFICL2iEN
DML [BIMF: LAN EEFEERR]ICERE T 524 MR T D88 1At L7221 uid7e s
720,

6.1.7 YVS5RFTAITOE7V X

FTA SSL.3 TSFEENZEAKT

T E: 7L

A7 2L

FTA_SSL.3.1 TSF (L. [Blff: Z—baZTUMNEE#R, TV ZF—R A= bD X EFBROZETET
T7IARTAN—bDXEFRDZIEFE T, RC Gate EDMBEK TkICxiGErar %
T URITHIERB0,

6.1.8 Y S5AXFTP: BEWH/SR/F¥RIL

FTP_ITC.1 TSF @ {EEF vV

ANVAGER L

IRAF 2L

FTP_ITC.1.1 TSFIE, ZALH F Ao @ EH T BRI, o@(E T v RV EMmBAIC X RIS i, 2Dl
ROBFESNIZHR] KOS ERFEB N DD T v R RORE L LT 55 F v L
BN N ECANSYANAN

FTP_ITC.1.2  TSF %, [ZIR: TSF, hoBEH IT BLE]A, BEEF vy e L CEELHE T
BRI LT id7ebren,

FTP_ITC.1.3 TSFIL, [BIff: CEEH, HiefFR, REFH. ROWEFRO LANRHBE(E, RC Gate
LD LAN BHIBE]D7-DI2, @EET v 3L 0 L CEEZAELT b,

6.2 TXalTqsRIEEH

AR TOE ORHEfRFEL ~/Lid EAL3+ALC_FLR.2 Thb, TOE OffGEar R—x M 30 1287, 2
IEEHIREEL ~UL D EALS (k- TEFRSNZa R—F3 U hdE v M2 ALC_FLR.2 ZBIMML7-HDTH
Do
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#® 30:TOE t¥ = U 7 1 fREEBEF(EAL3+ALC_FLR.2)
RREZ T A R AN—R b

ADV: ADV_ARC.1 X 2T AT —FT 7 F vtk

bA%E ADV_FSP.3 SEARTRE A O RETRR
ADV_TDS.2 T —XT I F v ikEt

AGD: AGD_OPE.1 FIREBEBBAET AL R

AL o A E AGD_PRE.1 Hefif Pl

ALC: ALC CMC.3 Al OB

TATYAT VY H =R ALC_CMS.3 J2AEL D CM FalH
ALC DEL.1 Bl Ffex
ALC DVS.1 X 2T FEOH
ALC LCD.1 BRBICELDTATIAINVET LVDOESR
ALC FLR.2 K g Fhoix

ASE: ASE_CCL.1 A R

EF2VTX =TVl | ASE ECD.A P A — o M iE R
ASE_INT.1 ST &
ASE_OBJ.2 TR VT kbR ST E
ASE_REQ.2 IRAELT- 227 B
ASE_SPD.1 Tx VT R E 7%
ASE_TSS.1 TOE ZLRuftAR

ATE: ATE_COV.2 TR =D DT

7Ah ATE_DPT.1 F Ak HAE
ATE_FUN.1 HEHET AN
ATE_IND.2 MNLT AR - YT L

AVA: AVA VAN.2 B 43 B

JEsa PR

6.3 TXalTaEH4EN

ARETIL, B 2T A B EORPE IR ~D,
UUTISRT LN, TR_TORFa ) TR BN 2SN E . 14 vX 20T xR 8t) TEHL
72 TOE O&X2U7 ¢ xf R G HIERIND,

6.3.1 B4

TOE DX =2UT 43R IR T2 82U T (e ORISR E TRROE 31ITRT, £ 3105
SN2 30T, B 2T AHERE BN D72 2 1 DL EDOBF 2 U T 4% 5K 7 #H 6 I L Tuvd,
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F 31: BXx = U T 1 ARG E & AR 0D B

|_
a (0
o | o D | B
o | Q| W =2
w < (T & =
’l‘ <ZE E =) o E
4 w
wl 155 le|5|c|=S|5|8|2]|5s
— - < < m) < T LLI L 0] L ]
&) < I I I I = O o le) Wi O
OI OI @) () O O D < < | ) L
Z |z | 22| < | =z | x|E
= = (8) = L L o e = = [ <
8185|2138 |8|48|E|5[5|2|38
ala|z2|&8|c|o|3 |2 |8 |x|6|c
) (©) ] ) ) (©) ] ) ) (©) ] )
FAU_GEN.1 X
FAU_GEN.2 X
FAU_STG.1 X
FAU_STG 4 X
FAU_SAR.1 X
FAU_SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X
FIA_AFL.1 X
FIA_ATD.1 X
FIA_SOS.1 X
FIA_UAU.1(a) X X
FIA_UAU.1(b) X X
FIA_UAU.2 X X
FIA_UAU.7 X
FIA_UID.1(a) X X
FIA_UID.1(b) X X
FIA_UID.2 X X
FIA_USB.1 X
FPT_FDI_EXP.1 X
FMT_MSA.1(a) X X X
FMT_MSA.1(b) X
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|_
o 0
o | o D | E
o < o o o
| - - = I I O O R
— - < < m) < T LLI L 0] L ]
o | < [ | [ ' E ] Q| x| & | w| ©
! Mo lo | 9|9 |2 <| < | 3| 0| u
212l z |z |z |2 | |2 ||| x|¢E
= = (®) = L L o o = = [ <
clc|353|2|8|&8|4|c|5]5]82|38
a|la|z2|&8|c|o|3|2|8|x|6|c
(@) (@) @) (@) (@) (@) @) (@) (@) (@) @) (@)
FMT_MSA.3(a) X X X
FMT_MSA.3(b) X
FMT_MTD.1 X X X X
FMT_SMF.1 X X X X
FMT_SMR.1 X X X X
FPT_STM.1 X
FPT_TST.1 X
FTA_SSL.3 X X
FTP_ITC.1 X X X X X X X

6.3.2

BEEDIELE

PLTIZ, TOE ¥ 2 UT 4% SFEM ., s H7z TOE X2 T MSREERIC L TR TEHE
ZitiH 5,

0.DOC.NO_DIS JtEDR~R#
0.DOC.NO_DIS &, JLER, v/ fra—HF =Ltz HDHNIE, /A a—F =413 FF>T»
BLINEDLE~DT IR AMERE L2720 E L THRESNDZ LA e 2T 456 K T # T, =
DEF2VT AR E T2 EER T DI, Tl R eI 20 EN DD,

()

()

3)

(4)

LEFHRA~DOT 7B AHIEEHLEL THEMT D

FDP_ACC.1(a)¢ FDP_ACF.1(a)lc &~ C, SCEEROFH UL, SCEHF B MEICEY  SCEIEHRE A&
Bl U7z — R E 73BN O SCER BV AMIBR GRS TS — R 72 ISR A L
ZHFAT5H, MFP B HLE | A—/R— A% — L N RC Gate (2L I CEBFHROTEHLETFAIL
fcﬁb \O

HIBRS Iz S0, —RENSCESH D NEE O O LEBLS

FDP_RIP.1 2k~ T, HIBRSNIZ3CHE, —IF7RSCEH DT DO T OBt HLEF<,
CEHROEZFITEEET Y V2R HT5

FTP_ITC.1{2X~> T, TOE %% LAN #&H CTREZAF 3 23 E:H I R#ESIND,

X2 VT o BIEOE B

07 Ay a— =R CRIRE AR B ECITHLIER, BTV &b B, HIBR). SGERIHZE Y ANMT
XL CHBEZRBRIE(BIW A bt ) id. FMT_MSA.L()IZ &~ T, ZNE D EEE K E O F|
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FHIZFITHIRL T2,
jci EMA 7 V=7 DOx 2T 4@ ML, FMT_MSA.3(a)i2k~> T, SCEF RN LRS-
. TR EA Y hE LD,
ZIDRRICKNE X 2V T R B L Ci% 2 9% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a), FMT_MSA.3(a)% % 9 5Z4C 0.DOC.NO_DIS #EH T&5,

O.DOC.NO_ALT XEDHEIR#E

O.DOC.NO_ALT &, 3CEMN, n/ A a—HF—ZE2bl20E | HONE, n/ A a—F =4 3F->T
VAN FEDLEADT 7 E 2R T2 W E Lo THESNAZ L2 <X 2T 45t K T8 Th D,
ZORX VT ARK I E LB T DI, FRROMRE T 20 ERHD,
(1) XEFRA~OT 7 EAKIHZBLEL TEMET D
FDP_ACC.1(a)& FDP_ACF.1(a)iZ&~> T, CEEROHIBRCCEFEMOMREZAEI T )T, SCEE
WBMEICIY, SCEHRE LR L — BRI E I CEE RO CERAZVAMIBRERSNTND
—WEFIHE T AT 5, 61T, MFP A BEE ICHFF AT 975, A—/3— A —& RC Gate IZxFL Tl
LEFROBIREZ T AL,
(2) HIBRSIIZSCE, —HFNSCESH DI DM Ok 5 A<
FDP_RIP.11Z&o T, HIBRSNTZSCE:, — KRR SCEHDWTZE DO 2 H TERWIHIZT 5,
() EHHMOEZBIEBFEET vV EFHTS
FTP_ITC.1 2L~ T, TOE %% LAN #&H Tt (5 3 230 EF R A#EIND,
4 EX2UT4BEMtEoE R
ny Ay a—W =T U CRIRER B ECITHERL. W&ot &, HIFRR), SCERHFEVAMZ
KU TABEZBE(RI WA b, ) iE. FMT_MSA.1(Q) 2L~ T, TN D BfEZ K5 & O H
FIETFITHIFEL TV,
jci S (A7 =7 ) DX 2T BIEICIL, FMT_MSA.3()I2 &~ T, SCEF AL RS-
. MTHIRAZ2ES By hE LD,

ZNHRIRICE X 2V 7 (R RE B L Ti% 2 7% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)% &k 9 5Z&C O.DOC.NO_ALT #EELTX%,

O.FUNC.NO_ALT FIf#E Va7 DL iR#
O.FUNC.NO_ALT iZ, FIIE Va7 8, ulfra—F—£abl- 0 HoHNT, ur fra—F—4%,
RS TR ZDORIHE Va7 ~DT VB AR A 1270 N E Lo TBRAESINLDZ & EX 2T o
KRG ToHD, ZOEX VT4 RR G2 FEBLTDITIE, FRLOXRE I TL2MLER HD,

(1) FIAEYa7 ~OT7 72 AfEEREL CETH
FDP_ACC.1(a)& FDP_ACF.1(a)ic &k~ T, FH#E Y a7 ORI, MFP BB & 454 A& Y a7 D
I BRAERR AR > — IR A F VR L CRF R[5, A—/S— 314 —& RC Gate (ZxfL CIIFIHE V=
T OHIREZFRILR, M., A TOE OFHE a7 Otk ZiL, FHE Y a7 OHIRIET THhb,

(2) FHEFVa7OEZEICEREBRT v VEFHT5
FTP_ITC.1 2L~ C, TOE 7’ LAN #H Tk (5 728 & Va7 13 thi#Esns,

() EX=UTqEMEOEH
17 Ay — P =LKL TR BEZR B ECETHLVERL, BB tZ8. HIBR)IZ. FMT_MSA.1(a)lZ
Fo T, ENENOEEERFE ORI AF T HTHIRL Ta,
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FE a7 (A7 Y=/ 027 @IEICiE FMT_MSA3@)ICE-> T, FIH#E a7 B4R L
T=IRE IRV By b D,
ZNORRICVE X 2V T o BERE &L Ti% 4 3% FDP_ACC.1(a). FDP_ACF.1(a). FTP_ITC.1,
FMT_MSA.1(a). FMT_MSA.3(a)Z k% § 52T O.FUNC.NO_ALT ZFEH TE5,

O.PROT.NO_ALT TSF £ EIEROULERE
O.PROT.NO_ALT %, TSFIR#EERDOULE L, LX) T4 DR CEARIM BT I+ 582057
AR ETHD, OV T xR ST EHEFZBTHI2IE, TreoOxiREEii 2080355,
(1) TSF &R RO B
FMT_MTD.1IZX-> T A H, Bl SIMIME R & . K57 404 —, Efbzls wEa—
“'j‘”— ZIK{ZIKIJL‘ HIE@/\ZU ]\W/J‘ﬁ]‘%( ZIK{ZIKNL‘ IJLTZOD/\XU ]\%E%E}_h ZIK{ZIKHL‘ uEODB74’//\?<‘7—
]\]\jjuq:/ﬁ\’@%z Zifﬂinqu@D/???F@#ﬁ??%’?*—‘ E ﬁﬁiuuuﬁ@ﬂ/ﬁ'f‘?f\ﬁﬁ'ﬁ &O\:L“_
Y —FGE T IEOE A MFP B HRE 245,
(2 EHEHREORTE
FMT_SMF.1i2ko T, X2V 7 AHERBIC KR L T 7008 B BRI L JE S CTud,
(3) HEIDFE
FMT_SMR.1 (2X~ T, $riE2Fr R A& 2R 92,
(4) TSFEFROEZEICHEEET v 1V EFHT5
FTP_ITC.1 2L~ C, TOE 7’ LAN #8FH Tik52{5 9% TSF fRi#fE HITRESND,
INHRIRICHNBER X2 U T B ELLTZEY 95 FMT_MTD.1, FMT_SMF.1, FMT SMR.1,
FTP_ITC.1 %4 5Z& T O.PROT.NO_ALT ZEILTES,

O.CONF.NO_DIS TSF ##Z1E B OB~ %
O.CONF.NO_DIS IZ. TSF B IEMO B RA ., B 2T 4 R CE AR BT I+ 58207
AXTR T T D, ZOBX 2T AR R G #ZFEBLT DIV, TRLOREREZ I T 20 E R D,
(1) TSF R IEHROE
FMT _MTD.1 I2k» T, —FIHZ DO AL 2T —RIZktT 2854 MFP 58 & 24 5% — R F]
BRI D0 AR F—Du T AL AT — NI D EEA—/ A= AP — TP
%o BWEE OO AL SR —RIZH T HENEE A— S — S — LM MFP 5 B IZRF 575, B
o7 \Zxt T 28 EE MFP B BEE 720HZFF /975, HDD K 5812 %h 328 /EE MFP B HLE 7217
WZFFRIT 5,
(2) "EEHEREORE
FMT_SMF.1I2XoC, %27 AHERBIC R L T B0 B RRI L FEMES L TN D,
() HEIDFRE
FMT_SMR.1 (Z&-> T, Rtz R ORI HH 2 HERF T2,
(4) TSF REEROEZEICHEET Y NEFHT D
FTP_ITC.1 IZ&~>C, TOE %3 LAN #H TiE5A5 95 TSF &G RILIRESILD,
INBXIRICHEREX 2V T AR EEE L TS 7% FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #iEk 4 5Z& T O.CONF.NO_DIS #FHEHLTx5,
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O.CONF.NO_ALT TSF BB IEROLLIFE
O.CONF.NO_ALT %, TSF MEEMOUEL , X2V T 4 BHEFF CEARIAE T35 8%
TAR R G THD, _wﬁﬁen)74ﬁ%ﬁﬁ>&;@fﬁa“é I, FREOXREZ FEh T 204 ERHD,
(1) TSF RGO
FMT_MTD.1 (2ko T, —FIHE DO AL /32T — Rkt T 284 MFP 45 H & 24 3% — i)
FAFNCHF RS By A/ S AP = D0 A2/ SAT — RIS T BERAFE R —/ S S = CFF AT
%o BHE DO AL XA —RIZH T DN EER A— /S S — L3 MFP EBE (ZFF Al 75, B
Bk A ER MFP & BLE 721 S35, HDD I S8t 0 #iEl /ER 8 E4 . MFP A& B 572
HZHF I35,
(2 EHEHREORTE
FMT_SMF.1 (28~ T, ¥ 27 8RBT L C B B B BRI L i S L TunNd,
(3) HEIDFE
FMT_SMR.1 (2L~ T, FrtEaFF ORI B 2 HEFF T2,
(4) TSF BEIEROEZEICEEET Y2V EFHT5
FTP_ITC.1 (2L~ . TOE 7’ LAN #&fH TiE32{5 9% TSF B G I R#ES NS,
INORIRIZMNBER X2 U T R ELLTZEY 95 FMT_MTD.1, FMT_SMF.1, FMT SMR.1,
FTP_ITC.1 #3E 9524 T 0.CONF.NO_ALT ZEHLTXD,

O.USER.AUTHORIZED FlIf# OB GE

0.USER.AUTHORIZED I, 1E47:F & 72105 TOE OFSREZFI 457200 DX 20T 4R —|hHE
S>THIHEDOHIRE T 5 X2V T 45K T Th D, BlE SV E IR N —7 EOIT AT RPCH>
5 TOE #FIH 35— A HE . MFP FEEE | L RA— S — AW — 2D T, ARREFREIFO B4
ERVE DIRGED X 2T ARV —DBIB LI THD, ZOEF 2T o3t e EZE T H121F, Fid
DX K% T3 DM EE D DD,
(1) TOE FIHRNIHIHZE Z iR FRFET 5
FIA_UID.1(a)& FIA_UAU.1(@)IZL~> T, BfE SRV E Ik N —27 ED2Z 47k PC H36 TOE
ERALLYET DT LT ARERFRFED 5 U LD BIFRREM T,
FIA_UID.1(b)& FIA_UAU.1(b)IZL~ T, B\ p N Foid Ry b —2 D75 ATk PC 735 TOE
ZRIALLDETBHE RN MEP G L F7- 3R — S — S P DA I AR IR EE TRk IR EE N T AL,
— R OSSN RRREY — N — I LD BIRRRE M T b,
FIA UID.2 125~ T, RC Gate iBIE A %7 =—RI2LY TOE #FIFHL LA &3 27 DA AT 78
AL, FIA_UAU.2 (&> T RC Gate DFBIEN T2 5,

(2) FRAFRIEDEILI=FIHZE I TOE OFIHEFFAT T 5
FIA ATDl&FIA_USB.lLJ:oT\ T O E RSN AN DIRFEGPE~DT 7 EAFBAE IS,
FRBFRAEIZ R LI T U CREAH T B s,
FDP_ACC.1(b)& FDP_ACF.1(b)IZ&~> T, #BFEREIC I LT — A I 1T 52 BTz MFP 7Y
r—ar OFIHMERIZIES T, Ui — BRI HFIZ MFP 77U —ra ORI HZEFF AT 375,

(3) BITALRAY— RO N5
FIA_ UAU.7 IZE->C, X=X TFEBRE7 4 — R\ 7L TRIRTHIET, B AL /AT —R DR
RERGIET S,
FIA_SOS.1 |Z&-> T, MFP FELE SERE T DANRGRRED /S AT — R D fe /T, ARIRGRFED /SAD
—ROCFRAA AR 22T/ S AT —RIET OBGRAE T AT 528 Tal A2 /3R — R OHEH| % (K
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2T D, SMBERRET— N —F HET L AMERREE Y — N — DR E KT D,
FIA_AFL.1IZ& > T, RIEFRFEDFEAE KA — E R U7 R HE 2R L T, —ER¢fi] TOE ~
DT 7Y AEFF A L2\, FMEBRRREY — S —38RE Tl AN RRAE ) — N — D% B IR AT,
(4) A zHBTHR TT5
FTA_SSL.3 2L~ T, BfE v Web 7 70 b —E R ENS I FE E A — a7 7T MiF(E
DB LK RE RV BT Web 7T ous A kEa A4 —ta s ToNT 5, TV A —R
TAN=FTNLT 7V ARTA N =B L EHFROZE5E TRICCE G WZEORT A RgEn s
TURNT %, TOE I&, RC Gate LDil{E#& TH#IZ RC Gate LDty arZUlri 5,
(5G) EX=VT4mEOE
FMT_MSA.1(b)IZL~ T, —fiFIHE Orr A o2— —2 LR HEREY ANE MFP EHEH 128 -> T
B, BERERERIIE, P IS L TR EZFF AT LR L,
FMT_MSA.3(b)IZ&~ T, BERERRIA I (RN T 7 4V MEIZER E T D,
L7eio T, ZNDORIRICKNE X 2V 7 BRRE L L Ta% 2 7% FDP_ACC.1(b). FDP_ACF.1(b).
FIA_UID.1(a). FIA_UID.1(b). FIA_UID.2. FIA_UAU.1(a). FIA_UAU.1(b). FIA_UAU.2. FIA _ATD.1,
FIA_USB.1, FIA_UAU.7, FIA_AFL.1, FIA_SOS.1, FTA_SSL.3, FMT_MSA.1(b). FMT_MSA.3(b) % i
%4 %Z&T 0.USER.AUTHORIZED #3EH T&5,
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