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1.  ST#ER (ST Introduction)

AETIE, ST B8], TOE S8R, TOE #IE. 5LV TOE

1.1. ST = (ST Reference)

AETIE ST OFAEHREFCLT S,

Xerox D95 Copier/Printer ZFz1/774—wk

IR ICONTEEHR T B,

Xerox D95 Copier/Printer
HAR: TFa)T18-4yh
N=3v: V1.1.7
178 2012407 B 18 H
ERLE: EXCOVvIAMK &1

1.2. TOE B (TOE Reference)

AEITIE TOE OFANTEHREZE R TS,
TOE (& Xerox D95 Copier/Printer ELTEIET %, TOE [FLLTOD TOE &&/N—JaVTHANT S,

TOE 4 Xerox D95 Copier/Printer
-Controller+PS ROM  Ver. 1.201.1
. o -IOT ROM Ver. 83.25.0
TOE ®D)\N—23Y:
-IIT ROM Ver. 9.8.0
ADF ROM Ver. 13.10.0
BRE: EXPOvOAK%A S

1.3. TOE#ZE (TOE Overview)
1.3.1. TOE#ERIHIUVEZELF1UT1#8E (TOE Type and Major Security Features)
1.3.1.1. TOE ®#&%| (TOE Type)

ATOE [FIT WAETHD, JE-—HRE. TUVA— e, ATvF—HEEEF T3 T I EEH(Mult
Function Device B&#i MFD)T#% Xerox D95 Copier/Printer (LAB%., BICTMFD JEEET) TH
%, TOE &, MFD £k %, TOE LUE— MEIORERY FI—D EERNIXET A, Y3a770—.
HRRYDA TOE BET—H(TSF 7B LU LF1UT/BEENT T IEE BN R ETIHDIE
SEBEETOPIINCLRBETIOREICHIGTIHATHS., Fz MFD [CLNLESNT#E . RE
N=RFTAADERECERINIXET A, RAFHANET IZTELBRENORETILHDOHEEED

TOE [C&EN D,

1.3.1.2. TOE m&gefEAI (Function Types)

Tablel [C TOE MR T IR MDHAETERIEECR T B,

-1 -
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Table 1 TOE 4Rt S AEL HE AEFE R

HeReFEA TOE W19 244k
RVEIRIVEEE
-CWIS #8E
-OE—#EE
YN

POVERS 15

- A¥ v —H4EE
ESTEPESV -
N—FFAADERT AL EEHERRE
N FFAADERT ARG S LA
-1 —FREIHEAE
VATLEBETT )T EEREE
T¥aUT1HEE HAMY—IV I TR VIR AR
XV TAEEOT A

CRERY FI—DT—H{REHLEE

‘B2 TAMERE
AVTAA—=3av70—tFa)T4#EE

- TUVA—EEERFE AT BHICIE. TOE AD—EFIAEDIA 7Y MBSV I ATLEEEDFM7 U
[ZTUVB—= R4 NDBA VA= ENTNBZEN L ETHS,

- - -FREIREREICIE ARRFRRLE A EREREL D 2 FEFEDFRRE A RXABN. B FE(CLD TOE (FEBLHD
REAXTENMET D,
AKSTHTIE. CO 2 FEBHEDRIA A X TEMENELDIZSEBAREEIND, o, HICBARELTEES
(F. EBLDRAARTLRIVEIMEZ TR EEEEKT D,
SVEREREE A ZIC(E LDAP F2EiEE Kerberos FREEN $HB M. Kerberos FREEDIG&(ICFI A& KX EIEL
TSAATLEEEIER) 2SR EI 3581 LDAP Y —N—t b ELE S,

1)
- A TOE 0 USB Uy M1RBEATVavFsHEDHERICEENTIVEL, #-T[Store to USB]E
[Media Print]ORAV R4 SRILICERNEL,

1.3.1.3. TOE MERZETELF1T1HRE
(Usage and Major Security Features of TOE)

TOE 0EBFERZEELUTICRT .

- JE-HERECIRAE) SRIVBEREICED . BRI oD — M FI A E QR RICHEL. IIT TRIEZHHA
& 10T LNENRIZEIT. FEIAE-BBEMEECLTHREHNAT -0 IOT AOHIRIERFRE., HLU
BHORKRENAIETHS,

- A—REROEHEOIC-NIERSNLIGE . IIT THRMANZXET—4SE. —B MFD OREN\—
RTAADEECEESN., FEEMHKE., AEN- T/ ADEENLHH HSNTHRIENS,

- TUUA—HEEICID. RIREDIM7Y Mo ESNIEIRIT—5& 71 IR—ALTHIRIT .
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- CWIS ##EICED. MFD [CR LTAF v —HBEICENAF v LT BRINYDAICH SN X ET—
NeRREDIATY MOEDHT,
SHICVATLEEER, Web T5UFEELVMFD [CX LT, TOE RET—R(TSF F—3)DHERPE
EHZEIT,

- AF v —HEECIRVEIRIVEEBEICED., BRI DRI AEDIERICHEL, IIT TRE\ZFHHAH .

MFD OREN— FTAADE BN BRI AICETRT B,
ERSNEXET R, —iR#I%G Web T35 EEALT CWIS hMoEDH T CEL ATRETH S

© FYRD—DAF v RELIR IR IR IVBEICED . BB SR DRI FAE DERICHEL IIT TRIEE
FtHIAHEIC MFD [CRESN TR IERICHST, FTP Y—)\— SMB ¥—/)\— Mail —/)\—AX
ETHDEEETY

TOE BLLTOEF1UT B ZIRIET S,

(1) \—FF1ADERT I LEEHEHEE
IE—. TIVA—BLUAFv T —F DR EEEOBEER. N\—FTAAVEBCEBSINLFIAZH DX
ET D LEFHEETITOHEETHD,

(2) N\—FF41ADERT—IESLhkEE
JE—. TIVA—BLUAFv T —F DR RO B ERF PR IERBE R ERF IO\ — FT1ADEBICETES
NEXET—HDIESILEITIHEETHS,

(3) 1—Y—REIHEEE
HFA SNIAF EDFIFABE LT TOE ORERE AT EREIFLEILDIC, BIENRIVELIE.
CWIS hp1—H—ID &1—H—)IAT—FE A HSBTH AR THHEETHD,

(4) VATLEBECX1UT BB
BENRRVFZRIATLEBEDZATY Mo, BAIBLUREESN VAT LEEREN, TOE DT+
IUTAHEEICAAT AR EDSBRELUEREZVATLEBREOHNMTASLOICTIHEETHD,

(5) DAMY—IVIZTIEEFIBRHEEE
NARR—IVIZPN TOE DEF1UT/HEREICAAT IR EDSRELIUVEERETCERCI I VATLE
HEDERTEWEETHD.

(6) EF1UT1EEEOTHERE
WD, BN, EDLIBIEEEITOENELVIBRPEZGAAV MHIASEEPERER. -1
ERE )R, BIELERT BT DIEETHD.

(7) AERYRI—DT—H{REREE
RERYII)—DEICHFEETIXET S, J3770—  BRRYIA, tF1UT1BEEOIT-ABLU
TOE 8 ET—3(TSF T—R)ELWIBIET—HERET I THD,
— BB EE S1E@EF0 ML (SSL/TLS, IPSec, SNMPv3, S/MIME)ICx T 3,

(8) AVI7AA—av7O—tFa)T14EE
SHERA VA=D1 —AERERRY FD—DREAICH TR AT SN B LES EHIR T3 8 THD,

(9) BCTAMEEE
TOE ) TSF £471— FBLU TOE FRET—R(TSF T—R) DL M ERII T 27O DHERETH D,
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1.3.2. TOE #|ARE (Environment Assumptions)

ARTOE [, ITHBELT—RIIBRIBAT1AIL, T7A 704 -V BETHERY I -DDEB BN HIRES
NEREBRYII-DELIVRAEBED A7V beEBSN TRIASNSEFEEEL TS,
TOE 0BETSFAREER 1 (BT B,

- -

I
—IRRIREDSATVb ! . e
. . |
| mtcally . [ — BRI AEDFATU

-Web 75

i :
— BRI I7{7 | FYUR— k54 )5—

usB

g} TOE
Y27 LERE SN Zee
S ’ =]
A ZAT2L NI | - 7
YATL | -Web I3 —-- —
HEE =

A
[ Mail 4—/{—
s
[ sMBH-)-
[ LDAPH-){- ie
[

—

Kerberos #—/\— —RFABE HANY—  IVATL
IVIZ7 BB

—

1 TOE 0B FET3FAIRE

1.3.3. TOE LS DON—FII7#EREY T o178 (Required Non-TOE Hardware
and Software)

-1 [TRTFAREOHT TOE (& MFD THY, TiLd TOE USNDN—FIIPHELVVI MIIPhiFE
"9
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(1) —M&RAZBIZMTH
N=FII7FAAD PCTHN, TIVA—RIANBA VA M=ILENTEN. MFD ICH LTXET 40T
DY MEREITICENTES,
Ffo. Web 7505 &HRALT MFD OAF v+ —HEEICED AT v LEXET - ADEDH LEKREITI,
F—REFIRAEN MFD [CEERUVZRBRYIADRYDAL TR, NAD— R POEAGIR. BLUXE
DEEHIRIEEDRELEENH KD,
USB TAO—HILEHFESNTVBIEE . TUVA—FIA NI VA R=ILENTED MFD [ LTXXET—
BDT)Y MEREITICENTES,

(2) YATLEBEDSATIF
N=FII7IZAAD PC THN. Web F50H&#ERALT TOE ICxt LT TOE FRET—2(TSF 7—43)
DSBPERZITIENTES,

(3) Mail #—/5—
N=F917/0S [ZRA®D PC FEFH—N—THN. MFD [FA—-)LF7ORIVERWNT. Mail Y—/\—¢&
XET-HANEZEZITI

(4) FTPH—)5—
N—=F917/0S [ZRA®D PC FEH—/N—-THN. MFD & FTP ZORILERWNT, FTP H—/\—(C
XET-ADEEEITI

(5) SMB #—/{—
N—=F917/0S ([FRB®D PC £(EH—)\—THN. MFD (& SMB 7O FJILEA VT, SMB H—)\—I(C
XET-IDEEEITI

(6) LDAP #—/{—
N—=F917/0S ([ZABE®D PC £IEH—)\—T&N. MFD (& LDAP 7O FILZFHVT, LDAP H—/\—
WMo R R EHRDEGEEIT). FERAERZNELTO SA BFHRZIMFT 5,

(7) Kerberos H—/)\—
N—=FH17/0S [ ARAD PC FzEFH—/\—THN. MFD (& Kerberos 7O FILZALVC. Kerberos
F—N—H oA R ERDIGZEIT Y0 o

(1). QO—&FNEEIFAT7V eI ATLEEBEDFM47 Y D OS (& Windows XP, Windows
Vista. Windows 7 £93,
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1.4. TOE &t (TOE Description)
AZETIZ. TOE OF| AEKE]. TOE OREREEHE. BLUMBMEEREICOWTEEHRT S,
1.4.1. TOE E:ENFIAEREE (User Assumptions)
A STT.TOE[CRULTEETSFIAE®REIZ Table 2 [CEEiRT B,
Table 2 TOE W' #EE 33 FIAE&E
Designation PP Definition &
U.USER Any authorized User. FAFEICEZETD,
U.NORMAL A User who is authorized to —RFAECEZETD,
perform User Document Data TOE hR#t 9 %I —HRE.
processing functions of the TOE. | 7UVA—1#8E% D TOE HHE
OFAE,
U.ADMINISTRATOR | A User who has been specifically | YATLERE (KW EEE
granted the authority to manage | & SA)ICE%%T 3,
some portion or all of the TOE and | TOE ®YATLEEHE—F
whose actions may affect the TOE | Tz EBEITOZHD4FHI
security policy (TSP). BHERZHFOFIHAAT. TOE
Administrators may possess DEENRIV, LU Web 7
special privileges that provide Y EFEALT, TOE #3%
capabilities to override portions of | DENMERENDSHR/BH. H
the TSP. LU TOE t¥1)T1H8E5%
ENSB/EHETI,

TOE Owner A person or organizational entity | ##OEBEEFICZET D,
responsible for protecting TOE TOE#EALGERT %%
assets and establishing related DEREBF-IEESE,
security policies.

HAMNI—IVIZ7 - NAMR—IVIZTPERADIY

A—J1—AZFEALT. TOE
DHBREMEREEITOE

1.4.2. TOE mim¥ErIEEE (Logical Scope and Boundary)

TOE 0iREHMEE I TOTILDEHEETHD,
2 [CTOE MimEHIERMEECR T D,

-6 -
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& 222 A 5 ]

—RRFABDIFITUE (WebTF0H, TUVA—FIM )

- VATLEBEDIATVL (WebF30Y)

-H—N\— (FTPY—/\—, SMBHY—/)\—_ Mailf—/)\— LDAPH—/)\—,
Kerberostt—/1—)

—RFAE. VATLEES

A

TOE BBV RE

-CWISHgE

-JE—#8E

- TR - RE

s AF v —HEEE/ RV DD AF v U RE

“N—FTFAADEBT I L EEHEEHRE
Input ‘N—RTAADEET SIS Liae Output
Channel(s) - 1——FREE A RE Channel(s)
- VATLEEBE X1 T/ EEREE

NANR—TIVIZ PR EFIRRERE
X1 TAEEOT R

-RERRY FO—DT R REEWEE

AV TAA=ayIO—tF1 T HEEE

-BETAMERE
User Data TSF Data
User User TSF TSF
Document| | Function Procted || Confidential
Data Data Data Data
WNEN— RTF1ADEE/NVRAM/SEEPROM

2 MFD AQ#& 1y be TOE DimIEAE F

Channel [CIZATOD 4 20341 THH3,
a) Private Medium Interface
BHOFAENREFICPIELATZEDTERVMEERILPO-DII1VE—T1—2,
b) Shared Medium Interface
BHROFAENRFICPILATEENTEZRY NI —DFEDIVA—TI— A,
¢) Original Document Handler
N—FIE—® User Document Data % TOE [CE5iX TR AN s
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d) HardCopy Output Handler
User Document Data &/\— FIE—T TOE OSMIERETEIANZX L
1.4.2.1. TOE MR TIEKRMEEE (Basic Functions)

TOE Z—#&FIAFICK LT, TEE Table 3MLIICIE—1RE. TUVA—HRE. A vF—H#HE. XV D
—DAXvUBERE. BAERIVBEBES LU CWIS #AEZIRIET D,

Table 3 TOE QA AR#gE

HRE M=
JE—Hae OE—HEReEE . —RRFIAED MFD ORENRIVDOIERET S ECED, IIT

CR¥EESH RN 10T NoERIEITOMAE THS . FLIE-BEMAELLTE
HART—A0 10T AOERICER &R, SLUEHNRRENATRETHS.
FERFESNCHRBRYIANDIE-XET -, R—-JHIBR/ & HEA/X
ECHOWmENTTRETHD,

Rl —RROEREHBOIE-IMHERSNEIZE . IIT THRARAVIXET 4
(&, —B MFD OREN—-FTAADEEICEFSN, f5EEHE., RE/N—F
TAADEENOFHH HESNTHIRISND,

TV —HHE TUU5—Hael . —RRFIREN—RFRBEIS(TPV DTV METET D
EFNRIT—3D MFD AZEESN .. MFD REDRIT—3&#EHTLEY by T T—43
(CEH(FAVR—X)LT, IOT hoENRIZITIHERETH D,
ENRIlT—2137)08— 54 1\&r LT PDLICE{ELTES A iEE CWIS Ho
XETPNVEERIEELVGES A ENHD,

FETVUA—HEREICIE, EHE IOT hoEIRZITOEETIV b EVvIvTT—
SE—BFRICRERN— FT(ADEECERL T, —RFIREMEE) RIS
ENRmITE R & LIZRE R C IOT D oERIETIEE TV M5,

AFvF—tAE. AFvF—tEEEE . —ARFIAEN MFD OIREIRIVDBIERET B CEICED.
FYRI—D2AEvUBERE | IIT CTRBERH TN, XET - AELTREN-FT1AVKEICETET S
Thd,

ERENEXET A, —BFREBEN—BRFIBEDIM7Y MeE>TCWIS
FEREICEDERDH T CENTED,

FrRxYI—D2AFrUEEIX MFD (SR E SN TS IERICHST, —HZFIA
EH MFD O#E R pIRTEEGH RDZICEEMIC— T AE D7
Yk, FTP #—=)3—_ Mail #—/5—, SMB H—\—AER1X T 3EETHD.

1B 1E) LI RE B1E SR RE — R RIRE, VAT LEEE, NANI—IYIZ7H MFD
DBAEERIRT BLHOBEICBER L~ —{ VI —TI—AHEETHD.

CWIS #8E CWIS 83, —RFIAEN—BFAEDSMTY 0 Web T3 FEA LT
BT BIAETHB. |

FVATLEERER, YVATLEREDIA7V D) Web T50YNHYAT L
EBEENDIDENAT—FEZASLTMFD ICREEENSE, YATLEEE TS
VT4 EEEEECED TOE BRET—R(TSF T—R)[CPDEALTT —H&E#HT
BIENHED,

-8 - Copyright® 2012 by Fuji Xerox Co., Ltd



Xerox D95 Copier/Printer ZFz1/774—wk

1.4.2.2. TOEMR#ET2EF1UT(#8E (Security Functions)
A TOE GRAFICH LT U TFOEF1UTIHEEFIR LTS,

(1) N\—FF1ADEBEBET I LEEFHERKEE
REN—RFTAADEBICETBINDIXET AL, FIANE T UTHIBREINIBRICE B IFIRE(THEI
BrEN. BESNEXET B REBHIBRENGD, COLHAEN-FT(AVEE LICFIAZEH X
ET7T-REVTEREFLLIREEICES, CORBEZMAERTBEHIC, AE—HEE. TUUA—1EEE. A¥v)—
BERE. RY M) —DAF v UBBED V3T TRIC. REBN\— RFAADEE(CERB SN RBZI XET
—RIHLT, LEEFBEEET.
ERRICMAT, VATLEBENRE UEBLFLEII_a7IIE R CERXERHIBRLTLEESEE
3 5H#HEE(On Demand Overwrite)£1249 3,

(2) N—FTAADERT—HESbikae
REBN—FTAAVEE[CRFERRNYIARNDXE T -ADLIICERNA TSN TEEDE(TET 50D
%, COMBEZRRRT BIHIC, -1, TUUR—HERE. AFvF—HEE. RYMI—DAFvUikRE

==

ERF PRI AERERCAE N - FT/ AR EBICERINGXET SO SLET,

(3) 1—Y—-B5EHkAE
TOE (&, BFRISNIARFEDFIABELFIC MFD D REEFE AT HHERZTHTZBHIC. BE) IR,
BLU CWIS Ho1—H—ID E1—H—-)N\AD— F2 A NSETHAIRIL T 5 EZH T 5.

FEED RN LIZFIREOH W T LD REZEE AR 6EEB 5.
a) KRR THIEISN D HERE
OE—-HEEE. AFvUEE. Ry RD—DAFvUikEE. B RYOAIREHEE. TV 1EE(TY
V8= FSANTORELEEDREN KM THOENRIEFICIRME) SRV TEREET )
b) CWIS THIfHSNSHEAE
EHKEOR TR, VaTRE-BEORT. BERNYIANOXET—SHH U#EE. 7710
HEICLDTIY Miae

TFI)THEREELTOI - BRI AR MBENEROFMAZCBNTELTREN-FT1AD
BRERNOXETHEFEICHHHTCEMCHEETHD. LREDFRECLNFEHSNIHEETD
KRR RID SRS BI5 S DEIRT VY MERE(TI1RX— MUV MERE) B SUBRRIR VD AR
fEtknE

-CWIS 1ofZGE T 3158 OHRINYDANODXET —HEH U RECRERINYD 21 EE).
CWIS hoDT7MIVETEICLBETET )Y MERE(T 1 K- MUY MERE) I e F 1T HBEICER ST
3o

TIAR— TV MgRe, BRIRVD AR, Y37 70— EEDREEN—%K 3 ([CRY,
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FABEDDIATVE

TUUA—FA I Web 7594
(1—Y-ID &E&E) (CWIS)

e S

J37 70— =i

_____________ BRERYDA

1BAENRIDDERR

!
\ ET] /

B 3 T5AX-bTVY bEBRRINYDANEREE IO~

TIAR- T MERE(BIRTY MiaE

MFD &l 754 R= IV MR FIORFEELIISS . MIRENFREISFATY OTIIE—RAN
TR BEEZHRELSY MERETSE. MFD [FENRIT—A%ZEY by T—AICE#(FIVIR—X) L

TIFHAR=FTIVbeLTA—Y=ID CECHTEULTREN-FTAAVEEIC—FKEET .

Fz CWIS ho1—H—ID &/SAT— FeA AL, FBERERICFIREI M7V RO TP/ IVEEICLNTY

VMETRZTIHEELRERICI—T—ID JeDTIM R TV FeLTRERN- RTAADEEIC—FE

B"Ens,

FAZBR—RBEINLCTVY T —HEHERTBIHIC. MFD OEE SRV S1—H—ID &SR0 -

FEAAL, BEEENSED—T—ID (SR GLETUY MFBDUA M ThR TSNS, FIAERIDUA
MGENRIFE TR FEIEHIBRDIE RO RIREE 3B

HERND AR ERERE

3 [CRBRENTVR IIT MoBERYDACAF v T B LU IE—T—REE N T HEN AT BE
Thd.

AFvUT—RFLEFIE-T-RERBARYIAICEMNTBICE, FIAEHN MFD OEFE/ IR —Y
—ID &1-Y-)SAD—-FEANSET, FBEESNBEIE—HEES LU AT v U REDFI AN ETREICEN.
BRIV IE-BRILBE AT v UIETRETHIECLN IIT HEFEZHA B0 REN—FT42D
RECEETS.

FFeniz1-Y-ID CtnEABRBRRNYDAL, FIRBENEERIVEZIE CWIS hod1—H—-ID &
NAT—F2AANT3EMFD FREICEFSNZI—TF—ID &AAT— FR—TE0EFIvoL. — ¥
LEiH B DH BEEN I URYD AR DT — &R T et I ReCis ). Bt L PHIBR. fRR DR 1E
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MR BEETS B,

J3770—H#RE

J3770-tld AF v XEREEITIZHIC. SMB/FTP Baik | A—LEERED, T-IDEIES &
[ERIEXEBE—ZEONEBOFTN(FIE)E., HohUHHRICRELZLDT, ERMBEREEHFICER
EE-D

J3770-(ERE) I EOHERRVIALEFZT(FHIET, BERVIAILKET - ShEMSNE
KR CEERICECE N EN RTINS MAEL . BRRVIAICEENLXET HERRUTESE
DIEEIETRT SHAEERITT I ENARETH S,

(4) YATLEBECT1)TEEEAE
A TOE &, B3 EDFRABENFANGERERFLEILHIC, VATLEEEE-FADT7IERAEVA
TLEBEICOHCHIRLT, BEESNZIATLEEEDHIC, BENKIDOTEOTF21UT(HERE
DSREREEATOEREHFATT S,

s N—RFAADEBERTHLEEFHEBEDSBERTE

- N=RFAADERTIES{LHEEDSBERTE

- N=FFAADEETAEEILX—DRE

s RENRIDLDFREIRFD)SA)— R A REOS BERTE

- BHEEE IDENAT-RORTE HBEEEDHATEE

- SA. — &R AE ID OSRBEFRERLVFENRAT— RERE  NMAFRELFFOH
- VATLEBERIAXRBICLSI TV AESHEEDSBERTE

- A—Y-NAT—R(—EFIAEE SA)DXFHAIRKEEEDS BERTE  NAZRILFRFOH
- SSL/TLS BIEEENSREERTE

- IPSec BIEHEENSRERTE

- S/MIME BEHEENSBEETE

- On Demand Overwrite #EENSBERTE

- 1-Y-FRAEEDSRERTE

- ERTIVMEREOSHREETE

- BfY. BRIOSRBEERE

- BENRRIVA—MUTHEEDSBBREERTE

- BE2TAMEREOSHRREETE

- UiR—MHOBREDSRERTE

FAR TOE BYATLEBEDIMATY Mrb Web 7508 &iEUT CWIS BEEICEN. BBEISNE VAT
LEBEDHC, CWIS #EEICIN T ROLF1IUT(HEEENS BER EEITOEREH AT,

- HWEEE ID EAT-RORTE HHEEEDHAEE

- SA. —EFIRAE ID OSRBEFRESLUVNAT—FEERE  KARIFOH

- DATLEBERIRRICLI TV AIECHEENS BERE

- A=A R(—BRFAEL SA)DXFHFHBBEENDSRBERTE  ANMREIFOH

- BEBEOTHKEEOSHREETE

- SSL/TLS BIEHEENSRERTE

- IPSec BIEHRENDSRERTE
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- SNMP BEHEEDSRBERTE

- S/MIME BEHEENSREETE

- X.509 ;EBAEOERL/7yIO— F/Hova—F
- On Demand Overwrite #48.DSRBEHRTFE
- A-Y-RAEEDSBERTE

- CWIS #— M) T7HBED S BBERTE

(5) HDAMNR—IVIZTEEHIRRIERE
A TOE G, hAMNR-IVIZPH(4)DYATLEBELF1)T EEHAECHATIRENSRELY
EENHELGWELIIC, BBEESNZ VAT LE B EDH (CEERILE CWIS o DA -IVIZY
RAEHIRIERED A 2/ DS REREEITOHEREHF T TS,

(6) tFaUTAEEEOTHRE
A TOE &, L2, 3D, EDLIBEREITONELIBZRPEERGAAY MBI EEELIEREE,
I1-Y—1RERE) e, BIFCETILHOLFIUT(EEOTHAEEZRIN TS, COMRBRRIATLE
BEDHFIFATRETHN., BB LAEHTOHIC Web T530HZRUT CWIS [CEDATREEDDTF A+
TPAIVTHAIYO—- RS BENTARETHS. YATLEBENCFIUT(BEEOTT-AENIVO-FT
BIEWHICIE, SSL/TLS BENERICRESN TVBINEG LI,

(7) AERRYRI—DF—R{REMEE
ATOE . RERRYMI—D EICHFETINET A, YaJ70—  HEBAVIA, EX1)T(EENTT
—ABLU TOE BFET—A(TSF T—A) LW IBIET—HERETILHOUT O— ML RES L@
E7O U ET B,

- SSL/TLS 7Ot

- IPSec 7Ok

- SNMPv3 7O rJ)L

- S/MIME 7O k3L

(8) 1V 74*A—=Yavon—tFa)T1HHE
A TOE (. 5V &4 VA=D1 —AEREBRY FI—DRICH TR H R SNLGIVEIEEHIR T HaEEE T
%,

(9) B TAMERE
A TOE [, TSF RTI-FBLU TOE FRET—H(TSF T—R)DEE MR T IHDEZTAL
HAEZEITIHENTTRETHS,

1.4.2.3. EF1)T1HEEERNICTILHDEETE (Settings for the Secure Operation)

1.4.2.2 DEF1UTAHBEZ BT BTMICVATLEEEI TOE ICUTDREET S ENBETH
%

o N—FT4ADEBERT A LEEHEMAEE
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[1 E]HBWM[3 EICERE
N—RTAADERET - FESLikeE
[BR]ICRE

ARSI DL DFREERFD/ VAT — R FATE RE
[BR]ICRE

VAT LEBERIEXRMICLIEZ PO AER AR

[5]EICEETE

SSL/TLS B{EHRE
[(B#]ICERE

IPSec @ {EHHE

[(BE%N]ICERTE

S/MIME @ {E#5E
[(BXh]ICERTE

On Demand Overwrite #g&
[BR]ICRE

1Y —R5EHRE
[AREREE | E (R[S EREREE] (3R E
EETUU MEEE

[FAR—= TV MCRTFICERE
Z— DU

[(BEXN]ICERTE

EEENTHEAEE

[BR]ICRE

SNMPv3 @ {EH##E
[(B#]ICERE

NARR—I VI 7R EHIBAE
[(BE%N]ICERE

B TAMERE

[B%h]ICERTE

- 13
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1.4.3. TOE m#p¥Em&EE (Physical Scope and Boundary)
A TOE OYEMEFHIIEE KSR THS, B 4 (CMFD ADE 1=y MERE. TOE O IEREE %

EREUNE RS
«— | — MR AE
: : AARI—TIVI=7
ADF _
AD,;\ 3 N FFAR : ] AT
S UDERT-5 1 8 ||| NVRAM || — BRI BEDIFATY
Aol X 1 EEEEE | =41 Mail &—/)\—
ot L B Rien 2 e FTP 51
_ D Ty 7 eieielelsiniriet E 7":77 X @l i SMB #—)\—
o e i at N N— I‘j_"fj\i : VIZTE : LDAP H—/){—
IIT I:::::b:::::I WDEBET- 1’E%ﬂ|}ﬁ*§§ ! — Kerberos #—/\—
TFiesime e L 1| SEER |G
PO IITR=F | L5 ;(_jj%ﬁa | § — BEEEUCE ’?TJ.
T ([ e | oA EELTR: =i [—BAmEsA7L
: || |IROM SSCOUR B U0— 258 St ] | D (USB)
i CWIS |ia1UT/#8E: ~---z7-55|| DRAM |[=]
: | Mg » ! :j—__-lj-_ul- !
== 3 Lol EEMgEE
g ETRER ey
| imEa) | AEAE]
IoT | |- R R
IOT iK— K| | A, D e o PREEMREE
,I,\%TM Controller+PS ROM
| CPU | e
4 TOE %
REBN— RTAADEE

4 MFD Q& 1=y & TOE QY3 i & B

MFD (Z3Y bO—5R— R, IIT. IOT. ADF LU ENRILDDIER NS,

IV bA—ZiR— FHRENRILOREIE . FIET—3DBEZITOINEAVA—TI—ATHEBTIN TS, F

Jv bAO—ZiR— RE IIT iK— RO, BLUAY FO—FiK— RE IOT K— FORIE . XET—ABLUHIET
—RADBIEZITIEHD. EROAERA V- JT1—ATHEHESIN TS,

JvbO—5R— K&, MFD OJE—#8E. TUUA—HEEE. AF v —HEEOH B LU X1 ) T 8D
HOEIFFEMRTH., 2y MI—D13—TJ1—A(Ethernet), =AM V3—J1—A(USB)&#5, IIT
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R— B 10T iR— FHERE SN TS, 705 LI& Controller ROM [CEE&EN TV,

B A AF—IFIL(IIT)E., 6=, AF v —HEEOFI AL, FREHAAH. BRIEFHREIY MO—

SR—RABLETRANT M ATHD, TOTS LI IIT K—FRD IIT ROM (THEHFHIN TS

E{&H A5—3FH)L(IOT)IF. IV FO—3R— FhoERE SN B ERIEHREH N TET /)M ATHD. TOY

S LI IOT In—FR® IOT ROM [CHEEFH SN TLVS

HEIRFEEDEE (ADF)E. RiEEBEERIICIIT (% T3T M ATHD. FTOYS5LIE ADF iR— KR
M ADF ROM [CE&EHIN TS

BAENRIVIE MFD OOE—#8E. TIUA—HEEE. A v —HEEDIRER LU EICRERIRIY ., 5V
T B9F RN TAATVI D EREBEEINL IR THD,

TOE 1M NVRAM EREN— T4 ADKE IS LA RETII G LVERIE A TH S,

4 347® Channel [$ TOE f TTFEENHE LT3,
e Private Medium Interface
##4E) RV, USB
¢ Shared Medium Interface
Ethernet
e Original Document Handler
IIT
e HardCopy Output Handler
10T

1.4.4. 544V (Guidance)

A TOE ZHBH T3 HAIVAXER L TDEENTHD,
e Xerox D95/D110/D125 Copier/Printer User Guide
e Xerox D95/D110/D125 Copier/Printer System Administration Guide
e Xerox D95/D110/D125 Copier/Printer Security Function Supplementary Guide
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#&F3k (Conformance Claim)

2.1. CCi#&ZE (CC Conformance Claim)

A STHLUTOED CCHEEERIE, LTOESENTHS,
STETOE H#E&AEERYT S CCDN—Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (July 2009 Version 3.1 Revision 3)
Part 2: Security functional components (July 2009 Version 3.1 Revision 3)
Part 3: Security assurance components (July 2009 Version 3.1 Revision 3)

CC Part2 extended [FPT_FDI_EXP.1]
CC Part3 conformant

2.2. PP XEiE./\wr—YZEsk (PP claim, Package Claim)
2.2.1. PP X3k (PP Claim)

A ST &,

Title: 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
Version: 1.0, dated June 2009

ADFREEEEZERT D,

2.2.2. )\w5—3JEiE (Package Claim)

EAL3 [C ALC_FLR.2 ®;BH0(EAL3 augmented by ALC_FLR.2)%#FiET 3,

7= PP SRk ;&R el 8Efs SFR Package WA, D/ \Wwh— %/ \wh— Y& (package
conformant)eLTEET %,

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational
Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational

Environment A
Package Version: 1.0, dated June 2009
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Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and
Retrieval (DSR) Functions, Operational Environment A
Package Version: 1.0, dated June 2009

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface
Functions, Operational Environment A
Package Version: 1.0, dated June 2009

2.2.3. #EEIRH (Conformance Rational)

A ST (&, 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
[CEBiR &N TLVvd Common HCD Functions & Print Functions, Scan Functions, Copy
Functions, Document Storage and Retrieval Functions, Shared-medium Interfaces
Functions Z#8# L L T— &b REZ B MU TREB SN TLVS,

7K ST [CHhd TOE OFERNE. AE— 1L, TUVA—HRE. A v —HEEER T3 T JRIEEH(Multi
Function Device B&# MFD)T®h. PP @ 4.1 Typical Products (Ci2at &N TL\3 Hardcopy
Device ERIZETHNERKEEZTLEL TS,

FETRICRTOCEFITREEE. tF1)Tx KA., tF1)T1EHT PP B L CERike
nTa,

PP TRELCLSETOER/OSP/AHRFHENBEEEET(C5IASN TSN, BMOER
/OSP/RTRSF MGV CENHE BL/OSP/RIHRE ML PP DL F1UTAREERDAT— AV bEFE
EThb.

PP TREL TS ERIREDX KA EH DA, OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED ZHIBRL. TOE O3 KA #EL TS, ZDMIERBELEE
BFICEIASNTHI. BMNDERRED KA HEBLVIENERRED KA, PP OEF2
UTARRAEHDAT— AV FERIF LT OFIRTHS.

PP THRELTSETH TOE DX EAHDPNBEEEET(CEIASNTHN,
O.AUDIT_STORAGE.PROTECTED. O.AUDIT_ACCESS.AUTHORIZED. O.CIPHER %i&
MOz KA EHEL TS, O.CIPHER BFREN-RFTAADEENDT -IDEESIETHI., thDdx KA
BRI LTHENFEEEAB, TDMBPBREEELTICSIASNTHD, TOE D F1UT13%K
AEHE, PP OEFIUTAHERATHDOAT— FAY EDFIRAITHS

PP T#RELTLVS SFR & ST TEALTLVS SFR OBE{&% Table 14 [LSRLTLV,

CCT& R0 SFR RO M. SFR MEMABERRLTLD,

Common Access Control SFP DX ETF—ANEFFIREDEMIE. PUEAEH SN R AEIC
HIFRLTHN. FDP_ACC.1/FDP_ACF.1 (X PP LNHIBRAITHS,
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+SMI DEF1)T1BHEREZRL TG, FPT_FDI_EXP.1 DX ZHIR T 3 DIRERFE
LBzt PP DEREFF THD

D.FUNC 075t A%!{# SFP Mgl D.FUNC OERREZFRICEAL., PO AZEF RIS ZRIAEIC
FIBRLTHN. FDP_ACC.1/FDP_ACF.1 (& PP LDHFIREITH S,

PP TIHREL TSt SFR [FERERF THN., 181D SFR (CED, TOE ZLDHIRAIICLTLVS,
COZEICED. AR ST M SFR (& PP O SFR LDHFIRAITHS,

i@, & ST Tld PP O SFR (S LT, BIRE A EIREH L, TOBIRAREA 3D TR LTS,
TDERAEL PP DERLTCVSABRZEECHRLTLVD,

FLRRICEMTER D 2R EH L. Z0EITREE PP THREE LTS ALEHTI3UYD TR LT
%o

PP TRELTVS EF1UT X KA ERMDA ., P.AUDIT.LOGGING Dt A &t
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED %
O.AUDIT_STORAGE.PROTECTED, O.AUDIT_ACCESS.AUTHORIZED [CEZ#:ZT\3,
#7z T.DOC.DIS & T.CONF.DIS Ox%& A &t O.CIPHER ZEML TS, ZOMEARTEZERH
FICPPDERLTVBINBEEL B U THNRIESN TV TEZRB LTS,

1T R E M RIML, ERBAE B AREETRB LTS,
BNENT TOE 3% #t& SFR [CEILTIEMDERBAE L TL\S, EDAth(E PP DERLTLVBREE
SRk L THIREESN TV CEZRCR LTS,

PP THRELTL'S SAR [FNBZZEETIC PP DERLTVSHNBETLHRL TV,

#ICA ST 2600.1, Protection Profile for Hardcopy Devices, Operational Environment
A ICEHIEEE LTS,
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3. tFaUF1EERETEE (Security Problem Definition)

AETIE. BE. BEOtF1UT A E. AHRFHICOVNTEERT S,

3.1. #&RL (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
& TOE HRH#T 3 & E LU TOLHNTHS.
Table 4 FIRABT-HICEATIREEE

Designation PP Definition BRMGREEE &

D.DOC User Document Data Ja7RBOLHICE | FIAEFEHN MFD 26—, TUU K,
consists of the information | #EI3XET—A AFvVEDHMTHRATSCE
contained in a user’s BUNEPEE. EETV MO
document. This includes the WICAEN— FTFAADEEIC—BF
original document itself in BICXET-INEEIND, F
either hardcopy or CWIS BREICEDFIAEFEIZM17
electronic form, image data, v Mo MFD OB RYDIAIC
or residually-stored data EENEXETHAORNEL
created by the hardcopy WAE[EETH B,
device while processing an | YaJUEZOFA | FIAEN MFD 236—. A¥vY
original document and FHXET—NH ZFNHWTHRAYTSEEZRLE
printed hardcopy output. PREIE. BEFET)Y MOTZHICHER

N—=FTAADEEC—FFRIICX
ETF-AINEESN, VaTOET
PErU L EREREHIFR
TINT—RIEFET S,

D.FUNC User Function Data are the | ¥3770— AF VU XEDONEZITIEHIC.
information about a user’s AFvF—BRERBOPEMRIF—Y
document or job to be v, TRDEIE S E/ERIELT
processed by the TOE. E—ENNEDFRN(FIB)E. H

P UhHHSRICERTE LD,
HERYDA REBN— FTAADEEICERRE
N, AFvF—HeEb LU -1
BEICENFEH AFNEXET %
ERTREBEMALGRYIA,
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Table 5 TSF F—AICBAT3{REE =

Designation PP Definition BRMGREEE i R &R EA
D.PROT TSF Protected Data are TSF 7—A(Table | H{HEZRBRFIVATLEEECS2
assets for which alteration by | 34 & Table 35)0 | UT1 EEB#EEICID VAT LER
a User who is neither an T &€ D.CONF L4t | BICRESNSH ., BREABICD
Administrator nor the owner | D&%k WCTIEERATRSNTHEEF YT LD
of the data would have an BRCRoBVER,
effect on the operational
security of the TOE, but for
which disclosure is
acceptable.
D.CONF TSF Confidential Data are MABOSRD—F | V2T LEBEFVATLEERE
assets for which either & . 1T EEEEICLD TOE D
disclosure or alteration by a EEAYTS TX1)T1HEEDER EN . MFD O
User who is neither an (Tabl?_"l5) - BENRIDPIATLEBEDS(
Administrator nor the owner 7‘-}17;;'::—'?;3{;;; PV OEIRETHID. BFRET—H
of the data would have an ‘HEpRyrI—HF | [E TOE RICREFSND,
effect on the operational —RREF] — R RE IR RE
security of the TOE. [Z&D. BH®D ID &)SAT—RFDE%
EN, MFD DIEVESRIVD DT EE
THN., F/ET—HE TOE AICR
FEnd,
VAT LEBEFEENTT-4%
VAT LEBEDFAT7V M HED
HURTRETHD. EENT T4
TOE HIC&RESND,
Table 6 ZDthDREE =
Designation PP Definition BARMBREEE i R &R EA
Functions Functions perform MFD D#RE Al SNZHEOR BELZGN
processing, storage, and TOE OOE—#ERE. )V —1#%
transmission of data that R AT v —HREEEFEHATE
may be present in HCD EHVRTBE,
products. These functions
are used by SFR packages.
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—HFBEDTAPY TN _
VATLEBEDIFAT UL ‘\ 2y k=5 4 REEE
FYVB— kS ) e et ,
-Web 750 I Jg‘%'__f_]‘_%_{*ﬁ_fi__.
-------------- 1
.W"‘B BT—4 |
G e
! 1
L IPAT |
Mk I—DERNGX | 1 9AT ) 0 TE )
E5—-R . TSF 74, J37J [ XEF—H.
70— BRI, BEEN FIREH BT
773 -BEEDTT—5
-TSF ¥—4
,/’ ------ Sa - :J"EIjljl:I—
" R N “HERYDA
AERRY FI—DZHR/N /\\\;f“fl:'j__?’/, __-_&J'__:"_":"-': -----
B3TSFF—8 | oo | A 2k OBET S|
—— ERY FO— DB
LDAP H—/{— :_*_L_%f___’iqg‘f%___?
Kerberos H—/{— [
P — {47V
NERERT S | BT — =
.Wﬁf‘z*ﬁ?—' g '

5 REEELRERNRNEE

F)RERY I -DAICHFEET I —MRIFMPU ISV - NREOEE T —APRERY M) -DERN
— BT AIREARNOEETHD,

Table 5 @ TSF 7—A4(%, (NER/\— FFAADEBICHEHR)EHZ LM, I FO—FK— KD NVRAM,
SEEPROM [C{&FEN TS,

SIBIHFTO NVRAM & SEEPROM (ClE, TSF F—ALUSNDT—AEEMEN TSN, ZNHDBRE

(3 TOE OtFa)T4#EEICRE R LB VD RETROEE TIELL,

tFX1UT(EEENTE, —B#IIC NVRAM [CERIEESNBN., 71 ILELTIERERN-FTF1ADEEBILRTE
AR

3.1.2. BEI—Y1Vb (Threats agents)

ASTTRTRA4BEOBRI-JIVIMREZFBEETS, WTNEELNLOKERENEFOETH
N TOE OEIEICOVNTARASNTLS B ZF>CLVBEETET S,
a) Persons who are not permitted to use the TOE who may attempt to use the
TOE.
b) Persons who are authorized to use the TOE who may attempt to use TOE
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functions for which they are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data
in ways for which they are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose
the TOE to unanticipated threats.

3.1.3. &RB (Threats)

A TOE (T 2&ZE%. Table 7 (5819 %, unauthorized persons (& 3.1.2 DEBI—JIV
THBHILWET S,

Table 7 FIAET—A £ TSF F—RICxTREE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to
unauthorized persons

T.DOC.ALT D.DOC User Document Data may be altered by
unauthorized persons

T.FUNC.ALT | D.FUNC User Function Data may be altered by
unauthorized persons

T.PROT.ALT D.PROT TSF Protected Data may be altered by
unauthorized persons

T.CONF.DIS | D.CONF TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT | D.CONF TSF Confidential Data may be altered by
unauthorized persons

3.2. ##Otx1UT1A54E (Organizational Security Policies)
& TOE HIB=F L ISR S MBEOEF 1T (5815 Table 8 (IRt T3,
Table 8 #A#EOtF¥1UT1H &

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security,
Users will be authorized to use the TOE only as permitted
by the TOE Owner

P.SOFTWARE.VERIFICATION | To detect unintentional malfunction of the TSF,
procedures will exist to self-verify executable code in the
TSF
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P.AUDIT.LOGGING To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from unauthorized disclosure or
alteration, and will be reviewed by authorized personnel

P.INTERFACE.MANAGEMENT | To prevent unauthorized use of the external interfaces of
the TOE, operation of the interfaces will be controlled by
the TOE and its IT environment.

3.3. HIR%EMH (Assumptions)
K TOE OEE. ER. BLUFIAICRIT $RT1IR K&, Table 9 (L2 T %,

Table 9 BIREH

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment
that provides protection from unmanaged access to the
physical components and data interfaces of the TOE.
A.USER.TRAINING TOE Users are aware of the security policies and procedures of
their organization, and are trained and competent to follow
those policies and procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and
procedures of their organization, are trained and competent to

follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with

those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for

malicious purposes.
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T¥a)F1xdEkAEt (Security Objectives)

AETIH, TOE tFaUT kA &t BERRREOCF T4 R A&, LUV EF 1) T4t KA EHRH

[CoWTERiR T3,

TOE OtFa1)71xt5k A& (Security Objectives for the TOE)

TOE Ot F1)T1xt%K A #t% Table 10 (CEE T 3.

Table 10 TOE t¥al)T4xt KA &t

Objective

Definition

O.DOC.NO_DIS

The TOE shall protect User Document Data from
unauthorized disclosure.

O.DOC.NO_ALT

The TOE shall protect User Document Data from
unauthorized alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from
unauthorized alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from
unauthorized alteration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from
unauthorized disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from
unauthorized alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication
of Users, and shall ensure that Users are authorized in
accordance with security policies before allowing them
to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external
interfaces in accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify
executable code in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events, and prevent its unauthorized
disclosure or alteration.

O.AUDIT_STORAGE.PRO
TECTED

The TOE shall ensure that audit records are protected
from unauthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTH
ORIZED

The TOE shall ensure that audit records can be
accessed in order to detect potential security violations,
and only by authorized persons.
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Objective Definition

O.CIPHER The TOE must provide the function to encrypt the
document data and used document data to be stored
into the internal HDD so that they cannot be analyzed
even if retrieved at disposing MFD or its components by
the maintenance.

4.2. ERAREOEX1UT xR AE (Security Objectives for the
Environment)

ERRENEF1)T1x KT 4% Table 11 (CREhT B,

Table 11 ERIEHZOEFX1)T1 x4 KA #t

Objective Definition

OE.PHYSICAL.MANAGED | The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the
TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be
authorized to use the TOE according to the security policies
and procedures of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the
security policies and procedures of their organization, and
have the training and competence to follow those policies
and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are
aware of the security policies and procedures of their
organization, have the training, competence, and time to
follow the manufacturer’s guidance and documentation, and
correctly configure and operate the TOE in accordance with
those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious
purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at

appropriate intervals for security violations or unusual
patterns of activity.

OE.INTERFACE.MANAGED | The IT environment shall provide protection from
unmanaged access to TOE interfaces.
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4.3. TFa)TsxEAEHER (Security Objectives Rationale)

TFITARE, EFAVTREERTRE LCAIREGHCH G TILHOED. HBNIBBEICH i
FBREHDLD, HRHWNIHBBOLF 1T A EHERBETIHOEDTH S, TF1)T AR A EHERIST
BREMREM . MMT B BB ERITMBOLF1UT( A SO GEFRZ Table 12 (SRY ., Fe&t+
AIFRREERNCF )T R A FICEINREESN TS Table 13 (TR T B,

Table 12 tF¥aUT1 KA SERNTIER. MBBOCF1UT(A#H R URTHRSEH

Objectives

Threats, Policies,
and Assumptions

O.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

0.CONF.NO_DIS

O.CONF.NO_ALT

O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED
OE.AUDIT.REVIEWED

OE.INTERFACE.MANAGED
O.INTERFACE.MANAGED
OE.PHYISCAL.MANAGED
OE.ADMIN.TRAINED
OE.ADMIN.TRUSTED
OE.USER.TRAINED

T.DOC.DIS

S lo.poc.NO_DIS

N 10.CIPHER

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

SESES SN S |0.USER.AUTHORIZED
SISES SN SN IOE.USER.AUTHORIZED

P.USER.AUTHORIZAT
ION

AN
AN

P.SOFTWARE.VERIFI
CATION

P.AUDIT.LOGGING

P.INTERFACE.MANAG
EMENT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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Table 13 £FaUT REFEERICHIETIEF1) T4 KA EHRHL

Threats, policies, and
assumptions

Summary

Objectives and rationale

T.DOC.DIS

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

User Document
Data may be
disclosed to
unauthorized
persons.

User Document
Data may be altered
by unauthorized
persons.

User Function Data
may be altered by
unauthorized
persons.

TSF Protected Data
may be altered by
unauthorized
persons.

TSF Confidential

- 27 -

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.

By O.CIPHER, the document data, and used

document data in the internal HDD are
encrypted to disable the reference and
reading-out of the document data, used
document data.

0O.DOC.NO_ALT protects D.DOC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.
0.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization.
O.CONF.NO_DIS protects D.CONF from
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Threats, policies, and
assumptions

Summary

Objectives and rationale

T.CONF.ALT

P.USER.AUTHORIZATI
ON

P.SOFTWARE.VERIFIC
ATION

P.AUDIT.LOGGING

Data may be
disclosed to
unauthorized
persons.

TSF Confidential
Data may be altered
by unauthorized
persons.

Users will be
authorized to use
the TOE.

Procedures will
exist to selfverify
executable code in
the TSF.

An audit trail of TOE
use and
security-relevant
events will be
created,
maintained,
protected, and
reviewed.

- 28 -

unauthorized disclosure.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.
0O.USER.AUTHORIZED establishes user
identification and authentication as the
basis for authorization.
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization
0.USER.AUTHORIZED establishes user
authorization to use the TOE.identification
and authentication as the basis for
OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to
appropriately grant authorization

O.SOFTWARE.VERIFIED provides
procedures to self-verify executable code in
the TSF.

O.AUDIT.LOGGED creates and maintains a
log of TOE use and security-relevant events
and prevents unauthorized disclosure or
alteration.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure
that audit logs are appropriately reviewed.
O.AUDIT_STORAGE.PROTECTED protects
audit logs from unauthorized access,
deletion, and alteration for the TOE.
O.AUDIT_ACCESS.AUTHORIZED enables
the analysis of audit logs only by authorized
users to detect potential security violations
for the TOE.
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Threats, policies, and
assumptions

Summary

Objectives and rationale

P.INTERFACE.MANAG
EMENT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Operation of
external interfaces
will be controlled by
the TOE and its IT
environment.

The TOE
environment
provides protection
from unmanaged
access to the
physical
components and
data interfaces of
the TOE.

TOE Users are
aware of and
trained to follow
security policies and
procedures.

Administrators do
not use their
privileged access
rights for malicious
purposes.

Administrators are
aware of and
trained to follow
security policies and
procedures.

- 29 -

O.INTERFACE.MANAGED manages the
operation of external interfaces in
accordance with security policies.
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

OE.ADMIN.TRUST establishes responsibility
of the TOE Owner to have a trusted
relationship with Administrators.

OE.USER.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate User training.
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YRRV R—% Y FEZE (Extended Components Definition)

This Protection Profile defines components that are extensions to Common Criteria
3.1 Release 2, Part 2. These extended components are defined in the Protection
Profile but are used in SFR Packages, and therefore, are employed only in TOEs
whose STs conform to those SFR Packages.

FPT_FDI_EXP Restricted forwarding of data to external
interfaces

Family behaviour:
This family defines requirements for the TSF to restrict direct forwarding of
information from one external interface to another external interface.

Many products receive information on specific external interfaces and are intended
to transform and process this information before it is transmitted on another
external interface. However, some products may provide the capability for attackers
to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of
unprocessed data between different external interfaces is forbidden unless explicitly
allowed by an authorized administrative role. The family FPT_FDI_EXP has been
defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the
functionality to require TSF controlled processing of data received over defined
external interfaces before this data is sent out on another external interface. Direct
forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:
a) Definition of the role(s) that are allowed to perform the management activities.
b) Management of the conditions under which direct forwarding can be allowed by
an administrative role.
¢) Revocation of such an allowance.
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Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation
is included in the PP/ST:

There are no auditable events foreseen.

Rationale:

Quite often a TOE is supposed to perform specific checks and process data received
on one external interface before such (processed) data is allowed to be transferred
to another external interface. Examples are firewall systems but also other systems
that require a specific work flow for the incoming data before it can be transferred.
Direct forwarding of such data (i. e. without processing the data first) between
different external interfaces is therefore a function that - if allowed at all - can only
be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that
allows specifying the property to disallow direct forwarding and require that only an
authorized role can allow this. Since this is a function that is quite common for a
number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP
class. However, in this Protection Profile, the authors needed to express the control
of both user data and TSF data flow using administrative control instead of
attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a
Protection Profile or too unwieldy for refinement in a Security Target. Therefore, the
authors decided to define an extended component to address this functionality.

This extended component protects both user data and TSF data, and could therefore
be placed in either the FDP or FPT class. Since its purpose is to protect the TOE from
misuse, the authors believed that it was most appropriate to place it in the FPT class.
It did not fit well in any of the existing families in either class, and this lead the
authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data receivedon
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].
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tX1UT1EH (Security Requirements)
AETE, CFITHSEES . tF TR ER S LT R EHRICOL TR TS,

BH. RETHERATIAEOEEIIUTOESITHD,
- $JUIDHH
£ ¥ &
Key Operator HHEEED 1R uIEb‘ﬁJZIjJ UREE TR ARHEE. HE
DA, BRIV Mk T %184

SA

SA D15 —-FBEEN R Th LT: 'U( ECOERHERE. BERYIA,
ZERETIUMIRTBRE

U.ADMINISTRATOR

Key Operator, SA 11— —ZREEN BT LI AKRBEE TOE KRB

B BERYDA BETU M T B1RE

U.NORMAL — & F A& (U.NORMAL)D1—H—EREEN A T LR BE T D)
EXHeE. HERRVIA BRIV M T 51R1E

U.USER U.ADMINISTRATOR, U.NORMAL ®1—4%—REEN RN L
TARREETOEARKERE. BRRVIA, ERTVY MR TR

- ATIIHb
£ &
Mailbox Personal Mailbox. Shared Mailbox D#F#TH3.

Personal Mailbox

—f&FI A& (U.NORMAL). SA MEARNICERATES NI,

Shared Mailbox

FRTOFAEBEN LB LTHEATESRYDA,

Store Print/Private Print

TUUB—HERE(CH VT, FIRIT—3ZT IVR— AL TR LEZEY
bYTT—R%. MFD ORERN— FT4ADEEIC—BEEIEL.
SRERESNe— MR FI AEMRE) IRV EDIER T B THIRIZ 6
1wIBTIV N,

Job Flow sheet

Personal Job Flow sheet. Shared Job Flow sheet M#&
MCThd,

Personal Job Flow sheet

— & FI & (U.NORMAL). SA iMEABIICERTES Y3770

o

Shared Job Flow sheet

FRTCOFAENHFLTERATES V3T 70—,

Used document data
stored in the internal
HDD

MFD ORERN— FTAADEECERSNLR., FIANKRT LI
1VZBIBRENSD, REBN— FTAADEEBERNICI> T 5803 %
FLTLBREOXET S,

Document data

—leiFllFFJ%‘(U NORMAL). SA h* MFD OIE—HERE, TUVA
%ﬁbs A v —#eEEFI T 3MEIC. MFD A& %5EiET5E
EBRIEREECT 3%, #

Security Audit Log

AU TXET - ERELT S,
LD, HEN, EDLIBIERETT th‘tL\5$%’(‘-’E%U4N‘J k
(BIZEEEPERERE. 1I-Y—1ELE) . BIFEEERINE

j_-"_go
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- BRI

A

E =

send scanned data

AF v UEXET B BNICRIREISAPY N FTP H—N
— A=Y =N—_SMB ¥—N-AE{ET S,

retrieve BERYIANOXET AT TREANEATEL
BRI (AF vy XET-R. IE-XET—H)
RENRITOTILELI—(RAFPrUXET—H. IE—XET—H)
-CWIS hoFAEBEDFATY MDIDAR— M AXr U XET—
)

edit BHRRAYDZANDIE-XET-HERETI L
- R—JHIB&
-EHEA
‘XEE

Execute a Job Flow
sheet

BRRYIANDAF v XET R TS YT I0-DFEIT
TEAHATEENAEETHS,

modify the behavior

- ENRI

H—N—ADE5%

s A—JLiEME

11— —FREERE (AN S ER). %#ﬁ?‘)‘/ M BE (R AL K B RS
DEFE. BIFR). NEBRY F)—DF—REHEEGRII A K. 15

HiEAR). N\~ F?%Z’J%#ﬁ?—’ﬂt%%ﬁ%*ﬂé Be(LEEE
. EZFFH. On Demand Overwrite {&#R). Lik—~H
HEE(VATLEEEDH . FIAE)DHSFEVDER

modify TOE BRET—H(TSF T—R)DHZELEHLUF1UT(BHE
(FIARE A TER., HEREICH G TR REEANIER)DERE
- RITEH

AR

—1= =
EFE

General User role

— & FI A& (U.NORMAL)H TOE ZFIFA T 3MRICHEHER
ERY

SA role

SAN TOE &F AT 3R ELERERT

Key Operator role

HHEEEN TOE EFRATIRICLEGHERERT

User identifier

General User identifier. SA identifier, Key Operator
identifier D THD

General User identifier

—h&F A& (U.NORMAL) & AIFREE T 37chD1——1ID

SA identifier

SA & AR A T 372D 1Y —ID

Key Operator identifier

R EEEEHARAT 01— 1D

User identifier for each
function

AE—-#Eae. TUVA—HEEE. A v — BRI IS LIEP DR AR
Relz1—Y—1EH. EAKIROER

Owner identifier of
D.DOC

BRINVDIA, TIAR- IV FRAOXET - RSH G LT DT
ARRERR - —1E$R
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Owner identifier of
D.FUNC

BRARYIA, Y37 70-CRB LTI AR fElg 1 - —1F#R

- SEOIVTATA
223 &
Key Operator MFD O EEE® TOE tX1 )T HBEDREETIEEE,
SA(System WWEEE HDVIBRCHERSNEZ SADTIVV MERK TS

Administrator Privilege)

CEMTE, MFD O#MEEY® TOE tF1UT(HEREDEREZ
ITHIEEE,

U.ADMINISTRATOR
(System Administrator)

Key Operator & SA O#FF.,

U.NORMAL (General
User)

MFD OOE—#8E. A% v —#ae. HLUT ) A—-HREZFI A
ERE-P

- EOMORGE

A

E =

The Fuji Xerox's standard
method, FXOSENC

ELUOVIAREOESRER?ITUZLT, EBFFICER
hd,

AES

FIPS 12D SL I TVZALT, N—RFTF1ADT—40
EEbEERLICERINS,

Access denial due to
authentication failure of
system administrator ID

VAT LEEZE ID ALK RN FTE BIEICE LZRRC, #8458
RIVTIIERCIN /XA LS QBB Z (F431F78<T0, e
Web 730U TRAKDEROIM /1R AZTRIEEFERZT
H1373<B 5815,

Data on use of password
entered from MFD
control panel in user
authentication

TOE FRET—R(TSF T—5)THD., KIKNSRIVDODFZIERFD
NAT— FEFAEEEO B R/ B DIEHR.

Data on key operator ID

TOE 2RET—%(TSF 7—3)THN., M EEE A DHD
ID 5%k

Data on key operator
Password

TOE BRET—%(TSF T—3)THN. M EEH T DZHD
NNA0— FiEER

Data on SA ID TOE & ET—A(TSF 7—4)THN. SA B#AIDRH®D ID 1F
o

Data on SA Password TOERET—R(TSFTF—R)THN. SAZBIEDT=HD)SAT—F
R

Data on General user ID | TOE &ET7—3(TSF 7—4)THN. — i FIAHE

(U.NORMAL)EZID1=$H® ID 154R.

Data on General user
Password

TOE &RET—R(TSF 7—3)ThHN. —i%F BHE
(U.NORMAL)ZEE D80/ A7 — FiER
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Data on access denial
due to authentication
failures of system
administrator

TOEERET—H(TSFT—3)THN. YATLEEE ID FBFEX
MUCBI R T B REDH B/ B DFMEK R A HFH

Data on Security Audit
Log

TOE BRET—H(TSF T—5)THN. L\, A, EDLIIESRE
EITNEVNERPEZEBIANV MBIZSIEE PERLEE.
1-Y-ERE) . BIRHR T IREDOH N/ EIDIFH.

Data on User
Authentication

TOE B&RET—A(TSF 7—3)T&HD. MFD OIE—#EE, AFv
T-HEe. BIUTIUA-HREERIATIIRIC, 1—Y 251
RICTRELT BHBED AR/ BN LUREDIER.

Data on Store Print

TOE BRET—H(TSF T—R)THN. UV T —ARIER(TTS
AR— TV MCBRSEINEIRISES D DR E IFH

Data on Internal Network
Data Protection

TOE BRET—%(TSF T—R3)THH. ARy I-D EICHFHE
FTRIXET A, X TEREOTTABLU TOE RET—
B(TSF T=8)e\WIsBIE T —RERET M IETEH—
RREEESLRIETO N ILOEFR/ ENELVRENERS
JUGEBAE. SRR A/IESE/ A0 — R, &) IAD—FIF
o

Data on Customer
Engineer Operation
Restriction-

TOE RET—R(TSF T—5)THD. HAM IV IZPE/EH|
IR#EREDH R/ EANDEREVRTF/ AT - FOIEHR.

Data on Hard Disk Data
Encryption

TOE |RET—H(TSF 7—R3)THN. N—FT1ADETET S8
SIEAEICRIR T A AED AR/ B DIFHREE S L X —1F
o

Data on Hard Disk Data
Overwrite

TOE &%ET—H(TSF 7—R)THN. N\—FF1ADEET AL
EEHEMEECBERTIMEEDE N/ EDDFERE LEEM
#IER. HLU On Demand Overwrite #EEDAE S/ ED
D1EIRE HEFHEE E IR

Data on date and time

TOE BRET—H(TSF T—R)THN. QT e EET B DEF&T
L

Data on Auto Clear

TOE 88 ET—3(TSF 7—3)THN. BIE\RINA— MIUTH
BROFN/EDNSLUDI7EROIER. HLU CWIS OF—+
DITHEED R/ B DIFHR.

Data on Self Test

TOE 2RET—H(TSF 7—43)THN. BETAMERED AR/ &
EIOLE B

Data on Report Print

TOE 88 ET—%(TSF 7—3)T&HN. Lik— ME NEREDERE
LE

1T H#EEEH (Security Functional Requirements)
AR TOE MRET I X 1T HEEEHZLITICEE R TS,
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ASTT, [FHRTIHEEEHO—ER., Table 14 (TR,

Table 14 #EEH—8

BEREEHIUR—2 Vb PP &3k FIRARLE PP EDE
FAU_GEN.1 Audit data generation Yes TOE [CHNHE T Auditable Event %
BRMICER, BMLTNS,
FAU_GEN.2 User identity association | Yes PP hoZERERZL
FAU_SAR.1 Audit review No _® SFR MEMICEDVATLEERED
FAU_SAR.2 Restricted audit review | No HCEEOTT-A0G5H i U EEEIR
EEER
FAU_STG.1 Protected audit trail No O SFR MEMICLNEENTT—4
storage Z. FELHIBRPBENIRET S,
FAU_STG.4 Prevention of audit data | No _ SFR MEMICLNEEEOT D EIRC
loss BOTzRFIC, R A VEEOJICHLL
BEEINVIMELEETD,
FCS_CKM.1 Cryptographic key No COSFRDEMICENHEN-FT1AD
generation HBEOT-AEESIETD,
FCS_COP.1 Cryptographic operation | No
FDP_ACC.1(a) Subset access control Yes Attributes. Operations. Access
Control rule (3 PP ®f2i =5 L.
EhICTOEICHNHHET Delete, Modify
DREDFHMILEIREDEMZLTL
B,
FDP_ACC.1(b) Subset access control Yes Access Control SFP % TOE [Z&Hh
BTERLTLVS,
FDP_ACC.1(c) Subset access control Yes Attributes. Operations. Access
(PRT SFR Package) Control rule (3 PP ®fgi %5 L.
FDP_ACC.1(d) &B(2 TOE [CHHE T Read DIRVED
(SCN SFR Package) HMEELTLS,
FDP_ACC.1(e)
(CPY SFR Package)
FDP_ACC.1(f)
(DSR SFR Package)
FDP_ACC.1 (g) Subset access control No Z0 SFR MEMNIZED D.FUNC D1k
X, &$%0D Access Control SFP %
TOE (ZHHETEEHR LTV,
FDP_ACF.1(a) Security attribute based | Yes Attributes. Operations. Access

access control

Control rule (X PP @iEdi &5 AL,
EHICTOE [ZHNHET Delete. Modify
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HEEEHIVR—2U b PP ZE3K LR E PP EDE
DIREZFHMLEIREDEMZELTL
%,
FDP_ACF.1(b) Security attribute based | Yes Attributes. Operations. Access
FDP_ACF.1(c) access control Control rule (& PP gk %5 AL.
(PRT SFR Package) EhIC TOE [CHNHET Read DigE%
FDP_ACF.1(d) HMIELTLS,
(SCN SFR Package)
FDP_ACF.1(e)
(CPY SFR Package)
FDP_ACF.1(f)
(DSR SFR Package)
FDP_ACF.1 (g) Security attribute based | No Z0 SFR MEMNIZED D.FUNC D1k
access control . &80 Access Control SFP %
TOE [ChHETEHRLTLVS,
FDP_RIP.1 Subset residual Yes TOE [ChhETEIFLTLVS,
information protection
FIA_AFL.1 (a) Authentication failure No ZM SFR @L?JD(CCI:O#%!%HZMIE%?”
FIA_AFL.1 (b) handling il SA BB RKICLZ 7oL
#E?’:T*%i%ﬁu’é?mﬁd'éo
FIA_AFL.1 (c) Authentication failure No Z0) SFR @L?JD(:J:U-H%UJ%%E"“
FIA_AFL.1 (d) handling FIE. SA FREEMFRRE K BRBFIC, Avt—
JERRULUINAT—FOBANEER
THMAEZIRET B,
FIA_ATD.1 User attribute definition | Yes TOE [ChhETEIF LTINS,
FIA_SOS.1 Verification of secrets No TOE [ChhETEIFLTLVS,
FIA_UAU.1 Timing of authentication | Yes TOE [ZHHETEIFLTIS,
FIA_UAU.7 Protected authentication | No _ SFR M:EMICELNEREE74— I\
feedback ER¥EITB,
FIA_UID.2 User identification Yes FIA_UID.1 b LEREETHD
before any action FIA_UID.2 [CEELTLS
FIA_USB.1 User-subject binding Yes TOE [ZHHETEIFLTS,
FMT_MOF.1 Management of security | No CO0 SFR MEMICENEF1UTAHERED
functions behaviour BEZ. VATLEBEELIFICRET
%,
FMT_MSA.1(a) Management of security | Yes TXIUTIBHOEE R E|Z TOE ICH

FMT_MSA.1(b)

attributes

DETENTLTIVS,
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HEEEHIVR—2U b PP ZE3K LR E PP EDE
FMT_MSA.1(c) Management of security | No X1V T BHDEEZ TOE [CHhE
FMT_MSA.1(d) attributes TERLTLVS,

FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.3(a) Static attribute Yes TOE [CHNHETEIF LTS,
FMT_MSA.3(b) initialisation
FMT_MSA.3(c) Static attribute No TOE [CHHETEEHR LTS,
FMT_MSA.3(d) initialisation
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MTD.1(a) Management of TSF Yes TSF F—A01gEYAME TOE [CHNE
FMT_MTD.1(b) data TRHBLTLS,
2L FMT_MTD. 1(b)l D.Conf ®
&M
FMT_SMF.1 Specification of Yes XAV TAEEBEEDYANE TOE ICH
Management Functions HETERLTLVS,
FMT_SMR.1 Security roles Yes TOE [CHHETEIF LTS,
FPT_FDI_EXP.1 Restricted forwarding of | Yes PP hoZEELL
(SMI SFR Package) | data to external
interfaces
FPT_STM.1 Reliable time stamps Yes PP hoZERERZL
FPT_TST.1 TSF testing Yes TOE [ChhETEF LTINS,
FTA_SSL.3 TSF-initiated Yes TOE [CHNHETEIFFLTLVS,
termination
FTP_ITC.1 Inter-TSF trusted Yes PP hoZEELL
(SMI SFR Package) | channel
6.1.1. Class FAU: Security Audit
FAU_GEN.1 Audit data generation

Hierarchical to:
Dependencies:

FAU_GEN.1.1

No other components.
FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the

following auditable events:
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- Start-up and shutdown of the audit functions;
- All auditable events for the [selection, choose one of:
minimum, basic, detailed, not specified] level of audit; and

- [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not
specified]
- not specified

[assignment: other specifically defined auditable events]

- all Auditable Events as each is defined for its Audit Level (if

one is specified) for the Relevant SFR in Tablel5;

Table 15 Auditable Events of TOE and Individually Defined Auditable Events

Relevant SFR

Auditable event

Audit level

Additional
information

Actions to be audited
(defined by CC)

FAU_GEN.1

There are no auditable
events foreseen.

FAU_GEN.2

There are no auditable
events foreseen.

FAU_SAR.1

Successful
download of audit
log data.

<Basic>

None

a) Basic: Reading of
information from the
audit records.

FAU_SAR.2

Unsuccessful
download of audit
log data.

<Basic>

None

a) Basic: Unsuccessful
attempts to read
information from the
audit records.

FAU_STG.1

There are no auditable
events foreseen.

FAU_STG.4

None

a) Basic: Actions taken
due to the audit storage
failure.

FCS_CKM.1

None

a) Minimal: Success and
failure of the activity.

b) Basic: The object
attribute(s), and object
value(s) excluding any
sensitive information
(e.g. secret or private
keys).
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FCS_COP.1 None - - a) Minimal: Success and
failure, and the type of
cryptographic
operation.

b) Basic: Any applicable
cryptographic mode(s)
of operation, subject
attributes and object
attributes.

FDP_ACC.1 — — — There are no auditable
events foreseen.

FDP_ACF.1(a) deletion of <hot Type of job | @) Minimal: Successful
Mailbox. specified > requests to perform an

operation on an object

FDP_ACF.1(b) | Job completion covered by the SFP.
and cancellation b) Basic: All requests to
of Print, Copy, perform an operation on
Scan, and Job an object covered by the
Flow. SFP.

FDP_ACF.1(c) User name, job ¢) Detailed: The specific
information, and security attributes used
success/failure in making an access
regarding check.
execution of Store
Print.

FDP_ACF.1(a) User name, job

FDP_ACF.1(d) information, and
success/failure
regarding access
to Mailbox.

FDP_ACF.1(f) User name, job
information, and
success/failure
regarding access
to Mailbox.

User name, job
information, and
success/failure
regarding
execution of Store
Print.
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FDP_ACF.1(g)

Creation of
Mailbox.

FDP_RIP.1

There are no auditable
events foreseen.

FIA_AFL.1(a)
FIA_AFL.1(b)

Authentication
lock of system
administrator

FIA_AFL.1(c)
FIA_AFL.1(d)

Authentication
failure from
control panel and
CWIS.

<Minimal >

None
required

a) Minimal: the reaching
of the threshold for the
unsuccessful
authentication attempts
and the actions (e.g.
disabling of a terminal)
taken and the
subsequent, if
appropriate, restoration
to the normal state (e.g.
re-enabling of a
terminal).

FIA_ATD.1

There are no auditable
events foreseen.

FIA_SOS.1

Registration of
user and changes
in user
registration data
(password)

<nhot
specified >

a) Minimal: Rejection by
the TSF of any tested
secret;

b) Basic: Rejection or
acceptance by the TSF
of any tested secret;

¢) Detailed:
Identification of any
changes to the defined
quality metrics

FIA_UAU.1

Success/failure of
authentication

<Basic>

Attempted
user identity

a) Minimal:
Unsuccessful use of the
authentication
mechanism;

b) Basic: All use of the
authentication
mechanism.

c) Detailed: All TSF
mediated actions
performed before
authentication of the
user.
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FIA_UAU.7 - - - There are no auditable
events foreseen.
FIA_UID.2 Success/failure of | <Basic> None a) Minimal:
identification and Unsuccessful use of the
authentication user identification
mechanism, including
the user identity
provided;
b) Basic: All use of the
user identification
mechanism, including
the user identity
provided.
FIA_USB.1 Registration of <not None a) Minimal:
system specified > Unsuccessful binding of
administrator, user security attributes
and changes in to a subject (e.g.
user registration creation of a subject).
data (role) b) Basic: Success and
failure of binding of user
security attributes to a
subject (e.g. success or
failure to create a
subject).
FMT_MOF.1 Changes in <Basic> None a) Basic: All
security function modifications in the
configuration behavior of the
functions in the TSF.
FMT_MSA.1(a) | Registration of <not None a) Basic: All
FMT_MSA.1(b) | system specified > modifications of the
FMT_MSA.1(c) | administrator, values of security
FMT_MSA.1(d) | changes in attributes.
FMT_MSA.1(e) | registration data
FMT_MSA.1(f) | (ID, password,
FMT_MSA.1(g) | access right) of
system
administrator,
and deletion of
system
administrator
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FMT_MSA.3 (a) | None <Basic> None a) Basic: Modifications

FMT_MSA.3 (b) of the default setting of

FMT_MSA.3 (c) permissive or restrictive

FMT_MSA.3 (d) rules.

FMT_MSA.3 (e) b) Basic: All

FMT_MSA.3 (f) modifications of the

FMT_MSA.3 (g) initial values of security

attributes.

FMT_MTD.1(a) | Changes in <not None a) Basic: All
registration data | specified > modifications to the
(ID, password) of values of TSF data.
system
administrator,
and in the setting
of security
functions

FMT_MTD.1(b) [ Changes in
registration data
(ID, password) of
system
administrator

FMT_SMF.1 Access to system | <Minimal> | None a) Minimal: Use of the
administrator required management functions.
mode

FMT_SMR.1 Registration of <Minimal > | None a) Minimal:
system required modifications to the
administrator, group of users that are
changes in user part of a role;
registration b) Detailed: every use
data(role), and of the rights of a role.
deletion of system
administrator

FPT_STM.1 Changes in time <Minimal > | None a) Minimal: changes to
setting required the time;

b) Detailed: providing a
timestamp.

FPT_TST.1 Execution of Self <Basic> None Basic: Execution of the
Test and the test TSF self tests and the
result results of the tests.

FTA_SSL.3 Log-in timeout <Minimal > | None a) Minimal: Termination
from remote. required of an interactive session
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panel.

Log-in timeout
from control

by the session locking
mechanism.

FTP_ITC.1

Failure of the
trusted
Communication
within a specified
period of time,
and client host
data (host name
or IP address)

<Minimal >

None
required

a)Minimal: Failure of the
trusted channel
functions.

b) Minimal:
Identification of the
initiator and target of
failed trusted channel
functions.

c) Basic: All attempted
uses of the trusted
channel functions.

d) Basic: Identification
of the initiator and
target of all trusted
channel functions.

FPT_FDI_EXP.1 | —

There are no auditable
events foreseen.

FAU_GEN.1.2

FAU_GEN.2
Hierarchical to:
Dependencies:

FAU_GEN.2.1

The TSF shall record within each audit record at least the

following information:

- Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;

and

- For each audit event type, based on the auditable event
definitions of the functional components included in the PP/ST,
[assignment: other audit relevant information].

[assignment: other audit relevant information]
- for each Relevant SFR - listed in Tablel5: (1) information as

defined by its Audit Level (if one is specified), and (2) all

Additional Information (if any is required);

User identity association

No other components.

FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the
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FAU_SAR.1:

Hierarchical to:
Dependencies:

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Xerox D95 Copier/Printer ZFz1/774—wk

TSF shall be able to associate each auditable event with the
identity of the user that caused the event.

Audit review
No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorized users] with the
capability to read [assignment: list of audit information] from
the audit records.

[assignment: authorized users]

- U.ADMINISTRATOR

[assignment: list of audit information]
- all log information

The TSF shall provide the audit records in a manner suitable
for the user to interpret the information.

Restricted audit review
No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit records,
except those users that have been granted explicit
read-access.

Protected audit trail storage
No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail
from unauthorized deletion.

The TSF shall be able to [selection, choose one of: prevent,
detect] unauthorized modifications to the stored audit records

in the audit trail.

[selection, choose one of: prevent, detect]
- prevent

Prevention of audit data loss
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Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “ignore audited
events”, “prevent audited events, except those taken by the

"\

authorized user with special rights”, “overwrite the oldest
stored audit records”] and [assignment: other actions to be
taken in case of audit storage failure] if the audit trail is full.
[selection, choose one of: “ignore audited events”, “prevent
audited events, except those taken by the authorized user
with special rights”, “overwrite the oldest stored audit
records”]

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage
failure]

- no other actions to be taken

6.1.2. Class FCS: Cryptographic Support
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components
Dependencies: [FCS_CKM.2 Cryptographic key distribution, or

FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 TSF shall generate cryptographic keys in accordance with a
specified cryptographic key generation algorithm
[assignment: cryptographic key generation algorithm] and
specified cryptographic key sizes [assignment: cryptographic
key sizes] that meet the following: [assignment: list of
standards].

[assignment: list of standards]

- none

[assignment: cryptographic key generation algorithm]
- the Fuji Xerox’s standard method, FXOSENC
[assignment: cryptographic key sizes]

- 256bits

FCS_COP.1 Cryptographic operation

- 46 - Copyright® 2012 by Fuji Xerox Co., Ltd



Xerox D95 Copier/Printer ZFz1/774—wk

Hierarchical to: No other components

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1 The TSF shall perform [assignment: list of cryptographic
operations] in accordance with a specified cryptographic
algorithm [assignment: cryptographic algorithm] and
cryptographic key sizes [assignment: cryptographic key sizes]
that meet the following: [assignment: list of standards].

[assignment: list of standards]

- FIPS PUB 197

[assignment: cryptographic algorithm]

- AES

[assignment: cryptographic key sizes]

- 256bits

[assignment: list of cryptographic operations]

- encryption of the document data to be stored in the internal
HDD and decryption of the document data retrieved from the
internal HDD.

6.1.3. Class FDP: User Data Protection

The Security Function Policy (SFP) described in Tablel6 is referenced by the Class
FDP SFRs in this clause.

Table 16 Common Access Control SFP

Object Attribute Operation(s) Subject *Access
control rule
D.DOC attributes Delete U.USER Denied,
from Table | - Delete the document except for
17 data in Mailbox and his/her own
Private Print documents
-R1
-R2
- Register the document | U.USER - R3
data to the Mailbox
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Object Attribute Operation(s) Subject *Access
control rule
D.FUNC | attributes Modify; Delete U.USER Denied,
from Table | - Modify and delete the except for
17 data his/her own
function data
- R4
-R5

*Details of Access control rule

R1: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Mailbox is permitted.

R2: When the owner identifier of D.DOC matches the user identifier, operation to
delete the document in Private Print is permitted.

R3: When the owner identifier of D.DOC matches the user identifier, operation to
register the document in Mailbox is permitted.

R4: When the owner identifier of D.FUNC matches the user identifier, operation to
modify and delete the Mailbox is permitted.

R5: When the owner identifier of D.FUNC matches the user identifier, operation to
modify and delete the Job Flow sheet is permitted.

Table 17 SFR Package attributes

Designation Definition

+PRT Indicates data that is associated with a print job.
- User identifier
- Owner identifier of D.DOC

+SCN Indicates data that is associated with a scan job.
- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+CPY Indicates data that is associated with a copy job.
- User identifier
- Owner identifier of D.DOC

+DSR Indicates data that are associated with a document
storage and retrieval job.

- User identifier

- Owner identifier of D.DOC

- Owner identifier of D.FUNC

+SMI Indicates data that is transmitted or received over a
shared-medium interface.

- none
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FDP_ACC.1 (a)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (a)

FDP_ACC.1 (b)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (b)
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Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- Common Access Control SFP in Tablel6

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of users as subjects, objects, and operations among
subjects and objects covered by the Common Access Control
SFP in Tablel6

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18

[assighment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- users as subjects, TOE functions as objects, and the right to
use the functions as operations in Table 18.

Table 18 Function Access Control SFP

Object Attribute(s) Operation Subject | Access control
rule
Copy - User identifier - Copy operation from | U.USER | When the user
(F.CPY, F.SCN, - User identifier for | control panel identifier for
F.DSR) each function the function
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Object Attribute(s) Operation Subject | Access control
rule
Scan / Network | - User identifier - Scan operation to U.USER | matches the
Scan - User identifier for | Mailbox from control user identifier,
(F.SCN, F.DSR, | each function panel operation of
F.SMI) - Send the scanned the function is
data from control permitted.
panel to user client,
FTP server, Mail
server, and SMB
server
Print (F.PRT, - User identifier - Print(*) the U.USER
F.SMI) - User identifier for | document data in
each function Private Print from
control panel
Mailbox - User identifier - Mailbox operation U.USER
Operation - User identifier for
(F.DSR, F.SMI) | each function

*Job abort for Print function is restricted to the control panel.

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

FDP_ACC.1(c)
Hierarchical to:
Dependencies:
FDP_ACC.1.1(c) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- PRT Access Control SFP in Table1l9

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP]

- the list of subjects, objects, and operations among subjects
and objects covered by the PRT Access Control SFP in Table19.
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Table 19 PRT Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule
D.DOC | +PRT Read U.USER Denied, except for his/her
Print the document own documents
data in Private When the owner identifier
Print of D.DOC matches the user
identifier, print operation is
permitted.
FDP_ACC.1 (d) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 (d) The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- SCN Access Control SFP in Table20

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the SCN Access Control SFP in Table 20

Table 20 SCN Access Control SFP

Object | Attribute(s) | Operation Subject Access control rule

D.DOC | +SCN Read U.USER Denied, except for his/her
- Send the own documents
document data to - When the owner identifier
server of D.DOC matches the user
- Execute a Job identifier, send operation is
Flow sheet permitted.

- When the owner identifier
of D.FUNC matches the user
identifier of D.DOC,

execution of Job Flow sheet

is permitted.
FDP_ACC.1 (e) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
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The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- CPY Access Control SFP in Table21

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the CPY Access Control SFP in Table 21

Table 21 CPY Access Control SFP

Object

Attribute(s)

Operation Subject Access control rule

D.DOC

+CPY

Read This package does not specify any access

control restriction

FDP_ACC.1 (f)
Hierarchical to:

Dependencies:

FDP_ACC.1.1 (f)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- DSR Access Control SFP in Table 22

[assignment: list of subjects, objects, and operations among

subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects
and objects covered by the DSR Access Control SFP in Table

22
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Table 22 DSR Access Control SFP

Object | Attribute(s) Operation Subject Access control rule
D.DOC | +DSR Read U.USER Denied, except (1) for
- Retrieve and his/her own documents or
edit the (2) if authorized by another

document data
Mailbox

- Execute a Job
Flow sheet

in

role or mechanism if such
functions are provided by a
conforming TOE

- When the owner identifier
of D.DOC matches the user
identifier, retrieval and
editing operations are
permitted.

- When the owner identifier
of D.FUNC matches the
user identifier of D.DOC,
execution of Job Flow sheet
is permitted.

FDP_ACC.1 (9)
Hierarchical to:
Dependencies:

FDP_ACC.1.1 (g)

Subset access control
No other components.
FDP_ACF.1 Security attribute based access control

The TSF shall enforce the [assignment: access control SFP] on
[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 23

[assignment: list of subjects, objects, and operations among
subjects and objects covered by the SFP].

- the list of subjects, objects, and operations among subjects

and objects in Table 23
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Table 23 D.FUNC Operation List

Object Attribute(s) Operation Subject Access control rule
D.FUNC | - User identifier Register the Job | U.USER When the owner
- Owner identifier | Flow sheet to identifier of D.FUNC
of D.FUNC Mailbox (Mailbox) matches the

user identifier,

operation to register
the Job Flow sheet to
Mailbox is permitted.

FDP_ACF.1 (a)
Hierarchical to:
Dependencies:

FDP_ACF.1.1 (a)

FDP_ACF.1.2 (a)

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- Common Access Control SFP in Table 16

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of users as subjects and objects controlled under the
Common Access Control SFP in Table 16, and for each, the
indicated security attributes in Table 17

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the Common Access Control SFP in
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Table 16 governing access among controlled users as
subjects and controlled objects using controlled
operations on controlled objects

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- In the U.ADMINISTRATOR process, operation to delete the
documents in all Mailbox and all Private Print is permitted by
On Demand Overwrite function.

- In the U.ADMINISTRATOR process, operation to delete the
incomplete document data at Copy, Scan, Print job is
permitted by Job Deletion function.

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- TOE Function Access Control SFP in Table 18
[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
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attributes, or named groups of SFP-relevant security
attributes].

- users and list of TOE functions and the security attribute(s)
used to determine the TOE Function Access Control SFP in
Table 19

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- [selection: the user is explicitly authorized by
U.ADMINISTRATOR to use a function, a user that is authorized
to use the TOE is automatically authorized to use the functions
[assignment: list of functions], [assignment: other
conditions]]

- [assignment: other conditions]

- rules specified in the TOE Function Access Control SFP in
Table 18

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].

- the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects].
[assignment: other rules, based on security attributes, that
explicitly authorise access of subjects to objects]

-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].
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[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
-none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- PRT Access Control SFP in Table 19

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the PRT
Access Control SFP in Table 19, and for each, the indicated
security attributes in Table 19.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the PRT Access Control SFP in Table
19 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
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based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
-none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- SCN Access Control SFP in Table 20

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the SCN
Access Control SFP in Table 20, and for each, the indicated
security attributes in Table 20.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].
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[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the SCN Access Control SFP in Table
20 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- CPY Access Control SFP in Table 21

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
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attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the CPY
Access Control SFP in Table 21, and for each, the indicated
security attributes in Table 21.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the CPY Access Control SFP in Table 21
governing access among Users and controlled objects using
controlled operations on controlled objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
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The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- DSR Access Control SFP in Table 22

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the DSR
Access Control DSR in Table 22, and for each, the indicated
security attributes in Table 22.

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the DSR Access Control SFP in Table
22 governing access among Users and controlled
objects using controlled operations on controlled
objects.

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

The TSF shall explicitly deny access of subjects to objects

based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
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subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].
- none

Security attribute based access control
No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

The TSF shall enforce the [assignment: access control SFP] to
objects based on the following: [assignment: list of subjects
and objects controlled under the indicated SFP, and for each,
the SFP-relevant security attributes, or named groups of
SFP-relevant security attributes].

[assignment: access control SFP]

- D.FUNC Access Control SFP in Table 23

[assignment: list of subjects and objects controlled under the
indicated SFP, and for each, the SFP-relevant security
attributes, or named groups of SFP-relevant security
attributes].

- the list of subjects and objects controlled under the D.FUNC
Access Control SFP in Table 23

The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is
allowed: [assignment: rules governing access among
controlled subjects and controlled objects using controlled
operations on controlled objects].

[assignment: rules governing access among controlled
subjects and controlled objects using controlled operations on
controlled objects].

- rules specified in the D. FUNC Access Control SFP in Table 23

The TSF shall explicitly authorize access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly authorize access of
subjects to objects].
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[assignment: rules, based on security attributes, that
explicitly authorise access of subjects to objects].
- none

FDP_ACF.1.4 (g) The TSF shall explicitly deny access of subjects to objects
based on the following additional rules: [assignment: rules,
based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that
explicitly deny access of subjects to objects].

- none
FDP_RIP.1 Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of

a resource is made unavailable upon the [selection: allocation
of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the
resource from]

- deallocation of the resource from

[assignment: list of objects]

- none

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1(a) Authentication failure handling
Hierarchical to: No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1(a) The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- 63 - Copyright® 2012 by Fuji Xerox Co., Ltd



FIA_AFL.1.2 (a)

FIA_AFL.1 (b)
Hierarchical to:
Dependencies:

FIA_AFL.1.1 (b)

FIA_AFL.1.2 (b)

Xerox D95 Copier/Printer ZFz1/774—wk

- key operator authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with local authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-5

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall

[assignment: list of actions].

[selection: met, surpassed]
- met
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[assignment: list of actions]

- never allow the control panel to accept any operation except
power cycle. Web browser is also inhibited from accepting
authentication operation until the main unit is cycled.

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive
integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- U.NORMAL authentication

[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
the user information

Authentication failure handling
No other components
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment: positive

integer number], an administrator configurable positive
integer within [assignment: range of acceptable values]]
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unsuccessful authentication attempts occur related to
[assignment: list of authentication events].

[assignment: list of authentication events]

- SA authentication (with remote authentication)
[selection: [assignment: positive integer number] , an
administrator configurable positive integer within
[assignment: range of acceptable values]

- [assignment: positive integer number]

-1

When the defined number of unsuccessful authentication
attempts has been [selection: met, surpassed], the TSF shall
[assignment: list of actions].

[selection: met, surpassed]

- met

[assignment: list of actions]

- have the control panel to display the message of
“authentication was failed” and to require reentry of the user
information. The TSF shall also have Web browser to reenter
the user information

User attribute definition
No other components.
No dependencies

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: list of security
attributes].

[assignment: list of security attributes].
- Key Operator role

- SA role

- U.NORMAL role

Verification of secrets
No other components.

No dependencies.

The TSF shall provide a mechanism to verify that secrets (SA
password and U.NORMAL password when local authentication
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is used) meet [assignment: a defined quality metric].

[assignment: a defined quality metric].
Password length is restricted to 9 or more characters

Timing of authentication
No other components
FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions]
on behalf of the user to be performed before the user is
authenticated.

[assignment: list of TSF mediated actions]
- storing the document data delivered from printer driver

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated actions
on behalf of that user.

Protected authentication feedback
No other components
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to
the user while the authentication is in progress.

[assignment: list of feedback]
- display of asterisks (“*”) to hide the entered password
characters

User identification before any action
FIA_UID.1 Timing of identification
No dependencies

The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

User-subject binding
No other components.
FIA_ATD.1 User attribute definition
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FIA_USB.1.1 The TSF shall associate the following user security attributes
with subjects acting on the behalf of that user: [assignment:
list of user security attributes].

[assignment: list of user security attributes]
- Key Operator role

- SA role

- U.NORMAL role

FIA_USB.1.2 The TSF shall enforce the following rules on the initial
association of user security attributes with the subjects acting
on behalf of users: [assignment: rules for the initial
association of attributes].

[assignment: rules for the initial association of attributes]
- none

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to
the user security attributes with the subjects acting on behalf

of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]

- none
6.1.5. Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [selection: determine the
behavior of, disable, enable, modify the behavior of] the
functions [assignment: list of functions] to [assignment: the
authorized identified roles].

[selection: determine the behavior of, disable, enable, modify
the behavior of]

- disable, enable, modify the behavior of

[assignment: list of functions]

-List of security functions in Table 24
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[assignment: the authorized identified roles]
-the roles listed in Table 24

Table 24 List of Security Functions

Security Functions disable, enable, modify the Roles
behavior of
Use of password entered enable, disable U.ADMINISTRATOR
from MFD control panel in
user authentication
Access denial due to enable, disable U.ADMINISTRATOR

authentication failure of
system administrator ID

User Authentication

enable, disable, modify the | U.ADMINISTRATOR

behavior
Security Audit Log enable, disable U.ADMINISTRATOR
Store Print enable, disable, modify the | UUADMINISTRATOR
behavior
Internal Network Data enable, disable, modify the | U ADMINISTRATOR
Protection behavior
Customer Engineer enable, disable U.ADMINISTRATOR
Operation Restriction
Hard Disk Data Encryption | enable, disable U.ADMINISTRATOR
Hard Disk Data Overwrite | enable, disable, modify the | UUADMINISTRATOR
behavior
Auto Clear enable, disable U.ADMINISTRATOR
Self Test enable, disable U.ADMINISTRATOR

FMT_MSA.1 (a)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (a)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].
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[assignment: access control SFP(s), information flow control
SFP(s)]

- Common Access Control SFP in Tablel6
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete, [assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17

[assignment: the authorized identified roles].

- the roles listed in Table 25

Table 25 Security Attributes and Authorized Roles

Security attributes query, modify, Roles
delete, creation

Key operator identifier modify Key Operator

SA identifier query U.ADMINISTRATOR
modify
delete, creation

General user identifier query U.ADMINISTRATOR
modify
delete, creation

Owner identifier for D.DOC (own | query, delete, U.USER

document data in Mailbox) creation

Owner identifier of D.DOC (all query, delete Key Operator

document data in Mailbox)

Owner identifier of D.DOC (all delete SA

document data in Mailbox)

Owner identifier of D.DOC (own | query, delete, U.USER

document data in Private Print) | creation

Owner identifier of D.DOC (all query, delete U.ADMINISTRATOR

document data in Private Print)

Owner identifier of D.FUNC query, delete, U.NORMAL, SA

(Personal Job Flow sheet, creation

Personal Mailbox)

Owner identifier of D.FUNC query, delete Key Operator
(Personal Job Flow sheet,

Personal Mailbox)
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Owner identifier of D.FUNC query, delete, Key Operator
(Shared Job Flow sheet, Shared | creation
Mailbox)

FMT_MSA.1 (b) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (b) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- TOE Function Access Control SFP in Table 18,
[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete ,[assighment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 18

[assignment: the authorized identified roles].

- the roles listed in Table 26

Table 26 Security Attributes and Authorized Roles(Function Access)

Security Attributes query, modify, delete, Roles
creation
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
General user identifier query, modify U.ADMINISTRATOR
delete, creation
User identifier for each query, modify U.ADMINISTRATOR
function
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Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- PRT Access Control SFP in Table 19

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify, delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 27

Table 27 Security Attributes and Authorized Roles(PRT)

Security Attributes query, modify, Roles
delete, creation
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR

delete, creation

General user identifier query, modify U.ADMINISTRATOR

delete, creation

Owner identifier of D.DOC (own
document data in Private Print)

query, delete,
creation

U.USER

Owner identifier of D.DOC (all
document data in Private Print)

query, delete

U.ADMINISTRATOR
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Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- SCN Access Control SFP in Table 20

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 28

Table 28 Security Attributes and Authorized Roles(SCN)

Security Attributes query, modify, Roles
delete, creation
Key operator identifier modify Key Operator
SA identifier query, modify U.ADMINISTRATOR
delete, creation
General user identifier query, modify U.ADMINISTRATOR

delete,creation

Owner identifier of D.DOC (own query, delete, U.USER
document data in Mailbox) creation
Owner identifier of D.DOC (all query, delete Key Operator

document data in Mailbox)
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Owner identifier of D.FUNC query, delete, U.NORMAL, SA
(Personal Job Flow sheet, creation
Personal Mailbox)

Owner identifier of D.FUNC query, delete Key Operator
(Personal Job Flow sheet,
Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Job Flow sheet, Shared | creation
Mailbox)

FMT_MSA.1 (e) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 (e) The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- CPY Access Control SFP in Table 21

[selection: change default, query, modify, delete,
[assignment: other operations]]

- none

[assignment: other operations]

- none

[assignment: list of security attributes]

- none

[assignment: the authorized identified roles].

- none

FMT_MSA.1 (f) Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
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FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- DSR Access Control SFP in Table 22

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify ,delete,[assignment: other operations]
[assignment: other operations]

- Creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].
- the roles listed in Table 29

Table 29 Security Attributes and Authorized Roles(DSR)

Security Attributes

query, modify,
delete, creation

Roles

Key operator identifier

modify

Key Operator

SA identifier

query, modify
delete, creation

U.ADMINISTRATOR

General user identifier

query, modify
delete, creation

U.ADMINISTRATOR

Owner identifier of D.DOC (own
document data in Mailbox)

query, delete,
creation

U.USER

Owner identifier of D.DOC (all
document data in Mailbox)

query, delete

Key Operator

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete,
creation

U.NORMAL, SA

Owner identifier of D.FUNC
(Personal Job Flow sheet,
Personal Mailbox)

query, delete

Key Operator
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Owner identifier of D.FUNC
(Shared Job Flow sheet, Shared

Mailbox)

query, delete, Key Operator

creation

FMT_MSA.1 (g)
Hierarchical to:
Dependencies:

FMT_MSA.1.1 (g)

Management of security attributes

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the [assignment: access control SFP(s),
information flow control SFP(s)] to restrict the ability to
[selection: change default, query, modify, delete,
[assignment: other operations]] the security attributes
[assignment: list of security attributes] to [assignment: the
authorized identified roles].

[assignment: access control SFP(s), information flow control
SFP(s)]

- D.Func Control SFP in Table 23

[selection: change default, query, modify, delete,
[assignment: other operations]]

- query, modify,delete,[assignment: other operations]
[assignment: other operations]

- creation

[assignment: list of security attributes]

- the security attributes listed in Table 17
[assignment: the authorized identified roles].

- the roles listed in Table 30

Table 30 Security Attributes and Authorized Roles(D.FUNC)

Security Attributes

query, modify, Roles

delete, creation

Key operator identifier

modify Key Operator

SA identifier

query, modify U.ADMINISTRATOR

delete, creation

General user identifier

query, modify U.ADMINISTRATOR

delete, creation
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Owner identifier of D.FUNC query, delete, U.NORMAL, SA
(Personal Job Flow sheet, creation
Personal Mailbox)

Owner identifier of D.FUNC query, delete Key Operator
(Personal Job Flow sheet,
Personal Mailbox)

Owner identifier of D.FUNC query, delete, Key Operator
(Shared Job Flow sheet, Shared | creation
Mailbox)

FMT_MSA.3 (a) Static attribute initialization

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 (a) The TSF shall enforce the, [assighment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- Common Access Control SFP in Tablel6

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 31

Table 31 Initialization property

Object Security Attributes Default
D.DOC Owner identifier of D.DOC Creator’s user identifier and
D.FUNC Owner identifier of D.FUNC | available user identifier

FMT_MSA.3.2 (a) The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

FMT_MSA.3 (b) Static attribute initialization
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No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- TOE Function Access control SFP in Table 18

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- permissive initialization property for basic functions such as
copy, print, and scan as the default of security attribute.

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- PRT Access Control SFP in Table 19

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 32
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Table 32 Initialization property

Object Security Attributes Default

D.DOC Owner identifier of D.DOC Creator’s user identifier and
available user identifier

FMT_MSA.3.2 (c) The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

FMT_MSA.3 (d) Static attribute initialization

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 (d) The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- SCN Access Control SFP in Table 20

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 32

FMT_MSA.3.2 (d) The TSF shall allow the [assignment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

FMT_MSA.3 (e) Static attribute initialization

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
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The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- CPY Access Control SFP in Table 21

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- permissive

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- DSR Access Control SFP in Table 22

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 32

The TSF shall allow the [assignment: the authorized identified

roles] to specify alternative initial values to override the
default values when an object or information is created.
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[assignment: the authorized identified roles]
- none

Static attribute initialization

No other components.

FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

The TSF shall enforce the [assignment: access control SFP,
information flow control SFP] to provide [selection, choose one
of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce
the SFP.

[assignment: access control SFP, information flow control SFP]
- D.Func Control SFP in Table 23

[selection, choose one of: restrictive, permissive,
[assignment: other property]]

- [assignment: other property]

- Initialization property in Table 33

Table 33 Initialization property

Object

Security Attributes Default

D.FUNC Owner identifier of D.FUNC | Creator’s user identifier and

available user identifier

FMT_MSA.3.2 (g)

FMT_MTD.1 (a)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (a)

The TSF shall allow the [assighment: the authorized identified
roles] to specify alternative initial values to override the
default values when an object or information is created.

[assignment: the authorized identified roles]
- none

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assignment: list of TSF data] to [assignment: the
authorized identified roles].
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[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- TSF data listed in Table 34

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, [assignment: the authorized identified
roles except U.NORMAL]]

- U.ADMINISTRATOR, Key Operator

Table 34 Operation of TSF Data

TSF Data query, modify, delete, Roles
creation
Data on key operator 1D modify Key Operator
Data on key operator Password modify Key Operator
Data on SA ID query, modify, delete, | UUADMINISTRATOR
creation

Data on SA Password modify U.ADMINISTRATOR
Data on User Authentication query, modify U.ADMINISTRATOR
Data on use of password entered | query, modify U.ADMINISTRATOR

from MFD control panel in user
authentication

Data on minimum user password | query, modify U.ADMINISTRATOR
length

Data on Store Print query, modify U.ADMINISTRATOR
Data on Access denial due to query, modify U.ADMINISTRATOR

authentication failure of system
administrator

Data on Security Audit Log query, modify U.ADMINISTRATOR

Data on Internal Network Data query, modify, delete | UUADMINISTRATOR
Protection

Data on Customer Engineer query, modify U.ADMINISTRATOR
Operation Restriction

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Encryption

Data on Hard Disk Data query, modify U.ADMINISTRATOR
Overwrite

- 82 - Copyright® 2012 by Fuji Xerox Co., Ltd



Xerox D95 Copier/Printer ZFz1/774—wk

Data on date and time query, modify U.ADMINISTRATOR
Data on Auto Clear query, modify U.ADMINISTRATOR
Data on Self Test query, modify U.ADMINISTRATOR
Data on Report Print query, modify U.ADMINISTRATOR

FMT_MTD.1 (b)
Hierarchical to:
Dependencies:

FMT_MTD.1.1 (b)

Management of TSF data

No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

The TSF shall restrict the ability to [selection: change default,
query, modify, delete, clear, [assignment: other operations]]
the [assighment: list of TSF data] to [assignment: the
authorized identified roles].

[selection: change default, query, modify, delete, clear,
[assignment: other operations]]

- query, modify, delete

[assignment: other operations]

- creation

[assignment: list of TSF data]

- list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL in
Table 35

[assignment: the authorized identified roles].

- selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated].

- U.ADMINISTRATOR, U.NORMAL to whom such TSF data is
associated

Table 35 Operation of TSF Data

TSF Data query, modify, delete, Roles
creation
Data on General user ID | query, modify, delete, U.ADMINISTRATOR
creation
Data on General user modify U.ADMINISTRATOR ,
Password U.NORMAL
FMT_SMF.1 Specification of Management Functions

Hierarchical to:

No other components.
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Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following
management functions: [assignment: list of management
functions to be provided by the TSF].

[assignment: list of management functions to be provided by
the TSF]
- Security Management Functions listed in Table 36

Table 36 Security Management Functions Provided by TSF

Relevant SFR Management Function Management items defined by
CC
FAU_GEN.1 Management of data on Security There are no management
Audit Log settings activities foreseen.
FAU_GEN.2 - There are no management

activities foreseen.

FAU_SAR.1 Management of data on key a) maintenance (deletion,
operator and SA (ID and password) | modification, addition) of the
group of users with read access
right to the audit records.

FAU_SAR.2 - There are no management
activities foreseen.
FAU_STG.1 - There are no management
activities foreseen.
FAU_STG.4 none a) maintenance (deletion,
Reason: The control parameter of | modification, addition) of actions
audit log is fixed and is not to be taken in case of audit
managed storage failure.
FCS_CKM.1 - There are no management
activities foreseen.
FCS_COP.1 Management of data on Hard Disk | There are nho management
Data Encryption activities foreseen.
FDP_ACC.1(a) |- There are no management
FDP_ACC.1(b) activities foreseen.

FDP_ACC.1(c)
FDP_ACC.1(d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
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FDP_ACF.1(a)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of function and data
on Store Print

a)Managing the attributes used
to make explicit access or denial
based decisions.

FDP_ACF.1(b)

- Management of user identifier
- Management of data on Store
Print

FDP_ACF.1(c)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of data on Store
Print

FDP_ACF.1(d)
FDP_ACF.1(f)

- Management of user identifier

- Management of owner identifier of
D.DOC

- Management of owner identifier of
D.FUNC

- Management of data on Store
Print

FDP_ACF.1(e)

none
Reason: there are no additional
security attributes and is not
managed.

FDP_ACF.1(g)

- Management of user identifier
- Management of owner identifier of
D.FUNC

FDP_RIP.1

Management of data on Hard Disk
Data Overwrite

a) The choice of when to perform
residual information protection
(i.e. upon allocation or
deallocation) could be made
configurable within the TOE.

FIA_AFL.1(a)
FIA_AFL.1(b)

Management of data on access
denial due to authentication failure
of system administrator

a) Management of the threshold
for unsuccessful authentication
attempts;

FIA_AFL.1(c)
FIA_AFL.1(d)

none
Reason: The function is fixed and is
not managed.

b) Management of actions to be
taken in the event of an
authentication failure.

FIA_ATD.1

none

a) If so indicated in the
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Reason: there are no additional
security attributes and there are no
additional security attributes to be

assignment, the authorized
administrator might be able to
define additional security

managed. attributes for users.

FIA_SOS.1 none a) the management of the metric
Reason: The metric is fixed and is | used to verify the secrets.
not managed.

FIA_UAU.1 - Management of data on use of a) Management of the
password entered from MFD control | authentication data by an
panel in user authentication. administrator;

- Management of data on key b) Management of the

operator, SA, and general user authentication data by the

( password) associated user;

- Management of data on user ¢) Managing the list of actions
authentication. that can be taken before the user
- Management of data on minimum | is authenticated.

user password length

FIA_UAU.7 - There are no management

activities foreseen.

FIA_UID.2 - Management of data on key a) The management of the user
operator, SA, and general user (ID) | identities.

- Management of data on user
authentication.

FIA_USB.1 none a) an authorized administrator
Reason: action and security can define default subject
attributes are fixed and are not security attributes.
managed. b) an authorized administrator

can change subject security
attributes.

FMT_MOF.1 Management of data on Customer | a) Managing the group of roles

Engineer Operation Restriction

that can interact with the
functions in the TSF;

FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)

none
Reason: The role group is fixed and
is not managed

a) managing the group of roles
that can interact with the
security attributes;

b) management of rules by
which security attributes inherit
specified values.

FMT_MSA.3(a)
FMT_MSA.3(b)

none
Reason: The role group is only a

a) managing the group of roles
that can specify initial values;
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FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)

system administrator and is not
managed.

b) managing the permissive or
restrictive setting of default
values for a given access control
SFP;

¢) management of rules by which
security attributes inherit
specified values.

FMT_MTD.1(a)

- Management of data on Customer
Engineer Operation Restriction

- Management of data on Report
Print

a) Managing the group of roles
that can interact with the TSF
data.

FMT_MTD.1(b)

none
Reason: The role group is fixed and
is not managed

FMT_SMF.1

There are no management
activities foreseen.

FMT_SMR.1

none
Reason: The role group is fixed and
is not managed

a) Managing the group of users
that are part of a role.

FPT_STM.1

- Management of time and data.

a) management of the time.

FPT_TST.1

- Management of data on Self Test.

a) management of the conditions
under which TSF self testing
occurs, such as during initial
start-up, regular interval, or
under specified conditions;

b) management of the time
interval if appropriate.

FTA_SSL.3

- Management of data on Auto
Clear.

a) specification of the time of
user inactivity after which
termination of the interactive
session occurs for an individual
user;

b) specification of the default
time of user inactivity after
which termination of the
interactive session occurs.

FTP_ITC.1

- Management of data on Internal
Network Data Protection.

a) Configuring the actions that
require trusted channel, if
supported.

FPT_FDI_EXP.1

none
Reason: The role and transfer

a) Definition of the role(s) that
are allowed to perform the
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conditions are fixed and are not management activities;
managed. b) Management of the conditions
under which direct forwarding
can be allowed by an
administrative role;

¢) Revocation of such an

allowance.
FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 The TSF shall maintain the roles [assignment: the authorized

identified roles].

[assignment: the authorized identified roles]
- U.ADMINISTRATOR, U.NORMAL, key operator, SA

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for
the role "Nobody” to which no user shall be associated.

6.1.6. Class FPT: Protection of the TSF

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: list of external interfaces] from being forwarded
without further processing by the TSF to [assignment: list of
external interfaces].

[assignment: list of external interfaces]
- any external interfaces

[assignment: list of external interfaces]
- any Shared-medium interfaces

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.
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FPT_TST.1.3

Xerox D95 Copier/Printer ZFz1/774—wk

The TSF shall be able to provide reliable time stamps.

TSF testing
No other components.
No dependencies.

The TSF shall run a suite of self tests [selection: during initial
start-up, periodically during normal operation, at the request
of the authorised user, at the conditions [assignment:
conditions under which self test should occur]] to demonstrate
the correct operation of [selection: [assignment: parts of TSF],
the TSF].

[selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test
should occur]]

- at the conditions [assignment: conditions under which self
test should occur]

[assignment: conditions under which self test should occur]
- at initiation under which self test is set

[selection: [assignment: parts of TSF], the TSF].

- [assignment: parts of TSF]

- TSF executable code

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF
data], TSF data].

[selection: [assignment: parts of TSF data], TSF data]

- [assignment: parts of TSF data]

- TSF data in NVRAM/SEEPROM (excluding audit log data, and
date and time data)

The TSF shall provide authorised users with the capability to
verify the integrity of [selection: [assignment: parts of TSF],
TSF].

[selection: [assignment: parts of TSF]

- [assignment: parts of TSF]
- TSF executable code in program ROM
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6.1.7. Class FTA:TOE Access

FTA_SSL.3 TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1 The TSF shall terminate an interactive session after a

[assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]

- Auto clear time can be set to 30 to 900 seconds on the
control panel.

- Login timeout from CWIS is fixed to 20 minutes.

- There is no inactive time with printer driver.

6.1.8. Class FTP: Trusted Path/Channels

FTP_ITC.1 Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

FTP_ITC.1.1 The TSF shall provide a communication channel between itself

and another trusted IT product that is logically distinct from
other communication channels and provides assured
identification of its end points and protection of the channel
data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit [selection: the TSF, another trusted IT
product] to initiate communication via the trusted channel.

[selection: the TSF, another trusted IT product]
- the TSF, another trusted IT product

FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel
for [assignment: list of functions for which a trusted channel is
required].

[assignment: list of functions for which a trusted channel is
required].

- communication of D.DOC, D.FUNC, and D.CONF over any
Shared-medium Interface
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tX1)FT(RIEEH (Security Assurance Requirements)
Table 37 (CEF1UT1REEEHERLRT S,
A TOE OFFHMEREEL NIUE EAL3 THd, EBMUEZELF1UT(RIEIVR—RV ME, ALC_FLR.2 T#H
D,
Table 37 t¥a)T1{RIEEH
REEDIA RELAVIR—RV b
ADV_ARC.1 Security architecture description
ADV: Functional specification with complete
Development ADV_FSP.3 summary
ADV_TDS.2 Architectural design
AGD: AGD_OPE.1 Operational user guidance
Guidance )
AGD_PRE.1 Preparative procedures
documents
ALC_CMC.3 Authorization controls
Implementation representation CM
ALC: ALC_CMS.3 coverage
Life-cycle ALC_DEL.1 Delivery procedures
support ALC_DVS.1 Identification of security measures
ALC_FLR.2 Flaw reporting procedures
ALC_LCD.1 Developer defined life-cycle model
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE: ASE_INT.1 ST introduction
Security Target | ASE_0OBJ.2 Security objectives
evaluation ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.2 Analysis of coverage
ATE: ATE_DPT.1 Testing: basic design
Tests ATE_FUN.1 Functional testing
ATE_IND.2 Independent testing - sample
AVA:
Vulnerability AVA_VAN.2 Vulnerability analysis
assessment
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PrIUT R REEREET YT R R A ORI EE, Table 38(CEEt TS, COXRTRTAD, H+a
UTAHBEE N, D<ED 1 20 TOE tXa1UT R AHICHISL TS . FeF X1 )Tt KA &
B, EFIUTAHRBEE R ICENREESN TL\S1R#LE, Table39 CEER T 5,
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i) T4 EHRR (Security Requirement Rationale)
X1 T HEEEEHIRML (Security Functional Requirements Rationale)

Table 38 tXa1)T(HREEH LX) TR RA HOX ISR

Objectives

SFRs

0.DOC.NO_DIS

0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

O.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED

O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED

O.CIPHER

FAU_GEN.1

FAU_GEN.2

S| < |O.AUDIT.LOGGED

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

FAU_STG.4

FCS_CKM.1

FCS_COP.1

FDP_ACC.1 (a)

FDP_ACC.1 (b)

FDP_ACC.1 (c)

FDP_ACC.1 (d)

FDP_ACC.1 (e)

FDP_ACC.1 (f)

FDP_ACC.1 (g)

FDP_ACF.1 (a)

NIENENENENEN

FDP_ACF.1 (b)

FDP_ACF.1 (c)

AN

FDP_ACF.1 (d)

FDP_ACF.1 (e)
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0.DOC.NO_ALT

O.FUNC.NO_ALT

O.PROT.NO_ALT

O.CONF.NO_ALT

O.CONF.NO_DIS

O.USER.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED

O.AUDIT_STORAGE.PROTECTED

O.SOFTWARE.VERIFIED

O.INTERFACE.MANAGED
O.AUDIT.LOGGED

O.CIPHER

FDP_ACF.1 (f)

FDP_ACF.1 (g)

FDP_RIP.1

< S| N[0.DOC.NO_DIS

FIA_AFL.1 (a)

FIA_AFL.1 (b)

FIA_AFL.1 (c)

FIA_AFL.1 (d)

AN IR NI N BN

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

AN

FIA_UAU.7

FIA_UID.2

FIA_USB.1

AU N N N N N I N BN N RN

FMT_MOF.1

FMT_MSA.1 (a)

FMT_MSA.1 (b)

FMT_MSA.1 (c)

FMT_MSA.1 (d)

FMT_MSA.1 (e)

FMT_MSA.1 (f)

FMT_MSA.1 (g)

FMT_MSA.3 (a)

SIS TSN NN

FMT_MSA.3 (b)

FMT_MSA.3 (c)

FMT_MSA.3 (d)

FMT_MSA.3 (e)

FMT_MSA.3 (f)

FMT_MSA.3 ()

NN ENENIEN
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0.DOC.NO_ALT
O.FUNC.NO_ALT

O.AUDIT_STORAGE.PROTECTED

0.DOC.NO_DIS
O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.AUDIT_ACCESS.AUTHORIZED

O.CIPHER

FMT_MTD.1 (a)

FMT_MTD.1 (b)

FMT_SMF.1

FMT_SMR.1

< 8] K|S[|0.PROT.NO_ALT
<SS |«]|0.CONF.NO DIS
<K ]K|<|0O.CONF.NO_ALT

FPT_FDI_EXP.1

FPT_STM.1

FPT_TST.1

FTA_SSL.3

FTP_ITC.1

Table 39 tFa)T4 KA FHICLD X 1T BEBEE AR R

¥ T R &

TFIT R R AR EL

O.AUDIT.LOGGED
(BEEAXY bOELERE
RAISNETIER)

O.AUDIT.LOGGED (& TOE OfER - £F1UT4([CENZII ARV bOOT Z AL -
HEFL EROBVFERRR -BREAEHRCRH R A THD,

K1) TR RAMEERT DI,

FAU_GEN.1 [CIDEEMFAIANY ML TEF1UT(BEEOT F—INE RS
nd.

EEUT OB RTERICINERIFETHS,
FAU_STG.4:BEEOJT—A0#HEIIEETHIEM. BHITEHEC0E
nd.

FCS_CKM.1: S #AEMDOKLRIFBERFICIS—EHD
FCS_COP.1:BESLDKKIEIITAT—RRELTEEIND

FMT_MSA.3: 774V ME. L=l DZE BT

FAU_GEN.2, FIA_UID.2 [CINBEBENERERZ. TORELBZFIRAED
5 R T RICBESE (T3,

FPT_STM.1 [C&D TOE O#F & EELGIOVIER T, BEERRAIAY peH
(CRM LAV TEENVICE RSN,
ULDEFIUTAHEBEEHICENTI R A S ERBLTENTED,

O.SOFTWARE.VER

O.SOFTWARE.VERIFIED (& TOE B&0OXE{TI1—-FOB RN FIEZR
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TXaT R & THIT R E AR AL
IFIED HIBIHAKRGTEHTHS,
(VIPII7eeM0 | KeFaUT KA HERRTHHICE,
RELE) FPT_TST.1 (4D TSF E{TI-FHLU TOE RET—H(TSF T—-R) DT £t

EIRALT HILHDEH T AMEREERBIFFCERE LRITI LN TES,
L EDEF1) TR CINM R AR ERBTENTES,

O.INTERFACE.MA
NAGED

(A ERAB—T1—AD
EIR)

O.INTERFACE.MANAGED (FtFaUF4R)I—(CH->THERS VA—T1— 2R
DRFEEETIRRAHTHD,

AKeF1 )T R RAHEETRTHEHICE.
FIA_AFL.1(a)ICknHE & & SRS DR AL R BRBFIC. FIA_AFL.1(b)IC&D
SA DR R BB (AR R FRRERF ) ICEREE R BRIC LD 7D EAE B B $ 5 DEREEIC
KB ULIZE . BiR OFF/ON K" BIZRD, EHE UK BEC,

FIA_AFL.1 (c)IC&N—AFI FAE RELRF DFREE R BUBF(C. FIA_AFL.1 (d)IC
&0 SA SRELRF DERATE S BB (S EREREERF) (. /S AT — ROVIE LKLV B DAY
t—IRRLC. NAT—FOBANEEKRT S,

FIA_UAU.1.FIA_UID.2 [CINEELG—RAAESLVVATLEEEEH
AT B0, CWIS ADTHEARFIC - —HA RN THhND, F=,
FIA_UID.2 [CENE LB —RARABESLUVATLEBEEZHANTIEHIC. 7
JUB— R34 oD 7Ot ABC - —E RN ThN 3,

FIA_UAU.7 [CENI1—H—FRREICRALTEREE 71— RO RESND DT, /TR
D—FolRBIETS,
FTA_SSL.3 (C&D, CWIS [C—
BRMZEKRTS,

TUUR— R4 NNy aVv R BT FICERNBRREEB(CEYVaVERTT
%o

FPT_FDI_EXP.1 (CLD4 &R VA= T1— AW BDZIET—HDAERRY FT—DA
DOF A SN VEREEHIRT S,

L EDTX1)T BB S ICIDR R A S ER/LTENTED,

ERREO7I AN EMES AT VEDUTL

0.USER.AUTHORI
ZED

(—RF EEEEEE
0 TOE f#FADEET)

O.USER.AUTHORIZED (3 TOE O %Al 34T, EAENEF1YT4
R I—CRHTHERZ(T 5 SN THN., FDERELEH AN ZRHDIFI R FEH THD .
REX1UTARERAHERRTILHICE.

FDP_ACC.1(b). FDP_ACF.1(b)IcdD1—H—# R R EEMHETBCET. 3
A[SNTZFIABDH CEREEEDIREZEF I T3,

FIA_AFL.1(a)(c &Nt & & 505 OEREE 5 BUAH(C. FIA_AFL.1(b)Ic&h
SA DFRETE % BRBS (AR SREERS) ISR R BRIC LB PHEAIE B E# S DEREEC
KB ULEIHE . IR OFF/ON DA ZEICD, E# UEREBZRLC,

FIA_AFL.1 (c)IcEnD—ABRFI f & SRR OERET £ BRBS(C. FIA_AFL.1 (d)IC
&0 SA REERFDEREE < BABF (S EREREERF) (S, “INAD— FH IEE LB LV B DAY
t—IFRRLC. AT FOBANEERT D,

FIA_ATD.1. FIA_USB.1 [CIDHMEEEREl. SA RE. —RABER
B &MEIF T LI, FFAISNERIAEOH (CHT IV M EEINH TS,
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TXaT R &

THIT R E AR AL

FIA_SOS.1 (24D, SA E—RFIREBE DR/ AT FREHIRT 5,
FIA_UAU.1,FIA_UID.2 [CINIEHB—RARESLIVIATLEEEEH
AT BLHIC, RENRIVD DT DL ARFIC I -3 A FREENTHONS
FIA_UAU.7 &N —5'—ZRREICRAL CRREE 71— FINWDIRREESNB DT, /1A
D—FOifRRIZHEITS,

FMT_MSA.1(b)ICENtEF1)T1BIEDENEDE . RE. HIbR. /EREERE
EECE

FMT_MSA.3 (b)[CLDEI LT I4I MEZEET B,

FMT_SMR.1 [C&DHMEEE . SA, YATLEERE, —RAAZEORESH
FSNT, 20BN BEEM (ToN5,

FTA_SSL.3 [CINEENSRIVC—ERFE DT I L AN E MG & (3R IRILDER
EEDV7UBRMEERT B,

L EDEF1 )T e G LI R AR ERBT ENTES,

0.DOC.NO_DIS
(FIREXET-530
T ERTRE)

O.DOC.NO_DIS & TOE ##ER DI LA IERRENMD User Document
Data Z=Fd X R A& TH3.

A1 )T RRAHEERRTHEHICE.

FDP_RIP.1 [CEDAEBN— FTFAADEBICEESNZFAEHXET 0. L
AIDEHRONBZFIATERT S,

FDP_ACC.1(a),FDP_ACC.1(c), FDP_ACC.1(d), FDP_ACC.1(e),
FDP_ACC.1(f), FDP_ACF.1(a),FDP_ACF.1(c), FDP_ACF.1(d),
FDP_ACF.1(e), FDP_ACF.1(f), FIA_UID.2 [C&D1—Y—#AI=EHET S
CET. Faleni=FIAEDHIC. User Document Data D& T3,
FMT_MSA.1(a),FMT_MSA.1(c),FMT_MSA.1(d). FMT_MSA.1(e).
FMT_MSA.1(f),[C&DEF1VT/ BHEORINEDE . HRZE. HIfR. (TR
33,

FMT_MSA.3 (a),FMT_MSA.3 (c),FMT_MSA.3 (d),FMT_MSA.3
(e),FMT_MSA.3 (f)ICEN#E T 74 MEZEET S,

FMT_SMR.1 [CENHHMEEE . SA. VATLEESE . —RFIAEORE|H
BT, 20&EDBEEF ToN D,

FMT_SMF.1 (C&D TOE CF1UT1 EBHEEZ VY ATLEEENRH TS,
FTP_ITC.1 ([C&D TOE & IT FO4D MEDAERRY FD—H L &N % User
Document Data #ZBh H{RE T 27H(C. BIET—HEELTOFIUTH I
33,

ULDEFIUT(HEBEEHICENT R A S ERBTENTED,

0.DOC.NO_ALT,
(FAEXET-50
FEHSHIRE)

O.DOC.NO_ALT (. TOE ##R DB WA EZHXSAHH User Document
Data Z=FdX KA TH3.

AKeF1 )T R RAHEERT NI,

FDP_ACC.1(a). FDP_ACF.1(a), FIA_UID.2 ([C&D1—H—-#AIEEET S
CET, HA[SN=RABEDHIC. User Document Data DiEEEHA T 5,
FMT_MSA.1(a)lcENtFaUT(BHMBWENE., RE. Bk, FREEE
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TXaT R &

THIT R E AR AL

33,

FMT_MSA.3 (a)lcLDi@ti T 74 MEE S ET 3,

FMT_SMR.1 [CENEHMEERE . SA. VATLEEE . —RFIAEOZEIH
BN T, t0&EINEEM ToNB,

FMT_SMF.1 (C&D TOE £¥1)T1EEMEEZ I ATLEEBENRETS,
FTP_ITC.1 [CLD TOE & IT 04D MDA ER %Y FO—D L &N 5 User
Document Data 2 ZEh bR ETZHIC. BIET—AESLTOMIVICH G
33,

LU EDEF1UTBBEBEBICEDR R A S ER/IZTENTED,

O.FUNC.NO_ALT
(FIREHEET 30
FEHSHIRE)

O.FUNC.NO_ALT (. TOE ##BR DI WA ELZHEAh b User Function
Data #5F3* KA THD.

AeF1UT R RAHERRTHHICE.
FDP_ACC.1(a),FDP_ACC.1(g). FDP_ACF.1(a),FDP_ACF.1(g),
FIA_UID.2 [C&NI1—Y—# A ZEET ST, EFrISNLEFIHAEDHIC.
User Function Data DiE{E%HRIT 3,

FMT_MSA.1(a) ,FMT_MSA.1(g)lc&ntF 1T BHOBLEHE . KZE.
HIER. (EREEHET D,

FMT_MSA.3 (a),FMT_MSA.3 (g)IC&DE T 74 MEEEET 3,
FMT_SMR.1 [CINHMEEE . SA. VATLEERE . — A AZEO®R B4
Ban T, t0&EINEEM ToNB,

FMT_SMF.1 (C&D TOE E¥1 T4 EEBBEEEZ VAT LEBENRE TS,
FTP_ITC.1 [CLD TOE & IT FOAD MEIOAE %Y FO—5H L &N 5 User
Function Data 2B BN o RETILHIC. BIETAEFELTIOMIVCHIET
%o

LU EDCFIUTHBEBEHICEDR KA ER/ZTENTED,

0.PROT.NO_ALT,
(TSF F—HOREH
ShiRE)

O.PROT.NO_ALT (& TOE Z#ERDBVARIELGHS NS TSF Data E5F5 *d
RAHTHS.

AeF1UTdRAHERERTHEHICE.

FIA_UID.2 [C&N1—Y—HAERETHET, SFRISNE VAT LEBRELY
(C. TSF Data O#EZEFRI T 5.

FMT_MOF.1 [CENTF 21T HEBEDEERZ L. SIUHBEDERE L. VAT Ls
EEELHCRELTNANT, YVATLEEBLZFCHIEINS,
FMT_MTD.1(a)Ic&NtF1) T REDIEREER E (L. VAT LEBEELFICR
ELTLBDT, TOE RET—5(TSF DATA)DHRZE(F, VAT LEBELIFTHI
Rand,

FMT_MTD.1(b)ICEN—A&FIFAE ID OFFEF. VATLEBRELRAEICE
ELTWS,

FMT_SMF.1(C&DTOE X2 T EEN EEHEEDREE. YVATLEEEA
=T,

FMT_SMR.1 [CEDHMEEE . SA, YATLEERE, —RAAEORESH
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TXaT R &

THIT R E AR AL

BEINT. 20& BN BEEM TN,

FTP_ITC.1IC&N TOE & IT 704D FREDRERRY FD—D E %N % TOE 3% 3E
T—R(TSF DATA) 2B BN o RETILHIC. BIETAEELTONILCK
93

LU EDEF1)F BB S ICIDR R A ER/LTENTES,

0.CONF.NO_DIS,
0.CONF.NO_ALT
(TSF F—HOFREH
ShBLURERTR
i)

O.CONF.NO_DIS, O.CONF.NO_ALT ([ TOE ##BE0H\\FIERRF# vk
Shh o D.CONF &5F3 5t R A THD,

AKeF1 )T R RAMEERTRT NI,

FIA_UID.2 [C&N1—Y—#AIZEMET S ET, BFRISNZRIABLIFIC,
D.CONF D{EZEFRIT 5,

FMT_MOF.1 [C&DEF 1T HBEDBEDRIF L BLURBEDERE L. VAT L
EEELFICBELTVNBIDT, VATLEBEZ(FICHEIND,
FMT_MTD.1(a)IC&NEF1 T HEREDHERESR (. VAT LEBELIHIR
ELTL2NDT,. D.CONF OfLVENE . HE[E. YATLEEEL(FICHESN
%,

FMT_MTD.1(b)ICEN—REFIAENRAT— RORE. VATLEBEELREE
([CBRELTLVS,

FMT_SMF.1 (C&D TOE £F 1) T/ HBEDEERREDR T Z . EF A SN/ZFI A
BENRETS,

FMT_SMR.1 [CENHMEEE . SA. VATLEEE . —RFIABEOREH
BT, 20&EHWBEEF TN D,

FTP_ITC.1(ZED TOE & IT FO4SD FEDAERRY FI—D LERNZ X171
EEOJT—3BLU D.CONF #ZEhHRETILNIC, BIET-IBS1LTO
FVIERIET B,
ULDEFIUTAHEBEEHICENTI R A S ERBLTENTED,

O.AUDIT_STORAG
E.PROTECTED

O.AUDIT_STORAGE.PROTECTED (B &L ZHEREDLZ LD E - HIBR-
EENOFIRNKRAEHTHS,

AEF1UTRAHERERTHEHICE.

FAU_STG.1 [CLNEERTI7MILICHEHSN TS EF1) T4 BEERNT T 4%,
FIEBHIBRPHENCRET S,

FAU_STG.4 [CENEEOUNEMRICIE1ZEFC, REE VM LARY T TN
NEEENTE EEEHIRLT HLLWEEAAY M, BEEOT 771 IAEHYT
%

L EDEF1) TR BRI R AR ERBTENTES,

O.AUDIT_ACCESS
.AUTHORIZED

O.AUDIT_ACCESS.AUTHORIZED (3B E L FNHERDH BB (CL>TD
#. BENBEFIVTERERIMNTIACTTINDILIICTIREKRAEHTH
%o

AEF1UTI R RAHERRTHLEHICE.

FAU_SAR.1 [CEDEFRISN TS VAT LEERER. EEOV 77100+
UTAEENT T -305d tH U EEEIRIT 5.
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TXaT R &

THIT R E AR AL

FAU_SAR.2 [CIDEFRISN TS VAT LEBE LS DEEOTINDTP I A%
®it93,
L EDEF1) TR BRI R A B ERBTENTES,

O.CIPHER [FREN— FTA AR EICERIN VI XET 4. FIREH#X
ET AR UTHEA I RG VLI, REN- FT1ADEE LICEHES
N3T-HEESILT IR KRG EHTHS,
AeF1UTIRRAHERERTHEHICE.

O.CIPHER FCS_CKM.1 [CEDNIEFE SN 256 EV M DIE S RRICHEST, SR ERS
ns.
FCS_COP.1(CINRHONEESPITUZALEBSRET,. XET—SZRER/\
—RFAADEENEETRCESESh., Hid HUR(ICES SN,

L EDEF1 )T BB G LI R AR ERBZTENTES,

6.3.2. {KEFMHOD#HEE (Dependencies of Security Functional Requirements)

TRIVTHEREEMHNMREL LIRS . BIMRFEFRERE LG VMERRESC. KFEFRNHE
IEENBTHREN G VR HLE ., Table 40 (L2 T 3.

Table 40 Xa)T/HEEEHIVR—2 Y bOIRTEN

WREEHIVR—2V b

REFHEOHEEEHIVR—F Vb

BEHHIVERET

mELCLVSES (REREBELTCVDBVDEHLZOESE

FAU_GEN.1
Audit data generation

FPT_STM.1

FAU_GEN.2
User identity
association

FAU_GEN.1

FIA_UID.1:
FIA_UID.2 (& FIA_UAU.1 O LB D EEH
Dz, FIA_UAU.1 A\OI&F I} ETZSN5,

FAU_ SAR.1
Audit review

FAU_GEN.1

FAU_SAR.2
Restricted audit
review

FAU_SAR.1

FAU_STG.1
Protected audit trail
storage

FAU_GEN.1

FAU STG.4
Prevention of audit
data loss

FAU_STG.1
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BEUBIUEHLTH WEULCLVDESE KEMEHERELCVEVEGCZOIE S
FCS_CKM.4:
FCS_CKM.1 E5#(E MFD OFEENRF(CAE SN, DRAMFEH 14
Cryptographic key FCS_COP.1 AED)CHEMEND, COREERE MFD AMADER
generation UM T OEHRTADT. EEREHETIVNEN
Y= A
FCS_CKM.4:
FCS_COP.1 &5 8#(E MFD DEENFFCAE RS, DRAMIEH 4
Cryptographic FCS_CKM.1 AED)ICHEMEND, COREE R MFD AMADER
operation UM OEHRTADT. EEREHETIVNEN

LA

FDP_ACC.1(a)
Subset access control

FDP_ACF.1(a)

FDP_ACC.1(b)
Subset access control

FDP_ACF.1(b)

FDP_ACC.1(c)
Subset access control

FDP_ACF.1(c)

FDP_ACC.1(d)
Subset access control

FDP_ACF.1(d)

FDP_ACC.1(e)
Subset access control

FDP_ACF.1(e)

FDP_ACC.1(f)
Subset access control

FDP_ACF.1(f)

FDP_ACC.1(g)
Subset access control

FDP_ACF.1(g)

FDP_ACF.1(a)
Security attribute
based access control

FDP_ACC.1(a)
FMT_MSA.3(a)

FDP_ACF.1 (b)
Security attribute
based access control

FDP_ACC.1(b)
FMT_MSA.3(b)

FDP_ACF.1 (¢)
Security attribute
based access control

FDP_ACC.1(c)
FMT_MSA.3(c)

FDP_ACF.1 (d)
Security attribute
based access control

FDP_ACC.1(d)
FMT_MSA.3(d)

FDP_ACF.1 (e)
Security attribute

FDP_ACC.1e)
FMT_MSA.3(e)
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WREEHIVR—2V b

BEHHIVERET

B LTS EM

REFEOMAEZRGHIVR—2 Vb
KEREBRLUCVEGDEHCEDIE L ME

based access control

FDP_ACF.1 (f)
Security attribute
based access control

FDP_ACC.1(f)
FMT_MSA.3(f)

FDP_ACF.1 (g)
Security attribute
based access control

FDP_ACC.1(g)
FMT_MSA.3(g)

FDP_RIP.1
Subset residual
information protection

3L

FIA AFL.1
Authentication failure
handling

FIA_UAU.1

FIA ATD.1
User attribute
definition

3L

FIA_SOS.1
Verification of secrets

3L

FIA_UAU.1
Timing of
authentication

FIA_UID.1:
FIA_UID.2 (& FIA_UID.1 O L& B DR E 4
D7z, FIA_UID.1 ADIKF I HLZIND,

FIA_UAU.7
Protected
authentication
feedback

FIA_UAU.1

FIA_UID.2
User identification
before any action

3L

FIA_USB.1
User-subject binding

FIA_ATD.1

FMT_MOF.1
Management of
security functions
behavior

FMT_SMF.1
FMT_SMR.1

FMT_MSA.1(a)

FDP_ACC.1(a)

Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(b) FDP_ACC.1(b)
Management of FMT_SMF.1 B
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WREEHIVR—2V b

REFEOMAEZRGHIVR—2 Vb

BEHUHLIUEHLTH HELCVSESE (KEMZHEELCVEVEHCENES M
security attributes FMT_SMR.1
FMT_MSA.1(c) FDP_ACC.1(c)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(d) FDP_ACC.1(d)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(e) FDP_ACC.1(e)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(f) FDP_ACC.1(f)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1
FMT_MSA.1(q) FDP_ACC.1(qg)
Management of FMT_SMF.1 —
security attributes FMT_SMR.1

FMT_MSA.3(a)
Static attribute
initialization

FMT_MSA.1(a)
FMT_SMR.1

FMT_MSA.3(b)
Static attribute
initialization

FMT_MSA.1(b)
FMT_SMR.1

FMT_MSA.3(c)
Static attribute
initialization

FMT_MSA.1(c)
FMT_SMR.1

FMT_MSA.3(d)
Static attribute
initialization

FMT_MSA.1(d)
FMT_SMR.1

FMT_MSA.3(e)
Static attribute
initialization

FMT_MSA.1(e)
FMT_SMR.1

FMT_MSA.3(f)
Static attribute
initialization

FMT_MSA.1(f)
FMT_SMR.1

FMT_MSA.3(Qg)
Static attribute

FMT_MSA.1(g)

e e FMT_SMR.1
initialization
FMT_MTD.1 FMT_SMF.1
Management of TSF FMT_SMR.1
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WREEHIVR—2V b REFEOMAEZRGHIVR—2 Vb
BEUHBIUELGRT mELUCVSES EKEMEBHELTVEVEHEZDIE ST

data

FMT_SMF.1
Specification of
L
management
functions

FIA_UID.1:
FIA_UID.2 (¥ FIA_UID.1 O EHifEE D REEH
Dfsh. FIA_UID.1 AOIRFEEEHZSN5,

FMT_SMR.1
Security roles

FPT_STM.1

. . L
Reliable time stamp

FPT_TST.1
TSF testing

3L

FTA_SSL.3
TSF-initiated L
termination

FTP_ITC.1
Inter-TSF trusted UL
channel

FPT_FDI_EXP.1
Restricted forwarding |FMT_SMF.1
of data to external FMT_SMR.1
interfaces

6.3.3. tFaVTIRITEHIRM (Security Assurance Requirements Rationale)

This TOE is Hardcopy Device used in restrictive commercial information processing
environments that require a relatively high level of document security, operational
accountability, and information assurance. The TOE environment will be exposed to
only a low level of risk because it is assumed that the TOE will be located in a
restricted or monitored environment that provides almost constant protection from
unauthorized and unmanaged access to the TOE and its data interfaces.

Agents have limited or no means of infiltrating the TOE with code to effect a change,
and the TOE self-verifies its executable code to detect unintentional malfunctions. As
such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures
that instructions and procedures for the reporting and remediation of identified
security flaws are in place, and their inclusion is expected by the consumers of this
TOE.
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TOE Ef4E# (TOE Summary Specification)
AETIE, TOE BB T3 LF 1T (OB HHAR OV TRA T B,
t¥a)T71888E (Security Functions)

Table 41 (2 TOE t#1U5 (et tF17(AEEHORTERT
AETHITTS TOE tF1UT (AL 6.1 BICRBINZ LFUTAREEREB LT EOTHS,

Table 41 TOE tH*a)T4#e X1 ) T4 B BEE 4 DX G B &R

¥ UT1HERE

)T EEEH
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1
FCS_COP.1 v
FDP_ACC.1(a)
FDP_ACC.1(b)
FDP_ACC.1(c)
FDP_ACC.1d)
FDP_ACC.1(e)
FDP_ACC.1(f)
FDP_ACC.1(g)
FDP_ACF.1(a)
FDP_ACF.1(b)
FDP_ACF.1(c)
FDP_ACF.1(d)
FDP_ACF.1(e)
FDP_ACF.1(f)
FDP_ACF.1(g)
FDP_RIP.1 v
FIA_AFL.1(a)
FIA_AFL.1(b)

TSF_IOW
TSF_CIPHER
TSF_USER_AUTH
TSF_FMT
TSF_CE_LIMIT
TSF_NET_PROT
TSF_INF_FLOW
TSF_S_TEST

SIS S S ShrsE Fau

AN

N AN N N N AN A AN AN ENEN AN RN RN

AN

<
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t¥a) 18R

TSF_NET_PROT

TSF_IOW
TSF_CIPHER
TSF_FMT
TSF_CE_LIMIT
TSF_FAU
TSF_INF_FLOW
TSF_S_TEST

THX1UTAHEEEH
FIA_AFL.1(c)
FIA_AFL.1(d)
FIA_ATD.1
FIA_SOS.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.2
FIA_USB.1
FMT_MOF.1 v |V
FMT_MSA.1(a)
FMT_MSA.1(b)
FMT_MSA.1(c)
FMT_MSA.1(d)
FMT_MSA.1(e)
FMT_MSA.1(f)
FMT_MSA.1(g)
FMT_MSA.3(a)
FMT_MSA.3(b)
FMT_MSA.3(c)
FMT_MSA.3(d)
FMT_MSA.3(e)
FMT_MSA.3(f)
FMT_MSA.3(g)
FMT_MTD.1(a)
FMT_MTD.1(b)
FMT_SMF.1
FMT_SMR.1
FTA_SSL.3
FTP_ITC.1 v
FPT_FDI_EXP.1 v
FPT_STM.1 v
FPT_TST.1 v

S8 S SN SIS S SIrsE USER_AUTH

N ANEN AN ENEN AN

<\

NENEN AN AN AN AN AN VRN AN

AN N NEANIN

LITF T34 TOE a7 aE(CEIL T REM IS T 1) TR EH(COLVTERBAT 3,
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1.1.1. N=FFT4ADEBET AL EEHEMEE(TSF_IOW)

N—RTAADEBT A LEEHEERRER. VATLEBEEICINVATLEEE T FTEREINELIN
—RFFAADEET AL EEHEMEERT ISR, JE—HEE. TV —H#Ee. AFvF—#EE. RV D
—DAFVUREBEDN R JITDE T RIS, AEN— FTAADEBICERB SN REFHS XET AT
T.AEN-RFTIADEEOXET—HfEEE. 1 BFEE 3EOLESZCLINEETD, NFEEHED
FRIRECIEUT, DEBOMEHZELETIEEE. CF1IUTEEEE L TIEEEERELTNDEND
Thd.

WEBDHEGZEETIEER. LETHEOBHE1EEL, EX1)TREZEETSEEE. £E
THEORIFZE3MEETS, 3EDLEEFEEREIL. 1BICEATUEREIET TS, LDEEL
LEFHERB(HRIE)THS,

SHIC, VAT LEEBENRE U RIFE LRI a7 e R CERBXEFHIBRLTLEEEETS(ON
Demand Overwrite ##g),

(1) FDP_RIP.1 Subset residual information protection (Y 7ty NEFIHERIRE)
TOE (FF VTR THROLEFTHEMAEDHMELT, LEEEE 1 @("0(EN)"ICLE LEE)E.
3 EI(ELE-ELE-"0(EN)"[CLD L EE)DERNE KD, FEREN\—RFTAAVEE LI, LEE
BEFEOFAFHINET-IN—ELEES, TOE BEHFIC—EEFIVILT BEERTORAFK
HXET-INEHETIEEE. LEEFEENEEERITTS,

1.1.2. N—=FT4ADERET-IESL1#ae(TSF_CIPHER)

N—FTAADERET A SRR, VAT LEBRECIN VAT LEEEE-FCRESNEIN-FT
AADEET - SIEMARERTE JCHEL, JE—HBE. TUVA—HERE. A v —HEE. Xu T —DAFv
VR RIS ERICAE N\ - FTAADEBICERSNSIXE T - INESLEIT,

(1) FCS_CKM.1 Cryptographic key generation (BS54 k)
TOE FYATLEBELCINFZEESNLIN-FTAAVERT - IBSILT—12FEAL. ESEICE
T EOYYAEEQD FXOSENC AR TN TUXLICET 256 By MRS B @ 4ERETI([\— KTAAY
ERTARSIEF—INRELTHNE. RUESRIEREINDS). idH FXOSENC AX7ILTVIL
(F. TR BEREER EEX17EB7ITVALTHD,

(2) FCS_COP.1 Cryptographic operation (B55121F)

TOE (FAERN— RTAADEEBICXETHIEEETHEIC. ESFFICHESRER(FCS_CKM.1)(C
SNERLE 256 EYFROES#E FIPS PUB 197 (CETCAES ZITJUXLEICENIET 5D
BEEILEITI. FLEBEBLNET HeHAHTIEE LRI, EFRFCARLE 256 EVMROD

E5#E AES 7IVT)ZLICENEBILZITI.

71.1.3. 21— —-525EHee(TSF_USER_AUTH)

J1—Y—FREEHE AR BF RSN EDFIABTLITIC MFD O REZE AT SHEREFTZESTZHIC, 12
ENZIV, FIAEDFA7Y b0 CWIS Hho1—H—ID 1Y —)\AT— FE A W SBTHAIGREL T 55
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RETHD,
MFD FzSEBOY —N—(CEHIN TS 1-F—1FHwZFAL T, FBEEIT,

1-Y—1FMDEF G EICLOT, kD 2 L DB,
a) AR
ARARFREER. TOE RICEF LI -V -1FHReERAL R EEETI.

b) 5\ ERERE

NEBDEREEY — N\ — (Tt UTEREE R 1T, TOE RICA—H—1BHRIEZEFRINTLVEL,
91‘ﬁ|3n|..nl—|:lg: %ﬁlza)ubnl—tﬁ l\ (LDAP'U- }\_ KerberOSU' /\ )_C fi&"ﬂ_ﬂ,\él -lj-_'FE
HEFEALT, RT3,

REAHFY LRI DS T ROMEE R T LS,

a) AKRENRITHIEEINSHEE
JE—HEE. . AT vUHSEE. XY PT—DATvUNSEE . R RYD AR EE. UV — R (TUVA—
k54 N TORIEBOR T M THOFRIBCIRE SRV TRIITS)

b) CWIS THI#I&N3H%kE
HBREOR R, VaT ki BEORR. SRERYIANOXET—SEH Uite. 774 LR
£y MkE

C) FREDIIMTYIOTIVE— RS54 )\ EE T BHEEE
RIAEDSA7Y b LOT—5%, MFD BRIR A g R — Jitih 5 35 (PDL) TH B ENEERIF—AIC
Z#: U TOE (LY b =35 EBRT 3 (TSR~ UV L) . FIRENFIBEDSATY FOTYE—
SANTRIEEEERE LRKETTUY MERETBE. MFD RBET—4%EY by I T AL
(FAVR—-Z)LT1—H~ID JEICREN\— KT ADICETET 3.

FEABBEIRE RIS LUV AT LEEREIFM7Y Mo TOE CX 1T HREEDS RERELEZ
ITIERERFZEILHICOATLEEE ID EAAT— FZA NS THAIRIET2EDTEHD,

(1) FIA_AFL.1(a) Authentication failure handling (F23F & BB DENHRLY)
TOE [FVATLEEBEE—FATIEATIRIC. YATLEBEEDRI /TN, RAFORII LK
XISHEEEIRIE LTS, M EEE ID AR ZHRE L. PVEAESEHMTEHRESNTNS 5
B DERTERISETHE. BIERIVTREIRUIE/ %A LN OIRERZ T (35<BD, Web T35V
HTH MFD KADERD UM/ 1% A FTRAHRIEZ R 33,

(2) FIA_AFL.1(b) Authentication failure handling (F2EEkEXFEDELDIRLY)

TOE (Y ATLEBEE— RATHEATRHIC. VATLEBEDRIIZ1TO0. SRR DFREL KK
XIS HEREEIREE LTS,

ARAFRELIRFIC SA D ID RREI A ZRHE U7V AE BRI TERESN TS 5 B OEHTRIET
& BIENRITIIERUIET/ R A LN DIRERZ(HF 3B, Web 750 TH MFD RADE
BROUI/ 1% AFTREHREFZFF T B3,

(3) FIA_AFL.1(c) Authentication failure handling (FREEEXBFDERDHKLY)
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TOE (¥ MFD O#REZE AT H1IC, FIAFEDI—Y BRI T o0, ERL—RFIAENRELL
NAD—Re—HULBWMEE | EE/ IRV TRZEEDT RN EDAvE—IERRL - —1E#R
NBANEERT D,

Fz Web 509 THLEBANEEKRT S,

(4) FIA_AFL.1(d) Authentication failure handling (F2EEkEXFEDEIDIRLY)
TOE (& MFD O#se%ERT2H1(C. FIAFEDI—Y—RILE4TON. S EREREERF(C SA SR E L
NAD—FR—HUEMEE . BIENRI TR RIANFTEID" EDAvE—JERRLTA-Y—IF
MDBANEERT D, - Web T TEBANEERT S,

(5) FIA_ATD.1 User attribute definition (FIH&ERBHEE
TOE I EEE . SA BLU—BFIAZENRIEERZLEFITS,

(6) FIA_SOS.1 Verification of secrets (#% 0#&EE)
TOE [& SA. —iRFIRAEBEDNINAD— FEEERICR/PNXFHRICELBIMERIIREZIEST TS,

(7) FIA_UAU.1 Timing of authentication(ZREEDH13IY)
FIA_UID. 2 User identification before any action (7D avaEinF A& # )
TOE (&) %I, BLU Web F50H%:@&EUT MFD ¥EEDIREREFRI T ATIC, ID &/SAT— %
ARDTET. AHASNE ID ENNAD— RO, TOE BRET—H(TSF 7—R)[CEHFINTNS /AT —FE
|E—HTBEERILT D, REE(FIA_UAU.1)EERI(FIA_UID.2)(d., BIBICEITSNER - 52
SEDTE AN VR OB EENEFAIEND, TIMR— UV MDZER. FIREIZ47 DTV
B— R34 )1\hoiEpN 7z ID B TOE [CEFRSNTUWVSHERREEL. 7Y bF—4% ID CEIC74EL. TOE
—KEET S,

(8) FIA_UAU.7 Protected authentication feedback({Re&&Nh7=74— R){vD)
TOE 31— —FREEEFIC. NAD—FEETHIC. NAT—FELTANSNEXFHERHD ** X
Fz.BENRIL® Web I50H(CRTTIHEEEZIRET D,

(9) FIA_USB.1 User-subject binding(FIR& -7 YU MES)
TOE [FERFESN ID oM EEE | SA BLU—RFAAEO®RBZY T IIHMIBINH TS,

(10) FMT_MSA.1(a). FMT_MSA.1(b). FMT_MSA.1(c). FMT_MSA.1(d).
FMT_MSA.1(e). FMT_MSA.1(f). FMT_MSA.1(g) Management of security
attributes(EF1)T1BHENERE)

TOE (& Table 42 M@N, t¥1)T1BHEDEFE1— Y — R REIC LD A FRRE SN FI AE(C
HIPRT %,

Table 42 L1 )T1BHENERE
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t¥a1UT1EHE BUWEDHE., HE. HIBR. &2
YERL
A B A B I 3R WxE MW EEE
SA B AITER BMOEDLE., HE. HIBR. | REEESE.
YERL SA
— R FI FRE BRI E R FUWEDLE., HE. HIBR. | REESE.
YERZ SA
WREICKT IS T35 AE B AR BMUWEDHE. BZE WWEEE.,
SA
D.DOC(EANEEBRYIANDAAXEZT—)ICx | BLEhE., Bk, fER | —fEFAE.
&9 3R E & HAER SA. BHE
HE
D.DOC(H#RAHBEEBRYIARNDAXET—R)ICH | BLWEHE. BIBR. E | —RRFIAAE.
9 BB & HAER SA. BHE
BE
D.DOC(HEBRYIARDIARTOXET—H) T3 | FLWEDHHE. Ak HWEEE
IR E & HATER
D.DOC(HEEBRYIANDIARTOXET—A)ITxIG | BIFR SA
IR E & HATER
D.DOC(FFAR—= MUV FMROREXET—R)IC | BWEhE. Ak, ER | —BRFAE.
X9 BT E & HAER HHEESE.
SA
D.DOC(FAR= TV FHDIARTOXET—AR) | BILWEDOE. HI MBS,
(CXRIS T BRTA EHAIER SA
D.FUNC(fAAY3770—. BAABRRYIR)R | BUWEOHE. BBk, fER | —RRFIAE.
9B E & HAER SA
D.FUNC(fAAY3770—. AABRRYIR)K | BLEDHE. Hikk MW EEE
IS9P EEHAER
D.FUNC(£RY3770—. £ABERKRYIR)H | BUOEDLE. HIBR. /EX | BHREESE

3 AR EHAER

(11)

FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—30E&EE)

FMT_SMF.1 Specification of Management Functions (EE#EEDHTE)
TOE FFBEISNEE L LR AFOH . NAD—RFERETEI1I— -1 U8—TJ1— A% K T3,

HHEEED) ATV - FREHBEEREC. SAD)SAD—FERE

BONAD-FRER ., YATLEEEFE—RFIAERANCHIRINDG,

(12)

HICEEER TS,
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TOE (J#EMEEE. SA. VATLEBRESSU— BRI AZEORINZHIFL. TORBZELLFA

Copyright® 2012 by Fuji Xerox Co., Ltd

(I EEREESAIC, —&FIA




Xerox D95 Copier/Printer ZFz1/774—wk

(13) FTA_SSL.3 TSF-initiated termination (TSF #2&(CL3#T)
TOE (& Web 750Hhn CWIS [C—ERRE(20 73 D7H AN EWMEE(EATA VY (EREEEYYaY)

EOUT7 LB EERT B,
FIARE RV DO— TERE (30~900 ¥ TERTE AIAE ) DIRMENEIME S (3 1BIERILDREDD
U7 SNREEENARS,

TIVR—FIANEDEyav e RkFET. TV MOBERDBREIZEICEYVIVER T T,

(14) FDP_ACC.1(a). FDP_ACC.1(b). FDP_ACC.1(c). FDP_ACC.1(d).
FDP_ACC.1(e). FDP_ACC.1(f). FDP_ACC.1(g) Subset access control (47t
b7 Dt A1),

FDP_ACF.1(a). FDP_ACF.1(b). FDP_ACF.1(c). FDP_ACF.1(d). FDP_ACF.1(e).
FDP_ACF.1(f). FDP_ACF.1(g) Security attribute based access control (£¥1Y
TARBEICLE 7D AT )
TOE (% Table 43 [CRTEHD, 1Y —FREEMREICLD MFD OEKXBEETHBIE—. AFvy, TV
hOREEHBIFRIESNZFIRAEICHIET 2,

Table 43 EAREREAND YDA

W RE FFRISNDIRIEERRAN FAE

OE—#ae WRECH IS TR AEH A FMEF AEHANFRS —HL | HREEE
HE. BE RN LOIE-BE. BHART-2QE-X | SA

ETH OREBRE. BLUBHHARENEFRISNS, —&FIRE

A%vF—HERE. HERE(CXT IS T S FI A& R R F AE A FHmN— L
2YRI=D2Fvy | IGE . BERIUDLDHERINYIANDAL v R E (AF v
tRE XET-BLTIRENRIVDOFIAEDISA PV M FTP Y
—N\—, Mail ¥=)\— SMB 4 —N\=ADAF v T—REEN
FRISND,

TUUS—tERe. B | HREEICK ST SR AEBAIFHREF| AEH A FHRN —EL
BRvD AR E EA.FABIATPU M oDT )Y M T —RETIAR—-+T)
YIRE. TV T -RROXET SO, RERYI
AXET-SOWMOH L/ fRE (X 1)DEFRISND,

TOE (I Table 44 [CRTERN, FIAE T —ANDIEEEHRIFZRIESNZFI AE(CHIRT 5,
Table 44 FIBET-3INO7 DA%

FRET—H RSN B1RECIRA FRE
Ya7RITHOX | D.DOC (LT BFTAEBAFEREFIAEHERN— | MREESE
74 BULGE. IE— A3 v, IV MDY TRITHOXET— | SA

SOHIBROZENEFRISND,
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FRET—H

PRI SN B IRECHRA

FRE

HERYDA, #
BRYDARND L
E27-48

D.FUNC(FRTOHRERIRYIA)ICHIST 2 FTH E BRI EHRE
FIREHANFRN—BLUGE . IXTORBRYIADELE
EHIBRMEFRISN S,
D.DOC(HEBRYIARNDIRTOXET—R)ICHIETBFH
HHAEREFIAEHAN BRI —BLIISE . IXATOHRE
RYDARDXET-INE . MOH U/HwE(*1). HIBRHEF
AISN B,

HHEEE

D.FUNC(EABRBRYDR) L3 IS T B AT & 3 1R e F
REHANFERN—HLSE . EARBRNYDANEIECH
BROEFRISND
D.DOC(HERRYIANDAAXET )T EE
HAEEREF AE BN BN —HLUEE . BERRYDAA
DFARBEXET-H0EHF. MK U/HwE(*1). HIFRDEFAIS
ns.

—HRFIAZE. SA

BANEREISNE VAT LEEE(E,. On Demand Overwrite
HEREICLD D.DOC(HEBRYIANDITARTHOXET—R)DH|
BEROEFRIEND,

HREEE
SA

TAR— Ty
FROXET -5

D.DOC(FFM1R—= IV FRADIRTOXET—H)ICHIET
PITAEHAIFRCF AEHIFERN— BB S, T34
R=+rTVY PADTRTOXET—HOR, BIRNEF TSN
%o

HHEES
SA

D.DOC(FF1R—=rTIV FRDREBEXET ) ICHIST BT
BEHBAFRA AEHAFRN—BUIFE. T31RX-
TV MADFREXET DR, AIBRDEFRIESNS.

—RFIAE

HANBIESNE VAT LEEZE(L, On Demand Overwrite
HEEEICED D.DOC(jﬁ’fN— Sy V] FWUJ?&T@X%?—@)
DHIBRNFF TSNS,

HREEE
SA
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FRET—H RSN IRECIRA FRE
Y3770— (A%v | D.FUNC(IRTOYITIA-)ICHIST AT EEHAERE | MMEES
UT—H3DdH) FIREHANERS —BUEEE . IATOYITIO0-DEIEE

BIBRNEFRIEN D,
D.FUNC(FARTOERBIRYDA)Cx ST BT A & #H A EHRE
FAEBNFERI—BLEZBE. TATOIYITIO0-OHER
YDANDE FRDIRENEFRIEN D
D.FUNC(FARTO Y37 7A-) I G T B A & B 1EHRE
D.DOC(HERYIARNDTRTDAFvIXET—H) T T
PATEEEANERN—BLEGE. TATOYITIO-DEFT
hEFRIEN 3,
D.DOC(HERYIARDITRTDAF v X ET—R) BT
PATAEERMNEREA AFRANERNA—BHLIEE. Y377
A—DYZa7IETICENVRBRYIZAADTATORAF v X E
TAOENE L. EENEFTSND,
D.FUNC(fAAY3770-)(CRIET IR A EHATEREFIA | SA,— A AE
FEHRAERN—BHULEE . BA Y37 70-0EELHIBRN
G N

D.FUNC({A ABBINYDR) KT BT H & A FHREF
RE#RANERN—BHULIEE. J3a770-0FERKRYIAAD
EBROBRENFRIEND,

D.FUNC(£AY3770—. BAY3770-)CHIETIFE
F#HA1EHRE D.DOC(HEBRYIANDA B AF v XET—
R CxET B EEHAMNFRA—BLZEE. Y3770-0
ETHFAIIND,
D.DOC(EBRYIARNDFABEAF U XET—R)ICXHIET D
AAEEHNFREF AERNFRNA—BLEIEE. Y3770
—DRZATIETICENBRBRYI ANDIAR B AT XET—
BOENE L. FEENHFTIND,

TOE (& Table 44 [CRTEHN, 1—F—REHEREICLDBRBINVD A, TIAR—- TUV b, Y3770-0
BRAFEREISNIZRAECHIRT 3.

BT MERE(TI1R— TV MRE

MFD Tl 754 R—= )Y MCRFIDREEITOE. FIREDNRAZEDSIMT VDTV E—RIANT
PRI EEERE VKBTIV MERETRIHE . HIRIT -2y by T T —RICEH(TIViIR—
ALTTFAR- TV beLTA—H—ID CEICHTELTREN- FTA AV R EIL—HFEIRT 5, T
CWIS Ho1—4—ID &SAT— FeA AL, FBERERICFAEDISM17Y FADGTPAIVEEICEITIV b
WETRZETIEELRBRICI—Y—ID CEDTIARX— UV FeLTHREBN- FTAADEREIC—FREE
hd,

FAZBR—RBEINLCTVY T —HEHERTS12HIC. MFD OEE RV H1—H—ID &SR0 -
FeAAL, BEESNBHEI—Y—ID (SIS LTIV MESDUA IR RENS FIAERIDUA
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MGENRIFE TR FEIEHIBRDIE RO RIREE 3B

o HERINYIORIRIEHAE
3 [CEERESNTVEWIIT EhoBIRYIACAF U X ET-ALIE-XET-AERMNT S L
WAIEETH Do
AF v UHREFZIIIE—HEE(CIN N ET R BRYIAICHEINT BICE. FIAEN MFD O
FIhH1-Y—ID E1-Y—)\ADV—Fe A NSE T, BEESNHEIE-HEER LU AT v EEDFI A
DRTREICHN. BAESRIDOIE - BRI BAF v U IERET B ECIN IIT HREFaEEeH BN . NED
N=FT1ADEEICEIRT S,
FiFeniz1-Y-ID Ctn@EABRBRRNYDAL, —&FIAENEE/ RV, CWIS ho1—H-ID &
NAT—FEANTEEMFD BRERICEFSINLI-F—ID & \AD— I —EThZFIvIL. —H
LEiH B DH BEEN I LRI ARD X ET —H &R T HEN AT REERN . ERH U/fREE (* 1) |
PROIEIENETREES D,

e YJ3JUN-
Ja7 70—tk AX v XET-ADOMEEITIRHIC. SMB/FTP 5k, X—)LiE(E. EIRICRET 3T
—SOERIE A E/BIEKTBE —EDLEDTN(FIE)%E. HoMUHHERICERELLLOT, ER MG
BIEEBICHERT S,
J3770—-(BRE) IR SNLEAZEICIERK. FIRNAIRETHD N M EBEEMER LE YT
JO—(BRE)IHATHEATE, FeINEIE—FTEETEANRICHEI/ERTIENATHETH
B
Y37 70-(1BRE)IHENHEBRYIALEZRTTEET. BERVIAIXET SN EMINE
B R CEBMICEE DN EBENRTENIHEEL . BB SNZFIABENRBRYIACEEIN X E
F—hEBIRLCERIEONIEEIE RT2HEENHD,

*1) AFvUNXETACKTBERE EIRI. TUE21— CWIS hoFIAEDSM 7Y MOIDAR= b,
IE-XET-ASHTBIEE EIRI, TLE1—, RS

1.1.4. YATLEBECF1IUT(EEHKEE (TSF_FMT)

Y27 LEBE LT EEMAEL, HIBEORMMEKAGEREH L IRNIC, VAT LEE
HE-FAOTIERE VAT LEBEOH CHIBLT, HANEYAT LEBEOH TR HIBLY
VA5 LEBEDTATY M5 TOE tH1UT (R0 S BERE LB HTIERENT TS,

(1) FMT_MOF.1 Management of security functions behaviour(Z¥1)T/#EED55F
VWOER)
FMT_MTD.1(a). FMT_MTD.1(b) Management of TSF data (TSF 7—3NDEE)
FMT_SMF.1 Specification of Management Functions (ZEE#EEDHTE)

TOE [FFAIFREESNIE VAT LEBEEDHIC, TEED TOE tH1UT #48EICRIR TS TOE B ET —
B(TSFT-R)DSREFRTELE., BLUSHBOEN/ ENERET I 1 1U3-TJ1- %R
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"33,
FEINOOMEEICED, ERESNZTF1UTIEEEARREIRET D,

BAENKIDDIITEED TOE tFX1) T REDREES R, RELEZITIENARETHS,

- N—RTFURADERET HILETEEREORTEESRL. A2/E. LEZEBOHREEITD

- N—RFYADEBERT IS BEEORTEESRL. A3/ EVNOHREEITD

s N—=RFAADERT-IBSEF—DREET

- RENRIDODFREIFONAD - MEADKEESEL. B/ EBNDEREEITD

- VATLEBERIMXRRICLZVICAERHRELZSRL. AN/ BN, EERBOHEZIT

- HWEEE ID AT ROBRTEEIT) (BHEEEDHTEE

- SA. —f&FIAE ID OREESEL ID ENAT—FOREEITD  RARABHDH

- A—HY-)AT—R(—REFIAEE SA)DR/PXFHERESBUREEZIT)  RAERIAHFOH

- NERYII—DT R EMEED SSL/TLS BIEDHREESHEL. B/ BB LUHMHEROEE
'

- RERRYRI—DT—RREMEED IPSec BIEDHREESHL. AN/ EHHLUFHMEBEROZEE
o)

- RERYRI—DT—RREREED S/MIME BIENHREEZSHEL. B/ BB LUHMBEROERTE
)

- On Demand Overwrite H4EENEEZS R L. B3/ BNSSUVHEIBREFZIDEEE Z1TD

- A-Y-RAEEDREES R L. RMAFREL/ N PR/ BB LUHMEROKEZIT

- BRIV MEREOREES B, BHE/HRIOZREEZT

- Bft.BRIESRULEREEZTD

- BENRIA— M) THBEDR EESRL. A3/ BB LUV 7HROREZIT

- BETAMEREDREZSRL. BN/ EYOREET)

- LR—MEHDZREESEL, VATLEEERE/FIABEDEREEZIT

FEVATLEBEDIATY Mo Web F50HEELUT CWIS HEEICED. TEED TOE EX1UT(HkE
NFREESRL. RELEE{TOICENARETHD

- BWEREE IDAD-FOREET) HHMEEEOHTHE

- SA. —FIRAEDID FREESEL. ID ENAT— ROEREZITD

- DATLEBERIMARRICLZTICAEGHREZSRLU. B/ EX. EERMOEZEZITD

- A-Y-)NAD-F(— A AEFE SA)DRNMXFHHIRESBUREZIT)  ANMARIHOH

- PR TMEENTREDOSREESBULAYN/ EBYOREETD
(A%, BEEOTEATRUINDOTFANIPAI T, YATLEBEISA7V M PC LICADYO— KT
BCENTTEE, )

- NERYMI—DT—RREMEED SSL/TLS BIEDEEES R L. B/ BB LUFMFROFTE
&112

- RERRYRI—HT—H{REHEED IPSec BIENR TSR, B3/ ENSLUHMFEROZTE

17
© RERRY D -DT-SREMEED SNMP BIEDREES R L. AR/ BISIVFHHIFROZEE
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,— =

17
- RERYRI-DT-HREMEED S/MIME BEDRTEES L. B/ EDNHLUFHMITHRORTE
11

-+ X.509 FEBAEZER/7YT0— F/HDV0- KT 3

- On Demand Overwrite HREDREZS L. B/ BEUNH LUVRIREFZIOFZEZ1TO
- 1R REDER TS B U. RRFEERL/ /M EREREL/ B S LU FHHRIF DB EEIT)
- CWIS #— M) )7HREDREES R L. AR/ BUOEREEITO

(2) FMT_MSA.3(a). FMT_MSA.3(b). FMT_MSA.3(c). FMT_MSA.3(d).
FMT_MSA.3(e). FMT_MSA.3(f). FMT_MSA.3(g)
Static attribute initialization (3fJEHE#EA1E)
TOE FEXRMEETHIIE L. TUUA—HEEE. AFvF—HEE. (SR LEFIVTABHEOT 74+
EELTEMBEFRIZERET D,
F72 D.DOC. D.FUNC [CELEFaUT1BHEDT 74V MEE LT, Ff & &A1 ERIC/E R LI FI A
FHHANEREF AR RAEHRANIEREERTET S,

(3) FMT_SMR.1 Security roles(t¥a1)7/1&%)
TOE BH#MEEE . SA. VATLEHEORE ZHIFL. TORBAEEZ LB AACEERITL
%,

1.1.5. DAMR—IVIZT7iEEHIR#ERE (TSF_CE_LIMIT)

NANI—IVIZTIREHIREREE. DA —IVIZTRIVATLEEECX1UT1 EIEBEE
(TSF_FMT)ICRET 3R ENSBHLUEENHRBVLIICHANR—IVIZPO VAT LEEREE—F
ADEEZHIRTSHEETHS,

COMEEICED DA —IVIZPICLB R ELE RN HELES,

(1) FMT_MOF.1 Management of security functions behaviour(L¥1UT/#EED 55 F
LOEE)
FMT_MTD.1(a) Management of TSF data (TSF F—ANE&EE)
FMT_SMF.1 Specification of Management Functions (EEH#EEDHTE)
TOE FFBEESNZVATLEBEDHIC, BIERILE CWIS MDA M-IV IZ 7R VEHIBRBEREIC
9% TOERET—H(TSF 7—R) DS REBRTELE(HAEOF R/ EM)DIzHOI—Y—105—-7
I—-A%RHT 3,
FLCOBBECINERSNDI L 1UT1 B EMEETIRI T,

(2) FMT_SMR.1 Security roles (£¥1)71%&% %)
TOE RYATLEEEDRBNEHIFL, TORENEVATLEEECEEMTTNS,

1.1.6. E¥X1UT4BE&ENT#EE(TSF_FAU)

TRIVTAEEOTHREL., VATLEBEBCINVATLEEEE - FCRESNIEEZOVREICH
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L, TARTH TOE FIARFICK LT, L\2, HEN EDLOIBERETINEVDIFERPEELBIAV MHIZ

(SEELEREE., 1I-Y-R4EQE)E. BRI IHOTF1IT(EENTHEEERETS.

(1) FAU_GEN.1 Audit data generation(B&7—34mk)
BEET-HIDERIE. EBSNEEERFIAY M. BEEOVICRRFINDIEERIATS.

Table 45 [CEEENT T A0 METT

Table 45 BEE&EOT DT

BEEOIRZFIAVME, UTOEERT—AEHICGEHIND, :

Log ID: B &NV A FELTDELES (1~60000)

Date: Bft7—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®LFhh)

Time: BZl7—4%(hh:mm:ss)

Logged Events: /XY bR (FRK 32 HIDEEXFSI)

User Name: FIR&E & (&RX 32 HIOEEXFS)

Description: 41XV MCEATENADERA (&R X 32 HIOEEXFITHMIEI TRSEBOIL)
Status: 1AV FOALEEEFERE LIKEE (R K 32 HIOEEXFIITHMIE TRSROIL)
Optionally Logged Items: @ R7FI1E H LISMCEEOTARESNDBINER (P70 MEAIE
H]E)

Logged Events Description Status

TN 2ADIRREE L

Started normally(cold boot)
Started normally(warm boot) | -
Shutdown requested

User operation(Local) Start/End

System Status
Scheduled Image

N Successful/Failed
Overwriting started

Scheduled Image

. - Successful/Failed
Overwriting finished

Self Test Successful/Failed

1—Y—EB5E

Login | Successful, Failed(Invalid
UserID), Failed(Invalid

Logout
g Password), Failed

Login/Logout
gin/Log Locked System Administrator

Authentication -
Detected continuous (REEI#LRERT)
Authentication Fail

EER)Y—ZE
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Logged Events Description Status
Audit Policy Audit Log Enable/Disable
J3TAT—H2A
Print C leted, C leted
Copy (?mp ete ! omplete
Scan with Warnings, Canceled
Job Status . 1 1 by User, Canceled by
Mailbox
] Shutdown, Aborted,
Print Reports
Unknown
Job Flow Service
TIMABREER

Device Settings

Adjust Time
Create Mailbox™?
Delete Mailbox™*

Successful/Failed

Switch Authentication Mode | Successful
Change Security Setting (BREEBLRAE)
View Security Setting Successful

T\ 2T —INDTHEA

Device Data

Communication

Import Certificate
Delete Certificate
Add Address Entry
Delete Address Entry
Edit Address Entry
Export Audit Log

Trusted Communication

Successful/Failed

Failed
(FAOPVEBEXRLRTE)

*1)Mailbox [FFHBERYIAERT

(2) FAU_GEN.2 User identity association(F| & #5158 0B EF(7)

TOE BEBSNLEERRIAY MEEEOTI7MIAGRERT 8T, ZOREEB1ZFI FAEDHE B
1EERICEEE M (T TR LTS,

(3) FAU_SAR.1 Audit review (BE&ELE1—)
BEEOVICREBINZIRTOERE. SiHHEBIEERIAT S,
FE"TEARIPANELTRETB"ELODBTRDORIVNHD . COMBEICEINEF1)T(BEEOT T 4%,
ATRYINDTFARTPAIVELT, Ao0—-RTHENHE KD, TFIUT(EENT T84 U0—
R 2853, Web 505 EFIBATBHEIIC, SSL/TLS @BIEEEMICHESNTOEIFNEELEL,

(4) FAU_SAR.2 Restricted audit review([REE&ELE1-)
BEENIOZEAEUE, BESNEVATLEEEDHRET S,
BEENTAOT7IEAG. YATLEEEN Web 505 DA FERAATEET. &IE/SRIDDTHIEATEC
ElFHELVD. YATLEEEN Web I50HEELTTOEAOJAVLTVEINE, YATLEEHE
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DFRIE(AT1 V)R (ICERATTREICTE .

(5) FAU_STG.1 Protected audit trail storage({R &SN EE TSI IAEHR)
BEEOYEHH H UEEEDH T. HIFRERE DB EREEIFELL FEGHSAPRENRES
nTnd,

(6) FAU_STG.4 Prevention of audit data loss(B5&T—4R48%0NRALL)
EEOTNERICE Tl RVAVIM LRIV T CRBFINEEET A LEELT. HLLEET
- BLTBEREEEREND,

EBXNTRAEDIRY ME, B4 LARYTEL(C NVRAM [CEFESN 50 #ISZELESE S . NVRAM L
OOY% 50 FEET—20774 (AT, TEEAYI7MILIEES)ELT, REN—RT1AVEEA
FREELT. &K 15,000 DIV MeRFETRENH KD, 15,000 452555 E. — B S
WA LARY T CRRERSNEEEOT 771 VD DIEREE LT, #IRLTIAY MYEEEREN S,

(7) FPT_STM.1 Reliable time stamps(&{EEA1 LAV T)
EBNLEERIRINYMEEEOT 771 IR T BHFC. TOE B> TS IOYDEEIC LS 34
L2V T HITT AT IRIEET S,

BETOREZE BT TSF_FMT ICEN VAT LEEBEDH N ARETHD,

1.1.7. AEMFRYI-DT—5{REHEE(TSF_NET_PROT)

RERRY FD—DT7 -3 REMEER . DATLEBE(CINVATLEREE-FTRESNLZTEE 4 207
OFLREDERICED, AERRY FI-DT7 —S{REHEENRHEIND,

(1) FTP_ITC.1 Inter-TSF trusted channel (TSF & {EEFv=RIL)
TOEETOE FEEEEHE IT HAEMTEF17ET—AEENMRISNIFFLBEBETOMIUTLD.
XE7—R(User Document Data). Y3770-6LUEHERYIA (User Function Data).
FAUTAEEOT T ABLUTOE R ET—H(TSFTF—R) &R ETIHARIRINTSE, COSEET
YRV, thDBEIEFrRIVERBRIICEBISN ., Z0IH R ORESNEB RS LUREDRREN L. &
ET-SERETIRENEFHOI TS,
BRMIZIE TOE ERAFEDFAT7Y b, =)D Web (CL2@IE. TUVA—FSM1IDEIE. .
E-mail ®&1E. 2V MI—DAFvUD@EIE. MIB DBIEZRETIHEETHD,

a) SSL/TLS 7akail

YATLEBEICINYAT LEEET— FORESNEISSL/TLS BIEICHL., WERY M- L%
FNDIXET—H. LF1UTEEDTT—4% TOE BET—A(TSF F—R) & R#TZ—2LLT. T
F1PHTF—RBEMRIESNS. SSL/TLS 70 FULCRELTNG,

TOE 3 i3 H4AEICLD . SSL/TLS —)\—F7(3 SSL/TLS H34 7Y beLTBIET BTN H X
3. = SSL/TLS FOMIUCHETBIECLD. & TOE EUE— MEOT—SBIER . BHEPHEN
ORAANHRET BN KD, BENGORE, T RO IBIET A5 2L TR
SHOTEHRTP, BPBESRIETLIIVDERIBRICERSN ., MFD RADEREVIMTH. 3t
YAVDR T ERBTERT B,
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- SSLv3/TLSv1 FORILELTAE RSN S i E OIS S 42
BAMICIE, TROBESIERM— bOfRIMADRIRSNS,

SSL/TLS DEESERAM— HEREs AR/ By X NvYa1AR
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evh SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA | 3KeyTriple-DES/168 Ev SHA1
TLS_RSA_WITH_AES_128_CBC_SHA | AES/128 Evth SHA1
TLS_RSA_WITH_AES_256_CBC_SHA | AES/256 Evh SHA1

FBSIoDRFEIR. SSL/TLS BESEETO LD HMAC(Hashed Message
Authentication Code — IETF RFC2104)#4 a5 R T3E(CLOTERT D,

Web D347V b LT SSL/TLS BIEEERNCTIE. D17V MoDERIG HTTPS £ELT, 218
LN oialy, SSL/TLS @{ElL. IPSec, SNMPv3 | S/MIME &ty b7y /9 3RI1. F=EY
ATLEEEN T IUT EENT T VO- FTBRIICENCRESN TR FNIEGLEL,

b) IPSec 7AKIIL
VATLEBEICIN VAT LEEEE— FCHRESINLIIPSec BEICHL. RERYFI—D LER
NEAIXETA, X 1UT(EEOSTAPTOERET—H(TSF 7—H)&R#ETSH—DOLLT. tFa
PRTF—BEMRIESNS. IPSec 7O U IE LTINS,
IPSec 7ORILIE, TOE EUE—FEITEDLST IPSec BIEEITINEL VO, FE R PEES 7ILTY
ALBEDNIA—REEETIEHD. tFX1)T1T7VII—VaVDHENET D, 7YII—aVDfEL
F.IEESNZHED IP 7 FLABOETOREET—4(E. TOE OER OFF FEty N3 T
IPSec D FFVAR—FE—RICENEEBLEND, BHEESRIETIIVORIRFICERSN. MFD K
ROEREUIMT 2D, TR YaVORTERBISHRT S,

-IPSec 7O FJJL(ESP:Encapsulating Security Payload)eLTA RSN 2EHE B S 2
BERBICIE, TEE0#HEREESARE/\VvV1ARDMEAEDEORINIHEIRSND,

HEREs AR/ By X NvYa1AR
AES/128 Evh SHA1

3Key Triple-DES/168 £k SHA1

c) SNMPv3 7Okl

VAT LEBECEIN VAT LEBEE— FCERESNLISNMPY3 EE JICHEL. v )—DEETO
FL® SNMP &FIFB T30, £F1UT1VYa—YayO—2ELT. SNMPv3 70 FLCH R LTLY
3. SNMPv3 FORIJUIE IETF RFC3414 THRESN TR L. F—ADEELOFELT . &
SNMP Avt—J%EREI T HHICFERIND,

COMRERE AT, FBENAD—RETIANY—(BEEIE)SAD— DA%, TOE EJE— Y
—N—0mAICEy b PYTUBIFNEELEWN, FLAAT—REHIC8 XFULTERLEBINEEL
130y,

SNMPv3 OFREEIF SHA-1 )\wYa1B#EFERL. FiES1kld CBC -DES #£H7%., LHES
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BTV OFIBRHCERSN ., MFD KADEREVIMI T Hh. FEYav 0 T EREFFHIHIR
9%,

*SNMPv3 FOPLELTE BRSNS EOIE S &

HERES AR/ BY(X NyYaAR
DES/56 Evk SHA1

d) S/MIME FOohkail

VATLEBEICIN VAT LEEBEE— FTHRESINLIS/MIME BELCH L. ARy I—D6E &
USRI —DEZRNBIXET - HERETEI—DELT. F17HBA-IILBENMRIIENS.
S/MIME 70 FUCs LTV,

S/MIME BB A—)LDEZERBEICED . HEPEBEFA-NTRIETIHEDA—IEREFFIR LT
XET-HNEEER, £z S/MIME ZLA—)LDEZEHEECLD. XET-HDEEPHEAERLL
EER

BHBEREEA-IDOESLEIBEECERIN ., MFD KMADEREVIET 3N, FLEA-ILOES
EETERBFISERT %,

+ S/MIME 7O bVELTERSNEA-ILBOIE S5
BRMICIE, FTRROLERIESARE\vV1AKXOBHEDEORINIZEREIRT S,

HEREs AR/ By X NvYa1A=R
RC2/128 Evh SHA1

3Key Triple-DES/168 £k SHA1

1.1.8. AVI7AA—=Y3ay70—tFa1)71#8E(TSF_INF_FLOW)
A1V *A=3v 70—t F1)T1#4EElL. external interfaces(4MERM VU 8—J1—A)E
Shared-medium interfaces(R&BRxY bI—D)REICHITEEFRISNBLVBIEZHIFR T HHEETHD,

(1) FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
TOE &, A &1V 3—TJ1— AW 0 Z (TE LN T —AZNIBLBLNERRY M) —DANERIE T B EZHIRT

P TEREENERET D,
SLERA VA—T1—A SMI(RER %Y bD—0) @IS KPR BE

USB(7 /Y1 R) TV MF—RZERAVI—TI—ATHI., DM VE—T1—2AN
DERE(FEFRI SN I,
GE: UV b IaTETIAR=FT)Y PAETESND)

Ethernet T T =32 E LG &R MDM U 3—T1— ANDERE S EF
AIENILN,
HD1——F—REFAEIIMTV MY —N—hoR{ETSC
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EFEFRISNTLVEL, BRE SN B CElF gy,

GE: IV IaTRBTIAR- M) METESND)
FMAFEDFM7Y Mo AR FEREZELZEE. 11—
SRELHEREN' SN EREREEICER ESN TLVBE. TOE (358 Al ZR AT 1E R
% LDAP H—)\—F7z($ Kerberos H—/\—AZ%IET 3,

BRI BAENRIDOORRERE AL T HBARENBETHD,
FBE RIUDDBDA DT -REHREBLICHDMVA—-T1-2
NERIX T HHEREIXTILN,

1—H— B BEN N EREREEIC SR E SN TR L, TOE (371
SRELEHRE LDAP H—)\—F7z(3 Kerberos H—/\—AEET
3.

1.1.9. BETAMERE(TSF_S_TEST)

TOE(F. TSFETI-FELUTOEFRET—A(TSFT—R) DL M 2RI T 7D E 2 TAMERER
EITIBENAIRETHB,

(1) FPT_TST.1 TSF testing (TSF TA})
TOE (J#2ENfF(C NVRAM &£ SEEPROM O TSF F—4% & TEEER A L. EERBSIEENRILICT
I—ZRTT S,
EREVEEOI T, BETOBBE T2 INLIEEENTOVEHEEDRE LA,
F7z TOE (FEESREFICE E.TZ PEREN'ER ESNTLVBE, Controller ROM OF19H4 LEEHE LT
ENEE—HTINEHEZRLEERIRENRIVICIS-2RTT D,
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. HB&EE (Acronyms)
A ST [CHIIBREEELIFICHATS,

iE EERNB

ADF BHEREfEEDEE (Auto Document Feeder)

CC JEV9347)7(Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—17403—2y —EA(Centre Ware Internet Service)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SFEREEL NJL(Evaluation Assurance Level)

FIPS PUB K EDEFRIFIRLIBIZLED H MR ¥ (Federal Information Processing
Standard publication)

IIT E& A H3—3F)(Image Input Terminal)

10T E{&H H58—3+I)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 413 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LT AAEY(Non Volatile Random Access Memory)

PDL R—JgBk E5&(Page Description Language)

PP 70752370774 )L (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR t¥a)TH#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESSE (Strength of Function)

ST t¥a1)748—5v(Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE %17 1##E(TOE Security Function)
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FEE (Terminology)

ELUTICERBAT 3,

A ST TORE

EBENE

AF v /Y RI=D2
Fry
(Scan / Network

TOE M#&4E/ IRV D TOE NOBMBRYIAN, FerybT—H
(SMB/FTP/SMTP 7O FIL)EEHT, NVIAVDHFIAIA— FTP H—/i—,

A=W —N—AE XS ORI 88, F/ZMEEFIC PDF, TIFF, JPEG FADE

Scan) B EN AT BE,
BERERYDALEFHS AREAF v X EPIE— X E% TOE WICERET 315/
.. e,
ARRITA FEAXRY X ERRETIEITHEBRYD A MEINEXEEA—IEE
LED. Ry RI—5 EDIVE1— SN BENH T CENATRETH .
BRIV MEREEEIICRETIETEE TV MIEMCED, E=FICR
Tyt BNECENKE, R EELEEH 51U MB AT HT—4% TOE MIC—BS
E*ﬁbs %R SREEL(CH N ERIAT BAAE, EH0 KE1AY FEREBIEEN
CHEBMEOE D RFaAY M ANERTED,
N Y37 IN—EFAF v X EDEIE F A DS £ HE—BOREDHNEHHN
Ut TOE [CERTEULTHCETCER ML EREMEEERIL TIHEEE,
B TOE (30 Web H—/\—T0. FIBEDF1 72 +0 Web T304 EA LT, TOE
A=k gﬂ?’él{ﬁ% RURELEERE. XEORNHU/FRIZERNTESY—EATH
TTEACWIS) | cWis (1. Windows D Web F55H TRERT3oEHTES,
1—H—E2EE TOE D& BEERFE AT 3aI1IC. FIAZEDHEANEIT>T TOE OF| AEEE CHIR
(User ENMNTBEHDHERETHD,

Authentication)

ARRBREESMERFRRED2DDE— RO B, EBOhDE-FTENMET D,

ARIREEE
(Local
Authentication)

TOE 0)1_-& nn.. nEE MFD ‘L
:E_ Fo

JUE1-Y-1EHREERAUGRLEEETD

y*nBDL Y=}

TOEO):’-_-U- n:anE&g*anhnIE-'j /\ (Lﬁfibrl ﬂ_'lﬁﬁﬁ1§mbrmuu

(Remote BEEETIE—FK,
Authentication)
LEFEE . " - —
(Hard Disk Data AEBN— RTAAVEE LICEBSNEXETAZHIBRT R, TDT 418
. HERFETACTLEETEIEETRT,
Overwrite)
On Demand REN—RTAADEE LICEBSNEXETHEYI17IET. BRIEESE
Overwrite ITICENEIBR L., SHIC EEEZEETIHEEE,
— Vi EFE(PDL T=ENRIT— 2 L. By MY T FE—ARICE
Sy A A ERR ( YCRERSNZENRIT—3 2@ L. Ev by TT—RICE
m?é*%ﬁbo
— . TAVIR—ZAREEEICED . R—JFER FFE(PDL) TR SN T — A% 4T L. EY
FAVR—X

FRYIT-RICEMTBE,
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& ST COREE EENE
AT LG EEE—
(’S i:tenf FEF | nmima s MFD O EEERIRT 3B FE— FERBIC. VAT LEEEY

administrator
mode)

TOE OFERIRFEICENE T, TOE HBRNDENERE® TOE tX1UTHAER
ENSR/BHE, REEDEEEITIBNMEE-F,

ZA—MoUPHRE
(Auto Clear)

BAENRIBLY CWIS Dot BFELE I VREEC—E QRN A LIE
&, BEIMICEREENOT 7 FENBHEETH D BIE\RILDZ R T - MUY
FrfADEX E N FTRE,

DAMR-IVIZ7

(Customer MFD QRSF/MEEZITIIVIZY,

Engineer)

ses WEEEIE. TOE iﬁ:(atﬁ'féé‘c“n'cuéﬁﬁi(:*E?%Eﬁ’éEﬁ UT7OtAT3

(attacker) BTHd, WBEICF, RFBESNZFIAETEHEN, ZOEXKZRLTIIEA
I3ELEEND,

BENRI

(Control Panel)

MFD OBEICHERRAY . 50T B9FNRINTAAT VAW ERESN ) IR,

—RFIREDIMTY
k

—RFAENFATEIIIMTUE,

UA5 LEEE Y25 LEBENFIATINFATIE, VA7 LEEER Web T390 EREL
DTV MFD 3L T, TOE 357 —4(TSF 7—4) OB P B ERZ 575,
—BHS A +

Ufjﬁ’ IFEE | TOE 0B S LB 7Y Y- ER T

TVBR—= RSN
(Printer driver)

—RFAEDIMT7V L LDT 3%, MFD h'EIRATREG - YECik 555
(PDL) TR SN T —RCE#T IV I MITITT, FIRED A7V FTE
AY%.

MFD DERATREB R — VLR E 55 (PDL) TR SNTZT—4, HIRIT—4(3.

FNRIT—4 TOE OFIViR—X#EETEY by T F—RICE]EN D,
P MFD E*ﬁﬁfi_‘a“é/\— ROI7ZI1Zy MEITITONGBIEDHS. AV FEZDL AR
VAELTEEIND T4,
AE—BEEICEDFRARAENET A BLUTIVA—HEEICIDRIRE DA 7Y
EybIvTIT—4 MOEESNEERIT -3 T IV R— A EETER LT 4, EVvMNYTT—

S3MBEAXTERERL RN FTAADEECIRHIND,

RERN— BT ADE
B bDHIR

REN—-FTAADEENLOHIBREE B LIZIES . EEFEROBIBFROEET
¥o TBHE. XETANREN-RFTAADEENGHIFRSNEE S . JiET
PEEFERNEIBRSINDLY. SHEBEMICHIBRINEXET AR LTPIEAT
PEIHELTEE, LHAULXET-HABKIDIPENTOEIVREEERD, X&E
TRBEWKE. BT AR UEEICEESAFNIT TR RFHXET R
LTREN-FT1ADEEICTEZS,

[FH
(Original
document)

AE—#EET IIT hoDFH A B DR REBIXEPRE ., BEBEETY .
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& ST COmE

EHNE

—REFIFAEN MFD OOE—#ERE. T)UA—#EE. A v —HEE. ZRIRATD
BRIC. MFD A&z BB I3 COEREREZELT 2. BMLTXET—H
ERFTLTD, XET-RUIUTOHEIHEEND,
JE—#ReEFE AT IR, IIT THMAEN. IOT TEIRISNZNMRAEN—-FF
A ADEBICEREINIEY MY T T4,

TR Ee 2RI R TR, —RFIAEZED M7 M oEESNSERIT—43
BLU ENZTFAVR—AUERERIERENBZEY YT T4,

AF v —HEEE R AT RMEIC, IIT A oA AFNRERN— FT1ADEEICE
BShabyheyIT—4,

AE-XET-R

JE—RAEIC LD, BEAYDARE L ET -5,

A% X BT

AFvUBEECED BRRVIACRELEXET

FMRFEHXETH

MFD OPE8\— FF(ADEBICEREN . FIRNE T L7 LIZEIBRLE
1, BB\~ KT ADEBAICIE . F— S5 BEL LB REOXET -4,

tFIITMEEDTT

EEPERER, -8R TIMANTREVEEELRSERE. M)
DUTRIGGE)N L, TESLE L, TEDRER 1ELVOB KX THRRIICEERLEED,

—MROSA TPV IBLUY—N-FB—RFIBEDSM 7V MAICER SN TS,
TOE OHREICHEDI LN DT —E,

AERRY FI—DZFN% TOE OBREICEHRNDB U D T4,

TOE #5745
(TSF 7—4)

TOE (L& THER SN R U TOE [CEILTHERL SN 2T —ATHN., TOE DEYE
(CHEBEEZZRREMNHILD, EAMICE. REN-FT1ADERT AL
EEEW. N\ FTIAVBESEER. YATLEEERER, DAN-IVIZT
RAEFIBRIER . AKX RN ODEBEERFD) AT — FERER, YVATLEEE
ID &EXAD—FiEHR., YATLEBEEREXRRICISZ7IEAERFER. REIRY
rO=DT7—SREBEH. tF1)T(EEOTER. 1—-—-REER. 70
T7IEHR. B2 TAMEHR. LIR— M A1ER.

E5b¥—

FRAENRAANTS 12 HOEHF, AEN—-FTF1ADEENESIL B
([C. COT—AELEICIEEREERT S,

BEILF—ZELCBBAERINDS 256 EVDT—4, NEN—FT1ADEE
NESEAEDNROXET -IORFRIC, CORT-&FERALTHESLET
Jo

AN

NEBRYFI-DERE RV -DEBRETI—RMICERTIHEORE,

SERRY R =D

TOE 2 EE I BB TIEENERLGL. RE RV FI-DLUNDRY R —D%
R

RERYRI—=5

TOE h'ERESNHMBBORERCHD, S &Ry R DD oD EF1)T1DEEIC
X LCIRESN TR XY FI—DAD, MFD & MFD A7 AN ERYE— MO
SIEEGY—N—PD3M47VF PCHEDTFvRIVEET,

AEEAE

ITU-T #1550 X.509 [CERSNTHD. ANIEER(FTE AR, B4 . Bl
%), 2B BRHR. YUTINFVN VTRTFYEREIN TV ER.
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s&&% (References)
& ST MBS OB ERMEUTIRET S,

B&F5 RFE1AV b4
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N—=hr1: #ERe—REFTIL 2009 F 7 A CCMB-2009-07-001
(FR 21 £12 A BIRE 1.0 it BILTBUE AN IFIRLIEHE RS
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