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LT, TOE ZF| 4 5HER% 5 % . O.USER.AUTHORIZED 2%V TOE I 3F) & Ok BIzeir2 2k L, &
F a2 U7 4RV —IZfE->C TOE FIHFF A7 » CTRIR#E 3R8RES 15, O.FUNC.NO_ALT (28Y TOE
TRIAE a7 N, al A a—F—25L70E . HAINIE, ul M a—F =L 13F> TV ANED
FIHE a7 ~DT 7 AMERE L T2/ W E k> THESN D Z LT,

ZNHORER T ENCLY, TFUNCALT I T 5,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT, O.USER.AUTHORIZED. OE.USER.AUTHORIZED |2~ Tx#t
TED,
OE.USER.AUTHORIZED {259, MFP & B B E# 1T DX 2V 7 4 R L —LFINAIHES T A (25t
LC. TOE Z# 4+ 2HEfR% 5% . 0.USER.AUTHORIZED (XY TOE |34 & Ok BIFRAEZ ZsRk L, &
F 2T ARV —2hE> T TOE FIHFF AN Se 72 » TR #3385 ES L5, O.PROT.NO_ALT (2&0 TOE
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X TSF REITE RN, v/ A a—P—Z 5L 0E HDENL, /(2 —F —Z 13> T RZED
TSF {RE#EFHRA~DT 7B AMERR Y 7272 W E > T AEINAZ &l 720,

NHOXRE T EHCLY, TPROT.ALT IZXFLTE D,

T.CONF.DIS

T.CONF.DIS /%, O.CONF.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z& > TxH1 T
&2,

OE.USER.AUTHORIZED {ZXY , MFP & BRE AT VTR D % 2 U T 4R o — o FNAIZAES T H 12kt
L. TOE ZF| 3+ 5HEfR%A5- %2 . O.USER.AUTHORIZED (2 TOE (3R & OB FRFEEZ ER L, &
F 2T 4R —ZH-> T TOE FIHFF NI > CTRIHE D RERES 1D, 0.CONF.NO_DIS (289 TOE
X TSF BB IE A, v A a— P =L &b E | DN, r/ A 2—F =TS TODERZED
TSF BETEHA~DOT 7B AMER 2L T2/ N I K- TR/RESNDZ L1320,

ZHHORIE T #HZ LY., T.CONF.DIS IZXHT T& D,

T.CONF.ALT

T.CONF.ALT (%, O.CONF.NO_ALT, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (Z&~>TxffiL
TED,

OE.USER.AUTHORIZED {ZXY, MFP & BB AT 1AMk D B 2 U 7 4R o — o FNAIZAE T H 12kt
L. TOE ZF 3+ 5HEfR%A5-%2 . O.USER.AUTHORIZED (2 TOE (3R & Ok pFRFEZ ZR L, &
X =27 4RI —HE> T TOE FIHFF ST > TR 23RGES 15, O.CONF.INO_ALT (Z5Y TOE
X TSF BB ITE A, v A a— P =L &b E | DO, r/ A 2—F—Z T > TODRZED
TSF MG HA~DT 72 AMERE L 12720 E 12 &> TRZESNAZ TR,

INEOXE T ENTLY. T.CONF.ALT IZxHT TX5,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ > TxIHiT&
60

OE.USER.AUTHORIZED {ZXY, MFP & BB AT VTR D % 2 U T 4R o — o FNAIZAE T 12kt
L. TOE ZF| 9 5HE[R% 5 % . O.USER.AUTHORIZED 2%V TOE | 3F & Ok BIFFEAZ ZR L, &
F 2 VT 4RI —IZE-> T TOE FIHFF AN > TR B D RFES D,

TNHO%E S EHZLY . P.USER.AUTHORIZATION ZJESFCT& 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION %, O.SOFTWARE.VERIFIED (2L~ T T&5,
O.SOFTWARE.VERIFIED {ZXY TOE (% TSF 037 —R% H CHFECE D FE AR5,
ZO%FITENZLY . P.SOFTWARE.VERIFICATION ZJESF T& 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING g . O.AUDIT.LOGGED . OE.AUDIT.REVIEWED N
OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED (2> THHHLTES,
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O.AUDIT.LOGGED (Z4Y, TOE X TOE O K X 2T CB# T 5 HE 0 2R 7L LT
ARG EAMERF L BE A 7 DR Z S22 N I LS THRRH D WVITHES RN I ITE T,
OE.AUDIT.REVIEWED |24V, MFP EHLEATLH 1L, K42 EORES R IR EBE RN T 57012, HA
KU ADFEIRIZNES T, B AR OB A )7 R R T3kt 3%,

—7J7. OE.AUDIT_STORAGE.PROTECTED (Z&V, MFP & H &4 13, S 38 1T S ICoF AR —h&
NI A m 7 ORI D D) %@7%’2% HIBR, 2% B54EL . OE.AUDIT_ACCESS.AUTHORIZED
(&0, MFP FHR (LA 1T, @51 1T B ICod AR — R0 BHEREZL DFIZORT 7 A
SV4INLI) bﬁ@&bé*ﬁﬂm)74@}iﬁ%%$ﬁﬂjfé%o

OO F#HZEY . P.AUDIT.LOGGING ZJESFTX%,

P.INTERFACE.MANAGEMENT

P.INTERFACE.MANAGEMENT {3, O.INTERFACE.MANAGED, OE.INTERFACE.MANAGED (24~
THRHLTED,

O.INTERFACE.MANAGED |2V, TOE iZ&F 2T 4RV —IZHE> TOMIA L 27 = — ADE 445 B
4%, OE.INTERFACE.MANAGED |ZX¥, TOE DAL Z T == ADE I TORNT 72 2% B
L9725 1T BRELEAEE D,

INHORR S #HZEY, PAINTERFACE.MANAGEMENT % JIH5F CX5,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTION /%, O.STORAGE.ENCRYPTED |Z& > TxIHiT& %,

O.STORAGE.ENCRYPTED (ZXY. TOE /% HDD IZE&XATr T —# %M 5k L, HDD LIZII5{bsih
TR RS ND L2 REE T 5,
ZOXHFH#HC XY . P.STORAGE.ENCRYPTION ZJIESF TX 5,

P.RCGATE.COMM.PROTECT

P.RCGATE.COMM.PROTECT /. O.RCGATE.COMM.PROTECT (2L~ THEB TS,
O.RCGATE.COMM.PROTECT 2k, TOE I% RC Gate *DiE{Z123V T, TOE & RC Gate DiffE &%
FIZoBiBET — 4 MWEL, WS AERMTHZEERAET 5,

ZOXFEITHHZLY. P.RCGATE.COMM.PROTECT ZJIEF T& 5,

A.ACCESS.MANAGED
A.ACCESS.MANAGED (%, OE.PHYSICAL.MANAGED (ZX > TiEH T2,

OE.PHYSICAL.MANAGED (ZXY, HAZ v A>T TOE 2L TR TICBITAMATICREL ., HE
MRAER - 22N I RN T 7 B AS AR S 2 IR T 5,
ZOXFEFTEHIZEY . A ACCESS.MANAGED % I Tx%5,

A.ADMIN.TRAINING
A.ADMIN.TRAINING /%, OE.ADMIN.TRAINED (ZJL->TEH T2,
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OE.ADMIN.TRAINED (ZXV MFP EHE LA 1L, BHE DO X2V T 4RI —2 O FNAZ 7K
HLTWDIEINTT D, ZDOT=DIC, HEFIITAL LA TENLDRY =L FINAICIR T2 E SR
RN TELIVHE SN, TORENZL D T ORFMAFFOLIIC MFP LT N HTE2H O,
ZORFITEIZEY . A ADMIN.TRAINING 2 FEHL T&X5,

A.ADMIN.TRUST
A.ADMIN.TRUST (%, OE.ADMIN.TRUSTED (Z&L»> TiEH T %,

OE.ADMIN.TRUSTED 12XV, MFP FHEE(EH 1L, TAX L A TEDRMER A LW IH 7S B
HET(TT D,
ZOXFEFEIZED, AADMIN.TRUST ZFEHTx5,

A.USER.TRAINING
A.USER.TRAINING /%, OE.USER.TRAINED (2~ Ci#EH 95,
OE.USER.TRAINED (29, MFP EHE AL, FIHE RO X 2D T ARV —RFIRZFERT 5
IOTALZ LRGeS THB L, FIRAH ITZZNLDOR) S —FIEIZB > TD,
ZORR T HIZEY, OE.USER.TRAINED % JHlC&%,
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5 IO VR—RY FEE

RETIE LRI 2T e 2 E T D,

51 4SfA 25 7 2 —AADHEIR S =178 ERE(FPT_FDI_EXP)

77V DESLHEN
ZO77IVNE — T OINERA L ZT == ob D — T DIERA L 2T 2= A~DIF WO B R % % TSF 73
HlIRG D720 DB 2 EFRT D,

L OBEIEA DINBA L BT 2 —ATHBREZAE L, ZOEREMDINEA L 57 2 —ADBEETS
AN 25, ALER S 52 8% HINEL TS, — T HOENLEH 2, TOE X°, TOE OIMBA 27 =
— RIS NIMERR DX 2V T A 2R EF T DI INA L ¥ 7 = — A& A T DRE N Zf T 57
HLIIR, DT BIRDINERA L 27 == AFDIPES I TR\ T —H DEEEREI, 7Pl S
EEHERENCL > THRIICTF TSN A E RO CTEEIE SIS, FPT_FDI_EXP 7 7 IVIXZ O OHHE
Pa R ET B0 E RSN,

2R — R MOV ~JUAHF

FPT_FDLEXP: S} &84 2 T T —AAND 4| RSN 1= 1585 % 1

FPT_FDI_EXP.1 #MA 27 2= A~DOHI RN RS AL, EFREINTANBA L Z T = — A TZIF L
12T =% HHI— T OINA AT 2 —ANBIEFEINHENT, TSF CTHISEIS I ALBEZ1TH 2 & & Bk
LREREVERIRMET D, — HDOINBA L H T = —ANBM T ~OT — X DE R LT, FF Al S-S EE %
BN L DHURIR T Al & BR T %,

=gk FPT_FDI_EXP.1

LIFOT 723 FMT ISR DB EEIES S 2 bhs:

Q) EWHETITACT A% FATTHILEFF A SNHEEIDOES
b) EHEELENL > CHEBEEEDFF A SD RO B

c) FFAIOHIEL

B FPT_FDI_EXP.1
T RENDEERFRFERITR,

HRH#L:
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LIXUIE TOE 1%, HDINBA L H 7 2— A TG LIeT — X MDA 2T 2 — AL EE T HDOEFF A3
DRI, FFEDRAELLERZATHIZENESND, BlLT 7 AT U — IV AT KIZS, N T — 2 %55
THRNEFEDY —7 70 —%HRTHMO VAT LG [EE THD, ZDEI72(JLEES L TR T —H
D, BIeDNEALZ T = — A COBEBERE T, bLIFENDD, FF A SN ZEIC L > TOHRFFAE
N5,

EHERR AR | FF A SR BT D33 Al CELZEA R T 2R E T D D3 AN — R e
LT, 2O ZR S Z L3 MERe3nDd, ZOWRRITZ<ORICILE T 720 | JLiEas R —=x
YIEERT DDIIAMERRSND,

CC I FDP /7 AIZBWCEMHICLAFIHE T —2 7 —%2EHRL D, — 5 TZO ST Tk, FIHET
—xL TSF 7 —442, B I DRI ORI TE S B L A0 A2 R BT D01 H 5, FDP_IFF
& FDP_IFC #ZFEM Ll CZo B ZLIIARHE U THHEEZ X BILD, 16> T, ZOMRBMHEA WS T2
IRy R— RN ER T HIEELT,

ORI AR — R NIFNHE T — 2L TSF 7 — Xl e tri# L, D7, FDP HH\ NI FPT 77 AD
WTNDNCE END, 2D BN TOE ZEHNIRET HIETHDHIH, FPT VAT E D DD )3 i T
HHEEZLND, WTNDOITATY, BEFEO7 7N EHE A LR | A \I3— DD HDHi 7=
727 7V EEFRLI,

FPT_FDI_EXP.1 IR A 2 BT =— A~DHIRE NI G s %

ERDACIER 7L

IRAFHE: FMT_SMF.1 & FRERE D FF
FMT_SMR.1 & =UF D% E

FPT_FDI_EXP.1.1 TSF 1L, [BIfd: SMEBA L ZT7 =2 —RADYRN TRIT M- 721 W% TSF IZX2EM0
JUBRAEUIZ[BI: SMERA Y 27 2 — ADYARNICHE AT HZ L& HIR T DR W& L2
AV
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6 EXa)T1EH

AT, X2 DT AR, B2 VT A RGEE N, RO eX 27 EERILZ <D,

6.1 +txalTsHrEEH

ZOFETIE, 41 B THIESNI-EX 2T xR HF#2 EBL T 57200, TOE Dt U7 A BERE B 450
W5, ek, BX VT ABEBEZHIE, CC Part2 I[ZHUE DX 2 U7 4 BERE 400, 53 %, CC Part2
ICHESN QR 2T (BEREZ /1%, PP(IEEE Standard for a Protection Profile in Operational
Environment A (IEEE Std 2600.1-2009))(Z 8 DJLAE £ 2V 7 A BEREEA 0D, 51T 5,

F7-. [CCITREFHSNT-FIF LR EAAT ST 5B o313 [RSCFLFEIW] Tilnl 5.

FEREZAT ST 50 1E, GRM b)) TR 2,

6.1.1 HYS5SRFAU: X2 UTF1E®R

FAU GEN.1 E&EFT—&A4mk

AT =R
1R AT
FAU GEN.1.1

FAU_GEN.1.2

PRREZMHEICE

7L
FPT_STM.1 G #HA A LAK T

TSF 1%, L N OBEE R G HEL OB FERE A L TE T iude b

a) EEHEEEDENLK T,

b) Bt DO[BIR: FERLIL DT RTOEE SR HS L

¢) [Elft: & 81ZRT TOE DEENEEL],

TSF 1%, FEEFLERICB N TOREL L T OEMAETLEL 2T UL 72 B720

Q) FRO AN FEL] BROFMG, V7 V= NEBITERGEE L T 55E). FLORE R
FIIFR);

b) KA FRFERNKL T, PPIST OEFEaL R — R MDA RELROEFRIZEES)
7=, [Blft: FDP_ACF.1(@IZBFHVa7#A47 FIA_UID.1 \ZBiTAFIAE 2R AT
Tousfra—F—4 Web BREICLZIBEDBE S A, Web H#RBICIBIELT 4V
F—EFIZBTHBEETED IP TRUVAR, XERM ANV EFITBITDFEA—NV TRV
RC Gate tDBEDREF M, vy 7 TUMRERER, vy /T UNERE | vy /T UME
BRxt5#E .

AR BN EE A R ET NEHAL VLT DT 7 a(CC IZRITHRUE) L, £

%t 5 TOE MEEA X RETHELREE 812787,
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# 8: BEEXNFHEHY R b
FRE EEXNRETRETIVay EEXNRER
FDP_ACF.1(a) | a) #ix/]»: SFP T%&bﬂéﬁf}‘:% MA:
ST DEIED FATICBIT DI LI E | B oS EOBE L& T
K, N ST RO IR OB bR L #6 T
b) A A: SFP 'C*%ﬁibé’b%ﬂ]‘7 E4N1e T EEROS T T — RO T
;i%*‘?’“”m%” BILTSTOR | sepiesn o s A (E OB LA T
° R SR fb A LS Ly
HTEDEX2T M, " . .
SR V7t LB DT VS —AZ DA T
SCEERMOHIBROBAREE T

R TERE -EIR- X a—R-7
7T ARG  LERM A= NVIEGF TS
— XS HIBR A, PP 2B W TR HND
BIMEROY a7 247 TN T D,

FDP_ACF.1(b)

a) fix/Iv SFP T oA 7=/ MZ
KT OBAEDFEATIZIHIT DR LT 2
K,

b) FEAK: SFP CT#HibhipA 7Y =7/MC
KT LEEOFEITICBITHT X TOHE
*D

C) FfMl: TURATF = IR HWGI
HRFED XU T 1B M,

ME: FEELZ

FIA_AFL.1

a) e/ AP OFBFERITIT R 95
E~DEE K RZE RN TELND
T rvar (Bl X AROER), b LE D)
ThIL, EFIRE~OEIF (B2 1T
ROEBEE),

a) /b By T RO B MG LfiERR

FIA_UAU.1(a)

a) /b WRAEAN = A LD AL

ST,
b) HA:
H;

c) FEAl: FH AR RELLAT
FT_XTO TSF fhir7 oz,

FRREAT = A LG~ T

itz

b) A m7 A EED R E KRR

FIA_UAU.1(b)

) B/ BRAFAN =X LD RN
ST fEH;
b) FA:
H;
C)Ff M FIHFFRGELLATIC AT =T
ANTO TSF 7o ar,

FRREAT = A LD F < TOfE

b) FEAR: vl A BAEDRIh &I

FIA_UAU.2

a) B/ RBREAN =X LD
ST
b) HA:

ﬂﬂo

RREAT = A LD F X TOff

b) FA: mr A EEDO R ERIL
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b) A nr A EAEDRRE LRI, 2
121, PP IZB W TSRO BN BIE#RT
SR AERINEL G T,
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a) f/h: IRUESND R HE DG E
G, FIRAATRBIAD =X DDA L
5 5
b) JEAS: SRALSNDFHE DI A
Gie, FIRETRBN AT =X LOFT_TD
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b) A nl A EAEDRRIE R, 2
121, PP IZB W TSRO BN BIE#RT
HOFNHE N A& Te,

FIA_UID.2

a) f/h: PRUESND R HE DG i E
e, R FAZ BB AT =X LOR KLY
fifi H;
b) JEAS: $SRALSNDFHE DI A
e, FIAFBAD =KX LOFXTD
i,

b) JEA: 7 A BEORIERIE,

FMT_SMF.1

a) /v EERBEREOME

a) F/hh: K 26 BELERE DR

FMT_SMR.1

Q) &/ wEIO—EERTRHE DS
=Tk DR,
b) FEAN: ZEBIOMERROME 4T,

WEIT VO TRRERR L,

FPT_STM.1

a) I/ BER O,
b) ZEHM: HALARE LT ORI,

a) /b £ AR DORE

FTA SSL.3

a) I/ Bvaruay A=A RNIED
KEEEar DT,

a) &/ A—bulTUMNIEEETa D

T

FTP_ITC.1

Q) H/ EEHET v R LBERED B
b) Fe/hv REALT- @ 4T v /LB RE
DBRGEFH LS — 7 bOFA,

C) A EEHET v RAMERED T T
O ORI,

d) A T _XTOEEET v G
DBRAGEF L5 — 57 bR,

a) /N BT ¥ L EDOWIFE DKL

FAU_GEN.2 #FFE#%51E 800 T

TR E:
TR A7

FAU_GEN.2.1

7L

FAU_GEN.1 Bs# 7 — &£k
FIA_UID.1fBlo 2 A7

RSN AZEOT 7o ar BB LR ERICH L, TSF I, FEENRHSLE £
DRI L2~ R F O BIME S BB A T D /e bz,

FAU_STG.1 {REINT-EEAEIEHIHEM

AL E:
1R A

7L
FAU_GEN.1 E#& T —#4 Rk
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FAU_STG.1.1  TSF &, B fER AR SIS U7 B A R i 2 R 2R B BRI IR FE L2 Ui e 7w,
FAU_STG.1.2  TSF %, BEEFEMMNCAS IS NI BE B ROER A~ D R IEZ2 B2 [ BhIE] Cxhidenizn,

FAU_STG.4 BE&ET—FHEKO5IE

TR E: FAU_STG.3 B5ET — X HKRDRBNIEREDT 7 a
A FAU_STG.1 fRES#7- B A REIEAN

FAU_STG.4.1  TSF &, BEEIEMIONEIRICR-T256 ., [BIR: Kb a<ITBMRINEETIGF~D LEX]
J OB BRI EDNDEDMDT 7L a 43R E bt b,

FAU SAR.1 BE&ELVPa—

ERDACIER 2L

A FAU_GEN.1 5 —2 ARk

FAU_SAR.1.1  TSFiZ, [Eiff: MFP BEEE D, [Fift: +_XToOrJEHRB A EALEOHAHEDII1C
L7l iuidiebrauy,

FAU_SAR.1.2  TSF (X, FIHFITKL ., EOIEREMR T 20158 L7 B T AT aRA TR AL iuiTe
DR,

FAU SAR.2 [REEELE2—
TR E: 7L
IRAFE: FAU SAR.1 E#&EL Eo—

FAU SAR.2.1  TSF i&, BH/RMIZRFH LT 7 B A2 ARSNI-HHE Z2hRE T X COMH#F IR~
DOFHLT 72 A% L72 uUE 725720,

6.1.2 %4YS5RAFCS: EBEHER—

FCS_CKM.1 FEE#ER

TR E: 7L

A7k [FCS_CKM.2 5 5-##if+, F721% FCS_COP.1 B 5-#{E]
FCS_CKM.4 I 755 32

FCS_CKM.1.1  TSFiL, AT O[EMHt: R TR TIRENA BT 5, 5 ESIVRE S HAER T LT )R L[F
£t & 9 IR THEFRBERT NIV L LIR TSN SR (B £ 9 IO TRS&E
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WAVAVE/AN A HFE T mEA
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ANVAGER L

TRAF 7L

FPT_STM.1.1  TSF L. @MY A LAL L T hf i CER T IE B0,

FPT TST.1 TSF T Xk
B A =R L
1R AT 2L

FPT_TST.11  TSFid, (&R [BUF: MFP HI#Y 7y =7, FCU HlY 7 v = 7|0 I B E4 FRET 5
7291, [BHR: I BT A O 7 ARD AL =M FTLART TR D0,

FPT_TST.1.2  TSFIL, #FAlfIA#EIC, [BIR: [Biff: BEaS T —E77 ANV D5 EEREET DRE )%
FRELL T IUTRB0,

FPT_TST.1.3  TSFiL, #FAlFIHZE 2, [BR: [BIff: BHISh T3 TSFETa—R)O%EE A RFEET S
VAL it AN B R AN E AN YA A

FPT_FDI_EXP.1 AL BT 2 — A~DHIRRS NI F EiE %

TR E: 7L

IRAFE: FMT_SMF.1 & HEREDFEE
FMT_SMR.1 &% =07 4 DO5E|

FPT_FDI_EXP.1.1 TSF UL, [BIf: B30, LAN, BEEERR] T2 B 7oz . TSFICkHEM
OMFEIELUIC[BIFF: LAN EEFEERR]ICHRE T 524 MR T 288 1AL 22 uid7e s
720N,

6.1.7 YVSRAFTA:TOE7Y X

FTA SSL.3 TSFEENZEAKT
ARA =R 7L
A7 2L

FTA SSL.3.1 TSF &, [BIff: 2 —btaZ7UMNERRR, SV Z—RFAN—0 0D X EFROZERT.
T 7 IARTGAN—IPHDOLEFHODZIESE T RC Gate EDBEK T1RICKE B av%
KT LTI B220,

6.1.8 Y S5AXFTP: BEW/SR/FvRIL

FTP_ITC.1 TSF @ {EEF vV
ERDACIER 7L
A 2L
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RICOH

FTP_ITC.1.1

TSF %, 2B F &Moo @S EEIT M, hoBE T v 2L EiRBERIC KBS, £ Dk
BORFES TR, R O ERREBEN DT ¥ 3G RO AR T DBIEF v 30
it AN B AW e AN YA AN

TSF i, (BN TSF, o ER IT )2, BEETF vy V2L CRIEEZHGT0%
FERT L2 U3 76780,

TSFIZ, [Fiff: SCEFH. HEER. REEHR. KOHEFRO LANRH#EE, RC Gate
LD LAN BHEBEODIC, BIEHET v RV EN L CRIFERIG LT T b7,

FTP_ITC.1.2

FTP_ITC.1.3

6.2 EXxalUTaRIEEH

A TOE ORHlifRFEL /L iE EAL3+ALC_FLR.2 Thd, TOE DffFEa R—R Mk 27 IR T, Zi
LRI AR REL LD EALS IZE» TSN R — 3k bty hMZ ALC_FLR.2 ZBIL7-HDTH

60

R 27:TOE k¥ = U 7 1 RIEBEM(EAL3+ALC_FLR.2)

RIEZ TR REEa R—Rb

ADV: ADV_ARC.1 YX 2T T —FT 7T ik

e ADV_FSP.3 SEARTR B O RETRR
ADV_TDS.2 T —XT I F v ikat

AGD: AGD_OPE.1 FIREBEBBAET AL R

AL o A E AGD_PRE.1 Hefif Pl

ALC: ALC CMC.3 EINpk=gi

TATYAT VY H =R ALC_CMS.3 J2AEL D CM FalH
ALC DEL.1 Bl Fex
ALC DVS.1 X271 FEOH
ALC LCD.1 BARBICLDTATIAINVET LVDOESR
ALC FLR.2 K e Fhoix

ASE: ASE_CCL.1 AR

X2V TI =TI [ AsE EcD 1 T
ASE_INT.1 ST &
ASE_OBJ.2 TR VT kbR ST E
ASE_REQ.2 IRAELT- 227 ¢ B
ASE_SPD.1 Tx VT AR E 7%
ASE_TSS.1 TOE #LHIfEAR

ATE: ATE_COV.2 TR =D DT

7AR ATE_DPT.1 72k HAE
ATE_FUN.1 HERET AL
ATE_IND.2 MNLT AR - YT L
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AVA VAN.2 Jess 3 Hr

6.3 TXalTaEH4EN

ARETIL, X 27 B HEORMLZ R D,
LUFIZRTINT, T TOEF 2V T AR E A RSN 6 . 14 &F 20T ot Gt TERL
72 TOE O&F 207 kIR G EHTERM S D,

6.3.1 BiME

TOE DX =27 4k R #5827 B RE B O RHEEIRE TRt 2812879, £ 28705
G2 X910, B2 T AR BN D72l 1 DL EOBFR 2T 4% 78Tk S LT D,

& 28: X2 VT 4 RREE L BEREEMOEE

|_
a (0
D | o =
w < o o o
— -l | 2|8 8|82
wl -l 5l5le|S|lc|=2|>|8]2]|=
= = < < &) < T L wi ® T, o
@) < | I I I = (@) o o wi (@)
' MM lolQ Q2| < | <3| 0| w
&) &) =z z Z Z < L = b =
2| 2|0 |E|L|y |5 ElE|S| <
s|le|3|g|8|8|B|E|B|S5|C|8
cla|l2|&|oc|oc|3]|2|8 |2 |6 &
(@) O @) ©) (@) O @) ©) (@) O @) ©)
FAU_GEN.1 X
FAU_GEN.2 X
FAU_STG.1 X
FAU STG.4 X
FAU_SAR.1 X
FAU_SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X
FIA_AFL.1 X
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FIA_ATD.1 X

FIA_SOS.1 X

FIA_UAU.1(a) X X

FIA_UAU.1(b) X | x

FIA_UAU.2 X X

FIA_UAU.7 X

FIA_UID.1(a) X | x

FIA_UID.1(b) X X

FIA_UID.2 X X

FIA_USB.1 X

FPT_FDI_EXP.1 X

FMT_MSA.1(a) X X X

FMT_MSA.1(b) X

FMT_MSA.3(a) X X X

FMT_MSA.3(b) X

FMT_MTD.1 X X X X
FMT_SMF.1 X X X X
FMT_SMR.1 X X X X
FPT_STM.1 X
FPT_TST.1 X

FTA_SSL.3 X X

FTP_ITC.1 X X X X X X X

6.3.2 BIHMEDIELIE

PLTIZ, TOE B2 UT % SF8D . fHSAHT O TOE B2 )T S REERIC Lo TEBRTEHE
AT 5,

0.DOC.NO_DIS XEDR~R#

0.DOC.NO _DIS I&, SCEN, u/ (v a—P =2 %700 E . HDEWIE, oA a—P —4 13>

HNFDILEADT 7B AMEREL 2R WE Lo THRENDZLEZ S X 2T 45 Jig T o, =

OBX2VT %R IT# 2 FR 5120, FEOX REEiEITDHMHLERHD,

(1) CEERA~OT 7RG EHEL THEMET D
FDP_ACC.1(a)k FDP_ACF.1(@)IiZ&~ T, CEFEHROTEHILIT, SCEFRBEMEICKLD, CEFEREAE
R U7 — R B £ SCEE MO SCER Y AMIBR RSN TS — iR 72 cse A L
A5, MFP BHLE | A—/R— AP — KT RC Gate (I LTI CEBEMOFHLEFFAIL
QAN

(2) HIBRSITZSCE, —FFRRSCEHDNIZEOW F OF LA
FDP_RIP.1Z&o T, HIBRSNTZICE:, — KRR SCEHDWITEDOW T OBt LARS<,
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(B) XEFMOEZEITHEET YNV EFMATS
FTP_ITC.1 (2L~ C, TOE %3 LAN #H T 5 T2 30 EE HITR#ES D,
(4) X7 @B
By Ay a— P =T U CRIRER B ECRTRERL. WG, &, HIER), SCERIHFE VAN
ﬂLTT BEARBRE(RIVA D, )%, FMT_MSA.1(a)IC Lk~ T, 2N D #EE K & O F|
FHIZFITHIRL T2,
jci EMA 7 V=7 DOx 2T 4@ ML, FMT_MSA.3(a)i2dk~» T, SCEF RN LRS-
. TR EA Y hE LD,
THDRRICNE X 2V T R B L Ti% 24 9% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a), FMT_MSA.3(a)% % 9524 0.DOC.NO_DIS #EH T&5,

O.DOC.NO_ALT XEDKEGE
O.DOC.NO_ALT &, 3CEMN, n/ A a—HF—ZEbl20nE | HONE, e/ A a—F =4 3F->T
VAN FDLEADT 7 E 2R T2 W E Lo TR ESNAZ L2 <X 2T 45t K T8 Th D,
ZORX VT ARK I A LB T DI, FRROMRE T 20 ERHD,
(1) XEFRA~OT 7 EAGIHZBLEL TEMET D
FDP_ACC.1(a)- FDP_ACF.1(a)iZ&> T, CEHFMOHIFRCCEIG MO MmMBERIEI T )L, SGEE
WBMEICIY, SCEHRAE R L2 — BRI A E I CEE RO CERAZVAMIBRESNTND
—WFHE T AT 5, 61T, MFP A BEE ICHFF AT 975, A—/3— S/ —& RC Gate (ZxFL Tl
LEFROBIREZFF AL,
(2) HIBRSHIZSCE, —RFNRSCESH D NI OW T Ok % BA<
FDP_RIP.1Z&o T, HIBRSNZ3CGE, —Ri2 3CEHDWITZ O A 2R H TERNWEII2T 5,
() EHMOEZBIEBFEET vV EFHTS
FTP_ITC.1 (2L~ T, TOE %% LAN #&H Tt (5 3 230 EF I A#EIND,
4) X7 BIEOEE
ny Ay a—W =T UCRIRER B ECITHRERL. W&ot B, HIBR), SCERHFEVAMZ
KU TRIBEZBRE(RI WA b, )L, FMT_MSA.1(Q) 2L~ T, TN D EafEZE R & O F| H
FIETFITHIFEL TV,
jci G727 DEx 2T @M, FMT_MSA.3(a)Icdk» T, SCER RN RS-
. UTHIRRAZ2ES By hE LD,
ZNHRIRICE X 2V 7 (R RE B L Ti% 2 7% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)Z#k 3 5Z& T O.DOC.NO_ALT #EHLTXD,

O.FUNC.NO_ALT FIf#&E Va7 oL iR#

O.FUNC.INO_ALT E, fIH#E Va7 », nr A a—F =L ablz/s0WE HHOIE, v/ fra—F—4

IZFF> TV DRZDORNHE a7 ~DOT 7 AR E L TN E IZ L TR ESINDZ L& <X 20T ¢

KRG ToHD, ZOEX2VTARR G2 FEBLTDITIE, FRLoOXRE I T20LER HD,

(1) FAEYa7 ~OT7 72 AfEEREL CETH
FDP_ACC.1(a)& FDP_ACF.1(a)iC &k~ T, FIH#E Y a7 ORI, MFP BB & 454 A& a7 D
HIBRHEBR A Ff > — A F 1T L CRF 3%, A—/S— A —L RC Gate (ZxtL CIEFIHE V=
T OBIRATF AL, i, A& TOE OFH# Va7 otk Z%, FIRE a7 O¥IRE T Tho,
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(2) FIHEYa7 OEZEICEHEET Yy E2FHT5
FTP_ITC.1 (2L~ C, TOE 73 LAN fH T 5 28 B Va7 13 R#E SN D,
() X2V BHEOEH
17 Ay — P — LKL CRIBEZR B ECETHLVERL, BB tZE. HIBR)IZ. FMT_MSA.1(a)lZ
FoT, ENENOENEE R E DR TZFIZHIBRL T D,
FRE a7 (A7 Y=/ 027 @IEICIE, FMT_MSA3@)ICE-> T, FIH#E a7 B4R L
T=IRE, IRV By b D,
ZNORIRICKNE X 2V T o BERE L L Ti% Y 3% FDP_ACC.1(a). FDP_ACF.1(a). FTP_ITC.1,
FMT_MSA.1(a). FMT_MSA.3(a)Z k% § 52T O.FUNC.NO_ALT ZFEHL TE5,

O.PROT.NO_ALT TSF £ EIEROULERE
O.PROT.NO_ALT %, TSFIR#ERDOULE L, LX) T4 DR CEAFIM BT I+ 58207
AR I ETHD, OV T xR ST EFZBTHI2IE, TreoOx iREEii 2080355,
(1) TSF{REF RO
FMT MTD.1{ J:OT ZMZI%MIEOD/\XU l\HYT/J\*ﬁ;& $ﬁgnuuﬂ:‘®/\xy }\%E%r Kﬁguun
0y AL RAT—R A NFFEBIE ARFRREDO Ty 7 T 0 MERRA A~ —3% & . ARFRIED T 7 TR
REf, BB v oA — a7 7o Mg, A B KL SIMIME RIS, 257404 —,
B2 ECEL—Y— a— W —3HEE 515, IPSec R EHH . @Remote % EHH ., MK Ok PRz
EOEHEE MFP FEE 7235,
(2) "EEUEREORE
FMT_SMF.112XoTC, 27 AHERBIC KL T B0 B RRI L FEES L TN D,
(3) HEIDFE
FMT_SMR.1 (Z&-> T, Rtz R ORI HH 2 HERF T,
(4) TSF G ROEZEICEEET v 2V EFH TS
FTP_ITC.1 IZ&~-C, TOE %3 LAN #H TiE5A5 95 TSF il fE dILRiESILD,
INDRRIZHLE X2 T BEREE R E L Ci%Y4 95 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 ZiEm 4524 T O.PROT.NO_ALT ZEHL TE5,

O.CONF.NO_DIS TSF & IE#M DB~ %%

O.CONF.NO_DIS 1%, TSF B IEROBI~E, X 2T 03 iR CEXARIHE IS5 8% 207

AXPR I ETHD, DX 2T %R G2 I T DL, FTreoOx Rz Eiti 20 EZ01 5D,

(1) TSF G #MOE
FMT_MTD.1 (CEoC, — R A& DR AL /82T — RT3 284 MPP &3 & 2455 — %R
HFHCRE AT %, A/ S S P DR A L /AT — RIS Bl R/ S S (ST
5, BHH OO AL RAT—RIZxE T D EEA— N — XA — LS MFP B [ ZRF R 5, B
Tk 28 EE MFP & B 721127 F Al 3%, HDD K588 2632 8rE% MFP & B35 7210
WZHF R,

(2 EHHREORE
FMT _SMF.1(2koC, EXaUT RISk L COU BB B RE 1L S S LT D,

(3) HEIDHE
FMT_SMR.1 (2L- T, FrtEaFF ORI B ZHEFF T2,
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(4) TSF WEIHFROEZEICEEET Y 2L EFHT5

FTP_ITC.1 (2L~ . TOE 7’ LAN #&/H TiE32{5 9% TSF B G IR #ES NS,
INORIRICHNBER X2 U T R EMLLTZEY 95 FMT_MTD.1, FMT_SMF.1, FMT SMR.1,
FTP_ITC.1 #3524 T 0.CONF.NO_DIS ZFEH T&5,

O.CONF.NO_ALT TSF %ﬁ%‘fﬁﬁ@&%{%ﬁﬁ

O.CONF.NO_ALT (%, TSF BEIHFMOUNEL, X 2T AR CEARHE LTI+ 5 %2
TAXR I ETH D, _@tﬂv;)—ﬂﬂ%ﬁ%éifﬁ#é %, TRLOXREFNET DM ERHD,
(1) TSFRMENHROEHE
FMT_MTD.1 (2X->C, —&FIHEZE Du s A2 20— R x5 8 (E2 MFP & HLE &2 3% —Fl
BN T Dy A== AP =D AL NAT — Rk DR A— S — A — T A
%, BWHFHOOT AL RAT =R T D EE A— S — S — LWL MFP B ZFF A5, B
a7t 58 EE MFP & BLE 721N IZFF Fl 3%, HDD K B8 il Ek B E% , MFP 45 BR 72
HZFF T2,
(2) "EEHEREORE
FMT_SMF.1 (2L~ T, B 2U7 8RB I L O B B BRI L S i S L TN,
(3) HmEIDFRE
FMT_SMR.1 (Z&-> T, Rtz R ORI HH 2 HERF T,
(4) TSFREEROEZEITHEET vV E2FHT5
FTP_ITC.1 IZ2&L~>C, TOE %3 LAN #H TiE5 A5 95 TSF &G RILIRESILD,
INOXIRICHEREX 2T AR E L LTS 7% FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #3Ek 4 5Z& T O.CONF.NO_ALT #EHL Tx5,

O.USER.AUTHORIZED F|f#& DO#kBIZ85E

O.USER.AUTHORIZED I, 1E 472 A& 721728 TOE OREEFI 5720 DX 20T 4R > —IZiE
STHIHFEORIRE T 58X 2T A KR T EHTH D, BIE SRV E TRy NI —2 EDIF7A4T L FPC
5 TOE ZFI 72— MFI A, MFP & ELE | K ONA—/S— A — {2 DT, FBRERBIRFO B
ERLEE DIRRED X 2 )T 4RV — OB B ETHD, ZOBXa )T xR T #2EB 3 5121%, Tig
DX KA Fhi 3 D EED DD,
(1) TOE FIHATNCHI M E 20— T 5
FIA_UID.1(a)& FIA_UAU.1(@IZE~> T, #fE RV E IRy NI —7 ED 7T A7~ PC 735 TOE
ZRIALID ET 2R T, ARRGRFED 7 UKDk BIFRRED M T,
FIA_UID.1(b)& FIA_UAU.L(b)IZE- T, BfE RV FiZ Ry NI —2 EDZF ATk PC 735 TOE
FRIFALIHETAE D MFP B HLE £ 1T A— S P — DI A IA R TR EHE G BIZR IR T AL,
— R HE OB A IIIMBRREY — S — I L DBRRREN T D,
FIA UID.2 IZX~ T, RC Gate it A2 47 =— A2k TOE ZHI A LEH T2 E ORI T2
*. FIA_UAU.2 12J5-> T RC Gate DFBFEN 1725,

(2) FRBIFEREDSEE LT-FIHFEIZ TOE ORI HZFFRI 9%
FIA_ATD.1 £ FIA_USB.1 IZ2X~> T, TOERINIFAEZ OREGHE~DT 7 B AFEAF IS,
FRFRREIZ B P LT R o) L CREEL AT B,
FDP_ACC.1(b)& FDP_ACF.1(b)IZ &~ T, fAIRRGEIZ s LTz — A 2 5 2 Bz MFP 77
r—ar ORI HMERRIZIES> T, Yi%—BFIHE I MFP 77V —sar ORI HZFF Al 2,
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() vl AL /RART—ROfENT & RN T 5
FIA_UAU.7 (25> T, #I—LTFEGRIAET A — R w7 L CERTHIET, ul/ A2/ AT —R DR
REBHIET 5,
FIA_SOS.1 |ZL~> T, MFP FBE DB E T HAMKGRRED 2 NAT — R D e/ ML, ARIRFRFED 7S AT
— RO TR AT 22T /S AT — R 2T OB GFEF AT 52Ty A2 /AT — R OHER % A
#ZT D, FNBERAET— /3 — .MET . ANESRRRE Y — R — DR ENK T D,
FIA_AFL.1IZd& T, RIRFBFEDFRFE R A — E R IR L 7RI HE IR LT, —ER¢fi] TOE ~
DT 72 A% FF A LI, AMERERAEY— S —FBAE Tl AMBERAEY — N — D% E K AFT D,
(4) /A EHBTKR T TS
FTA_SSL.3 IZ2&L~-C, BefE v, Web 7700 —EREMEEDN 2 W EFE A — a7 MEFR]
DRI UTZRE, B E SRV HDHWE Web 7T ous A REE 4 — e s TorT 5, TV 4 —K
FTAN—FINLT 7V ARTAN—IND L EE RO Z(E 58 TR SCEE RZE o Rz a s
7O %, TOE i, RC Gate LD i#{E#4& THRFIZ RC Gate LDy a1 %,
(B) EXVT RO
FMT_MSA.1(b)i2k~> T, —f&FIHHZ Drs (v 2——4 LR FERE) ANT MFP BB I2L - T
BRI, BEREFERIIL, P IR L CRAEZFF AT L2 L,
FMT_MSA.3(b)IZ&~ T, BEREFERIA I RN T 7 AV MEIZEX E T 5,
L7eDo T, ZROXRICHEREX 2T B 2L L Ci% 4 3% FDP_ACC.1(b). FDP_ACF.1(b).
FIA_UID.1(a). FIA_UID.1(b). FIA_UID.2. FIA_UAU.1(a). FIA_UAU.1(b). FIA_UAU.2, FIA_ATD.1,
FIA_USB.1, FIA_UAU.7, FIA_AFL.1, FIA_SOS.1, FTA_SSL.3, FMT_MSA.1(b). FMT_MSA.3(b)% i
R 9 52T 0.USER.AUTHORIZED %# £ T&5%,
723, PP /5% SFR Package T 2600.1-SMI DFERE(F.SMI)iZ, FDP_ACC.1(b)& FDP_ACF.1(b)
(Z&o T, T 7B ARIEZ T2 CODHEREDO T IS AIERE T D, LIzh3 > T, F.SMI 7 72l
##11% FDP_ACC.1(b)& FDP_ACF.1(b)IZ&5 7T 7 XN & s TEEL T 5,

O.INTERFACE.MANAGED TOE IZ&5MBA 47 = — R EH

O.INTERFACE.MANAGED (%, TOE 23t 27 4R —IZE> TOMIA L 27 = — ADE 45 P
HILERGET DX 2V T ARIR T THD, ZOBF 2T AR R ST EEFEBR T DT, FReoRKaeE
i DB DD,
(1) EE SRV, LAN A 27 = — A3 RICR 3 2 i RS
FIA_UID.1(a). FIA_UID.1(b)IZL~> T, BB SV E TR NI —2 EDIFA T FPCH5 TOE %
FIALEOET2E 0BT, FIA_UAU.1(a). FIA UAU.1O)IZX - T, ikBlEh=FI & o
RAREDMT OIS,
FIA_UID.2 |2X~ . RC Gate i#{Z fl/> %7 =— A2k TOE ZFIHLLD &2 E OB 1720
. FIA_UAU.2 125> CREFEDM T s,
(2) #BIESFNBHDNE LAN A X7 2 —A~OHiA BB TR T35
FTA_SSL.3 (2&»> T, —ERFMEE S BHDNIE LAN A2 27 2 —ZAOBER2WGEIZ ' 3
CEAET T D,
(3) AMERALH T = ADHI RS NI sk
FPT_FDI_EXP.1 {ZXk->THEE/ SRV, LAN A2 27 2— A EiERIR TR 5 LT — 4%, TSF 12X
DIBINOALEREELIC LAN, BEEEEIRRNOIEE T HZ L2175,
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INBXRICHL B2t 2 U T o RE B RS L Ci% 975 FIA_UID.1(a). FIA_UID.1(b). FIA_UAU.1(a).
FIA_UAU.1(b) . FIA UID.2 . FIA_ UAU.2 . FTA SSL.3 . FPT FDI EXP.1 # E ik + 5 Z & T
O.INTERFACE.MANAGED %38l T&5,

O.SOFTWARE.VERIFIED Y7M =T HRAE

O.SOFTWARE.VERIFIED %, MFP 17 b7 =7 & FCU il 7 N =7 S IERDY 7 v =T ThHhHZ
EERFET D e X 2V T A R I #THD, ZOBF 2T 46K I #HEFEB T HIIE, Frod % £l
THUENHD,
(1) Br7F=vr
FPT_TST.1 {2k~ T, EEWREIZ MFP HlIfHlY 7 k7 =7 & FCU il 7 =7 BIEH DY 7 vy =7 T
HDHZ LRI D,
CORBICHLEREX 2V T A HBEEFEL TN T D FTPTSTL 2#E K T562L T
O.SOFTWARE.VERIFIED %5 T&%,

O.AUDIT.LOGGED Es&ru/J SrégEa

O.AUDIT.LOGGED 1, ¥ 27 (R EAZRFET D7D ERER 07 OftgkE L, SOICEERS O
Z % MFP FHEZ Al 08X 2 U T kPR i #Ch D, ZOEX 2V T a5 R A EZBL T 512X, T
FLOX R E LT DM ERDHD,
(1) EEns %+ 5
FAU_GEN.1 & FAU_GEN.2 IZ&» T, BRI G LT REFL A LA MR LT REFROFAEHER D
VIR 2 St Y NTRE S A
(2) AN R#ETD
FAU_STG.1 2L TEAERZIIWENLRESIL, FAU_STG.4 ICLo TR 77 A D o1 E
WOIRRETEAR GO FERPIEAE LA X, XA LAZ T O WEE 7 ZHIFRL, Ly
it n s Aty 5,
(3) HEEAMREA RIS
FAU_SAR.1 125> T, MFP BHE D RGE CEHE A T A R/ ZHi A 589121, FAU_SAR.2
\ZE> T, MFP FEEE LIS EE R 0/ B ai Al 9 2 22 2R 1475,
(4) EECELFEGR AR
FPT_STM.1 IZH> TR TEDHA LAZ T NS L, B A /7 I ITEE AR AE LT IE 7R
R 23 RdRS D,
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