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T.DOC.DIS User Document Data may be disclosed to unauthorized
persons

T.DOC.ALT User Document Data may be altered by unauthorized
persons

T.FUNC.ALT User Function Data may be altered by unauthorized
persons

T.PROT.ALT TSF Protected Data may be altered by unauthorized
persons
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T.CONEFE.DIS TSF Confidential Data may be disclosed to
unauthorized persons

T.CONF.ALT TSF Confidential Data may be altered by unauthorized
persons
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& 32 MEBOEFa)T 1A

fvlsE kOB X 2 U T 4 F#t
PUSER.AUTHORIZ | To preserve operational accountability and security,
ATION Users will be authorized to use the TOE only as

permitted by the TOE Owner.

P.SOFTWARE.VERI | To detect malfunction of the TOE, procedures will exist
FICATION to self-verify executable code in the TOE.

PAUDIT.LOGGING | To preserve operational accountability and security,
records that provide an audit trail of TOE use and
security-relevant events will be created, maintained,
and protected from wunauthorized disclosure or

alteration, and will be reviewed by authorized

personnel.
PINTERFACE.MAN | To prevent unauthorized use of the external interfaces
AGEMENT of the TOE, operation of those interfaces will be

controlled by the TOE and its IT environment.

P.CRYPTOGRAPHY | User document data stored in an HDD must be

encrypted to improve the secrecy of the document.
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v va rEERT S,

Secure Channel B§RE | (273 £ 57 — F ERsfilfRIERE L U | A TOE O&IME
A H T 2= (USB A Z 7 == ABE/SFV) 70D LAN A X 7 = — A
DARIERR T — Z ik &Pk 5,
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B OHEHERMBIT- SN2 WEE ., A TOE Ot X = U7 1 FEREN A2 E)
B % Z LIIfRAES 7wy,
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el =S

A ACCESS.MANAG | The TOE is located in a restricted or monitored

ED environment that provides protection from unmanaged
access to the physical components and data interfaces of
the TOE.

A.USER.TRAININ | TOE Users are aware of the security policies and

G procedures of their organization, and are trained and
competent to follow those policies and procedures.

A ADMIN.TRAINI | Administrators are aware of the security policies and

NG procedures of their organization, are trained and
competent to follow the manufacturer's guidance and
documentation, and correctly configure and operate the
TOE in accordance with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights
for malicious purposes.
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FTP Mail
Terminal Server Server
ifor internet Fax)
S B
B B

Client PC

Internet Firewall Cﬁ

Client PG Client PG

4-1 TOEM:ERIRE

(1)Client PC

LAN JkQRYUSB A % 7 =— A %4 LT TOE IZ#fe L. —f%FIHZ& 2% TOE (2
LEOHIRIERSS, B LI 7 7 AV TRy 7 ATk L TET —F 2717, |
DI LZITH) 22 Hligze 35, £/, TOE BHE H Web 7 7 U ¥ % H T MFP
DRET—H 2B - BRTHI LN TE D,

mBE, FMHCBONTIUTOY 7 by =T BREL 25,
OS : Windows XP, Windows Vista OV 9§17
7 Z v : Internet Explorer Ver.8.0
LR D /3—3 5 @ Client Utility Software

Address Book Viewer 3.2.32.0
e-Filing Back Up/Restore Utility 3.2.26.0
File Down Loader 3.2.32.0
TWAIN Driver 3.2.32.0
Printer Driver 6.35.3141.5

(2)Mail Server. FTP Server

AF ¥ UHERESOA U H — % N T 7 v 7 ARERESE MFP O SEARERE 2RI B B
IZF%E T 5, TOE & & — BoO@EIZILSSL 7' e haviy v,

(3)Firewall
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7 OEFEMEIIARTMOEE T (FDIEHETEXA L0 ET5),

BERREICHITATOEEH
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5.1 TOEER L aviR—x MER

TOE Ok % X 5-1 12777, [General Function| W Tf-31F Zi7=f453 5 TOE
DIEAKERETHY . TOMDESIT ENSNTZH5 7 TOE Dt F =2 U T 1 e T

H5,
U.ADMINISTRATOR U.NORMAL U.ADMINISTRATOR
U.FAXOPERATOR I
U.ACCOUNTMANAGER
U.AUDITOR
Client PC
A
( USB Interface for Print) \ { LAN Interface )
Operation ) | s
Panel Unit ‘ Secure Channelfunction \o,
[ S
User Authentication function Mail Server
FTP Server

TSF Data Protection

Copy Print function
function function : 4
e—Filing Sean ' Audit Data Generation
function function : and Review function USB Storage
! . Device
internet FAX f DOOG
function : _
H DPROT
I Y A . DFUNG
T v Internal HOD | ool pata Eneryption function
iser Access Con
- | | DPROT D.GONF
function
4 1 IESEE TSF Self Protection
) ! o function
NVRAM FROM i
DPROT D.PROT
[omor ]| | [Comer ] ,
‘ D.CONF I | D.CONF | X
Secure Erase function T O E

5-1 TOEER

TOE Ot ¥ =V T ¢ #hEIX. FIFED TOE O FEAMRE 2 -+ 2828 S
5o UUTF. X2V T 1 #EEL TOE O EAMEREDRIRICOWTHIAT 5,

@O 7747k PCHrEOFH
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