CRP-C0344-01

o
’ISGC ¢% Common Criteria

B
i
Ih
o

MNIATBUE NG A
HER L —
RS 3
HIEZMTH (ZHES) TH23E9A268 (ITEREE1368)
RALES C0344
AREEEREE Er¥ov s KAt
TOE®D £ ¥ ELX¥0Ow%s X ApeosPort-IV C5575/C4475/C3375/C2275
GARBETIVVVY—X avbA—35Y T b7
TOED/IN\—2 3 Y Controller ROM Ver. 1.40.18
PPE& Tl
BEY AR/ NV 7r—Y | EAL3
RFEE Ertvovy A&t
FHEs R D & 7 —fRHFEN ITEX2 Y T4 24— FHEER

FEEDOTOEIZ DWW T ORI, IFTDOEEBY THDEZ L EZFRIELIZOTHRE L £,

Fpk244-3 H 28 H
AT A
X2 )T s— R xa )T o WAE
e s LE o

FTHMEERES  TTEX =2 7 ¢ FHMEXR ORFERIEDOEARRE] TED D TIEOHKIC
HEINTEE I Nz,

O HEREANTEX 2V T 4 MEOT2ODaE 54T VT "=V 5231 U Y —2Z3

@ BHRBAix 2V T 4 fHlO=doH@EGE N~ 2031 U U —23

FHERE R - Bk

[&+¥nr 27 A ApeosPort-IV C5575/C4475/C3375/C2275(G4%IGET V) U —X 2 b
0= Y7 N7 T, BSATEE N SULERHEERE N E O DITE X = U 7 ¢ RGEH 5 T
AR A HRRIZIEV, EO LN HBICESFHEESZ T, ATE DLRFEEM: 2572 Lz,



CRP-C0344-01

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 BRAEZN S 7m0 ettt ettt 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR 2 U T AR IRITEE oo 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BT TENME ¢ovevieieeeceeeteeeeeet ettt ettt ettt ettt ne e 3
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
R I =N I i G 5 5 2 LSOO TR 5
3.1 B U T A BEBE T BT oottt 5
311 B E B DU T ABERETT B 6
B L1l BT oottt ettt 6
3.1.1.2  BIBITHT 28X 2 U T A BEREST B oo, 6
3.1.2 OB X2UT 4 T EEXF 2 U T ABERETEE oo 8
3.1.2.1 RO B 2 U T £ TR e 8
3.1.2.2  MEkOEX= VT 2 HEHCT 22X 2 U T A HERET S 8
4 RATFREAE & FTARBEIH D BHREAL coovovoeeeeeeeeeeeeeeeeeeeeee et 9
4.1 R OB BT D IR oo 9
4.2 TEFBRBE LA oottt ettt aeas 9
4.3  GEFABRBEIZISIT DTOERFIH ...coooveeieeeeeeeeeeeeeeee et 11
SR A A L 1 = i oY I < SOOI 13
5.1 TOEBEFRE T2 TR L PEER oot 13
5.2 ITERBE oottt ettt ettt ettt ettt ettt eaens 14
6 BUETRIT B 2 A LB ettt 15
T FEAEBEIC X DR SN B UM T oot 16
Tl A T TE ettt 16
7.2 B FEHEAEED cooooeoeeeeeeeeeeeeeeeee ettt ettt 16
T8 BUELT A B ettt 17
781 BHFEFET A B ettt 17
7.3.2  FHIEFETHILT A B ottt 22
7.3.3  FHIIFEIR AT A B ittt bbb e 24
T4 BB IZ DU N T oottt an s st teanas 27
T8 R T ettt ettt s e 28

T 2 e B SN N = | OSSO PRSPPSO 28



CRP-C0344-01

8 FBRIETEHL 1ottt ettt a ettt st et e e ne et e st te e eneesenes 29
B L BRI ettt et ettt ettt ettt ereeae e eteeaeereeaeereeneas 29
8.2 TE BT oottt ettt et ettt ettt eaeeaeeteeteereereeteereeaeereeneeaeereeneas 29

O B ettt ettt ettt ettt e et et e ete et e ete et e eteeteeteeteerteteeneenns 30

10 BB U T o 7 0 D s 30

11 R ettt ettt ettt et e e ete e et e e te e bt e etteeteeateeetteeteeateeeaaeeteebeeeteeeateenean 31

12 ZH 34

..........................................................................................................................................



11

111

1.1.2

CRP-C0344-01

EREN

DA VELEey s ABASHEREE L TEEEry s X
ApeosPort-IV C5575/04475/03375/02275(G4 SIEET L) VY —X ar hbue—
7Y 7 07, A= =32 Controller ROM Ver. 1.40.18) (LI [ATOE] &
WD) AZDOWT—fEEN IT B X2 U7 o2 — FHlES (LLF TREAREE )

EWVVH ) P24 43 H 16 BIZSE T L2 IT X% =2 U7 ¢ dHlilcxt L, 2 DONE
DRFEERZHFFEE ChLE LR v 7 ZAASHICHET D & L HiZ. K TOE
WL Z R OFEEOCHBEE IR LeX 2 U 7 4 IERERIET 20D TH D,

RAFREFEOTE L, AFEOMEETHL X2V T4 ¥ —5 > b (LT ST
LW, EPFFEE NIV, KRR TOE OtXx =2 U 7 ¢ BEEEN:, RFEEN K O
DA HEOIRILIZL, STIZBWTEHFRIN TN D,

ziinu uﬁi& i KTOE %*A%Z L/7Lx_7 /&/I/%E *7%%%»&%]\7’1*5 HFZI iﬁ%wu%k
BELTWD, RGEHREEIX. A TOE DA T D PRAEEA I B DU T2 FRREAS SR

ZRTHOTHYD, 0 ITHWEZDSDERIET H D TIERNWI EIZHE
A AN

FTAf > R A R E

A TOE OfhE, EARIMFOMEAL LI FIORT, FEliL 2 HURAESHROZ &,
REE/NYr—2

A TOE OERGES > 7 — 1%, EAL3 Th 5,
TOE&EtEF Y T 1 #rEME

ATOE L, = —#aE, 7 ¥ —HaE. AF v —HrE, 77 7 AEESE %
BT 270268 (LT TMFD) & 9,) IC#ES D, MFD 2ROl
ZiTHoarbtm—IY 7 =T H5, KTOE X, Bty s 2SO
MFD T& %, Bt r v 7 % ApeosPort-IV C5575/C4475/C3375/C2275(G4 %t
T V) TEIET S,

ATOE 1Z., ot —Hhe. 7V % —KhE, AF v —HkE, 7 7 7 AKgRES
MFD O 3:AMREI N X T, FAMEE G 5 T — a%k#;)74’wgta
BET— A ER R ORUSADDRHET DX 2 U T ¢ BERE AR 5,



1121

1.1.2.2

1.13

CRP-C0344-01

INHDEF 2V T AR OWT, ZOREHTE O R G & FHEED IEMEMEIC
DUWNTERGE S > 7 — Y OFi P TR M T4 72, A TOE 23 HE T 2 B ORI
[ZOWTIFRIEDO LB TH D,

BR LX) TR AH

ATOE (T, UTOHEBEMELTEY ., ZHITHINT D x=2 ) 7 1 BAEZ 12
92,

TOE OR#EEIECTH LFMEDOET —F RO Xa VT ([T ET HRE
T — 2%, TOE OREHNE, TOE NOWNER/N— KT ¢ A7 3@ )5 OE T H L,
TOE RNRE SN TWDHF Y NU—2 EDOEET—Z~DT 7 AL - T ARIEID
RBEINTZVRSASNTZVTHEBLH D,

Z®?7-% TOE X, TOE OF|HFH Zi#BIEEGE L. ORI HE R AR BAEE T %
A5 2 & T, TOE ORIE#EZEP LT 5, £72, (REEEEZ NI N— KT 1 A
7 AEE KN T D BRI S 21TV IREEEEA HIRT 2B EEZWHET S
ZET NEIAN—RFT 4 A7 BN OEEERRH LA T2, 61, ry U —
7 BEOBRICESEE e haLvz@EMlT 52 8T, BET —ZORERGEH L
W AEPIET S,

BREH LIRS Y
A S, RO &5 2k ORI A% 2 & 2 ET D,

ARTOE Z## L7 MFD i, —fRIZREFEA T 4 AZBWT, 7747 U4 —
IR ETHERA » b T — 7 OB HARHE SN T-NERR Y U — 7 128 ST
FHAENDZEEZEELTND,

AKTOE OEHIZHT=»> CIE BHE T 2EHE L EM L, A X ALEINWE-
C. TOE ##i# L7~ MFD X O'TOE &5 —4 %0 B 45 F Do IT #e5 %
IEREICHERGERE L, MEFFEEE L 2T 72 B 7220,

REFH

AKTOEZIE, LM TEM EORMER, %= ) 7 ez Rt Lavwigs
DPFET D,



1.2

1.3

CRP-C0344-01

ARFHIECTIZ, A b=z D= THRIERIRZ I T & DRRERMEDEH S h
ToMERKIZIT A3 TOE & L TR S LTV 2, > T, 15K 7-6  TOE OHERLSATF] 12
RTREZLEE LIGa. THLBRIIARMRIC X D RFEDO X ZIM 72 D,

TOE (X, ¥4 L7 N7 7 7 ZAEREE AL L T 208, T D ORBEREIXARIKTEGERE
BE/E X . %DBHLJ uiEﬁj% nq:ﬁﬁ@;d‘%%f% Do

DN

FORERERE 2N EE 95 IT © % 2 U 7 o 3l « SERERIEEICE S & . AF3GE TIT +
¥ 2 U7 o iR OGRRGERIEE O S AR (1], MTe¥% =2V 7 ¢ E}\S%EEF@*%%?”E’“ e
B 28R 20 TIT &% = U 7 « SEAEE B AGE F a5 T S 12 BE9- i) [3lic
ESIVEEICHE, RHIEBREIC & - TA TOE ;Eéﬁzb 5*&’@%?#&0\%5&%# z
EAONWTIT ®F =2 U7 4 fHlA R S v, Pk 24 4F 3 HIZ5E T LT,

_q:{ﬁ o) [S10RY IJ

OGRS L, FEAMEEBE MERR U 7o AR5 (18], R OBEE S 2 FFA AL E B &
WEE L. AR TOE OFHEAFTE D FHt & 12> TUTbh -2 L &R L1z, TOE ©
ﬂﬁmux:ddmﬂmik.[]Bmm,&UCEM(Umnﬂ@wﬁ%mw fﬂ%bf
YN FE SN TND Z & BRER Uiz, sRiERI X RS B S & ARRGER S
ZAERC L, REREEREAKT LTz,



2

CRP-C0344-01

TOEZ Al

ATOE X, LT LBVEIISh D,

TOE4: #r : W L¥nr v 7 X ApeosPort- IV C5575/C4475/
C3375/C2275(GAXNISEET /W) ) —X av tr—7
7 hu=T

N—T g Controller ROM Ver. 1.40.18

BT - wLPry 7 2kt

ATOE X, MFD ThorE+L¥ v 2 ApeosPort-IV C5575/C4475/C3375/
C2275(G4 SISET AN, 7> arvd [F—2tvxa T 1%y M HHE#H LA
REED, o b —F V7 Ny =TESTH D,

B3R - FRAE A Z T T2AR TOE Th 5 Z L&, FIFEIZUL FOFIEIC L - T
WTHZLEINTE D,

HA K AT S N PR > CHIE SF L& BME L | BT R0R S
A=V R R REBY A ROTY v NS S 8= g A
WA A 2 ADBBT BT B = 1Tk D | BRI S A R S A
A TOE Th 5 = L ZHRT 5.

FFvaro IF=42tX2U7 4%y b T BAECEHESATHD [FraE)
L MBA TV a o THEMAREE DN RT A RV ERET — 2O LEXE
ELREBALERRIZ OWT, HA X U RACEHEINTZ LB Y ORENFATHETH D05
WC, [F—=2EXa 7%y b OFEEHERT LI ENTE D,



CRP-C0344-01

3 tXal) T4 A%
AFETIZ, KTOE RN ED L5255 0 IHAIOL &, B2 U T (L
EHL TWDENEERRD,

TOE 1%, = v —HkfE, 7'V > ¥ —HB§hE. A% v T —HkE. 7 7 7 ABk#E% D MFD
WREZ IR L TRV | FIHFEOXET —F ENEO N— FT 4 27 EEBICERE LT
D, Xy bU—27 %0 L THHFEOImRASEFE — 00 &0 L2h 3 5
HALTWD,

TOE %, €4 5 D MFDBERE £ 119~ 2 BRI R A ORBIRRAE & 77 7 & Al
N BT A A7 BEBOERT — 2 O L E 7 — 2 BRI O L X 3, BESmE
Tu kAol Xa Y T HELEAT S 2 LT, (REAETH HFHE O
KBTS RUEF )T BT HRET 4N, RECRESNE VS A
SN0 TH I L wPIET 2, £/, TOEIE, £¥ =) 7 ( HiEICHT 2 r 7 27
B oM A TV B,

723, TOE 1Z, fMICE L TULF & EIZE L, &ZENIIS e T 7 & Al
REZ iR %,

» A
—RFIHE L, TOE 2MBftd 2 = v —HRE, 7V o & —HlieE, A% v —H&
BE. 7 7 7 AEREEFORME TH %,

« VAT NEHE (BRAE PR + SA)

VAT LEHEE, TOE Ot X = U7 A HEEEORER. T OMBEGRRE 21T
ITeHOD, Kl EREFFORMAE T D, AT LEHE T, B E S &
SA(System Administrator) DFFR T 25, FEE ELE 12T X CTOEEERERE D
HFRETH U . SA 1T —HOEHEERENEH FEETH D, SA O&ENT, FI M
kD MBS U CHBUE B D35RET Do

AT = VET
AA P2 =T V=T 3, MFD ORSPERET) = V=7 Th b,

F72. TOE i, MifkDotx =7 1 HET LY 77 7 A THMT 2 REFFH
MOEWNER Y NT—=2I12T7 7825 2 & 2PiT D2 M T\D,

3.1 &) T ¥EEAR

TOE 1%, 3.1.1 IR BUCKTL L, 812 I RTHkO X 2 U T ¢ 20T
TeXx= VT s HeEEX BT 5,



3.1.1

3.1.11

3.1.1.2

CRP-C0344-01
BRLEEX2) T (AT
BB

ATOE 1%, £31LIRTEBEZBTL, ZNITHPLT 2EEETHZ D,
%31 BETIER

vl 2
T.CONSUME TOEDF|H &7 /] SN TWWE D, TOEZ A EIZH
TH0H LIV,
T.DATA_SEC TOEDFIHZFF o] AL TV D FIHE D, FFal STV D4

REPAEZEZ T, XFETFT =2/ OEF2) T AT
T —H A REZHAH TS Lty

T.CONFDATA TOEDFIM Z 7l STV D —fFIAE R, A7 LEH
BOHBT 7B ABRFHFA SN TOHTOERET —Z 1% L
T, RIERBAH LOBREDLEEZAT I b LiLen,

T.RECOVER WEEN, NHN— T 4 A7 3E@EZT0 LT, NI
= RT 4 A7 2EE FORIRE R ICGET — 2 RET —
R OEX 2 VT 4 EEE e 7T — 2 RIEICHAH LT
RT 22008 LitZeuy,

T.COMM_TAP WIS N b — s A D L — s
Yol T o BkR Y F—4 ROTOERET — ¥ % R
KEAET DD LR,

ZREICxT BEx T4 #EEAE
ARTOE &, & 3-LIZRTEBUICKH L L TOEFX =2 U 7 1 #REFEHCxiftd 5
(1) %@ TT.CONSUME| T.DATA_SEC] [T.CONFDATA| ~® %}

TOE i, =—% —Ritae). [V AT AFHEL X U 7 o FERE). (D
A v V=T BAERIRERE ) KON 2% 2 U 7 o A n JRE) COxibiT
60

[ —F —GREERERE ) 13, FRBIRERRED T L 7RI 721012 TOE OFIH % 5F
A5, Flo. AERRES NRIHEN, BUEER v 7 ;(JQQ}C%:T_g EET 5
B, R S B O AT T X B,

[P 2T LEBE Y2 U T  EPRERE) (X, B2 U T o fERBICET 2RE
F—=HDBRERELEF RO X 2 U T 4 HEEDHRIE DORRELE T % ikBIER
AES AU BB TS ISR B,



(2)

3)

CRP-C0344-01

(A b~—x2 o V=T EAERIRERE ) 1L, A h~—x2 ¥ =7 OEAERIIR
DA Z T DR ET —ZICHONWT, TOBMRERTLEE 2 BERGE S
T EBE L TICE AT %,

EX o V7 AR ZHR T FAEOR 7L /a7y b a7,
RELERSOEE 7 2B L, TOFH L& #BIREGEE S U S BE 72027l
T5H, 2L, FIAE~ORVTE LR EOREBRELZRIITE S, 28,
BEAS 11 7 2 B AN B B AN AR S 2 o T2 T, b VR e 2 BEE LG
Fshd,

PLEIZ XY ([ TOE OIEY e HHH 6 LTI fi O MERR GG TFF o] S U721
TEZF N FEATHRETH VW \TOE O RIERFIARIRGEEPEDRIET 7 & ANPIE S
o,

i TTRECOVER| ~Dx%it

TOE I%., [n— FF 4 A7 T —Z FEXWMEME] & IhN—FF 2 &
T —# i E{ei%ae] CTxHLT 5,

[N—= KT 4 A7 ERET — X s LBERE) 13, = v —Hre. 7'V o & — e,
AX XS —HERE, Xy hU—7 AX v UHRE, 77 7 AR OE ALY N T 7
7 AKRE & o 7 MFD EARBEREOBIEREIZ . CHET — X AN N— RT 4 27
EEICEET ORI, XFE T —FOWFEITY, £, EX 2V T 1A S
BERECARK LB A n /T — 2 2N N— FT ¢ A7 EEICEET D8I, A
0 77— 2Ot E1T 9,

[N RT 4 A&7 — 7 LEZHERRE] 13, & MFD AA#ED Y 3 7
DTETRIT, W N— T 4 A7 EEOET = HIRONMEH»LET -5 &
EFHEZXICEVHET D,

LEIZE D, "= RTF 4 A7 EBICERE SN CET — X I3RS L > TR
BB ULABLIE S, FIREASGET — 213 EEZEEIZ L > THAESE L)
RATREIZ 7R B,

. [T.COMM_TAP| ~®O%HHL
TOE 1Z. [W#xy U — 27 5 — Z{RH#ERE] T %,

[NEBF > b U —27 57— {%#RE | (X, TOE CFIAZEMR CIF, 774
TU R EWD,) R — AL OMERIC, BEEET e FavEwEAT 5,
RS L TWDHE 7' e k2, SSL/TLS (SSL 3.0, TLS 1.0, TLS 1.2),
IPsec, SNMPv3, S'MIME T& %,



CRP-C0344-01

ZHZED, iRy b= TRVIRY SNOXET—H, ¥Xa VT (8

#r /7 =2 KO TOE RET —#IF, BE@E7 e bl si, B
BSABPIEEN D,

3.1.2 HEOtEXa1 )T AStEEF2) T o HEREAS
3.1.21 HEotEXa )T 158
A TOE OFIHNC Y Te o TER SN DO EF 2 U 7 4 F#a &K 3-2 1T7R7,
x3-2 HMBOtXa) T4 FE

kB Mgkt X 2 U T 4 8t
P.FAX_OPT EHAREOEGEICILY , AREFHERGEN S NEAR ~ b
T—J~DT JHANTEXRNT L ERGE LR TR
SRR

3.1.2.2 HBOEX1 )T AT SEX2 ) T4 BEEAE
TOE |%. 3 3-2 1R THE O X 2 U F ¢ Fet a7 1ie % B3 5,

1) Mk x =V 7 1 Ji#t TPFAX_OPT| ~DO%t)
TOED 77 7 A7ua—k¥xa U7 (e X, HESNTZT7 7 7 AET L)
SGDOBRT 7 I AT =R EZIE L, TDOT—H %7 7 7 AERELIANA~JE S 72 il
WL ANREFRENSZIE LT —H &2, W5 EICBWTHNEE v b
T — 7 ~DFEFITZITES 20,
UKV AREFEEFRENONEER Y FT =T ~DT B AR TE N2

&2 REET D,



4.1

4.2

CRP-C0344-01

AR &M & ST MR D AR

ARETIE, BET 25E A TOE OF| oA M etFHh s LT, ATOE %
T 5 728 ORIR S M OCEH BRI DWW TRER T 5,

FARVEREICET 2RHEEH

K TOE ZEH T HBROAHERM 2K 4-1 11T, TS DORHRRMENM - S
e KTOE Ot ¥ = U7 BERENANTEET 5 Z LIFRIES 7R,

x4-1 EHREH

vl ik
A.ADMIN VAT LEEIL, TOE® X =2V 7 ¢ BREIC R+ 5 LBR
Hikx b, e onic&xEicen., B2 b ot RIEE
IThOhnbD LT 5,
A.SECMODE VAT NEMFIITOEZEH T 2I12H720 , MikotEx 2

VT 4R =R OGO T A 2 LEZH/E > TTOE
% EHEIZHERRERTE L. TOE & Z DA BrEE DO MERE PR A4 %
TTab0ET 5,

BERIREE & B

A TOE Z##, L7- MFD %, — N2 EBA 7 4 AZBNT, 7747 U+ —
NI ETHERR Y T — T OBENORESNIZNE Ry N — T ICE S, &
BIZT7 7 7 AR— R/t L TAREFEHMEICHER S TR S D 2 & 288
LTW%, ATOE O—fxiy7EHEREE 2 X 4-1 12~

W% v N7 —27 121, Mail —/3, FTP #—/3_ SMB #—/3, LDAP H#—/3,
Kerberos %r—/N bW ofoth—nNarta—2 RO—BHAAERO7 7472 b,
VAT LEBRERO7 AT v RERLS L, TOE L XXET —FEOBEEIT .

TOE OF|HF X, MFD O#E S v, WEF » U — 7 (8 S - —f%FI A
HITGAT U M, VAT LEHE S TAT v M EEELTC, TOE 2EH+ 25, —f#%
FIf#E 2 747 ME, USB##H LT TOE 2#/E+5 2L 1 TX 5,




CRP-C0344-01

," as: Y
A S]] /'

— BRI BEISAF

1
: —FRE
I ! — —
';721F?J{); A v —BFAEFISAT
A FUE—FS4)T
—FEE| 1-F1UF . - k54
N Web F55H IPHAKSA I
USB

VAT LEEE
2317+

*Web 73594
VAT L »ApesWare Device
EHE Setup

Mail -3

FTP H—)\

LDAP #—)%

[
[
[ smB#-—N
[
[

Kerberos #—/)\ —BREBE HANY— VATFL

TIVIZ7 BEE

X4-1 TOEDERIRE

TOEDEHABREE ORI DWW TLL FIZRT,
(1) MFD

TOENEH SN DT X NEGH TH D, ATOEZ## Tie/Z2MFDIX, LL
TOMETH D, 28, YfEIT, G3/G47' 1 VxS LT- 7 7 7 AR—
RZ2WNE L TW\Wab,

= vl =/
ApeosPort-IV C5575/C4475/C3375/C2275(G4% T T /L)
Q) —fxFHEEZ 74T b

—IEFIAEMER T AHD Y 2 ThHY , USBAR— k., F7013NEH% v
FI—27 % LCTOE L #5#i 35, UTOY 7 N =T RRETH S,

- OSiX. Windows XP. Windows Vista. Windows 7D T 210>,
TNV B —=RTAN T TARTAN

10



CRP-C0344-01

WEER > U =27 8t DA 2id, ERRICMA T, UTFTOY 7 FU =7 2
HTho,

- Web” 7 7 H(OSKtED & D)
Ry NI 2AXyF—a—F 4 VT ¢
(B) VAT LEEE Y TAT 2 b
VAT WEREMERTHRAOY 2 THY  WilFR Yy NI —2 24 L
TTOE L #6925, UTDOY 7 N =T RULETH D,

+ OSi%. Windows XP, Windows Vista., Windows 7DV L7,
+ Web~” 7 7% (OSKHED & D)
+ ApeosWare Device Setup

(4) LDAPY—3, Kerberos?—/3

o — P —REEERE & LT TAMNEIRREE ) AR ibtﬁm\LmWﬁ~ﬂ
Kerberos— SO WD FEFES— SN EL L 70 5, o — - — R RE
T rK{Z':nALAHLEJ % ﬁiﬂl./f; &i\ (E‘I‘Q%%)M‘gfcil/\o

F 7. LDAPY— 3%, [THMNEGERGE) WElZ, SAKEI 25T 57 OFHE
BHEZRGTA7-OICbEH N5, TIEO“C Kerberost— N2 L D58FED S
BTH-oTH., SAREIZ(FEHIT 256121%. LDAPYV— "B UETH D,

(6) Mailth—/3 FTP#—/3 SMBH#—

TOEIZ. Mail¥—/3, FTP¥—/3, SMBH— & UHEHETF—F 200 0 3
LHAELFFOTD, 2N OMFDOEAREREZFIHT HERIC, BLEITISL
TINHLDOH—="ZRET D,

BB, AEMIORENTWATOELUSND Y 7 o = 70— R 7 = 7 OEHEMEIX
AR OFEPH TIX 72w,

4.3 ERRREICE T HTOEHH

AKTOEDFHMI S izt ¥ 2 U T ( MEEICIE, U TORIKSERH D, 2 b ik
LS ME R LI-GA, XET—ZBIRAVT 57 EORENRAET /N
NHD, ZNH~HHT DO, HA X AhE-> TTOERCITER E 2 1 L < #%
ETHZENMETHY, ZNOHITEHEORMT L 0D,

11



CRP-C0344-01

@O TOE » 7'V » % —k&feiZid, TOE N—FIHE 7 74 7 v b 321E L=HIR
F—H &, —H, W%A*F7427¢% EHHE L CEAE SR B EIRIFE R &
Lkﬁﬁf@ﬁ%ﬁ?F%E7J/FJt\xﬁ?ék%ﬁpmmiéFLﬁf
Uy R Bdb, RiHETIX, [EE7Y v b ZIRFHEOXSGRTHY |
7Y v N IRl DX RIN T 5 ARFHI O35 & 72 DE%EDN éntﬂmfm
—WFIHEZ 74T hinh [@E 7TV b 2#FTLTH, TOE IZBWTH
FTHBIC EETY > b 2FT7T5,

@ TOE ®=— —3RFEHHE Tlx, TOE WIZHE Gk L2 iF A H L CRlIRRRE A 1T
) TARIKEERE] &, TOE 4+ O8GEY—/N (LDAP % 7-1% Kerberos 7' &2 k =2/L)
A U CGRBIGRREZ 1T 5 TAMERGE] Z VAR — kK L T\%, TOE T [FH6ER
AE) ZEAL T 256, TORNH 5, TREGEIE] OBEIZE, Znb
DHIFNT 7RV,

« SMERFRRERF, MFDEAKSRED X1 L 7 b 7 7 7 AREREIL. REAiRI G5 CH 5.,
SRR, —RFIAE S AT bRy N = Ax vy F—a—TF 1 1
T4 OERIX, TS ToH 5,

- SMEREERERE . TOENHIRT — & 2515 L7z MeSCld, SRBIRERREIX Thhe
(7=721. ZIKETrfﬁﬁ’C“ I BTV b HEEICK Y, TOERZE LT —4 %
FIRI9 2% 72121, BB SR 6 OABERRER . FIRfERBMLETH D,)

12



5.1

CRP-C0344-01

7—X T F¥IZET B1EH
KETIE, A TOE OFiPH & FE /R A 303 5,
TOEER L aviR—x MER

% 5-1 12, TOE % #4#k L7z MFD O#Rk4 . MFD LIS IT B5E & LR T,
5-1 T, MFD I%, = br—F 48— K, #fESxL WEi— BT ¢ R 7 3558
ADF. IIT, IOT Oy T 5, £DOH T TOE X, 2> b e —F R — KD Controller
ROM |[ZHf S Tz, SREREZ EBLT A 7 hu =70 CThH5H, MFD OD/N— R
TV TRT 7 7 AR— FEiL, TOE O#iFH Tidew,

B [T 50T SvFIGATATA] | T EEE
P, U2 7y
[ ADF I FO—Sh—F — 1} ==
[ POFAR=E ] Controller ROM NVRAM \\Z| | ¢ | 79172
|| E ey ‘f\—FTﬂ"};{%TﬁZJL- o | |CHAREISTUE
i I NOEET-R e 3L, Mail 5=/8
P ‘: EEaExl T T ETR A
t&kyb—l!  BERE  osomtoos L1 |i |smBH#-T
o it AARR=Ii || SEEP |[c| |i |LDAP#—/%
p— P T N FFA VIUZTH ROM ||@] |{ |KerberosH—J%
S | | DEET— : | PEHIMRSE | =2
OTHR=F (| s | |7 T8 ) iam ﬂ:?%:i____ﬁ_ﬁ____i d
A AR T Sl [ —BRmEESATL
| (G| r'—'—'—'—'—'—'—'—'—. ! Sk | DrAM | 2T (USB)
T || 0A | |EEOUH :
LEToO—t#a) ) RE )
©OIFDR 1 UTREE :L*J‘DE
HALDRT | L 1-Y—8 )
I0T -/7); A A ‘::::jjji::,‘ | EHERE
v RI7 S N - il
IOTAR—F| |t | |13 TA207 s | [RERRSF |
i | meEe HUEST - REDM 'JT—’STE
"-_-_-_-_-_-_-_-_-_-_‘I‘ %ﬁ‘é I I ﬁ %AE : £
TTEWIS e B TPIAR—F
LR > | (A REEEDRE)
| CPU | :

Izt TOE ‘E

5-1 TOE#ER

TOE I%, 3T Lictx o U7 s #aEL . Z1LLISh D MFD O AKERE THE
S5, MFD OREAMREIC SO\ T, 11 = B %2 21,

13



5.2

CRP-C0344-01

TOE Ot ¥ =V T ¢ HEREIZ. FIHE 7S MFD O FEARSRE 2 -+ 2 B2 S
5o UUTF. BXx =2 U T #EE L MFD O EABEREDORBHRICOWTHAT 5,

O FIA#ED, MFD OHEAERE, VAT LAEHE X2V 7 o EHRE, X2
T n ZJRREOTORE R 7 2SI s 2 T D BITIE 2 — 3R
AIEFEBED ] S AU, W1 RRAE S AV R B 1 DR ENIS C I BB 27l S %,
AIFRAE S MR EIZIE, £ ORENIIS U A =2 =0 FR S, MFD ok
AHERE, VAT DEHE X2 Y T o BHSE, X2 Y T o B n IR ME
MTE %, FMEOBIEATNIAERIZI D LA DY THFF A/ AT 25l S,
FTEND, T, TNOOWEEZHMTOERC, X =V 7 ¢ B JHEREIC
LT, BEEn I BNEREND,

@ OOFHEFIC  NEIN— FT 4 A7 BTN I N D LET —# R OEE R 7|2
KL TIE N— T 4 A7 &7 — Z W5 UERE T S, CET —Z 2 HI bR
FTHEICIE, "= T 4 A EET — 7 LEIWEERE SEHA SIS, b0
BRI, FIHE D ERHR L CEESCHIBR Lo CE T —# 21 T, a2y *—*&%’%
DUHLOERE TRIAENERT H 2 L 72— N— R T ¢ A7 HEBITER
SINTXET—FLRRERD,

® OOF|HKZ, TOE ### L7~ MFD & . Do IT $EERANE R~ F T — 2
R L CGBRIETA2HEITIE. NEiry hU—27 57— X RH#REENEH S b,
o, V7 ACKILTCE, V2 AT u—bv X2 U T A ENEA SN,

ITIRIE

TOE iZ. Controller ROM (24541 & 1. Controller ROM NI N2 o —
Z R — R MFD |28 S CEiES 5,

IONERRERIE) 12 & D — Y —FRG#RE 2 AN E L= %+& . TOE I%, TOE 4+
DFBFEY—23 (LDAP #— 3% 7213 Kerberos #—/3) 7> 6%' ﬁﬁ%‘@nﬂa%‘%u FEDRE
RERSGT 5, 72720, BEHEE L. TOE AOFIEY — S CTIEERBIRRGES v,
TOE WIZ 8k L 7o Bl & B OfF WA L CGRBIFERES D, £72. TOE O
TE CHMMFRAE &8I L =355 1%, LDAP ¥— 3% Kerberos %— SO WT DA
TdH->ThH, TOE (X, LDAP H— "\\nHHUS L-FIRE BIEZ MM LT, FIAE
D SAEEITHDLNE S EHWT 5,

MFD &N > b U —27 CHf T 28— ARK Y 74 7 > ME, K5
fE7m haIPsec 2 L CEEZ1T O, SHIZ, 7747 MIH#ENnD
Web 77 7% iZxt L CTid SSL/TLS, Mail $— 30D B b 425 A —/W2kt L ClE
S/MIME, * v bV —27&#Z1X SNMPv3 4%, TOE &iBiEY— s

14



CRP-C0344-01

f£1%. LDAP(SSL/TLS). Kerberos 71 k=)L & W T, TOE & BIEFHFOM D
WS v b U —7 EIZHi 2B ERREIC BT 57— % #5514k 3 5,

BEmAfTrFa A

AKTOEIZHMT SIS R = A2 hOinlz LU FISRd, TOE OFHA X, Aife
FMAAGT=T T2 TR R = A h O3 e iR L B F RN ER SN D,

. ApeosPort-IV C5575/C4475/C3375/C2275 DocuCentre-IV C5575/C4475/
C3375/C2275 EHEHA K (ME5487J1-1)

. ApeosPort-IV C5575/C4475/C3375/C2275 DocuCentre-IV C5575/C4475/
C3375/C2275 =—H—XH A4 F (ME5486J1-1)

. ApeosPort-IV C5575/C4475/C3375/C2275 DocuCentre-IV C5575/C4475/
C3375/C2275 X = VT 4 HRERIE 14 K (ME5633J1-1)

15



7.1

7.2

CRP-C0344-01

IR IS & SRR E KR UHER
B iipapes

ML, CC 73—k 3 DIRFEESFIT OV T, CEM ITHUE S 7o df- i 5 5% AW T
fTofdz, RHMRPEREOFEMIZ, FHlH S E W Tl Svic, FRlEHE & T,
AKTOE DM L . CEM DU —7 2=y | T & ORI XK OB R 2314 2,

ERR i S i S
LR, Al s &8 & 2 Rl S O @ 2 73

MR, Rk 28 4F 9 HIZHRE D | PRk 24 4 3 AT S EOERE L > TR T
L7z, FEAGEERAI, BHFEHE 2~ bRl 24 2 3kl R ik — KXot 2=, —
ORI I DAL A A LTz, F72, Pk 24 45 1 HICBESS - BUEBIG A~ & |
M OAZ T ~OE T V7280 HRER - BT - BT X2 U T 4 D%
U —7a=y MIEAT L7t RO ITRINOREEIT 72, —HOBR% - &t
A MZOWTIE, BIHIEARTITARE S 4L, i E OFREEZRM: T ORhN 2 O FEFI I 23 7]
RETHhD L, MBI L > THIlTE N TWD, £/, Pk 24 4 1 AICBARE Y
A FTCHBEOT A MREZEM L, BHEET A SOV T Y o TF =y 7 KOG
&7 A S &3 L7,

16



CRP-C0344-01
7.3 MEATX

AT X, BAFEE OFEM L7727 A FOIESMEAMER L, Gl Ol TR SRR
LLBARE DT A N EWGE LTSRN D BB LW S EBE - BINT A R AT
Masa kRt E Il S RAT A M2 EIT LI,

7.3.1 FR#EETX b

AR, BRFEE DS ENE LIZBHIEE T A h DSEEME & EREDT A MR OFEILE
Fra ft il U7z A 25E L72BRZEH 7 X S OWNEZ UL TICHAT 5,

1) BZET A MBS

BAFEE N E M L7=7 A F Ok & X 7-1 127”7,

P

- —RHRErs 7o e, ¥ —~ BHABIS(7H3
_i_ s FUOR-FS 4 \\____?,-"/ ~BRE |- 7')‘/9-'[:54'/‘
—~BFIRE | - 2702F5 4 L oo
- FobO-D2% -
A-F1Ur1
- Web 5 Dif .
W %
Q vazhues \ S - -
A D5ATH VAT LERE
VAT LEIRE WebT S5 HHf @)
* Apes\Ware Device ’T-
Setup 7 Hi-F -
- Vi NAbT-I
':’fj B0 / SI=T
nen — RABEDS PR P p———— | ——————
BHIEE A AREEE | SATANZER |
o= —» BE = —
\\___-_d__/ ( " | )
X x
TAMEREEB TAFEEEC

M7-1 BERETR FOEKE
FHl DXt & 72 572 TOE 1%, 2 ®D TOE i#&jll & [fl—d TOE Th %,

T A MIEM L7z MFD (X, ApeosPort-IV C5575(G4 xfJ&ET /W) Th b, il
L, a v —7 ) v NEOBLEE N R 57217 C, TOE (XF—TEx =
T AKEREDOIR DTN ENT R, 1HEICL DT A N THOTH D Z &R
FIZEoTHlis LT 5

17



CRP-C0344-01

TOE % ## L7 MFD DA OFEREFE 2R 7-1 12T,

=®7-1 HAREBTAMOERES

EXin FEA

= Mail#—/3, LDAPY%—/3_ Kerberos¥—/3& L CHEH
e Microsoft Windows Server 2008 Service Pack 2 (LDAP

H#—,3, Kerberost—/3)

e Wireshark Version 1.4.6
e Xmail Version 1.27

VAT LEBREFE T | VAT LERE I FAT N LT

FA TR

VAT LAEHHE | e Microsoft Windows 7 Professional

7547 Q1)

e Microsoft Internet Explorer 8
o ApeosWare Device Setup Version 1.2.0
o Wireshark Version 1.4.6

AT NEHE
747 Q)

o Microsoft Windows XP Professional Service Pack 3
e Microsoft Internet Explorer 6
o ApeosWare Device Setup Version 1.2.0

AT NEHE
7547 @8

e Microsoft Windows VISTA Business Service Pack 2
e Microsoft Internet Explorer 7

o ApeosWare Device Setup Version 1.2.0

e Microsoft Windows #*—/L

—EAAE T T A
!

—FIE 7 74T b (NERR > U — 2 # i DOH)
K O'SMBH—/3 & L THER
e SMBH—/~ (OSIEHEHSH Y 7 F 7 =7)

— xR E 7 7
A7 1)

e Microsoft Windows 7 Professional

e Microsoft Internet Explorer 8

e Xy NU—7 AF¥yF—=2—F ¢ UF ¢+ Version 1.9.0
¢ ART EX Print Driver Version 6.5.1

e ART EX Direct FAX Driver Version 2.7.1

e Wireshark Version 1.4.6

— &R E 7 7
A7 F1(2)

e Microsoft Windows XP Professional Service Pack 3

e Microsoft Internet Explorer 6

o Xy NI—J A¥~yvF—=2—7 4 7 ¢ Version 1.9.0
¢ ART EX Print Driver Version 6.5.1

¢ ART EX Direct FAX Driver Version 2.7.1

—FHE T Z
A7 F1(3)

e Microsoft Windows VISTA Business Service Pack 2

e Microsoft Internet Explorer 7

e Microsoft Windows A —/L

e Xy NI—J A¥+xF—=2—7 ¢ 7 ¢ Version 1.9.0
e ART EX Print Driver Version 6.5.1

¢ ART EX Direct FAX Driver Version 2.7.1

¢ Wireshark Version 1.4.6

18




CRP-C0344-01

A FF

il

—RFIAE 7 T4
7 b2

77 I AEZEE MFDD 7 7 7 A5 HUSBAR — b Mt
HBIERTERNWZ EOMERIZHEH, Y a2 OET A
R— N Z ARG S B, 2N Y 2 OUSBAR— F % |
Vo r—7 (USBr—7 1) Z/r LCMFDDO 7 7 7 A
A— FHUSBAR— b B

e Microsoft Windows XP Professional Service Pack 3

e Microsoft Internet Explorer 6

o Xy NI—J AFx~yvF—=2—7 47 1 Version 1.9.0

¢ ART EX Print Driver Version 6.5.1

¢ ART EX Direct FAX Driver Version 2.7.1

—MFIHE 7 74
7 k3

—WFIHE S 747~ (FY o Z—HOUSBA— MEH
O & LA

e Microsoft Windows XP Professional Service Pack 3

e Microsoft Internet Explorer 6

e Xy NI —2 Z¥ ¥ F—=2—F 4 VT 4 Version 1.9.0

¢ ART EX Print Driver Version 6.5.1

¢ ART EX Direct FAX Driver Version 2.7.1

SATANRNZAFE =X
XY o+ B %
)

WER N— R T 4 A 7 2L OHHE S VT2 SATANN A Z i 5
T =R EET=HTDHY—/, Windows XP#E#i /XY 22
SATA NN A ZHEEE =% T 5 B (Catalyst
Enterprisesth) Z#6¢ L. %M Y 7 b 7 = 7 (Serial ATA
Analyzer) i34 %,

e Microsoft Windows XP

o Serial ATA Analyzer Version 1.984.0401

TR T T

MFEDDOT /Ny T HaAR, VAT LEHE Y 747 AN
VarpyIUTIR— e, BEEr v ZAROME DO
HaF A B L C, MFDDO T Ny 7 HORR — & & B
e Microsoft Windows 7 Professional

e TeraTerm Pro Version 2.3

A ZE MFED & 73y 72U 7 )V T 5 12O OB A
WiEiry NU—2 | AL v F U T T &l
NI B EEIEI R B A IR EECL A g 2 i (O~ 7 #EN4T-EXCH)
757 7 AR—F MFDIZHE (BEAEFEHD)
e Fax ROM Version 1.30.20
Vo or—7) MFD & —fFHE 7 747 > s 22 USBEHi 57 —7 /v

7B, MFD WD 7 7 7 AR — Rk, &

SEEHE (G3 7 u h=jL) & ISDN [H]

(G4 7ahan) O202FR—MLTW5S, FilORPIAHgs 777

OBEHT (—RFAEZ 747 1 2)
W) DT A NDOEETEH 5, ISDN [HI#R (G4 7' b 2)v) OF A NOBAE

EEEERRE (G3 7' k=
.ISDN

I X AR,

B HdE (7 RV AT AR G-1004) AL, 777 Z0@EHFL LT
7 U TOE % ## L 7= ApeosPort-1V C2275(G4 %Hit~E5 V) & Lz,

MWty NI —27 & T 7 AT 7+ —LiE, T A MNRICEEL 2=, [#H

L7220, FTP @5 #%aE
RA S LT

%

(ZOWTHIRIRIAZ L THERR A S MENMEICRIER N 2 &

19




CRP-C0344-01

B E T A MIAKR ST IZBWTERB S Tuvd TOE #k & [F% @ TOE 7 A b
BRIECHEM ST\ 5,

2) BAFET A Mk
BRET A NOWFIILLTO LB TH 5,

a. 7 A MEE
BRET A FPOMEIZ, LT LB TH D,

<PHRET A N FIE>

@O MFD O#fE SRV, VAT LERE 7 TAT b, —RFIRES 747
¥ R 5 MFD OFEARMERESCE X = U 7 ¢ BWESRE A BE L ¢, Z O R
@h@D@&éim\N*w%ﬁ\%ED7WE%ﬁﬁﬁéo

@ N—RT 4 AT EMET — X LEZEEREOHROIZDIZ. T A MY —
LT % SATA RAE=X ZHH LT, W%A—%74x7%%~i%
ANENDT —F L EBEEABLONE AN— RT ¢ A7 BEDONE & ot/ H
LB 5,

@ N—=RT 4 AT EMT — 2 SAUEREDHEE DT DI Ty T DT Y
THAR— REHEHA LT NI AA— FT ¢ R 7 EEBITE S 7 CES 2
BESRL BB LS Tnd 2 L 28T 5, o Bk SN —
KT 4 27 3@ % RO 2 MFD OWNENN— RT ¢ 2 7 4EE LA
NEZTH, BE R T =R FR S, A TE RN & AR
Do

@ N—RT 4 A7 EWET — 2 W BAHERE D RERE D 72 DI AR S AV T- I Bt

LR b ENT=T — 2% BESNT=T AT AL L > TR SZE
HOT—2 L L AR ERB Y ORFBAERT VI Y XA ERF5T LS
YALTHDZ L el T 5,

® IPSec HDHF il 7 1 N I /WVHEREDIER D T= DI BRIk T 5T A hY —
NEMER LT AHRREY O Z@E 7' e harn@Efi s Tng Z & a8
B+ %,

® —WFIAE 2 747 v b 2 HARFEEERRERH THE L. MFD & ©
7?&XL§E T %, £/, 777 27 0—k X2 U T o Mk
RO DI, —BFIHEZ 747 2 8 202 LARER ﬁlﬁh‘?ﬁ]%fxﬂﬂ L
TTOE | &47»7/7%%ﬂ13&w BT 5, &b, —iK
FIREZ AT h 20367 7 27 AR — R O USB AR — MM E#HE
L TH, TOE OEENTE RN & 28T 5,

20



=®R7-2

CRP-C0344-01

<BHREZT A R — >
BRET A MZBWTHIH LY

— IV HEFK T-2IR7T,

BT A FY—IL

Y — LA TR

B - R AR

SATA/N A £ = #
(XY =+ SR
)

KAERIIRT- 1SR

MFDNOWNEAN— R 7 ¢ R 7 ZEEHefe 1 O SATA /N

ADT—HET=H L NEN— T ¢ A7 HEEICE

TIAENDT —FZ2BWT D, Flo, WEN—RT 4
Ay HEEICEXIAENTT — X AT,

sa hanrryrFo

WS Y FU—27 LOBIET —# #E=4 L, i@

A fE7wm b ans, fLEE Y (IPsec, SSL/TLS,
(Wireshark SNMPv3Th 5 Z & ZHERT 5,

Version 1.4.6)

A—T— TOE& A — /L% —R%EJ LT, B ANV EEZE
(Microsoft L. SMIMEIZ X 255k & BABMERRBRY THDH Z

Windows X —/) | & &R 5,

WESN— R T 4 R 7 IEEICEZAENTZT — X &5t
AL T, %@V‘J’é‘ﬁ&ﬁﬁa 95,

TRy T T
MFD D F N 7
A Xy =)

arvbu—=9R—Fofihaxs 27"y 7oy
TINT Ny TN 3 ) e D12 O DE D%
bk,

A A

<PHRET A N OENE >
KREA X 72— ALY MFD OFEARKIEL X = U 7 ¢ S PR &
WL BRa IR AT T 2223 LT A S DX 2 U 7 o Baed ks
@W#é LERMR LI, B, 22—V —iHsREIC >V Tk, FIRE
2. AIRGEEE, AMEERGE (LDAP H—23) . #AEERGE (Kerberos
[ZDWT, IRl Y ICEMES 2 2 & 2 fERd L7z,

DEE

‘U‘b—/\) DEGAL

F7-. MFD AADOEJR OFF (2 L5 EEXHELEOFH & &EIFR ON (12
FAHER DT —HRCET AL EN T 7 I ANSDONE Ry hU—
I ~DT 7 ARGIED, HAARED ICEWET S 2 L 2R LT,

b. BAFE T A b D F i
B HE T A MIBHRE T L - T69HE H £l Shui-,
TN — VAT Lo THSREEARIC R SN2 _RToE X2 U 7 1 1#iE
INBA 2T 2= ADRFITT A NS T EDPRRAES VI R S AT Lo T
TOEHKFHIFLR SNT2T R TOY T VAT AEF T VAT AL X T 2 — AN

21



CRP-C0344-01

FTT A S SN ERRGEES VT,

c. A
FEAME 1L, PRI E T A b E, EEEE OEY AR L, 7 A MEHE
FNR SNT ;15 & FEREOFERIFIEN—FT 5 2 & 2R Lz, FHiE L.
BIREEDEE LT A MEREBABEICE > TEMENZT X MERNS—H L
TWbHZ xR Lz,

7.3.2 FHEEMRIT X b

P L, BIRET A R Lz7 A FEEZEHA L TGO EX2 ) 7 o
MEEENFATEND Z L 2 FERT DY AT A N2 T 5 & &b, Mo
BRCRINIGHL G, BADOEX 2 U7 D HERICFEITINDZ L2 LV
FT2700MNT A b (BLF ST 2 b W) ) ZFE M Lz, FHliENE
fiti U72 ST T A b & DL FICEA T 5,

1) T 2 MBS
A N FE G U 72N T A S ORERE 2 X T-2 (R, Bl ASE N L 727 T
2 NORsRRIE. BISE T A N ERISEOHER TH 5,

FLX ¥ e TOECE #3580+ 2P EEEE)

—— - T F=— ]
. FAX | __— FAX |—
fi- F Hi— F
— |

— / \
(Mail)

(LDAF) PG Fe
(Eerberos)

w3

BATA »2A
-4

T

=
RS
=

X7-2 TR FDOEKE

P oxtg: & L7z TOE kO TOE Z#5#79 % MFD I, Bi¥E T A F L [FH—T
b2, 777 ADT A NI, EaEEHRELAHE (G3 7'a ha) AL,
FAX %t a2 15 Al x5 & 13 BIREFE D ApeosPort-IV C5575 Z i FH L 7=, FHIE
X, 777 A0 G3 & G4 DiEWVRIBEMFOEWL, TOE OtFx 2 V7 ¢ e
(SR EHI LTV D,

AT T A M, A STIZBWTEBI SN T2 TOE OfERk L [F—DBEE CE
it X A7z,

22



CRP-C0344-01

2) JSET A MR
S E O EM LI T A MIU T LB Th o,

M 23 BRFEF T A b R OFRAE S - FHIGEILVE B HF R L7227 R b
DB Z LU TITRT,

<WNZT A S OBLS >

O BARET A MIBW T EX 2 U7 4 BEED 5D VIOV THEIE /T A
FNFESE S TWRNA VF T = —ANFET D20 T A SR TV
WRTAZDSDFENT DT D,

b. ST A MEEL
PR S FE M L 72N T A N OBEEIZLL T O L B0 Th D,

<MSNET A NFRE>
BIRET A NERIUTEEZFEH L TR ET A NRWRATIRNT A X EEH
L7727 A FEET 5,
<MSET A R — >
BRET A M LRI LY — & iz,
<IMSNTT A R DOERNE >
MNLT A S OB E ZUTHIG LTZ2T A FNEEE 7-3 1177,

R7-3 EEMELI=MITA b+

Bl 7 A MR

Bla® NAY — FEERLAREOR SHIRORFUELD 525 E0As, AR E
BYTHLZ L aiERT 5,

BAO VAT DEHEDOBRR v 7 AT DT 7k AR AR E B
DN THDHILEMET D,

BLRO THY Yy bvy ZIREOHES BREOFMHET Y bow v
WHEDOEBN, HEREBY ThHDH Z L 2l T 2,

BLAO SMEBFERE (Kerberos#—/N) C, FIM#E &M% ## L 7-LDAPY —
NEMPLRWGEEDOT 7 AHIHO S EVR AR EL Y TH
5L EMRT D, (GE:SAL LTIEEisne, —flHEE L
Tk s s,)

c. R
23



CRP-C0344-01

S N ESE L 72T R TOMNT A MIELLET L. #fi#&1L TOE 0.5 % %
WEER L7z, fHliE X, T XCOT A MEREMFEINDSDFVHA—FH L TV
HZ L EMR LT,

7.3.3 AEERATA b

A IR, R OB TR SNZFHL S, FE S AR & WL ~ULic
BOWTERSINDMEIHEL 2D AHEIENH D L DIZ O T, MEE L Ebh 2 i g
RAT AL UUF MBAT AL EWo,) 2#BRUFEM L7, FMHH I L7
RAT A P ZLLFICEHPT 5,

1) BAT A ML
FEAME 2NN LR AT A N OFUILL T O LB Y Th D,

a. &SN D MagstE
AR, SREE SN FELE B A OE R L D . BER e AR L,
RAT A N B L3 25 LU T OREFHE 2351 L7z,

O AEHOMFERERTH LRy hU—2 P —E ZDORIEFH. Web D47
fagstk, SSLBERFICZ R TRV S NERI N D ATREEIC SV T, &

TOE IZHi% 4T 2N H 5,
@ #BE TNV ED Web SN DA 5 72— 2O ThH, HlBRIEZ#E % 7-
BESOATR0, BSOS TF 2 — FAJNZK LT, TOE B3 FH L7228

EET2IBENH 5,
@ REMLEBHI A D Magatt ot L V. USB R — MC LD RIET 7 & A0
BNDD,

@ FELEBHI KR T D WETIMEGHT L0 . BRIET — ¥ B S 1172 NVRAM,
SEEPROM 2 ¥ S NI=5E. EX = U T  MENENME SN 5B
D5,

® FEHVEBHI T 2 MEFatEoir L 0 | BUBAR » 7 A0 CEICx LT, o
FIREOT 72 AREE LGRS REEETH DL LEORESNEL
LIBENH D,

® VLR OARIET 7 & 22, MFD OV A7 A7 v v 7 OFEMYINIC
FoTeXa U T A BEENRSTCENEZIT O BN B 5,

b. FAT A N OHE
FHME 1L, IERO R METIME N S D ATREME 2R E T D 7202, LT DR
T A & EhE LT,
<fBATF A NEREE>

24



CRP-C0344-01

7-2 OFHHEMNLT A FEREE L R UBREE CEM L=, 7272 L. BAT A
FNHDOY —VEBEFH LTz a BN L CTHER L2 LY — L ogt
Ma£ 7T-4 12T,

R7-4 BATAMEDY—IL

GAlA B - R AR

BAT A NEAY 3 Windows XP, Windows Vista, Windows 7

P LN arTHY UTORAT A B
HY — IV E2EifEsw 5,

Zenmap+Nmap FIRARE R Ry F T — 7 P —EAR— &
Ver.5.51 M+ %Y —/1 (Zenmap 1ZHR— b AFx ¥ >
' —/L Nmap ® GUI % #Zfit),

Fiddler2 V2.3.4.3 Web 77 0% (/547 k) & Web ¥—
N (MFD) Mgz L., ZoMomE
T XD EETEITH Y —/, Fiddler2
EEHATHZ L1280, Web 77 U HFOHiK
TN, AR OT — % % Web —/\[Ti%

FTbHZERTED,
ContentsBridge BEtPoy s 2oy a Aoy o
Version 7.2.0 AN

< RAT A FOERIEH >
RSN D MEFITE & XTI T DIRAT A NNEE R 7T-5 1T,

=®7-5 BATRAMIE

fasa

T A MEE

Jga MO

*NmapZTOEIZxf L CHEfi L, A—7 2 &N TWAHAR— FHEH
TERWIZ L 2R LT,

* Web” 7 v ¥ K O'Fiddler2 % L T, Web¥—/3 (TOE) 124
FEATIZATO, BRBIBERED NSA /RA L Ny 7 7y F—n"T7m— £
AV v a EORNAOWETIER RN & AR LT,

W EEE T e ha v LT, 2 94T FE LTERT SN
22 DFRE E R S PURVVVEICETE LT TOEA R E T 2 518
F7e harbIMTBEECE W 2R LT,

Magg 1@

CBEARRV VAT LEBE S 747 b (ApeosWare Device
Setup) . —KFIHHZ 747 F (XY NU—27 AF ¥y F—a—
TAVT ATV Z—=RIA47) L0 HENDLTR, La—
R, BT —Z2 AL Th, =7 - b 2 L a2 LT,

25




CRP-C0344-01

fEsstE® - TOE)Mig 2 2 S FEUSBAR— MK LT, BATANAZ 74T
VN EER L TCTORICT 7 8 A2 RATH Y v 4 =T 7 7 A
FEORBMSNWIHRUAADOHIMITTE RN T & 2R L7,

fEsstE@ - NVRAMS°SEEPROMZ#Z ED SN TWARWH L S L TH,
TT7— LR VTOENBEH TE RN & 2R LT,

fEsstE® cBUEAR > 7 ADLEIIx LT, HEOFMAENRT 7 AL TH,
CEIEFDOEEILT 7 B AMER S ND Z & 2B LT,

55 1@ - B A B L OMFD O LA L, #EE = T 702

L ERER LT,

- MFDODO > 27 A7 v v 7 FHOBEMAGI CREZ O FR B RRE
oA, WIEESAA DAL T2 U T HEEED
Mo LEEZ TN L 2 LT,

N P S

S 23S0 L7 AR AT A b TIE ARE T 5 BCBRE ) 2 FF o B85 3 B rl e
7o MEFRPE ISR S e o T,

26




7.4

FEEFERLIZDULNT

CRP-C0344-01

AFHI ORI & 72 5 TOE ORI A2 % 7T-6 (274, ATOE Ot F = U7 o 1

REAAIIC L., BRIHERT 57012,

VAT NEBE L. S ORGSR A T

BT 5L 912, TOE ZiE LRI iEe brauy,

R7-6 TOEDEREH

HE | X EHE PR EAH
1 | =K T4 A7 EMET—% | [1EH D8RI E
&Y R
2 |\ N RT o AVERET—% | [BRNICEE
LA RE
3 | RIS OFRGERED | [HRINCERE
IRAT — R FRERE
4 | VAT NEBERGERIUC | [BIENCERE
k57 7 AFESHERE
5 | SSL/TLS#{EHnE (A hlcs% e
6 | IPsecilBfEHEAE Az e
7 | SMIME&{Z#&hE (2% E
8 | =—W—iEkkRE ARRFRGE] & 721X S ERRRAE NS 7R
(E : W OFENTMEI TN D, SN
AR, & HIZLDAPE 7= 1% Kerberos®
WTNDDORENMHEATHD,)
9 | FHETY v MkRE [5G4 _R— 7V v MARENRE
10 | By o U RERE (2% e
11 | SNMPv3 #{ZHERE (B2 i%E
12 | WA h~—x o U=THEME | (BRI E
il PR RE
13 | XA VI N7 77 AGHRE SNEERGER L, (bR E
14 | Xy hY—7 AF v ) — SMIERRER L, RN RRE
2—7 4 U7 4 OfFEH
(WebDAV## i)
15 | 2—H— 2T = ROXT | [9l#jflczt
Hi| AR E (VE : FMERRRERF 13, LDAP<°Kerberost —
INAFARHT D /RA T — R &R ET A
N b,)
16 | SNMPv3D /XA T — RIF | fRAE/NA T — R ET T A4 30— (B5E1b)
5 RAT— R, 83T LRI E

27




CRP-C0344-01

7.5 FMmEER

AL, AR FEA > TARTOE 28 CEM OV — 27 2=y M _T A1z
LTWo & L7,

S CIELL Rl W CRESR ST,

X UT RS . LI I5A4FT YT R— 12 e
X VT REESE . aE I FA4TY T X— 13 WA

Ml OFE R L LT L FORGET ViR —R > MTOWT AR HIEN R ST,
s EAL3 RNy —V DT RCOERFEa AR —% 2 b

P ORERIT, B 2 ISR I NN —HT 5 TOE [Z L » TR = b
DO E N5,

7.6 FHEE O A > NS
THE AT~ S FHEE RN ST, FRISR0,

28



8.1

8.2

CRP-C0344-01

ﬂlb\ IJIE % ﬁﬁ

%@?ﬁ%%@i nq:'fﬂﬁa) *I/qu:'fﬂﬁ&%&ﬁi D TEH:'J éﬂé %\(é*’,'i—f%) k JQLT@HLD
Z e L7z,

O fHINEZEEREY T 7L, TONRERAEL, B#T 50—
2=y MRFHHRGEE T RINTE LIS TnD 2 &,

©  FHIlERE FIR SV E ORI ORI ZE TH D Z L,

@ RS FIOR SN OFl 752 CEM IZE G LT\ D 2 &,

FOREREBEI T, RS ZICB W CRIBEAR 2N & 2R L, ARGER S E L3
1T L7,

FRRLAE R

fEH S AR . M MBS 2 AP AELE B & BREIE L 7o SR, RRRERERE I
A TOE 78 CC 73— bk 3 @ EAL3 (Zxf ¥ D RFEEM 20l 7246 D LM%,

FEFE

A TOE ICHIR D & 2F0EE 1L, 11.1.3 ®%EFHE], 4.3 EHREIZKIT 5 TOE
HPH) KON 17.4 FHBRERICOWT) OFRENEEZ SR L. K TOE OFHfix 44
PHCIEA EOZRFHED, FHOMET DEAFMHFICEE L TWDENE I DEER
VETH D,

BRIZ, RSFIEBREZ AL L7206, TNLIEOEH TOARTOE Ok X = U T 4
%%«@%@kowfiKﬁﬁ@ﬁﬁ@ﬁl%&ﬁét@\%wwﬁfﬂm_om
TIXEHEOERICB W CHB S -0,

29



CRP-C0344-01

9 MfiEE
FRlZ2 L,
10 tXa)T4R2—45v bk

AKTOE Dtx =V 74 4—7y Mi2lid, AREZELITHILEL L TUTDOL
B ARGEREE & & bRt S D,

BE¥o v Z X ApeosPort-IV C5575/C4475/C3375/C2275(G4 Xt I&ET V) o
V—X ayhug—53VY 7 =7 X205 4%—4 > |, Version 1.0.2,
201241 H 5 H, & €nr v s xSt

30



11 FA:E

CRP-C0344-01

KEETHEN SN CCIZHET DIEFEZ LI FIRT,

CC

CEM

EAL
PP
ST
TOE
TSF

Common Criteria for Information Technology Security
Evaluation (&&= U 7 ¢ FEfHA%E)

Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ #Eli5{%)

Evaluation Assurance Level (GFHifRFEL L)

Protection Profile (m7 7 g 7ma>7 57 A)L)

Security Target (E¥ =2V T 4 ¥ —4 v K)

Target of Evaluation (GEAfixl52)

TOE Security Functionality (TOE% ¥ = U 7 ¢ k#E

KpEETHEM S TOE (2B HMEEE 2 LL RO,

ADF
CWIS

IIT

I0T
MFD
NVRAM

SA

SEEPROM

Auto Document Feeder (B #)JFfEE 0 2EiE)

v =TT F =2y M= XD, FIHFED, FIHE
2747 FDOWeb7 7 U Wb LEF—ZOIRY L., FIR,
TOEDIREEMERR,FRELE N TE DL —E A

Image Input Terminal (HE{AJ) % — = F /1)

Image Output Terminal (E{&H /)% — 3 F /1)

Multi Function Device (7 ¥ ¥ VEEH)

Non Volatile Random Access Memory (RNEFRMET X2 L7 7+
ZAEY)

System Administrator g, SAlX. — D& BIRERED 7T HE
Th b, SAOEEFNL, PO MLEIZIS U T, HE B 23R
ET D, [V AT LEHE | OHHSR

Serial Electronically Erasable and Programmable Read Only
Memory (U 7L N A THHE S VT BRI EH S i 2 FIHEZR
ROM)

AEEEFTHEA S HFEEDOERZ LU TIRT,

ApeosWare
Device Setup
SATA/N A

Rz i

— A

B BRE N, VAT LEBE Y 747 2 R bMFDOR
EEMETHEZOOY) T 2T

MFDD a2y ha—F R — RKENENN— T 4 A7 EEDOR]
TT — X B EZET DT —XiBERK

XET—H el b EET RS, ZOT— X EHEHT
%,

TOENEHEd 25 a v —HRE, 7V v % —HERE. A% v —1K
HE. 7 7 7 ARKRESE O FEARERE Ol A 77 vl S ViR

A H =3y b7y AREFEEBMEEHEN T2 L A =y FEREH

7 AKERE

LT 7 7 7 ZADEZAE %147 O Héie

AN —TL Y= MFDORS/EREIT ) x> V=7

7

31



PR A B
o B —hkhE

AT NEHE

BERy 7 A

A% —HRE

XU T s EED
TT—H
(A V%

HAVI "NT 7T A
HEHE

- AUV

wmE ) b

TOERRET —#
Ry FU—27 AFx ¥
NG T

Fw NI =7 A¥x
Foa—F 4 VT g
7 7 7 AKERE

T7 I ARTAN

7 K —HERE

TV B = RTA S

CRP-C0344-01

T RCOFEREREDME H FTHE 72 o A 7 NEHLE,
BHFE | OUHASR
— R FHE BMFD O#E RV Bia R Z LC, IIT2 5 i
a0 . I0TH & HIRI % ke
TOEDEF 2 U T A HEEEDRER, T DMERE EEIT 9 12
D OFFRIZHEIR 2 FEOE B, BEUE B & SA(System
Administrator) DFFF,
ii? B e BFET D2 OICMFDOWNEiAN— R ¢ A 7 3
VB SN DRRERAR AR v 7 A, A% X F—HEESCT 7 7
XxF KRR ENTLET — X BB — =R
EEILHNCERTE D,
— %A AMFD O #AE S 2L BERR LT, IITH B 5
%u}byf}i\j‘f MFDWiﬁo)*ﬁ@j‘/ﬁz ﬁj‘é%ﬁbo 3)
MEINn-XET—XF. *y NIV—FI AF v F—a2—7 1V
7T 4 °Web 7 7 TN HED T,
PEEOMRE T, 2 — P8R L, T4 ANTHRAELE
R RGERFRINCFFR L2 H D
MFDOEEIC MBI R Z v T T By TFI/NRLT 4 A
T UA DBEE S R
—WEFIHED, AR E S 94T b LET—F &
MFDIZ#E Y, MRICHIRIT 5 Z & 7e <. ARERERIBE 2
FALTT 77 AKET HHRE
FIRIT — 2 % —BrIC MFD O N N— R ¢ R 7 35 &2
FE L. — R & DRE SR L BEIRIFE R 2 L7 IR I H]
2119, 1770 2 —Hae) OISR
Filill7 — 2 #MFD23 2153 % & ITHIMZTT 9
4 —HERE] DRRIAS IR
TOEDOENMEICHEELE 5.2 2RO H DT — X

— A A, MEDO#ERE SRV BEER LT, TITA B JR
Fa & Bt indr ., MFD DR EFHIZHE > T HBIZFTPY—
X, SMBH—/3, Mailt— N2k (E 3 A H4EE
MFDHNOHEER v 7 AREFEEIN T D LET—F &, —
WRIAE S A7 "R T o0y 7 N =T
77 7 AEZIEEAT O, 7 7 7 AEEIX, BE SR v
O O EFIAE OERIZWED, TTH 6 R ZGiAIAA, A
REFEIREZ B LT, S SN AR E T — 2 %
RIET D, 777 AZEIT. NREBEEREFEIC L B SHL
TN DL LN CET — X 225 L, I0TH 5 HI %
179,

Fll] & 7] CEEC, —FIHEZ 747> F EHMFD~
WEF—FEXREL, BEET 77 A%EETSH (XA L7 B
Ty ARERE) OOV T N T

—FHED, BT —% 2 —BFHE 2 747 2 Rk
MFD~3%{2 LT, IOTH & HIRIA1T o HHE,

7Y o x—REREICIX, Tl Y b L TERETY Vb
DHDH, AN T, BT v FETRFHIORNRTH 5,
—EFNRE 7 T4 T > b EOXET—F %, MFDAEIR AT
BEZe R — USRS RE T S NI T — X BT 5 Y
ZhoxT

[v 2T A

&
}:l

I

o [ v

32



CRP-C0344-01
MFD® = B°—FERE, 7V v X —FERE. A% v —HERE. 7 7

7 ARKREDMULELY D TR EIB DI & B T T — Z AR
LTXET—F L L5

33



12
[1]

(2]

(3]

[4]

(5]

6]

[7]

(8]

(9l

[10]

[11]

[12]

[13]

W

CRP-C0344-01

FAMAY

ITE ¥ = U7 ¢ 5l M OFRBEERIEE O FEABIRE, SFRk23E2 H, MNAATBE NG R

e, CCS-01

ITE¥ =) T ¢ RBAEHGETFHFICET D88, FA2342H, MZATEE NEHRAL

B EERRAE, CCM-02

ITE =2 U 7 o AR AR RS T I B3 2 BiRE, FRk234E2 1, MSTATBUA
NI BALEEHE RS, CCM-03

Common Criteria for Information Technology Security Evaluation Partl1:

Introduction and general model, Version 3.1 Revision 3, July 2009,

CCMB-2009-07-001

Common Criteria for Information Technology Security Evaluation Part2:

Security functional components, Version 3.1 Revision 3, July 2009,

CCMB-2009-07-002

Common Criteria for Information Technology Security Evaluation Part3:

Security assurance components, Version 3.1 Revision 3, July 2009,

CCMB-2009-07-003

BN 2 ) T A TEOT-dD T T FA4F YT 23— b1 3L —i%E

T, N— 3 3.1 KETH3IR, 20094E7H, CCMB-2009-07-001, (k21412 4,

FHEREE 1.0)

BB X2V T A FHMBDTDDaETL 754 F VT A= h2 £F 2T 4

e AN —x b, =3 3.1 HETHBR, 20094E77, CCMB-2009-07-002,

CERk214R12 7, FHRREE1.000)

RN X2V T A FMBDTDDaETL 754 F VT A= 13 £Fa T4

RAE= R = b, /N=2 3 8.1 WETH IR, 20094274, CCMB-2009-07-003,

CERk21412 5, FHEREE 1.0/

Common Methodology for Information Technology Security Evaluation :

Evaluation methodology, Version 3.1 Revision 3, July 2009, CCMB-2009-07-004

TEBTE = V) 7« FHlio 7o D@7 ik FHliT1E, N—2a 3.1 dGIH3

hit, 200947 H , CCMB-2009-07-004, CE214F12 1, FHFRE 1.0/

BL¥r v 2”2 ApeosPort-IV C5575/C4475/C3375/C2275(GAXFIET /L) o

V=X aryiu—7Y7 =7 ¥%2U7 4 %—5 > I, Version 1.0.2, 2012

F1HBH, BL¥r v s At

H+H¥ o v 2 ApeosPort-IV C5575/C4475/C3375/C2275(G4X T T /L) o

V—Xarvhue—=7Y7 byxT FHliEREE, F1.40, 20124830 16 H, itk

HHENITE R 2 V7 ¢ ko 2 — FHmHE

34



	1 全体要約
	1.1 評価対象製品概要
	1.1.1 保証パッケージ
	1.1.2 TOEとセキュリティ機能性
	1.1.2.1 脅威とセキュリティ対策方針
	1.1.2.2 構成要件と前提条件

	1.1.3 免責事項

	1.2 評価の実施
	1.3 評価の認証

	2  TOE識別
	3  セキュリティ方針
	3.1 セキュリティ機能方針
	3.1.1 脅威とセキュリティ機能方針
	3.1.1.1 脅威
	3.1.1.2 脅威に対するセキュリティ機能方針
	(1) 脅威「T.CONSUME」「T.DATA_SEC」「T.CONFDATA」への対抗


	3.1.2 組織のセキュリティ方針とセキュリティ機能方針
	3.1.2.1 組織のセキュリティ方針
	3.1.2.2 組織のセキュリティ方針に対するセキュリティ機能方針
	(1) 組織のセキュリティ方針「P.FAX_OPT」への対応




	4  前提条件と評価範囲の明確化
	4.1 使用及び環境に関する前提条件
	4.2 運用環境と構成
	4.3 運用環境におけるTOE範囲

	5  アーキテクチャに関する情報
	5.1 TOE境界とコンポーネント構成
	5.2 IT環境

	6 製品添付ドキュメント
	7  評価機関による評価実施及び結果
	7.1 評価方法
	7.2 評価実施概要
	7.3  製品テスト
	7.3.1 開発者テスト
	1) 開発者テスト環境
	2) 開発者テスト概説
	a. テスト概要
	b. 開発者テストの実施範囲
	c. 結果


	7.3.2 評価者独立テスト
	2) 独立テスト概説
	a. 独立テストの観点
	b. 独立テスト概要
	c. 結果


	7.3.3 評価者侵入テスト
	1) 侵入テスト概説
	a. 懸念される脆弱性
	b. 侵入テストの概要
	c. 結果



	7.4  評価構成について
	7.5  評価結果
	7.6 評価者コメント/勧告

	8  認証実施
	8.1 認証結果
	8.2 注意事項

	9  附属書
	10 セキュリティターゲット
	11  用語
	12 参照

