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TOE RYATLEBENHIC— T AERAFEROIREERET .

(3) FMT_MSA.3 #rIEE#HA1E
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DIREZHIE T BHEETHD,
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TOE @YATLEBEDEEIE#IEL. ZOREEVATLEEE(CEEMTTI,

1.1.6. t*1)T4EEOTHEEE (TSF_FAU)
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(1) FAU_GEN.1 BE&T—54%R
BEET-HDERIE. EBESNEEERNZIAY M, BEEOVICEREFSNIEERIETS,
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EEONTHFIAVME, U TOBRERT—AEHICERERSIND,
e Log ID:BEENYVHEAFELTODELES (1~60000)
Date: Bft57—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®WL3hh)
Time: BZlI7—4% (hh:mm:ss)
Logged Events: /XY & FF (B K 32 HIDEEXFSI)
User Name: f|&E & (&RX 32 HIOEEXF3I)
Description: /XY MCEATENANERA (FRX 32 HIOEEXFITHMIEITRSEBOIL)
Status: 1AV FOALIEFERE LTIKREE (R K 32 HIOEEXFFITHMIE TERSRBOIL)
Optionally Logged Items: i@ {7718 B LSHCEEDINREFSNSEMIER

Logged Events Description Status
T\ ADIREEZEE
Started normally(cold boot)
System Status Started normally(warm boot) | -
Shutdown requested
User operation(Local) Start/End
1—Y—F85E
Login Successful, Failed(Invalid

UserID), Failed(Invalid

Logout
g Password), Failed

Login/Logout .
Locked System Administrator

Authentication -

Detected continuous (kB EIEERTE)
Authentication Fail

HEENY-ZE

Audit Policy Audit Log ‘ Enable/Disable

J3TAT—H2A

Job Status Print Completed, Completed
Copy with Warnings, Canceled
Scan by User, Canceled by
Fax Shutdown, Aborted,
Mailbox Unknown
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TN 2T —INDT DL

Device Data Successful/Failed

Import Certificate
Delete Certificate
Add Address Entry

Delete Address Entry
Edit Address Entry
Export Audit Log

Communication Trusted Communication

Failed
(FRMLEEELELRE)

(2) FAU_SAR.1 E&LF1—
EBEOVICERBINCIARTOERE. A EEIEERILTS,

FE"TEARTFAVELTRETB"ELIBFRONIVAHD . COMRECINEF1UT(BEENT T4,
STRYIDTFARTPAINELT, AOVA- R BIEN XD, EF1)T( BEEONT TSI 0-RY
BEHE. Web J50FERIAYSHEIIC, SSL/TLS BEEZFEICERESN TLEHNEELEL,
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A, 2y I=H1-FT1UT1RBIEY—EA. ApeosWare Device Setup R@EEY-EABLIUEIEHE
ENAEREINZ MDY —ER) TeF1 78T 3@ ENMRIESNIESILEETON LS. XETF

=5, 2F1)TAEEDTTF-3H LU TOE
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aX T

—AERETIHAEEIRITS. COREE/I AL, it

DBESALHRIEBRICE B SN, EDIHRDREESNEH A B SUREPREN L, BIET - H&RET

DRENEFFOTUVD,

a) SSL/TLS 7Ol

VATLEBELCLNVATLEEET- FTHRESNEISSL/TLS BIEIICHEL. AERY -V L%
ANBIXET R, EF1)TA4EENT T AP TOE RET—H&R#ET S — 2L T, EFa17BT -4
BIENMREESNS. SSL/TLS 7O FISHE LTINS,
TOE W't i 9 B REICELD . SSL/TLS H—N—Fl3 SSL/TLS D347V beLTEMET B TEN H K
%, Fz SSL/TLS FOPIUSHIET B ECED, K TOE EVE-MREIDT—HRE ., BFEPRS
DEANLRETIEN KD, FBENODREL, TELOMAEICLNBIET —HERSIETEHILIC
O TEET?, BHESRITVIVOFIREFICERSN . MFD XMADEREZVIM T $H. FEt

VAVDRT ERBFTIHRT B,

SSLv3/TLSv1.0/TLSv1.2 FORILELTE RSN S EiGE DI S5
BAMICIE, TROBESIERM— bOfRIMHDRIRSNS,

SSL/TLS OEEFIERAM—F HLEBES A/ BY1X NwoaAR
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evt SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA 3Key Triple-DES/168 Evbt | SHA1L
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Ev i SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evhk SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evh SHA256
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Authentication Code - IETF RFC2104) #Re#E RT3 E(CLH>TERIRT 3,

Web D547 b T SSL/TLS @IEEEMICTIE. D317V MoDERIE HTTPS &L T, 215
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ATFLEBEN X1V T EENT T %S0 FFBRICEDICERESNTOEITNERSE,
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VAT LEBECINVATLEBEE— FTREENEIIPSec BIE IICHEL. MERY FI—D L&
NAIXETA, tX1UT(EEOAT TP TOE [RET—HEHRETD—DELT. tFa17BT7—5&
EMREISNS. IPSec 7AORIVICH LTINS,
IPSec 7O UL, TOE EUE— MEITED LK IPSec BIEEITOINEL VO, MEHE LS 7ILTY
ZLBEDIRTA—AEEETREHD, LF1IFPYII—VavORIETE, 7Y II—YavORETL
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IPSec D F5VAR—ME—RICENEEELENS, LGHEBESHRIELIIVORIBEICEMSIN. MFD K
AOEREVIETT I, FEEIaV0R T ERBICERT %,
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BAMICE. TROEERBEESAKL \Wwo1AKXOMEHENHEORINIIEREND,

HBERESAHX/BT1X NovaA=R
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3Key Triple-DES/168 E'yk SHA1
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VATLEBELCINIATLEBREE FTHRESNLZISNMPV3 BIE ISR L. Ry MNI—DEETO
FILD SNMP 2RI AT 3850, TX1UT4YYa1—23v0—2ELT,. SNMPv3 FORIJUSH G L T
%, SNMPv3 7OMIJUE IETF RFC3414 THRESNTWS LIS, T-ADEEFILDH 130T | &
SNMP Avtz—JZFREE T H=HICFEREINS,
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B,
SNMPv3 DFBEEIF SHA-1 \wY1B8#ZEAL. FziES1Eld CBC -DES 2#HY3., BHES
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DES/56 Evk SHA1

- 73 - Copyright® 2012 by Fuji Xerox Co., Ltd.



B0y o X 7080/6080/5080 2Y—X tF1lrsi—vf

d) S/MIME FOkall
VATLEBECINVATLEBEE- FTERESNELIS/MIME @EIICHEV. AEBRYII—DHEL
UAERRy FI—D L ERN BN ET —HERETE— DL T, tFaPEA—LBEN RTINS,
S/MIME 70 bIUCHE LTS,
S/MIME BEEA—ILDiEZEMEEICED. HEEBF AN TEIETIIHEDA—ILERERFIR L TO
XET-HDEEEE. T2 S/MIME BRZA—)L0iEZEBEEICED. XET-ADZEPHEEL
ER
BEESREEA-ILOESLRBREICERIN . MFD XMEADEREVIMT2H. FLEA-ILOES
b5 T ERBSICE RT3,

S/MIME 7O PVELTERENSA-ILEE S LD D EREES A

HERES AKX/ BT
RC2/128 vt

3Key Triple-DES/168 Ev bk
AES/128 Evwhk

AES/192 Evhk

AES/256 Evhk

S/MIME 7O VELTERENSA—ILEBRDTHDNYY1H K

Nyoa AR
SHA1
SHA256

1.1.8. 77H2270-tF1UT14&8E (TSF_FAX_FLOW)

I7DA70—tF1UTAHEEE . LHBBEERICHETE USB A UA—J1—ATAY FA—FR— RERERSN T
WBI7DAR—FEBEUT TOE [CRIEICPDEATRILRITEY | ARBIEERMENOANERY FD—-DICR
REFERT —AER(TESLIVMERETHD,

(1) FDP_IFC.1 #JtyMEHRIO—%I1H
FDP_IFF.1 BffitFi)7/EiE
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A ST [CHITBHEEELLTICEREAT 3,

iE EEAR

ADF BHEREFEEDEE (Auto Document Feeder)

CC JEV5034 77 (Common Criteria)

CE HAMY—IVIZ7(Customer Engineer)

CWIS tUR—9174 05—y —EA(Centre Ware Internet Service)

DRAM HA4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SRR EELAJL (Evaluation Assurance Level)

FIPS PUB KEDEFRIERNIBIZADH IR ¥ (Federal Information Processing
Standard publication)

IIT Ef& A H3—3F) (Image Input Terminal)

10T Bt H8—3+)L(Image Output Terminal)

IT 1§ ¥R 4T (Information Technology)

IP A1 V3—2yr7ARIL(Internet Protocol)

MFD FIBIEERE(Multi Function Device)

NVRAM TERMESVH LTI AXE (Non Volatile Random Access Memory)

PDL R—Yitik & (Page Description Language)

PP J07523a>707741 )b (Protection Profile)

SAR X 1UTIRIEEH(Security Assurance Requirement)
INTPINACE SN ZERMICEFZ ATEEG ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥1UT1#EEA §(Security Function Policy)

SFR 1) T H#REZE 4 (Security Functional Requirement)

SMTP BFA—ILEETORIL(Simple Mail Transfer Protocol)

SOF HEBESRE (Strength of Function)

ST tFa)718—-4'y I (Security Target)

TOE FTHfxt & (Target of Evaluation)

TSF TOE t¥a1U7T1##E (TOE Security Function)

- 75 - Copyright® 2012 by Fuji Xerox Co., Ltd.



ELHOvo X 7080/6080/5080 2Y—X tF¥1lrra—ow

FHE

A ST CHITBRAFEELTICEREAT .

FAfE EEANS

—_— TOE OSERICH>T TOE ExHEETBEREDI VT4 T4, EARMICIE—REFIAE.
VATLEBE, BLUHAN-IVIZT,

SA(System HHEEEND, MFD O#HEEY TOE tF1) T EEDREEHTINE

Administrator)

%0

VATLEEE

MFD O#EE® TOE tF1UT DR E2ITOEESA,
HWREEEL, SA OB

DAMR-IVIZ7

MFD QOR<F/MEBEITIIVIZT,

WEH EREH-TTOEZRIATEE,
BRI MFD OBEICHERIREY, SVT  39FIRIVTAAT VA EBRE SN IRV,

—RMAEDIMTY
S

—RFABNFRTEIVIMTUL,
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J_7\TL\ sl ApeosWare Device Setup %f#il\ MFD (CxtL T, TOE BRET—3DRERP
D347k .
EEFRZAET,
tIA—017 TOE A® Web H—N—T®HN. FIAEDF17V +D) Web 7595 %&MH LT, TOE
R EEST (Cxt T HIRRERESR . RELEF. XEDENH U/ENRIZERNTEZH—EATHD,
T—EA(CWIS) Windows D1Z# Web J5OYTHERTRENTES,
BREEENVATLEERBEDSAT7Y M OERD MFD (L LTERE-EETD
ApeosWare =DV T 17, ApeosWare Device Setup (3. I—H—1FHRP7HAH|

Device Setup

R, BENYDA, 5Bk K. YaTIA-BEDBFER. SLUHBOEKIFERE
— R CHERR - IREN'TED,

YATLEBEEE-F

—RFAEN MFD OEeEFI AT SBEE— REIFAIC, VAT LEEEN
TOE OfEAREICEDHET, TOE #IBHFDENEERTE® TOE tX1UTAHRERTE
DS/ BHELO, REBOERETOBEE-—F.

TPDARIAN

—MRFABIIMTU F LOT-REERIER UIRET. MFD ANT—A%%/EL. B
BOPDOAEIET S (A LD M I7DAKEE) Teth DY T b7 THI— M FIAE DS
PULTHERT S

FYRI=D2%rF—1
—T1)741

MFD ROFHEBNVIAICRFSNTVBXET - IEe—RFIREIF17Y MoER
DHEIZHDOYTIIT,

TIVR=FFAN

—RFIABEDISI17V b EDOT—5%, MFD W' IR AT eEGR— Uik EZE(PDL)
THERSNTZIRIT-RCEBRTZYIIIIP T, FMIREIFAMPVITCERT S,

MFD W' IRATREGR— VR & (PDL) TSN T—4, EIRIT—3(3.

ENRT—% TOE O7IVIR—AMAETEY bRvTT—8ICEHINS,

17— MFD ’Hﬁ!:d‘w“é/\— FOI71ZY MR TITONSBIEDSS. IVY FEEDLARY
ALLTEIESNST -4,

EvbyTT-5 JE—BECSIFESRENLT 8. BLUTUVI—HREICINFIAE STV b
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DOEESNIZENRI T —AETIVR—IHBETEBR LT -5, EvkIvTT—43
(FHRBEAXTEBGEMRL RN FTIADEECIERINS,

TAVIR—XtRE

R—YREik S35 (PDL) CHE RSN T — &ML, EvbIvT T —2(CE#
JHHEE,

TAVIR—XHBEICED R—YRER EFE(PDL) CHERSN T — S &L, Evh

TAR=Z IvIF-RICERTBE,

B AE—HEET [T HhBOEH AHORRELZ X EPLE. BELEERT,
— AR FIFEN MFD OO —HEE. TS —HEE. A% v —HEE. J7DAMEES
FIRTBHC. MFD NEEEBT 32 TOERIEHREE0T— 4%, BILTX
BT REERRTD, XEF-ACELUTORBMNEENS,
- BRI T BRI, [T TEHAEN. 10T TEIRISNBE Y hYyTF—
3,

X EF 4 TUUS— BRI T BRI —RFIEDSATY M BRIESNZERIT—45

SV, TNETIVR—ALIAERERSNEEY YT T4,
AFvF—HEEEF AT SRRIC, LIT N oFAAFNAEN- FT1ADKEICEHR
SNBEY YT T4,

TPDAMREEFIRT HHRIC, LIT W oFtd A FNIERAE FHICEIETEEY YT
T8 6LV, EREFHNOREL 10T THIRISNIEY YT T—4,

FRBFEHXET R

MFD ORER/\— FF( AV EBICEREENE % . FIANE T LI7LILHIRR UE
1. B\ R ADEB RIS, F—IBEBEL TV REOXET -4,

X1V TAEEDTT

BEEPERERE. I-YI#ELBE. TIMARNTREVCEEGERE. 1V
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TOE &EF—4

TOE [CLoTHERENTZ R U TOE [CEAL TSN ET—3THN ., TOE DENEIC
HEEEZSTRMEOHILD, BAMICE., REIN-FT1ADEET I LEE
FER. N—FTAADEESLIER. YATLEBERR. DAN-IVIZ7HEE
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