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T.BRUTEFORCE An attacker may perform a brute force attack in order
to get verified by the TOE using the identity of another
user.

In this way the attacker is trying to get access to the
assets residing in the environment that should be
protected with the support of the TOE.

This threat considers two different threat agents and

corresponding adverse actions:

- A not really hostile user who just tries to get verified
with a wrong claimed identity a few times. The
motivation of such a user is usually just curiosity. The
hostile user does not need specific knowledge about
the TOE to perform this attack.

- A real attacker who uses a large amount of biometric
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characteristics and who really wants to get
unauthorized access to the portal. This type of threat
agent is supposed to have further public knowledge on

biometric systems.

T.MODIFY_ASSETS

An attacker may try to modify secondary assets like
biometric references, threshold, pairing key, or the
boolean decision.

Such attacks could compromise the integrity of the user
security attributes resulting in an incorrect result that
might give unauthorized access to the portal.

This threat covers a number of distinct types of attacks:

- An attacker may attempt to modify the threshold level
used by the TOE to authenticate users. If the attacker
is able to change the threshold (for one or more
authorised users), the ability to verify the user(s) will
be compromised and the attacker may succeed in
gaining access to the portal or an authorised user may

be denied entry to the portal.

- An attacker may attempt to modify the Boolean
match decision, the pairing key, or the biometric
authentication data (the Biometric Reference Record)
of an authorised user with the aim of enabling an
attacker to masquerade as the authorized user and
gain access to the portal. Alternatively, an authorised
user may be denied access to the portal. The attacker
may be able to insert a new biometric reference,
containing biometric data belonging to an attacker,
with the aim of enabling the impostor to gain access to
the portal.This kind of attack presupposes that the
attacker has further knowledge about the TOE and

maybe special equipment.

T.REPRODUCE

An attacker may try to record and replay, imitate, or
generate the biometric characteristic of an authorised
user.

In this way the attacker is trying to get access to the

assets residing in the environment that should be
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protected with the support of the TOE.

The attacker will need further knowledge on biometric
systems and the used biometric modality. Attackers
may use technical equipment for analysing and
generation of the biometric characteristics.

The attacker may also be supported by an authorized
user of the TOE (e.g. to imitate his biometric

characteristic).

T.RESIDUAL

An attacker may try to take advantage of unprotected
residual security relevant data (e.g. biometric data and
settings) during a user's session or from a previous,
already authenticated user.

In this way the attacker tries to get access to the
security relevant settings of the TOE.

This threat covers a following scenario including:

- An attacker takes advantage of the verification
memory content (e.g. by reading the memory content,
cache or relevant temporary data) using a flaw in a

user visible interface of the TOE.

The attacker needs further knowledge about the TOE to
find and exploit a vulnerability regarding residual data

in memory.

Note: Because the TOE reads biometric characteristics
from the vein structure of a finger, residual fingerprint
images on the surface of the capture devices cannot be
used by attackers to copy or replay the biometric

characteristics.
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OSP.ERROR The TOE shall meet recognised national and/or

international criteria for its security relevant error
rates (e.g. False Accept Rate (FAR) and False Rejection
Rate (FRR)).

For the TOE a FAR of less than 0.001 is claimed.
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A. ADMINISTRATION | The administrator is well trained, non hostile, and
reads the guidance documentation carefully, completely
understands and applies it.

The administrator is responsible to accompany the
TOE installation and oversees the biometric system
requirements regarding the TOE as well as the TOE

settings and requirements.

A.ENROLMENT The enrolment is assumed to be already securely
performed and therefore, the biometric reference for
each authorized user is assumed to be given. The
generated reference is of sufficient quality and is linked

to the correct user.

A.ENVIRONMENT It is assumed, that necessary TOE operating
equipment and adequate infrastructure is available
(e.g.: operating system, database, LAN, and guardian).

Specifically the following things are assumed:

- It is assumed that the direct environment of the TOE
supports the functionality of the TOE. Regarding the
request of the claimed identity, which is necessary for
the biometric authentication, the environment offers
the possibility to integrate a claimed identity into the

biometric verification process.

- The environment is assumed to implement the access

control functionality for the protected portal.

Specifically, if the environment has more than one

12
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portal that is secured using the services of the TOE
the environment is assumed to ensure that after
authentication of a user (by the TOE) a portal is only

opened if the user has the necessary permission.

- The environment is assumed to ensure a secure

communication of security relevant data from and to
the TOE.

- The environment ensures a secure communication

between the TOE components by physical means.

- It is assumed that the TOE environment is free of

viruses, trojans, and malicious software.

- The TOE i1s a piece of equipment that uses
near-infrared light to capture finger vein data
without being in physical contact with the finger.
Thus the near-infrared light from natural light
(sunlight), incandescent lamps, mercury lamp and
halogen lamps in the environment can reduce the
authentication accuracy. Therefore it is assumed that
the capture device is not exposed to direct sunlight,
incandescent lamps, mercury lamp and halogen

lamps.

- The UBReader2 device is assumed to be stored in a
secure environment (e.g. locked storage room)
whenever it 1s not in use and powerless. Before the
powerless device is brought into operation, the
administrator is assumed to check the security seal

and verify that the device has not been opened.

A.PHYSICAL_DRIVER

It is assumed that the UBReader2 device driver
installed on the PC is physically protected against
unauthorized access or destruction. Physical access to
PC is only allowed for authorized administrators. This
does not cover the UBReader2 device that has to be

accessible for every user.

A.FALLBACK

It is assumed that a fall-back mechanism for the TOE

is available that reaches at least the same level of

13
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security as the TOE does. This fall-back system is used
in cases where an authorized user is rejected by the
TOE (False Rejection).

A.ROLES An application using the TOE shall restrict its

management functionality to authenticated and
authorized administrators. Other users are not allowed

to manage the TOE.

A.AUTH_ADMIN An application using the TOE shall provide a

mechanism to authenticate an administrator with
other means than the biometric verification process.
This authentication process may be realized via a user

name/password or a smartcard/pin based mechanism.

BERIREE & B

R TOE OERLEHE Cd 2Bl EE X USB # V€ PC (28 S AU CEM S,
PCHICHESE SNV AT & (R—=F YA b)) Ou r A VA NHEBEZIT O
O ORGEEE E LTHEHSND ZEE2BEL TN D, K 4-1 ([TRAGEEEDO A A —
VEIRT,

(1) Device status indicator LED

(2) Finger guide

(3) USB cable
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