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BEEOIRRIAVME, LTOBEERT—AEHICERHFIND, :
e Log ID:EEENVEAFELTODHELES (1~60000)
Date: Bft7—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®L\FNhh)
Time: B Zl7—% (hh:mm:ss)
Logged Events: 1 AXY F&FR (TRK 32 HIDEEXFF)
User Name: FIFAE & (X 32 #iOEEXFFI)
Description: /XY MIEATEHNADERA (R X 32 HIOEEXFITHMEITRESROIL)
Status: 1Y FOMIEBFERE UK EE (RK 32 HTOEEXFITHMIEI T RS ROIL)
Optionally Logged Items: i@ {7718 B LISMCEEOINREFSNDEMIER

Logged Events Description Status
TN ADIREEZE L
Started normally(cold boot)
System Status Started normally(warm boot) | -
Shutdown requested
User operation(Local) Start/End

1—-Y—F85E

Login/Logout

Login

Successful, Failed(Invalid

Logout

UserlD), Failed(Invalid
Password), Failed

Locked System Administrator
Authentication

Detected continuous
Authentication Fail

(KB E %L R

EAN)Y-XE

Audit Policy Audit Log ‘ Enable/Disable
J3TAT—H2A
Print
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
TIMARTEER

Device Settings

Adjust Time

Create Mailbox

Successful/Failed

Delete Mailbox
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Logged Events Description Status
Switch Authentication Mode | Successful
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T 2T —INDTIEA

Import Certificate
Delete Certificate

. Add Address Entry )
Device Data Successful/Failed
Delete Address Entry
Edit Address Entry

Export Audit Log

Failed

Communication Trusted Communication (FOPINEBIERHERTE)
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BB, Web I35 EFIATBAIIC, SSL/TLS BEEZAMICEESNTOEINEELEL,

(3) FAU_SAR.2 [REEZ&ELE1—
BEENT DA L, BBEESNTEVATLEEENH(CRET 3,
BEOTIANOT7IEAR, YATLEEED Web T50YDHERTIRET. BIERIDDTIEATEE
(FHEBL. YATLEEEN Web TS50 ZRULTTOEADTAVLTVEBINE, YATLEEEDR
iE (AT 1)) BRICHERATRIREICE S,

(4) FAU_STG.1 {RESNIZEEEEIE A
BEENJOAIRREEERTFELLL FEGHSAPRENRESN TS,

(5) FAU_STG.4 BE&ET—MEXDIHLE
BEEOTHEFCLIR, REE VA LAV T TRFRINEEE T -RCLEELT HILLWEET X
hERT BB HERIND,

BEEOTHEDIRY M, B4 LAY TEHICNVRAM [LERFSN 50 HSELZIHZE . NVRAM E0O
5% 50 B T—20771)L (LT, TEEOTI7MIVIEER) ELT, REIN\- RTAADEENREFE
LT, &K 15,000 DIV +ERFTHENHESD, 15,000 H&HBA3ERE. —BEVIILA
BT CREFSNEEENT 771D bIEREEL T, #BRLTIRY M EE&ER SN,

(6) FPT_STM.1 S{ERBAMLARVT

EEBSNLEEERRAAY MeBEENT 771 IVAGEHT 58, TOE BT IAYIREEIC LS R1 L
ARV TERITT SRR EIRIT B,

- 70 — Copyright® 2011 by Fuji Xerox Co., Ltd.



ETtHOvoX 3060/2060 2Y—-X CF1YT8—TVF

FrEtORELEL TSF_FMT [CENYATLEEEDHNEIRETHS,

1.1.1. REBRYI-D7—5{RFEHEE (TSF_NET_PROT)

REBRY FD—DF7 - REMEEL ., YATLEREICINVATLAEEEE-FTRESNLTE 42070+
VVEREDFEZEICLD. REBRY FI—-DT7 - REKREENIR SN D,

(1) FTP_TRP.1 &{E#/) A
TOEEUE—ME (Web [CLBBIEEY—E A, TUVA—RIANEBREY—ER, 77DARSANBEEY-E
A, ZYRI=D1—T1) 71 FBIEY—E A, ApeosWare Device Setup RBEY—tABLUEIEE
HENANERENZ MO —ER) TEF17 BT 4@ ENMRIASNIBELEEFETIONIUILE. XET
=3, tF ) TAEBOIT-AELU TOE RET—HERETIHEETIRIETD, COSERHE/I AL, it
DEESALHEBMICEBIEN ., Z0iH mOFRIESNEE NS LSURER R BN BIETIERET
BEENEEOTVS,

a) SSL/TLS Fakail

VAT LEBE(CINYAT LEBET— FTRESNRISSL/TLS MBS IR, ISRy I—D L%
FNBIXET—A, tF1T(BEEOT TP TOE RET—IEFRETE—DELT, tFa7HT—4
BELMREEENS . SSL/TLS 7O R UK RE LTV,

TOE W't BisaE(C LD, SSL/TLS H—\—F7(& SSL/TLS 5347V heLTEMET B ENH K
%, F SSL/TLS FORIICHIETBIEICED, R TOE EUE— MEIDT—H@EIE (L. BEEP RS
DEANRETIEN KD, EBEENODRER. TREOMEEICLNBIET —HZEEILTHLIC
JOTERIRTS, LHESREITLIIVDEBRICAERKIN, MFD RXMADEREZVIET2H. T3t
VIV T ERBTER T,

SSLv3/TLSv1 7AMLELTE RSN B0 S %
BRMICIE., TEEOESIEAM— FOfANIDEIRSNS,

SSL/TLS OES{ERM—F HEBES AN/ BY1X Nova1A=
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evb SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA | 3Key Triple-DES/168 Ev SHA1
TLS_RSA_WITH_AES_128_CBC_SHA | AES/128 Evh SHA1
TLS_RSA_WITH_AES_256_CBC_SHA | AES/256 Evk SHA1

FHSANbDREEL. SSL/TLS iE#kEn% 70 MI)LO HMAC(Hashed Message
Authentication Code - IETF RFC2104) #ge 5 AT 3 E(CLH>TERIRT 3,

Web D547V b ET SSL/TLS BIEEEMICTIE. D47V M oDERIE HTTPS & UT. 215
LzniEznizly, SSL/TLS@E(L. IPsec, SNMPV3 &ty Py ST 3081, FhE VAT LEEE
FeFa1 )T EENT T IYO- FTRRNICE IR E SN TULEINEELE0,

- 71 - Copyright® 2011 by Fuji Xerox Co., Ltd.



ETtHOvoX 3060/2060 2Y—-X CF1YT8—TVF

b) IPSec 7O rIL
IATLEBELCINIATLEE BT FTEREINEZIIPSec BIE IICHEL . RERYMI—D EZHR
NBIXETA., 1T EEOT TP TOE BET—HERETEI—DELT. EFa7BT—HE
ENMREESNS. IPSec 7O RUCHIELTLND,
IPSec 7O RUIE, TOE EVE— MEITTED LS IPSec BIEZITHNEL VO, FEZE PSS 7ILTY
ALBEDNIA—REERTILHD., CF1)TAT7VII-23aV0MILET D, 7VYII—YavDREIL
ZAEESNZHFED IP 7RV ABDETOBEIET—AIE. TOE OFEIR OFF FF)EYeNdFT
IPSec O MV AR—ME—FICENESILENG, BHEBESRIEIT IV 0BRICERKSN . MFD K
AKOERZUIET N, B3V T ERIBITER TS,

IPSec 7O 1L (ESP:Encapsulating Security Payload) EUTAEBEN3 EiGE O S 8
BRRICIE, TiEnE@@EEESARE/\vVa1ARDOMEAEHEORINIDEIRESNS,

fLERES AR/ B4 NYaAR
AES/128 Evhk SHA1

3Key Triple-DES/168 Ev SHA1

c) SNMPv3 7O kL
VATLEBECINIATLEEE T FTHRESNZISNMPY3 B{E IICHL. Ry M)—DEETO
LD SNMP 2FI BT 380D, tFaUT4YYa—2av0—2&LT, SNMPv3 70 RJUICH RS LT
%, SNMPv3 JOMILIE IETF RFC3414 THRESNTVS LT, T—HADEEILDH LT | &
SNMP Xyt —JZFREE T BIHICFERASIND,
COMBERFE AT 0T, SRS AT—RETSA NV — (BBE1E) SAT— ROM A%, TOE EUE— M
—N=0OmAICEYrPYTILBITNERLELN, FENAT—-REHIC8 XFULTEALLINEES
(AN
SNMPv3 MF25EE SHA-1 \WwY1BA8zERL. FEE1kld CBC -DES 2EH7%., LHIES
BT IaV0RIBRICERSN ., MFD RMEOEREZVIE T $h. FLBFE Va0 T EREFFTHR
73,

SNMPv3 7OMIVELTE RSN EGEORE S

@RS AR/ BY1X NYaAR
DES/56 Ev i SHA1

1.1.8. 77D270—tF21) 7118 (TSF_FAX_FLOW)

TPDA7A-tF1)T4HEERL. LDEBIEE(CHEVTE USB 1 UA—J1—ATIY bA—JiN— FEdEian T
W37 AR—FEBEUT TOE [CRIEICPHEATRCLRITEY | ARBEERENONEBRY FO—DICA
REFEERT—AZZTESBIMEEETHS,

-72 - Copyright® 2011 by Fuji Xerox Co., Ltd.



ETtHOvoX 3060/2060 2Y—-X CF1YT8—TVF

(1) FDP_IFC.1 #Jty MEHRIO—#I%H
FDP_IFF.1 EfitXiUT(EiH
ARBFERENORNIRY M) —DICAREBERIRTIEZTESLBLOT, AREBIFERBRZEN
ZAELZARERT—RINEBRY FI—DEEITELLLY,

- 73 - Copyright® 2011 by Fuji Xerox Co., Ltd.



ETtHOvoX 3060/2060 2Y—-X CF1YT8—TVF

A ST [CHITBMEEEELITICEREAT 3,

B EENE

ADF HEIRFEEDEE (Auto Document Feeder)

CC JEVD547)7 (Common Criteria)

CE AAMY—IVYZ7(Customer Engineer)

CWIS tUR—1 74 8-y MF—EA(Centre Ware Internet Service)

DRAM HA4+39H55 08 L7HE AAEY(Dynamic Randam Access Memory)

EAL S {REELAJL (Evaluation Assurance Level)

FIPS PUB K EDEFIEFRLIEEIZEDH MY (Federal Information Processing
Standard publication)

IIT B A H3—3F)L(Image Input Terminal)

I0T B H3—3F)L(Image Output Terminal)

IT & #R L fiT (Information Technology)

IP 1 v3—2y:7ARIIL(Internet Protocol)

MFD FIRIEEH#(Multi Function Device)

NVRAM TEEMSUHLP7HEAAEY (Non Volatile Random Access Memory)

PDL R—Yitah S i&(Page Description Language)

PP J0579Y3av 70774 )L (Protection Profile)

SAR ¥ 1) TREEEH(Security Assurance Requirement)
INTPINAEFESNEESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP X178 A 1 (Security Function Policy)

SFR X1 T HEEZE 4 (Security Functional Requirement)

SOF ¥4 HESE E (Strength of Function)

ST t¥1)713—-45v b (Security Target)

TOE STl xt & (Target of Evaluation)

TSF TOE t¥1")71#4#E (TOE Security Function)

- 74 - Copyright® 2011 by Fuji Xerox Co., Ltd.



FHzE

ETtHOvoX 3060/2060 2Y—-X CF1YT8—TVF

A STCHITHRAEELITICEREAT B,

FAE EENE

S TOE D4} ERICH->T TOE EXtEETIEBEDIVT1741, EARMICIE—ARFIAE .
VATLEEE | BLUNANR-IVIITY,

SA(System M EIEEDD, MFD OHEIEY TOE t¥1) T4 REDREEHFRISNE

Administrator)

%O

YATLEERE

MFD O EE® TOE tF1UT RN EZ1TD
HWHEEEL, SA DT

EEE,

NAMR—IVIZ7

MFD ORSF/IEBEITIIVIZT,

WEE EEEROTCTOE 2F8IAT3%E.
BRI MFD OECHERBINEY . FVT  AvFRRIVTAAT VA BRESNE/ R,

—MRFIREDFATY
b

—RFAESRATEIVIMT7 Vb,

YATLEBENFATEIVIMT UL, YATLEEERX Web T30,

Iy GINE:
JZ\TL\E 2 ApeosWare Device Setup Zf#il\ MFD [Cxt LT, TOE & E T3 DFER L
D347k =
EEFMZET
toR—-D17 TOE N® Web H—N—=T#®HN. FIEEDS17V bD) Web J50H%EA LT, TOE
EREST ([CxtTHIREERER . RELH. XZEOENH U/ENRIERNTEZH—EATHD,
T—EA(CWIS) Windows D1Z# Web J50Y TERT3ENTED,
BHEEENIATLEBEDIAT7Y MBSO MFD (L THRTE - BETS
ApeosWare =DV T H17, ApeosWare Device Setup ($. 1—H—IFHR 7o AH|

Device Setup

R, BENYDA, SEkR. YaTIO-BEDBFFER. bLUHBOEKIFERE
—ETHR-wmENTED,

YATLEEEE-F

—AAEN MFD OREEEFIAT 3BIEE— FERAIC, VAT LEBEN
TOE O FEHICADE T, TOE BB TOE t¥1UTheisE
OBR/BHE L, BEBOEBETIBEE—F,

TPDARFAN

—IRFIREDIFA T b LOT-REMRIER UEIET. MFD AT—53%%{E0L. E
BIPDAEIETS BA LD M IO ARER) T2H DY T bT 7 THN—RFAE DA
TUNCERT S,

29FI—D2% -1

—F4UT4

MFD AOBRBRYIARIFSNTVSXET HE—MRFAEISIM17Y FroER
NHEIHOYTIIT,

TIVR—=EAN

—EFAEIIATVFLDOT %, MFD HERATRERBR— Y ik EFE(PDL)
THRASNIERT—SCEBRTEYIIIPT, MAREDVSATVITHERAT S,

MFD DMEIRAIREBAR— YL E55(PDL) TRERSNTZT -4, HIRIT—4(3.

ENRIT—5 TOE OFIVR—AHEEETEY FYvTT—RICE#H]END,

P MFD ’ﬂﬁfﬁ?‘é/\— ROI7Z1Zy MEITITONZEIEDSS. AV FEZEDLARY
AELCRIEENS T4,

EybIvTIT—4 OE—#BEICENFTHAFNTET =2, BLUTUVA—HEEICEDFIAED 17U

- 75 - Copyright® 2011 by Fuji Xerox Co., Ltd.




ETtHOvoX 3060/2060 2Y—-X CF1YT8—TVF

FAzE

EENE

D OEESNIENRIT —3ET IVR—XHEE TR LT -3, EvhIvTT—4
IR BEAXTEGERUTREN- FTAAVEECHEHINS,

TAVIR—XHae

R—YREik B 55 (PDL) TR SNIEIRI T —3EM@ATL, Ev by TRk
I HHERE,

FAvK-Z

TAVR—AHERECED, R—JRER E 5B (PDL) TSN T -3 &ML, Evh
RVIT-RCEH]TIE,

TUU5—thE

FREDIA 7Y M oRESNZERT 3T IVR—XUTENRIY 5H8E.

&

OE—HEET IIT hoDid A B DX REBSXEPIRE . EEBEERT .

— M FIAED MFD OIE—#aE. TUUA—HERE. A5 v —tRE. T7DAMEE
FIFAYBFRIC. MFD Rz BB 62 THEBKRFERESLT 9%, BMLTX
ETHERELT D, XETHRBUTOHREBYMNEENS,
AE—-#aEZE AT BRRIC, IIT THAHAEN., IOT THIRISNBEY YT T—
5o

TVUE—HEaeeFIRT BRI, —MRAABEDSM7Y M oEESNSERIT 56
JU, ENETIAVIR- AR ERSNSEY YT T4,
AXvF—tEee e R AT HRRIC, IIT D oFHAENAERN— FT1ADEECER
SBEY Y TT-4,

TrDAMREE R AT BIRIC, IIT h o A FN A FHISEETSEV YT
TR, BLU, EEEFENOZIEL IOT THIRISNBEY bV TT—4,

FMAFHXET—H

MFD ORER\— 51 ADEBICERSN % . FIANET LI74 VBB LE
1, PIER\— KT ADEBRICE ., F— A8 BELTOSREOXET—4,

X1 BEEODTT

EELEBRERE. 1I-Y-#ELBE. TIMANTRELVLEELGERE. [1V0]
Ma(zE)Ht). TESLI ). TEDHER 1EVIH X TR RINCEEELIZE D,

— RO TV LU —N-FB—RFIRED A7V FRICEFEIN TS,
TOE OHEEICERNDB LIS DT,

RE Ry FI—DZ7NS TOE DREECHRNDILSNDT—A,

TOE &EF—4

TOE (L& THER SN R U TOE [CBIL TR SN2 T — 5 THN ., TOE OFEIC
FEE5ZBTREMDHZED, BRRICE, REN—RTAADEET S LEE
R N—FT1ADEESLIEHR. YATLEBERR. DA -IVIZT7EE
HIRRIER . AR DODOFBEERFD/SAT— REREHR, YVATLEEBRE ID &
NAD—FIER. VAT LEBEZIERKICLEPIE BT EHR. RERRY FD—
DT —HREFR. LF1UT(EEOTER. BRAVIRER. 1-F-25EE
.

—BYIA T NBEY
H—)\—

TOE OFEICEAELBLVIFM 7Y MY —N—%&TRT,

RERN—RT1 D%
[ERABIOL 173

REN=FT1ADEENLOHIBREREE LIS E . EEIFMOBIBFROFEETRT
FH5. XET AN REN- FT1ADEENGRIRSNIE S . ML THEE
TEERDBIBRSN BT FRIBRICHIBRSNIEXE T AR LTT7O AT EEH
FK<BDH, LhMUXET-RBKIEIDU7-SNTVBIMRREERD. XET -8
KL BT IR UBREICEEATNSE TR RAFH XET - HELTRAR

- 76 — Copyright® 2011 by Fuji Xerox Co., Ltd.




ETtHOvoX 3060/2060 2Y—-X CF1YT8—TVF

FiE THANE
N—FT1ADEE(ICED,

. PR \— KT DB L CBREN L BT —A58IRT BIIC. 207 — 248
S ETF—ATLEETIEERT,

. FIFENANTS 12 HOKKT, WE\— T AEBARS L MBS,
COF-HELLIREESREERT D,

. BB (LA —EbECEBE RSN 256 CyFDT—8, WE/\— FFAVEBA

i &S LA O ET— ORI, CORT A AL RS ETS,

*ykI—5 SN EBRY FI—DENERRY NI—DEAET 3 —RICHERTIBA0RE,

SLERRY R =D

TOE ZEHE Y M CIIEENH KL REBRY FI-DLSNDRY ) —DEE
R

Ry FI—2

TOE h'ERESNZBBORERCHD., S &Ry b —Dh oD F1UT1 DEBIC*T
LTRESN TSRV FI—TRD, MFD & MFD A7DE AN ER)E— MDE
BHEBY-—N-PDF1M7V PCRIDTFvRIVEET,

1-Y-5%8%

TOE O&#AEEHERA T HHIIC, FIAEDHAIE1T>C TOE OF| AFEECHRE
MIBHDIERETHS

ARIRERR

TOE O1—4—525E%Z MFD TEHLZ1-Y—-1EHRzFEALGRIIEEZITHE
- Fo

- 77 - Copyright® 2011 by Fuji Xerox Co., Ltd.



9.

SEEAEHM

ETtHOvoX 3060/2060 2Y—-X CF1YT8—TVF

A ST NS ZEE R ELLTICEERT B,

BEFS

RFaAY

[CC =} 1]

BERZRM X TAFEOTHDIELDFM4TY? N—-Y3Y 3.1
N—bt1: BERe—AETI 2009 &£ 7 A CCMB-2009-07-001
(FR 21 F 12 AFIERE 1.0 iR MIZITBUE AN FROIEHEERE
tFa1)T1E08— BEREFIUTAEREE)

[CC/T—F 2]

BERZRM X TAFEOTHDIELDFM4TY? N-Y3Y 3.1

N—F2: EF1)T4HEEIVIR—2V b~ 2009 &£ 7 A CCMB-2009-07-002
(ER 21 F 12 AFARE 1.0 iR MIITBUE N BROEHERE
tFa)F1EU8— FEEREFIUTAEREE)

[CCN\—F 3]

B 1) T EHBOTHOIELI31TY7 N—-Y3av 3.1

N=b3: EF2VF4REEDVIR—xV+ 2009 £ 7 A CCMB-2009-07-003
(FERK 21 & 12 ARERE 1.0 B BILITBUE AN BROIEHEERE
tFa)T1Er8— FEEREFIUTAEREE)

[CEM]

FHREM 1) T EHEOZHDLESE N-Yay 3.1

@ 5% 2009 &£ 7 A CCMB-2009-07-004

(FR 21 & 12 AFERE 1.0 bR HILTBUE NBEERNIEHEERE
tFa)F1EvE— FEREFIUTAEREEE)

- 78 — Copyright® 2011 by Fuji Xerox Co., Ltd.




