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SN HIBR X 4L, A LOCATION 2 EH T 5 = & 3k 5,
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A. NETWORK

A.NETWORK DRETHESZA:IE, TOE 23R v h U —27 ORIET 7 B A BIR#ES NN R v b
U—JilEHR SN THEHENS Z 20 ET 5, 2O i, TOE (IZx LT, SMBxRy bY
— I DO DREFESHOEGT— = ML DB A, MOBEBEEE % HIIRT 5 72 DI R
FEZE D NI TOE 2T 7B ASHRNWZ EXRHME 7D, OE.NETWORK OXFHIZ LY, TOE
DRESNDONERY NT =21, 77 AT U+ — N7 Oz E LT, My hU—
7B D TOE ~OKEZHIRT 2 2 L &21T5 DT, MRy MU —7 b OREEESHDE
T—Vx MIRDHWEESE, BB HIFR S 4v, A NETWORK &2 B4 25 Z & 3 Hk 5,

A.CE

A.NETWORK DRTZESAEIZ, TOE DA T F v A%4T 9 — ALY ENEHEE DL AW TH D
TEEMELTDL, ZOZ X, TOE DA T F U AELT )V — B A Y F IRIE 2@ )70
ZENEML 72D, 0. CE ORPFIZE D  H—E RS E N TOE D A T F 0 A E1T 9 BRI I,
ZDONDPEROY —EAHYETHD Z L OWREITI) DT, TOE DA T F U A%E(THH
— B R Y FH N RIEZ @72V THD Z LIRS, A CE Z2FEBT 5 Z EAHkD,
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5. VhiEa v iR— 3%y NER

R v AR—% MIEZE LR,
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6. BXx =T ¢ —2MH:

ARETIH, TE X2 VT 4 —FHIZHOW LT 5,

6.1. TOE &=V T ¢ —HEREZL(}:

FCS_CKM. 1 rE S R4 K

ThIFERE : 7o L

HeEME © [FCS_CKM. 2 B B4t ff $£7-1%
FCS_COP. 1 M§H-H#/E]
FCS_CKM. 4 W 5-4pk e

FCS_CKM. 1.1
TSF X, AT OEIS - DY X NICEET 5., FBESNTRE SHAERKR T LT U XA [EH|
fiF: BE S8R T VT X L] EFRE SR S8R [BIM - BRI/t -> T, Bad#s
R LR T e 57eu,

[FIF D Y A 1]
R T Y p i

KON = % W A= W
BT I X EBEEOR AR T LT Y X L

[ - kR
- 128 bit
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FCS_COP. 1 s B e

TALPERE : 72 L

WA o [FDP_ITC. 1 &%= V7 4 — @R LAAET —% A4 AR — b, £700F
FDP_ITC.2 €¥ =2 U7 4 —@MEZEIRHET — 2 A4 R — b, £721Z
FCS_CKM. 1 W58k Ak ]

FCS_CKM. 4 WS-8

FCS_COP. 1. 1
TSF &, [HIfS  BRHED Y X FNSEET D, FE SN ST V=Y XL [EIR w57 L
Y A L] LSRR (RN SRR ICE> T, (BN B S #ED Y X M 2T LR
NIFZR B 72,

[EIfS : IO Y 2 1]
- FIPS PUB 197

(I T L) X4
- AES

IS - W SR ]
- 128 bit

CEIF) : B #fED U X 1]
« HDD ~E X AALRFOE{E T — & Z K51k
« HDD 2> &5 Fe A LEFO B[R T — & DIE =
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Data Security Kit (B) AAM ¥ =7 4—2—4y |

FDP_RIP. 1 Y7 v MEREE

TR : 72 L
WA e L

FDP_RIP. 1. 1
TSF (&, [ : A7 =27 POV R MOFT V=7 FEER : ~OBFROEE T, nHOD

BEIROEL TREERIZBW T, BIROLETO EOFERONEHLRIH TE72< 35 Z & Z4RiE
LT 5700,

(Bift . A7 =27 DU R K]
- HDD EOWEBT—% 7 7 AL

DR : ~OFIROFY T, 75 OEPOE Y THER]
« B OEPOEY THREER
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6.2. TOE &=V T ¢ —{fLIFE/}:
K TOE OFEAMEZIEL ~JLIZ EALS Th b, E6. 1IEH S5 TOE O X = 5 ¢ —{RaF )
rELDBH,

# 6.1 TOE X =V 5 ¢ —{RIFE

7T A AR —R M(T7 7D ETD)

ADV_ARC. 1 X2 VT4 —T —FT 7T ¥ —jlik

P ADV_FSP. 3 | 527 8K & (S REALAR
ADV_TDS. 2 T XTI TF ¥ —iKs

s AGD_OPE. 1 ﬂ%%@%ﬁ%ﬁyz
AGD_PRE. 1 | %&fif T4t
ALC_CMC.3 | PR D& B
ALC_CMS.3 | 2IERBIO CM #iH

St o g i o | ALCDEL. 1 B AT e & A
ALC_DVS. 1 | BFX =2V 7 0 —FEOA
ALC.LCD, 1 %?ié%c:;é?4’ THA T IETF LD

EFE

ASE_CCL.1 | @A+
ASE_ECD. 1 | JEIR= > R— % NEFR

B U S Bty ASE_INT. 1 | ST ¥

k2T ASE_OBJ.2 | X = U T ¢ —x}KHEt
ASE_REQ.2 | JRAELZEX 2V T ¢ —ff
ASE SPD.1 | ¥ =2V T ¢ —ifEER
ASE_TSS.1 | TOE BELKIfAE
ATE_COV.2 | IR L— D43
ATE DPT.1 | 7 A b @ FEAEE

T A b —
ATE_FUN. 1 | ¥¥8E7 A b
ATE_IND. 2 MNET AN - T

Jesa PR E AVA_VAN. 2 | Mag5E 4T
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6. 3.

tF 2T 0 —E R

6.3.1. BX =2 U7 ¢ —HEREE R IL

X2 )T 4 —REGTEHNCKT D TOE B 2 U 7 ¢ —HSREE RO XHS &2 =T,
# 6.2 X2V T4 —xtEHF#E TOE X2V T 4 —HEEEGFOIG

X2 VT 4 —RRGE o =

(e} (ool

< =2

m a

= =

2 | 5
T =

TOE &% = U 7 ¢ —HERESES

TOE FCS_CKM. 1 v

®%=Y7 ¢ | FCS_COP. 1 v
— FDP_RIP. 1 v

FERE T

PLITFWC. T3 6.2 BX=2UF 0 —%PE e TOE % = U F 0 —HREE O3 e] ORILE =9,

6.

0. OVERWRITE

FDP_RIP. 1 %7t v MERIRHESEHZ LV | HIFRT 5 HDD OEGT —5 7 7 A D6 OEJR
DENE THEERICIB N T, BIROLIFTO EDFHRONEBFIHTE RN 2 RIET 5 Z L3 H
5,

1>, 0.OVERWRITE {35 AF7T — Xk L CHAH CTEX 72\ 2 &2 RGET 5 Z LIk D,

0. ENCRYPT

FCS_COP. 1 DR SHEHEHI LV | HDD IZIRFFT DB T — & DR 5L 2 IRFET 5 2 & A3k
%, FCS_COP.1 Z3fid 5 7=, FCS_CKM. 1 (2L V., B EALEAT O 12 DOR; S#n Ak & h
HZENMEEEND, ZOF, B S#ITER ON FRoRt 7 I X EHEORT S84k 71 3) X
LW TEEAERIND,

E- T, 0.ENCRYPT |IfR1FT — Xk L CAREILT = BEFE S NN T & ZRFET 5D 2 &2
Hk 5,

3.2. TOE &% = U 7 ¢ —HERE M O AF B
TOE © % = U 7 ¢ — e B O IRFREIfR &2 LL R IR,
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# 6.3 TOE Bx = V7 1 — BB DK FRALR

TOE
No | BX =2 U7 ¢ — | TARERE | KEFEEER | ZH No %5
FERE L1

1 | FCS.CKM. 1 L FCS_COP. 1 | 2

FCS_CKM. 4 | RE& 6.3.2. 1 HizR
2 | FCS_COP. 1 2L FCS_CKM. 1 | 1

FCS_CKM. 4 | "3 6.3.2. 1 iz
3 | FDP_RIP. 1 2L L —

6.3.2. 1. FCS_CKM. 4 DAKAFMEZ B & L7 VR HL

5 B8 T SEFEYR ON R ICZAE R S v, FEIR ON X7 — & % HDD IZFtAE & T DR B o 7-
DIRIFEENZOBMILISNCT 7B AT EHA B —T 2 A AFR0, DT OR St i34
D EMIISLE L L,

6.3.3. ¥ =2 U7 ¢ —{RIEEHIRIL

AR TOE X, KL~V OBBEFIZ L HEGT — X OBBEOBEIIKTTHZ L E2HME LTINS
72, RSNV OREADORFIEDRGED LI L 72 5,

EAL3 1% TOE (21T DBARBRE DX 2 U T ¢ —( RO CRIRIE S 727 A b D Ffi & 5347,
F QBRI BREE PRI AL FEM D BRI OFHI) 2 574, EX¥ =2V 7 4 —HiEE2 22 HT 2
72DV AL AERPNEENTNDZ EDOINEEND, FiEEMEIL, FAL AT
H D572, EAL3 OFRUIZ Y TH D,
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7. TOE BEHIfLAR

ARETIE, TOE AR 2% 2 U 7 ¢ —He D ZRERIC O W TRIIR T %,
#6.1 1L, TOEEX= U7 ¢ —BEREL B ¥ = U T ¢ —HREEE O BIMRZ R T,

7. 1.

7. 2.

£ T1TEEXF=2V T —eEE X2 Y T 1 —BEEH

X2 U T o —HERE = 7

T e
o] (]
2 <
) =
= =
— —

TN E

HERE T

FCS_CKM. 1 O

FCS_COP. 1 O

FDP_RIP. 1 O

S bAkRE
TSF. ENCRYPT
MFP %, B —¥EE. X v FU— 7 EEMEE. 7V X —HE. KRUVR v 7 AEHE &\ 9 FEAR

P&RE

EERITTDHE, BT — 4% % WD IR TFT 5, BE o bAgREIE. Z OmEigT — 4% % HDD (2 1R

I DB, BT — 2 205 b L CRIFT DIERETH 5.

(1)

(2)

FCS_CKM. 1 B 58k,

TOE IZ, AES 7L 3 U X LITEHT 2 128bit B 8% it 7 I ¥ RUEOR; B84 pk 7 v =
U X L% RAWTAERT D, 20T, BEOEHZ T, MFP OFER ON RF IR Z L 12—
BEMETHERAER SV, FREAT VIR SND, M, KBS0t s 225 ERIEHBR
PERFIC DB E S AL, EHFICER SN D Z &3,

FCS_COP. 1 B =-#fE

TOE I %, HDD (ZH{§T — & ZRAFT 2 BE, EENRFIZApK U 72 5884 5k (FCS_CKM. D12 XL Y
YERL L7- 128bit K5 B-4% BV, FIPS PUBS 197 |25 < AES BF B 7L Y X AIZHE- T
%7 — % ORF5{t & 17\ HDD (2 EiATe, & 72 HDD (ZERAF S 7= i T — & & fe A T B,
AR IR BN I CVERR L 72 588 % FV, ABS BE S 7 03U XAICHE-> CHlitg T — 4 2155
T2,

EEEIHEKRE

TSF. OVERWRITE
MFP %, B —H¥EE. X v FU— 7 BEHEE. 7V X —EE. RUOVR v 7 AEHE &\ 9 FoR
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BEREDMEENTE T# ., F721k, 2D OWMEF O IEEEIC K 2 PIEER OS2 T2, HDD (12
R SNTEg T — % OHIRZ R T 5, EEXEEHRIL. 2 O HDD ISR S - Eifig T —
X OHIBRPFER SNT-BRIC, BT — & OFET — X BRIk L CREWR AR Ty %2 FEE L,
T — H I A SRR E L L CHEBT — X OFHEEREHIRT D2 LT — 2 HAHE
RATREZIRREIC T D HEBECTH 5,

(1) FDP_RIP. 1 %7 v METFHE MRS
TOE |%, LEHFHRIHEORR L LR MEHMEET — 2 2 HDD EORFEOHBICES, Z0
RBEDHEBEERT 57 n e ALY EEESWEEZIATT 5, BHIOEAMEI RS,
B E RN FHARAEIC 2 o TG RS RRR SRR T, BT R R IT kY
EEEWEEFATT D,
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Data Security Kit (E) HAMW X2V 74 —%—4 v I

8. M&FE « Mk
8.1. HFEDER

AST CHEHAINDLHEOERZFK 8. 1 TRT,

# 8.1 STCHERINDHENER
FGE EF

W T — X TOE FIH#E 2, 2 & —HRE, v MU — 7 &EHE, 7Y 72—
FERE. ROVR v 7 ARSREZFIIH L7-BRIC, MFP NERCAUEE S b
EIEHRDO - & E2FET,

—RERAT ZAFT - -G T — % 22 O £ £ ) TR I — I
HDD _BIZARFF U720 | I ALERIZ 35\ C—REAYIC HDD I PREF
5L, AIRAENERT D Z &R EAKOLIIERE CTHEIR
21T 9. RHIRTE &3ttt

FWIORTF Wi T — % % FIHEDNER L CTRIFERIEZITV, HDD B ERFF
THZ L, R L 5,

7747 KPC X MU —Z I S TOE ICXF LT, Ry b U — 7 [T

LT TOE O¥—bE & (Ba2) #fHT A Ba—TD I b
R i=h I

Fw MU — 7 EE

AXp SN EBT —Z RNy 7 ARAE STl T —#
. 7747 PCICAET DHAE, LAN R TEET 5 PC
WIE L, E-mail #RETEET S E-mail %F, 7 F4 7 b PC
O OBIETE v b SIVIZFRRZ2 D AT TWAINBRREDYN B 5,

W — 2 O T, FOF —Z OEHIERNE S - E, W
%7 — % ZimBRICHIRT 5 &%, 2 OMEES T 2R AT RE
RHEDIZTHZ EEET,

g7 — X OHF T, EBEOBBEERT DT —F NI n-1E
I, WifgT — X ZimERAICHIBR L2 AiE. Z omEEsiIEE
LCLEY, ZOERGFELEHEREZE L C FBET—4 ] LIRS,

EEEHE

HDD (ZfRATF S NIz it 7 — Z DOHIBR M E/R S B, mifg 7 —
ZDFET— 2 BT L CERRR T e EEE L, T —
Z A RIS E L ETlR T — 2 OB IR EZHIFRT 5
ZlEiET, 29752 TT—HAMAEARRERRIEIZT
52 ENHRD,

Bl L

BEERED—F EIBICERE S, 7SN RV TR SN D,
NHA L E—T A ATHY, FIFEL, BIERxLEZELT
TOE ZFHT 2 Z LNk,
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VVNVa—arlTy
k7 4+—2 (HyPAS)

IVVa—ar 7Ty N7+ —AEIX MNP OHFEDOEBEZ LV
WRANAT O T2, 77V r—v a7 =T %A A
F—/L L TCMFP ECEESED7-DDIERETH 5,

8. 2.

W RE D EF

AKST THEHSNIMEDEFRZF 8.2 TRT,

# 8.2 ST CHEAINIKEDESR

G TE 7%
cC Common Criteria (ZEL 27 F5A4F1U7T)
ST Security Target (B =VUF 4 —X—47 > })
EAL Evaluation Assurance Level GEfREEL L)
SFR Security Functional Requirement (3= U T ¢ —HEEETL{E)
SAR Security Assurance Requirement (& = U T ¢ —{RIFEM:)
TOE Target of Evaluation GE{fixt5:)
TSF TOE Security Functions (TOE &3 = U T ¢ —H&HE)
AES Advanced Encryption Standard
EEPROM Electronically Erasable Programmable ROM
HDD Hard Disk Drive
MFP Multi Function Printer
USB Universal Serial Bus
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