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M EEEDISS .. ApeosWare Device Setup h'oDH TATOEERI—H It T3 EABERERY
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(TSF_FMN) ICET 3R ENSBHSLUVERNHRLBVIICHANR—IVIZPOIATLEEEE—FA
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COREREICED DAMY—TIVIZTDRBNTFUICLE R EEENH ELTLS,

(1) FMT_MOF.1 t#1UT #AED523E\OEHE
FMT_MTD.1 TSF F—A0 & &
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TOE (FFREESNE VAT LEEBEDH I, #1E)\RIVE CWIS hoHA M-IV I ZPiE/EHIBRHEAEIC RS
T3 TOERETANDSBERTEL T HEEDEN/EN) OHD1—Y—(V3—J1—A%RH T3,
FECOWBREICINERSINZ LF 1T EEHEETIRET S,

(2) FMT_SMR.1 £¥1U5(1&Z|
TOE BYATLEBED®REIZHIFL. Z0RENZIATLEEE(CEEMTTD,

1.1.6. t¥1UT1EBEEOUHRE (TSF_FAU)
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FRTOTOEFAAECH LT, L\, D EDLIBIEREITDNELVIERPEZERAAY H(FIZISIEE
PREAEE. I-Y-BELBE) &, BIERHETIHOTF1UT(EENTHEERM TS,
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BEBEOTHERANVME LTORERT—AEHITEREFZIND, -
e Log ID:EEENYV#EAFELTORELES (1~60000)
Date: Bf+7—%(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy ®L\3nh)
Time: BZl7—4 (hh:mm:ss)
Logged Events: /XY bR (TR K 32 HIDEEXFSI)
User Name: FI|RA&E & (X 32 HIOEEXFS)
Description: 1AV MIBATENBDEREA (FxK 32 HIOEEXF I THMITERSEOL)
Status: /XY FOUEFERE LCFIKEE (K 32 HIOEEXFIITHME TESRBOL)
Optionally Logged Items: #@ & FIHEB LSNMIEEODINRESINSEMER

Logged Events Description Status
TINAADIREEZE L
Started normally(cold boot)
System Status Started normally(warm boot) | -
Shutdown requested
User operation(Local) Start/End
14535
Login Successful, Failed(Invalid

UserlID), Failed(Invalid

Logout
g Password), Failed

Login/Logout .
Locked System Administrator

Authentication -

Detected continuous (KB EHERTE)
Authentication Fail

BEERI-EE

Audit Policy Audit Log ‘ Enable/Disable

JITAT-HRA

Job Status Print Completed, Completed
Copy with Warnings, Canceled
Scan by User, Canceled by
Fax Shutdown, Aborted,
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Logged Events Description Status

Mailbox Unknown

Print Reports

Job Flow Service

TIMABREER

Adjust Time

Create Mailbox Successful/Failed
Device Settings Delete Mailbox

Switch Authentication Mode | Successful
Change Security Setting (BREEBEHLRHE)

T 2HEHAT —INDTIEA

Device Data Successful/Failed

Import Certificate

Delete Certificate
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Delete Address Entry
Edit Address Entry
Export Audit Log

Communication Trusted Communication

Failed
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(4) FAU_STG.1 fREESNIZEEEEHE
EENTOHIBREAERFE UL FEGHESAPHENRESN TS,

(5) FAU_STG.4 57 —348% 0L
EBENOTNERICE ., REG UM LAV T CRBSINEEERT—ACEEELT, HILLEET A
W8k T BRGNS,

EEOTRERDIRY M, 34 LARYTEHIC NVRAM [CRFSN 50 HHCEUEHZEE. NVRAM £oO
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A XY RI=H1—-F1)T1FREIEY—E A, ApeosWare Device Setup AEEY-EABLIUEIELE
HNARERSNZ MO —ER) TEF1 7R T ABENMRIESNIEZILBETIONIIICLS XET
=R X TAEEBEONTTABLU TOE BRET I EFRETIHEEZIRETD., COBEE/NAE. it
DBENAHEMICE RSN, Z0IHRORIASNEHINBLIUREPREN L. BIET HEHRET
BEEHNEH O TV,

a) SSL/TLS 7akail

VATLEBECINVATLEEREE— FCHRESNLISSL/TLS BIE IR, RERyrI—DLEE
FNBIXET—A, EFX1UT1EBEOT TP TOE RET—I5RETE—DELT. EF17HBT—4
BIEMMREEENS. SSL/TLS 70U RS LTV,

TOE W33 HA%EEICLD . SSL/TLS #—)\—F7(3 SSL/TLS H34 7Y beLTEBIET BTN
3. = SSL/TLS FOMIUCHETRIEICLD. & TOE EUE— MEOT— @15 . BHEPHEN
DEANRETIEN KD, RENDRED., TEROMEEICLNBETHEEELTEEIC
SHOTEHRTP, BHBSRIETIIVDERIBFICERIN. MFD RADERZVIMTdH. FEEt
YaAVDR T ERBTHERT B,

SSLv3/TLSv1 JOLELTE BRSNSt B OIS S 52
BAFRMICE, TROESIEAM— RN IDRIRENS,

SSL/TLS DEE=S{E2M— b HEREs AR/ By X NyYa1A=R
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evb SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA | 3Key Triple-DES/168 vt SHA1
TLS_RSA_WITH_AES_128_CBC_SHA | AES/128 Evth SHA1
TLS_RSA_WITH_AES_256_CBC_SHA | AES/256 Evh SHA1
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Authentication Code - IETF RFC2104) #Re%E AT 3EICL>TEIRT 3,

Web D547V b ET SSL/TLS EIEEEMCTIE. D47V M oDEKRIE HTTPS &L T, 215
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YAFLEEECINVATLEBEE— FTREENEIIPSec BIE IICHEL. MERY FI—D L&
NAIXETA, tX1UT(EEOTTAP TOE [RETHEHRETE—OELT. tF17BT—5&
EMREESNS. IPSec 7AORIVICH LTINS,
IPSec 7O RIUIE, TOE EUE— MEITE DL IPSec BIEEITOINEL VO, IRE B PIES 7L
ZLBED)STA—AEEZETIEHD. TF1TATYII— Va3V ORI ET D, 7Y II—VavOREs
ZIBESNHED IP 7RV AROETO@EET—HE. TOE OEIR OFF £V EYFENEFET
IPSec @ F5VAR—ME—RICEDEEEI1LEND, LGHEBESHRIECIIVORIBEICEMSIN. MFD K
AOEREVIETT I, FBEEIaV0E T ERRFISERT %,
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BAMICE. TROEERBES AKX WY1 AKXOMEHFEHEORINIIEREND,

HBERESAHX/BY1X NwvaA=R
AES/128 By SHA1
3Key Triple-DES/168 E'yk SHA1

c) SNMPv3 7ArL
VATLEBELCINIATLEBREE FCHRESNLZISNMPV3 BIEIICH L. RV MNI-DEETO
FILD SNMP 2RI T 380, TX1UT4YUa1—23v0—2&ELT, SNMPv3 7O RIJUSH G LT
%, SNMPv3 7OMIJUE IETF RFC3414 THRESNTWSLIIC. T-ADEEFILDA 130T &
SNMP Avtz—JZFREETHHICFEREINS,
COBEREEE AT, FREENNAD— RETIANY— (BEE1E) NAD— RO A%, TOE £)E— MY
—N=0mACEy Py FUBIFNERLEN, FENARAT—REHIC 8 XFLULTERLBINELS
By,
SNMPv3 DFBEEIF SHA-1 N\wY1B8#ZEAL. FziES1Lld CBC -DES 2 Y3. BHES
BT IaV0BRRICERSN . MFD AEQEREZVIFT SN . FLEEIaVOH T ERIFFICHRK
335,

SNMPv3 7ORILELTE RSN IEGBORS S 2

@RS AR/ BY1X NovaA=R
DES/56 Evk SHA1

- 73 - Copyright® 2011 by Fuji Xerox Co., Ltd.



ELTHOv o X C7780/06680/C5580 (G4 St ETIN) =X tFalUr+5—0vk

d) S/MIME FOkail
VAT LEBEICIN VAT LEEEE— FTRESNEIS/MIME BIECHL. RERRy FI—Dbd
UAERRY F)—D L ERN BN ET—HERETE— oL T, tFa7EA—LBEN RTINS,
S/MIME 70U B LTINS,
S/MIME BEEA—ILDiEZEMEEICED. HEEBF AN TEIETIIHEDA—IERE R L TO
XET-HDEEEE., Tz S/MIME EEZ AL DX ZEHEEICED. XET-IDZEEPHEZLL
T3,
BEESRBEIA-ILOESLRBEICERIN . MFD XMEADOEREVIMT2H. FLEA-ILOES
b5 T ERBSICE RT3,

S/MIME 7O PILELTERENS AL B OIS S5
BAMICIE, TROLERES AR \vV1AKXOBHEDEDRINIEREIRT S,

@RS AR/ BY1X ACME; -
RC2/128 Evt SHA1

3Key Triple-DES/168 Ewt SHA1

1.1.8. 77H270-tF1)71H8E (TSF_FAX_FLOW)

TrD2A70—tF2)T4HEEE. LWIERIBEICHEVTE USB 1 VA—J1— ATV bO—Jik— REEiRESN T
W T7DAR—FEBLUT TOE [CREICTIVEATRILRTEY . AREFRREIoNERRY FD—DICA
REFERT —HEZ(TESTIMERETHD,

(1) FDP_IFC.1 7ty MEHRIO—HIH
FDP_IFF.1 Bffit+aiUT/E4%
DRBIERGRENORERY I -DICARBERRT —FEZ(TESBLOT, ARBEEMBEZEN
ZEUVEARERT—RIAERY FI-DEEICELB L,
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A ST [CHITBHEEELLTICEREAT 3,

iE EEAR

ADF BHEREFEEDEE (Auto Document Feeder)

CC JEVD547)7 (Common Criteria)

CE HAMY—IVIZ7(Customer Engineer)

CWIS tUR—9174 05—y —EA(Centre Ware Internet Service)

DC F3%)LJE— (Digital Copier)

DRAM HA4F39D5 V8 L7t 2A*EY(Dynamic Randam Access Memory)

EAL SFM{REELAJL (Evaluation Assurance Level)

FIPS PUB KED:EFIEFRNIBIZAEDH ¥ (Federal Information Processing
Standard publication)

IIT B A H8—3FI)L(Image Input Terminal)

I0T B H 15—37)L (Image Output Terminal)

IT & #R L fif (Information Technology)

IP A1 VR—2%y AR (Internet Protocol)

MFD FIRIEE#(Multi Function Device)

NVRAM TEHRMESVHLTHEAAE) (Non Volatile Random Access Memory)

PDL R—YEBik E5&(Page Description Language)

PP 70752370771 )L (Protection Profile)

SAR X 1UT1REEEH (Security Assurance Requirement)
INTPINACEFRSNZERMICEFHRZ ATEER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP a1l T1#RE A #t (Security Function Policy)

SFR a1 T H#REE 4 (Security Functional Requirement)

SMTP BFA—)LEETORIL(Simple Mail Transfer Protocol)

SOF HEBESRE (Strength of Function)

ST t¥aY715—4y b+ (Security Target)

TOE FTfixt & (Target of Evaluation)

TSF TOE %1 74#%AE (TOE Security Function)
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A STICHITBRAFEELTICEREAT 3,

FAfE EEANS

—_— TOE OSERICH>T TOE EXHEETBEEDI T4 T4, EARMICIE—REFIAE.
VATLEBE BLUHAN-IVIZT,

SA(System HHEEEND, MFD O#HEEYY TOE tF1) T EEDREEHTINE

Administrator)

%0

VATLEEE

MFD O#EE® TOE tF1UT 1 REDR EZITOEESA,
HWREEEL, SA OB

DAMR-IVIZ7

MFD QORSF/MEBEITIIVIZT,

WEH EREH-TTOEZRIATEE,
BRI MFD OBEICHERIREY, SVT  39FRINTAAT VA B EBRESN) IRV,

—RMAEDIMTY
S

—RFABNFRTEIVIMT U,

VATLEBENFATEIIMT V. YATLEEEIX Web T30,

N — Mi
/_7\71'\ sl ApeosWare Device Setup #{#il\ MFD [Cxt LT, TOE & ET—2DRERP
D347k .
EEFRZAET,
toA—I17 TOE A® Web H—N—T®HN. FIAE D17V bD) Web 7595 &MH LT, TOE
L EEST (Cxt T IRRERESR . RELEF. XEDEDH U/ENRIZERNTERZH—EATHD,
T—EA(CWIS) Windows D124 Web J50Y TERT3ENTES,
BHEEENIATLEEBEDSAT7Y MOERD MFD (L ULTERE-EETD
ApeosWare =DV T 17, ApeosWare Device Setup (3. I—H—1FHR 7O AH|

Device Setup

R, BENYDA, SEER. YaTIA-BEDBFFER. BLUHBOEKRFRE
— R CHERR - IREN'TED,

YATLEBEEE-F

—RFAEN MFD OEeEFI AT SBEE— REIFAIC, VAT LEEEN
TOE OfEARECEDHET, TOE #IBFDENEERTE® TOE tX1UTAHRERTE
NSR/EHEVL, REMBOERETIEEE—F,

TPDARIAN

—RFABIIMTU F LOT-REERIER URET. MFD ANT—A%%/EL. B
BI7DAEIET S (BALD N I7DARER) eh DY T FoI 7 THN— R FIRE D54
PUNTHEATS.

FYRI=D2%r =1
—T1)741

MFD AOBRBNYIAICRFSNTNSXET —He—RAAEIS17Y FroE
DHETZHDYT+IIT,

TIR=FIAN

—EFIABEDISI17V b EDOT—5%, MFD W' IR AT eEGR—JEEk EZE(PDL)
THERSNTZIRIT-R(CEBRTZYIIIIFPT, MAEIIA PV NCERT S,

MFD W' IRATREGR— VR & (PDL) TSN T—4, EIRIT—31.

ENRT—% TOE O7IVIR—AMAETEY bRvTT—8ICEHINS,

17— MFD ’H%Jjﬁ@“%/\— FOI7AZYMETITONSEIE D5, IVY FEEDLARY
ALLTEIESNST -4,

EvbyTT-5 JE—HBECSIFEHRAENLT -8, BLUTUVI—HBECINFIREIFMT U
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FzE

EEAR

DOEESNIZENRIT—2ETIVR—IHBE TR LT -5, EvkIvT T3
(FHRBEAXTEBGEMRL RN FT/AVEECIERINS,

TAVIR—XtRE

R—YRCik S35 (PDL) CHERSNEIRI T — &ML, Ev by T T —8(CE#
I HHEE,

FAUR-X

TAVIR—XHBEICED R— YRR EFE(PDL) CHERSN T — A ERETL. Evh
RVIT-RICRIBTBE,

FIREDIA 7Y M oEESNZERIT—32T1VR— XL TERIT 2588,

AE—HEET IIT hoDiedr AH DR REBHIXEPIRE . EELBEETRT,

—fEFIFAEN MFD OOE—HERE. TUVA— e, A¥ v — e, J7DAMERER
FATBMIC. MFD A% @B T2 2 COERIFERESET %, BMLTX
EF-RERETE. XET-HIUTORGYHEEND,
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