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AR ST TIHEEE L R — R MBI L QRN | ARE L S,
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6. EX=2UT 4 EMH(Security requirement)
ARETIE, BX 2T B OWTRLIR T 5,

6.1. TOE &¥%=)T7 BHEZEH(Security functional requirements for the TOE)
TOE »Eft 3 2% 2V 7 s B4 TR 775,

B B55YR—k(FCS)

FCS_CKM.1

FCS_CKM.1.1

FCS_COP.1

FCS_COP.1.1

584 R
VAR L
IR A7 [FCS_CKM.2 I Z-#EE AT, F721%

FCS_COP.1 i 5 E]

FCS_CKM. 4 W5 =4 e
TSF X, LLFO[HEIfF: FEHREDOVAN 2L NCAET 5, fEESN R S84 7 L=
YR L[FIfF: RISO B B84 7 /LT YR L] EFEE SV B R [FIfF: 128bitliche
ST, B 5#a Ak L7 iud7e b7z,

RS HRE
VAR 2L
{RAFE: [FDPITC.1 EX 2T 1@tk LM A& T —Z AR —h, £-1%

FDPITC.2 ¥ 27 A BIAEOFIHE T —Z DAL R —h,
F£721% FCS_CKM. 1 s 584 k]
FCS_CKM.4 I =gl 5
TSF i, [HIfS: FIPS PUB 197N EET 5, FEE SN 57 /LT U X L[EIff: AES]
ERF SR LEIGr: 128bit e~ C, [BIfT: BB EEOVANERIT Ui uden
7200,
[EIf: W5 B EDOYAR]
Wi T — & —REE{R T — 2 & 5L L T HDD [cEXiATe
HDD Db U7z, BT — & —REEif{g T — 2218 535

B FRHET —&{%# (FDP)

FDP RIP.1

FDP_RIP.1.1

Y7y MESRIRE
TR E: 7L
IR L

TSE X, (B 7V hDOVARN DA 7= 7 ORI DO G PR OE S TR
IZBWT, BIROLIFTOE DIFEHRONELRH CE/e T 5L RIEL 2T e
SYALAR
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[Eff: TV RDOURR]:
W T —HE R LT 7 7 AV
—FREfG T — XA LT 7 7 AL

6.2. TOE X275 M (Security assurance requirements for the TOE)

TOE &F 2U7 A RFEEMFA K 6- 1 ITRT,

A TOE OFHMRFEL ~/L1E, EAL3 Thd, B TOEF 2T ARFEEMFIL CC /X—h 3 ITHESHT
WX 2T A RFEa L R — R N E 5,

#6-1: FRAFEMH
RAEZ T A REET R—R b
BH % ADV_ARC.1 X VT T —FT I TF yRlid
ADV_FSP.3 SERIR B A OB RE LR
ADV_TDS.2 T XTI T vikit
AL AXFE | AGD_OPE.1 FAE BT AL A
AGD_PRE.1 Y Fhex
FA7H A7) | ALC.CMC.3 PRl OE B
PR —h ALC_CMS.3 FHERHLO CM HiPH
ALC_DEL.1 BT P
ALC_DVS.1 X2V T FERO
ALC_LCD.1 BARECLDTAT I AV ET VDIER
X2V T 4 ASE_CCL.1 5 EiE
22—y Nl | ASE ECD.1 JEIE L R— R NEFR
ASE_INT.1 ST LR
ASE_OBJ.2 TX VT xR I
ASE_REQ.2 IRAELI- X207 o B
ASE_SPD.1 TRV T A RREE R
ASE_TSS.1 TOE ZELHIfAR
T AR ATE_COV.2 TN —T DA
ATE_DPT.1 TAN: FEARKE
ATE_FUN.1 FERET A
ATE_IND.2 MSLT AN = T
B R E AVA VAN.2 Jes5s P oy A
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6.3. X2V T 4 EHABHL(Security requirements rationale)

6.3.1. EX=2UT (HEREEFIRHL

TX VT AHEREE L TOE B 2V T 5P ORISR A £ 6- 2 1R T, ZORT/RTEY, Kt
F o UTFARERE LAY D7 H 10D TOE ¥ 2UF (%5 HFEHIRHGEL TUVA,

£6-2: X2 T A HEEFL X 2 ) T 4 R GEOXR IR

ExaVT W GE | o | O | O

|2 |2

3|38

O o >

-

Bx VT o RE A

FCS_CKM.1 O
FCS_COP.1 O

FDP _RIP.1 OO

WRIZ, % TOE BHF=2UT A6 R ITEDN, BF 2T AHERE B IS L > TRBLTEDO L2,

0.CRYPTO
FCS_.CKM.1 |Z&Y . AES B 57 /VAY XL THIES I 128bit DE 582, RISO B S8R T /1=
ALNZEVART D,
FCS_COP.1 12V, AES B 57 /LT YRXLEARK LTz 128bit OFF B84 VT, BT — X &85 5kl
T HDD 1Z3E&iATe, HDD bt LIz 5{bSi e 7 —#1%, [RIL AES K57 /L3R A& 128bit
DI BHtE W CTE 535,

VL EORSRREEENFESNIVUE, T —ZIEE 5SS THH HDD 12 &EEIAE L, HDD bic A L7z
ST — 2 I A H LB ICE B E3NAT0  RIERIEE Y — VORI LD T — X D BB
HEINDH, LoT. O.CRYPTO [ZFEHIND,

O.DELETE
FDP_RIP.1 (20, HDD (2R A7 L7t 7 —2 OERB iz 1%, BIRO LLFTOE DIFHONELFIH
T35,

CORREE R RS AR, BIRBIR IS T — OB R ATREIC T HE) O.DELETE (3B
o,

O.RESIDUAL
FDP_RIP.1 {28V, HDD IZfRAFLTZEHG T —# R0 — B {R 7 — X O G IR iz 1L, BIROLIATDE D
THHRONELFIHTERLT D,
ZOMREE RS SIS AU BIRB RIS T — X DA Z R AEEIZT 540D O.RESIDUAL (35281
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6.3.2. X 2UT  BERE B DK BIR
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X2V TAEEDOA LR — R MOz K 6- 31T,

#6-3: X2 T 4 EREEFBOKRTE

BREE CC HEDIEMFBIR | A ST TOKREEMR | IKEMBREDEH
FCS_CKM.1 FCS.CKM.2 F7-1% | FCS.COP.1 W 81, R PE AT NITIRFF
FCS_COP.1, 9 57-8%, MFP OEIRA 71280,
FCS_CKM.4 FERMEATINOT —HIXH KT
%o £o T, Wy 5 HEOMEFEZATO
FERMNZ | FCS_ CKM.4 1A
BLLirD,
FCS_COP.1 FDPITC.1 % 7= i% | FCS_.CKM.1 W g%, FRPE AT NITIRFF
FDPITC.2 F7-1% I 57-8%, MFP O&EIRA 71280,
FCS_CKM.1, FHRMEATVNOT — X XH T
FCS_CKM.4 %o Xo T, WS OWHAITON
FEHRMNZ | FCS_ CKM.4 13
BLLirD,
FDP_RIP.1 7L 7L

6.3.3. EX2UTARIEEHFIRIL
A TOE 1%, I THD MFP IZXT 57 77— L0 =T To7 7L —R FyhThd, paH Ik
T 5L BRI D701, BEREAR B L O TOR % RHI i S<T AT AT 12 LD
TRAEDSLEETHY | 7o, BRFEERELE L, TOE Mk B, 3 27 0Bl P& OIRAE iRt 4528

NEEND,

PE~T, FNHDLRFEL ~L %723 EAL3 28R L 7=,
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7. TOE BERLAR(TOE summary specification)
ARETIE, TOE MR T 22X 2T AHRED BRHARIZ OV TR D,

7.1. TOE &X=UT 1#sE
PLUFTIiE, & TOE BX 2 U7 #EREICEIL T, 2O E B KOG T5 SFR O BARR 2R SZ8L 5152
WTEL S,

7.1.1. HDD {&fE7 — 254k /15 5 Hhe
H[{g T — & - — W8T —H %  MFP ICNJS41U7- HDD ~EXATeRilC, B b2 To888E, /-, &
® HDD Moie U= 54T — 2 %15 53 D868, *fIit~9°5 SFR OB T EEZLL FIRT,

1) FCS.CKM.1 (mfegAnk)
TOE 1%, B B8O AN T, LU T OMREATRHE T2, 2O OMRED FEEEIZEY | FCS.CKM.1 %
FHT 5,
PRI 128bit £ 95,
g AR T VT U R A, RISO B B8R 7 VTV X A5 35,
i BEDARKIZIL, TOE NOY—RIFHAE WD, 736, ¥ —RF#E TOE A bii s+ 280%
R,
MFP OEJRBEA% LB OXAI 7 TS 8tE £ T 5,
AR LT B R AT VIRAFT D,

2) FCS.COP.1 (FFS#4E)
TOE 1E. B S5 HAEICH N T, LT OBREZ R T 5, ZNHDOBERED F2HEIZ LY FCS.COP.1 & %8
T2,

oAb B I OME 5 12I3, AR L 72 B8R 128bit DR 582 5,

57 LAY RNE, AES B 57 LTV L FE TS,

g7 —%  —WEfg 7 — 4% HDD ~EXATeR1T, BB EE21T9,

HDD 2Dl T — & —REEj{R T — X & di M &2, 5 EEE1T,

WEHROT —H21%, FRMEAEVRAET D,

7.1.2. BT —F LEXHEME

TUMERE, T —HERE T LR T — & IR T —Z &2 T a7 & T RICHIBRT D, HDH0
FFRVABE DRV ARAFEINT= Va7 T =27V MERFEL Y a7 7 — 2 & HIBRUTCRRIC, iR T
— & —ER T —ZPMRAFESN. HDD OfElRE FEEL | MO FHAZ 3 2858, ST 5
SFR OFEB S 1EAZLL FITRT,

1) FDPRIP.1 (37 &y MEHRIF#)
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TOE &, A7 7 — 4D EEZHEIZBWT, LTOMRELZ R T2, ZNOOMRED FEEITLY |
FDP_RIP.1 #8195,
HDD (ZERAFLTZEfG T — %, — iR T — 5% FVADALBENHE T E72i3 P kL, AR O LER |2 ff
HALRRNWZEDRET DE, ZOEIGT —&, —RFE{G T — X RELIZT 7 A TR LT EEET
E&51T9,
HDD (\ZRAF LTzl T — 2L CL FIABEDHIBRIE R EZIT o160, TOWB T — X 2R/ 7
L7277 AR LT EEXHEEETT,
EEESWHEFIEIL ST 7 AV ORAFEIRIZ, 0x00, 0xFF, 74 MEZNAIZ EEEL | KIS
RN T 7AW oT %, 77 ANVERIBRL TR T &322,
EFERZHEFIC MFP OEFRSUINSGG L, IRO BRI H#HIC L HFH L2 BT
Do

7.1.3. FFHET —F—F L EXHEERE
TOE Z#5#L7= MFP ([ZHJEI 72 HDD 205, Wit 7 — 4% —fE{H 57 D808, miig T — X2 R1FL
7= HDD Ofilsw EEXL, [FWROFHEIET 5, 335 SEFR OEE HFEEZLL FITRT,

1) FDPRIP.1 (47 &y MEMRE#)
TOE 1%, FIHFET —ZO—FEHEICTB W T, LT OMREEZRZME T2, ZIODOEEDERIZLY,
FDP_RIP.1 #5815,
AHEREREIT DL, FIRBE DR AARAE LIV a 7 T =27V MR b Y a7 T — 2 O
G7 — 2 RAF LT T 7 AT L, — 4§86 EEXEEZ BRI 5,
EEXHETIET, BT — X ORI, 0x00, 0xFF, 724 MEANEIC EEEL ., K&
V7 7 A% o705, 77 ANVEHIBRL TR T35,
EZVHERBRIL. AR T A2 T 720,
EFERZHEFIC MFP OERPUINSGG 1L, IRO BRI ARFZ B EIHIC EHEE L2 BT
Do
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