CRP-C0258-01

o>
’ISGC #% Common Criteria

21 8 7 (IT 9260)
C0258
TOE RISO
RISO Security Package
TOE 1.0
PP
EAL3
TOE
22 6 17
IT
3.1 2
( 2.0 )
3.1 2 ( 20 )
RISO RISO Security Package




CRP-C0258-01

2

11
111
112

12
121
122
123

1.3

14
TOE

21
211
2.1.2
2.13
214
2.15

2.2

3.1

3.2

3.3
3.3.1
3.3.2
3.3.3

3.4
34.1
3.4.2

TOE e 2



CRP-C0258-01

1
11
RISO RISO
Security Package TOE
IT
TOE
ST TOE
TOE
ST
TOE
TOE
IT
111
TOE EAL3
1.1.2 PP
PP
1.2
121
TOE
RISO

RISO Security Package
1.0



CRP-C0258-01

HD

O

MFP
MFP

IR AL

D34 FHPC

Adrt

iz

1.2.2
RISO TOE
ORPHIS X7200/X7250/X7250A/X9050
ComColor 3010/3010R/7010/7010R/3050/3050R/7050/7050R/9050/9050R
MFP
TOE MFP MFP
TOE MFP
MFP
TOE
1.2.3 TOE
TOE 1-1 1-1 MFP
PC  MFP
TOE 1-1
HDD
TOE
MR [« N
— MFP4E A
i;*g;;;ﬁ < ol 77— LT
AN Pl i
N ¥
kY 'l
wmnE | | G ™
HDD ﬁﬂf‘iif'}j
1-1 TOE



CRP-C0258-01

MFP
MFP
MFP MFP MFP
TOE
TOE MFP
MFP
MFP MFP
TOE
TOE
HDD
HDD
1-1 TOE
TOE
MFP

MFP MFP



MFP

MFP
MFP
MFP

3. HDD

13

TOE
TOE

HDD

MFP

TOE

[2]

TOE

CRP-C0258-01

MFP

MFP

TOE

[4]



14

TOE
CcC
TOE
X ComcColor RISO
ST [1]
TOE
A CC 2 [6]]9]
TOE
RISO
CEM [11][12]
TOE

22 5

CRP-C0258-01

CEM
ORPHIS

TOE

TOE CC 1 [5][8]

CC 3 [7][10]

RISO Security Package 1.0
[12]

TOE CcC CEM



CRP-C0258-01

2 TOE
2.1
TOE
2.1.1
TOE 2-1
2-1
T.REMOVE HDD
MFP
MFP HDD
HDD
2.1.2
TOE 2-2
2-2
OSP.CRYPTO
HDD
TOE
2.1.3
TOE 2-3
TOE
2-3 TOE

A.ADMIN




CRP-C0258-01

A.PORT
RAW

PC MFP
MPF

RAW
PC
MFP RAW
IPP: Internet Printing Protocol LPR:
Line PRinter daemon

A.ACCESS.MANAG

ED TOE MFP
214
TOE TOE
RISO
050-36055-105
RISO Security Package Security Guide
050-36056-101
2.15
TOE MFP

ORPHIS X7200/X7250/X7250A/X9050

ComColor 3010/3010R/7010/7010R/3050/3050R/7050/7050R/9050/9050R



2.2

TOE
212

MFP

TOE

1)

T.REMOVE
MFP
TOE 2
MFP
MFP
MFP
MFP
MFP
MFP

211

0x00
OxFF

CRP-C0258-01



CRP-C0258-01

MFP
MFP
2)
MFP
MFP
MFP
MFP
MFP
MFP
MFP
2, OSP.CRYPTO
TOE MFP
MFP
OSP.CRYPTO
TOE
1)  HDD

HDD



CRP-C0258-01

HDD 128bit AES
TOE

10



CRP-C0258-01

3
3.1
ccC 3 CEM
TOE CEM
3.2
21 8 22 5
21 10
22 3
3.3
3.3.1
1)
MFP MFP

11



CRP-C0258-01

MFP TOE MFP ORPHISX/ComC
olor X7250 1
RISO MFPORPHISX/ComColor ORPHIS X7200/X7250/X725
0A/X9050, ComColor 3010/3010R/7010/7010R/3050/3050R/7050/7050R/9050
/9050R MFP
¢ MFP
TOE oS
MFP
. MFP MFP
TOE
TOE TOE
e MFP
TOE
e OS
TOE
TOE

12



CRP-C0258-01

2)
a.
TOE

ID

MFP TOE

TOE
3-1 3-2
3-1 MFP
ORPHISX/ComColor X7250
SE-H301 33200241
Linux Debian 4.0, kernel 2.6.18 OS
PMS 10.4.3 MFP )
3-2
ORPHISX/ComColor PMS
HDD
WD1600AAJS WCAS2A274819
Linux Debian 4.0, kernel 2.6.18
PMS 10.4.3 MFP )
1.24

test MDL
gdb 6.4.90-debian

TOE
openssl 0.9.8¢c4

TOE

13




CRP-C0258-01

test MDL TOE

TOE

TOE

0x00
Oxff 3

129

14



TOE

3.3.2

1)

ST

TOE
X7250

2)

TOE

SFR

15

TOE

SFR

MFP
3.3.1

CRP-C0258-01

TOE

ORPHISX/ComColor

129



CRP-C0258-01

TSF
1
TSFI 1 TSFI 1
TOE SFR TSFI SFR
TSFI
129
40%
54 41.9%
TOE
7

16



CRP-C0258-01

331 TOE
331
|
3-2
3-3
3-3
xdol
RISO
157
Syslog TOE oS
1.4.1-18
|
129 a.
54
3-4 7
3-4
No.
IND-01

17




CRP-C0258-01

No.

IND-02

IND-03

IND-05

IND-06

IND-07 ”page”

IND-08

3.3.3

1)

TOE

18

TOE




CRP-C0258-01

RISO
b.
|
MFP LAN 3-5 PC
3-5
TOSHIBA Dynabook MNCD1PTN.004
Windows XP Pro SP2 5.1.2600
nmap 5.21 ( )
|
3-6
3-6
VAN-01 ID
ID
VAN-02
VAN-03 ID
VAN-04 RISO RISO
VAN-05 | MFP (OF]

19




3.4

3.4.1

3.4.2

CRP-C0258-01

VAN-06 | TOE
VAN-08 ID
VAN-10 MFEP
TOE
C.
TOE CEM
/

20




ST

21

CEM

CRP-C0258-01



5
5.1
TOE CC
5.2
TOE
MFP
TOE

3 EALS

22

HDD

MFP

MFP

CRP-C0258-01

MFP



CRP-C0258-01

cC
CcC Common Criteria for Information Technology Security
Evaluation
CEM Common Methodology for Information Technology Security
Evaluation
EAL Evaluation Assurance Level
PP Protection Profile
SFR Security Functional Requirement
ST Security Target
TOE Target of Evaluation
TSF TOE Security Functionality TOE
TOE
HDD Hard Disk Drive
IPP Internet Printing Protocol
LAN Local Area Network
LPR Line PRinter daemon UNIX
MFP Multiple Function Peripheral
1
PC Personal Computer
PMS MFP
RAW MFP 1

RISO

(Random seed

23



MFP

Web FTP

MFP

MFP

MFP

MFP
MFP

MFP

24

CRP-C0258-01

MFP



CRP-C0258-01

[1] ORPHIS X ComColor RISO
1.07 2010 4 10

[21 IT 19 5
CCs-01

[381 IT 19 5
CCM-02

[41 17T 19 5

CCM-03

[5] Common Criteria for Information Technology Security Evaluation Partl:
Introduction and general model Version 3.1 Revision 1 September 2006
CCMB-2006-09-001

[6] Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 2 September 2007
CCMB-2007-09-002

[71 Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 2 September 2007
CCMB-2007-09-003

[8] 1:
3.1 1 2006 9 CCMB-2006-09-001 ( 19 3
1.2 )
[9] 2:
3.1 2 2007 9 CCMB-2007-09-002 (
20 3 20 )
[10] 3:
3.1 2 2007 9 CCMB-2007-09-003 (
20 3 20 )

[11] Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 2 September 2007
CCMB-2007-09-004

[12] : 3.1 2

2007 9 CCMB-2007-09-004 ( 20 3 2.0 )
[13] RISO RISO Security Package
1.0 21 2010 5 31

25



