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1.1.6. t¥1)7(EEEOVH#EEE(TSF_FAU)

XA T(EBENTHEEL. VAT LEEE(ICINVATLEEET - FTRESNEIEROTRT IICHE
L\ TATOH TOE FABICHUT, L2, HD, EOLIBEEEITOEDNELVDIERPEERAAY M IZIE

[EELEAER. I-TRELGY) &, BIRHETILHOTF1UT(EENTHAEERMETS.

(1) FAU_GEN.1 BE&ET—R4%ER
EET-HDERIE. EBRSNEEERRAIAY M., BEBEOYICERFINDIERRIT S,
=28 [CEENT TN ETRT

BEEOTRRARUNE LTORERT—2EHICFEEHEIND,
e LogID:EEEOJHAIFELTDELES (1~60000)
e Date: BT —% (yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy DLNT HhY)
e Time: B Z|T—4 (hhimm:ss)
e Logged Events: /RN REFH (K 32 HTDEEXFFI)
e User Name: #I A& & (X 32 T DIEEXFF)
e Description: A AUKNIBEIT HRNBDERA(RK 32 HIDEEXFIITHMEITRESEOIL)
o Status: ANUFDWEFERBLIIIKE(RK 32 HTDEEXFITHMIEITRSEBOIL)
e Optionally Logged Items: 3@ R FIE B LS BB O ~NRESNDEBMNIER

& 28 BAEOJDT-HEEH#

Logged Events Description Status
TINA2ADIREEZE L
Started normally(cold boot)
System Status Started normally(warm boot) | -
Shutdown requested
User operation(Local) Start/End
1—Y—3R:E
Login/Logout Login ‘ Successful, Failed(Invalid
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Logged Events Description Status

UserlID), Failed(Invalid

Logout
gou Password), Failed

Locked System Administrator
Authentication -

Detected continuous (LB EIEERTE)
Auhtentication Fail

EENY-ZE

Audit Policy Audit Log Enable/Disable
JITAT-HRA
Print
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
TIMARELE
Adjust Time
Create Mailbox Successful/Failed
Device Settings Delete Mailbox

Switch Authentication Mode Successful
Change Security Setting GEEIEBLRF)

TN BT —INDT IR

Import Certificate

Delete Certificate

) Add Address Entry )
Device Data Successful/Failed
Delete Address Entry
Edit Address Entry

Export Audit Log

(2) FAU_SAR.1 BE&ELEa1—
EEOVICEFEINZIATOERE. SiHHEEEZRIAT D,

FE"TEARTPAINELTIRET B ELVIRMRDINIVNHD COMBECIITF1)T(BEEOT T 4%,
STREIDDTFARI7AILELT, ADOVO-RFTBHEN KD, EF1)T4BEEDTT—AEAYIIO-RY
BE5E. Web 7505 EFIATBAIIC. SSL/TLS BIEZAMICEE SN TWEIFNIEEORL,

(3) FAU SAR.2 BREEZELE1—

BEENTOFHH LE, BNV ATLEBREDH(CRET S,
BEEOTAOT7IEAZ. VAT LEEEN Web TS50 DHERTIRET, BIERINLPIEATEHE
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FHEFELBD, YATLEEENWeb 705 ELTTOEADTA Y LTLVEITNIE., YATLEEEDE
FE(ADA V) RICERTRIREICE D,

(4) FAU_STG.1 {RESNT-EEIIBME A
EEEOTDHIBRHEEEFTFE LG FEBHRSAPRENLFREINTIVS,

(5) FAU_STG.4 BEBET—H8%NDRHIE
EEOTHEHRICE R, REE VA LAV T CRBSNEEERT—RCEEELT. HILLEET A
hi8% T3 eh{iiEsNn3,

EEEOTHERDIRY ME, B4 LARYTELIC NVRAM (CIRFESN 50 #H(CE LI5S . NVRAM EDO
D% 50 B T—20774 I (LUT. TEEOVIPMILIEES) ELT, REIN-RT1AVEBEANREE
LT. &K 15,000 DIV e fREFTHEN KD, 15,000 HEBABIGEE. —BFELVIMILR
AT TREBESNLEEEZDT 771D IEIEE LT, ENRLTIAY MY EEER SN,

(6) FPT_STM.1 &{E8EAMLARVT

EBRSNLEEIRIRNY MEEEOT 771 IARET BT, TOE B> TLVSIAYDHEEEIC LD 51 L
ARV T e FATS DIEREEIRILT B,

BFETOEREZLEEIL TSF_FMT [CEDVATLEBEDH D AIBETH D,

1.1.7. RERYRI=HT—R{REMEE(TSF_NET_PROT)
Ry FI—DF—RREMEER . VAT LEBE(CLN VAT LEBEE- RCRESNETE 3207
OFUVEBEDEEICLD. N Ry F)—DTF— SR EMEENIR B END,

(1) FTP_TRP.1 &{5%8/ 2

TOE&UE— Ml (Web [CLB@BIEY—ER. TUVA—RIANABEY—EA. 77DARSMNREEY-E
A 2y RI=H1—-F4UT1RBIEY—EA, ApeosWare EasyAdmin A@BEY—EABLIUVEIEE S
NANERSNZMDT—ER) TEF1 7B T AR ENMRIESNSESILBEETONIICLS. XET—
B, EFIVTAEBOT T ALY TOE BRETHERETIHEZIRETSE, COREBE/I AL, tho
BENACHEMICEBIEN ., Z05HRORIESNEHIBLUREPREN D, BIETI2HRETD
BENEHE->TVS,

@ SSL/TLS 7Atdib

VATLEBEICINVATLEBREE - FCRESNELISSL/TLS BIEICHL. NERvEI—DEZ
PNBIXETA, LX) T(EEOTT AP TOE RET—HERETDI—DELT. X177 4@
EMMREEENS. SSL/TLS 7O RIUSHE LTS,

TOE W5t g B HEHEICLD ., SSL/TLS H—NE7(E SSL/TLS D547 heLTENMET B ENH £,
F7= SSL/TLS 7O VUK G TR EICED . R TOE EVE— MEDT—H@EIEL . EREERHRSADEAHH
DIRETIEN KD, BENOCDFRE. FTROMEECINEET—IEREEILTEEICLHTEE
T3, BEEESRETYaVORRECERSN. MFD RKMAOEREVIMTIN., FLEEVaVDETE
EICERT .
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SSLv3/TLSv1 JORIELTE RSN B EGEORE S
BERMICIE, TEROBESEAM— FORINDDEIRSNS,

SSL/TLS OEEEL21—t HBRESAR/BETAX NooaAR
SSL_RSA WITH_RC4 128 SHA RC4/128 £y SHA1
SSL_RSA WITH_3DES_EDE_CBC_SHA | 3Key Triple-DES/168 £k SHA1
TLS_RSA_WITH_AES 128 CBC_SHA | AES/128Etvwt SHA1
TLS_RSA_WITH_AES_256_CBC_SHA | AES/256 Evk SHA1

FLBRSHDODREEN ., SSL/TLS FER#ER%E O MIILO HMAC (Hashed Message
Authentication Code - IETF RFC2104) #ge%{FE AT 3E(CLLOTEIRT S,

Web D347V ET SSL/TLS BIEEEICTIE. D47V MIODEXRIE HTTPS &L T, 218
LE(NIEBSEL, SSL/TLS @IE(L. IPsec. SNMPV3 &ty kP79 301, FElE VAT LEEEH
TFIUTABEEOTT-READYO0- RTBRTICHE R ESN TG HFNE LI,

@ IPSec 7O LI

VATLEBEICINVATLEBEE FTHRESNEMIPSec BIE IICH L. ARy FI—D LZER
NBIXETA LFIUT(EENTT—HP TOE [ETHERETDI—DOELT, CFa7LT—2EE
HREESN 3. IPSec 70T E LTV,

IPSec 7A MU, TOE EVE— MEITED LS IPSec BIERITOINELO, MFEBPES7ILTY
ALBEDINSGA—REEETIENHD, CX1VTAPVII—DaV0HEILETD, 7VYII—YavDFEL
BABESNEZRHED IP 7 RLABIDETOBEIET—AIE. TOE DFEIR OFF FFUEYFENEFET
IPSec D FVAR— ME—RICLDIEFILEND ., LBHEIFESRET YV ORMBEFICERSN . MFD KK
NDEREVIETTIH., FE VDR TERFICHERT %,

IPSec 7O FIJL(ESP:Encapsulating Security Payload) ELTA SN EHFBORE S
BARMICE, TiEod@EEESARE w1 AXOEAEDEORNIIERENS,

HERESAX/BETAX N1 AR
AES/128 Evhk SHA1
3Key Triple-DES/168 E'w bk SHA1

® SNMPv3 ORI

VATLEBEICINVATLEEE T FTHRESNEISNMPY3 E(E IR L. xyb)—HEETD
FILD SNMP ZFIA T30, X174V )1—23v0—2&LT, SNMPV3 JO MUK L TLY
%. SNMPv3 7ORIJUE IETF RFC3414 THRESIN TR LIIC. TR0 BILOH LT . &
SNMP }yt—J%FBEET3HICFERIND,

CORERFE AT (I, A AT — RETFIM N Y— (BEE1E) SAD— ROE A%, TOE EUE— MY
—NOMAICEY M PYTULRIINER LR, FE/SAT—RE£(IC8 XFULTERLEINERLEL,
SNMPv3 DOFREEF SHA-1 \wY1B$iEFERAL., FMES1Eld CBC -DES 2 Av%, LHIESH
(FE VAV DORIREFICERRSEN . MFD RADEREZVIE TN, B3Vl TERBISHERT 5.
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SNMPV3E 7OMIELTE RSN EHEEORE S

HBRESHX/RIIX NyoaBH
DES/56 £k SHA1

1.1.8. J7H270—tF1)71H8E (TSF_FAX_FLOW)
77D270—tF1)T48EEE . VDB BIGEEICHENVTE USB M1 UA—J14 ATV MO—Jik— REdERich
TW3 77D AR—REELUT TOE [CREICPHERAT R TET , ARBERBEHNONERRY FI—DIC
ARBEIFEIRT —AEZ(TESLIVERETHD,

(1) FDP_IFC.1 H7tyMEHR7O— Il

FDP_IFF.1 BffitFi)T1EMH
ARBFEBREHNONEBRY ) —DICARBERIR T —IEZTESBVOT, AREFERZEN
ZEVEAREBHRT—AERERY MI—DFEEICELE,
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ST Bg:&- &g
8.1. HBR:E
A ST [CHITRREEELLTICERBAT 3,
iE EERNE

ADF HENRFBEEDEE (Auto Document Feeder)

cc JEV9547)7 (Common Criteria)

CE HARY—IVIZ7(Customer Engineer)

CWIS tUR—917403—%y—EA(Centre Ware Internet Service)

DC 7J#)LJE— (Digital Copire)

DRAM H4F39D5 05 L7HEAAEY(Dynamic Randam Access Memory)

EAL ST R EELAJL (Evaluation Assurance Level)

F1PS PUB KEDEFIEFHRNIBIZHDH I ¥ (Federal Information Processing
Standard publication)

nT Ef& A H3—3F) (Image Input Terminal)

10T Ef&H H8—3F)L (Image Output Terminal)

IT 1E#R £ fif (Information Technology)

IP 413 —2%y ARl (Internet Protocol)

MFD TIR)EE B (Multi Function Device)

NVRAM TERMESVUS LTHEAAE) (Non Volatile Random Access Memory)

PDL R—JiBib & (Page Description Language)

PP 7O752av 70774 )b (Protection Profile)

SAR X1 T1REEE 4 (Security Assurance Requirement)
IIPIVNACHEFRSNEESMICE A AR ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SF t¥a!)T1#EE (Security Function)

SFP 1T 1#HEA #(Security Function Policy)

SFR 1T HEREE 4 (Security Functional Requirement)

SOF HEBESRE (Strength of Function)

ST F¥a1)F713—5v I (Security Target)

TOE FTifixf & (Target of Evaluation)

TSC TSF #|#1%5E (TSF Scope of Control)

TSF TOE t*a1Y71##E (TOE Security Function)

TSFI TSF 12371—A(TSF Interface)
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FHEE

AR STICBITEAEZLUTICERAT S,

Rt EEANBE
. TOE D4V ERICH>T TOE EXETIEREDIVTAT4. EAMICIET—ARFIRE.
VATLERE . BLUHAMN-IVIZT,
SA(System HMEEEND, MFD O#EEY TOE tFi)T(#EEDR EEHF TSNS

Administrator)

%O

YATLEEE

MFD D EEY® TOE tX 1T EEDRERITOBIEE,
HEMEEEE, SA DR

DAMR—IVIZ7?

MFD OR-F/MEEBEITIIVIZT,

WEH EEEFHOTTOE 2FATEHAE.
BRI MFD OIEVECRHERRIY, SVT BvF RNRIVTFART VA DERESNZ) %I,

—RFABDIMTY
k

—RFABNFRTEIVIM1T Uk,

VATLEBENFATEI347V b, YATLEEER Web T304,

V}TA%EE% ApeosWare EasyAdmin ZfE() MFD (Cxt LT, TOE SRET—HDFERPEE
D347k .

BZEIT
BT MFD (Zxf UTAF v —HRECLNAFr U LT RBRYV A MSNIEXET -5
P ERDHTHAEZIRHET 5. - ] "
$_ER(CWIS) SOICYATLEEER]. Web T50H %L MFD [Cx LT, TOE BET — 30k

RPESMAZITOMEEZIRET S,

BHEBRENIATLEEEDZ( 7V M oEHO MFD (L TERE - EET D
ApeosWare =hDY TR I17,, EasyAdmin (&, I—HF—1FHRPT7OEAHIR . HERYIA, 58
EasyAdmin k. UadI0-BEDEFER. BLUMBOEKNFRE—ETHEE -IREHNT

%,

YATLEBEEE-F

— & FIAED MFD O#EEEFI AT IEIMEE— REERIIC, YATLEEEH TOE
DEFEAREICENET, TOE #IBRDEERE® TOE tX1UTHREREDS R
/EBHFEVOE, REENEEETOENMEE—F,

TPDARIAN

—RFAEISATPUE EDT-AEMNRIER URET, MFD AT—3%%(EL. B
BOPDAEETE(HALI R I7DAREE) e DY T FOI P THN—RRFIAE DS
PUNTHEATS.

FYRI=D2%r =1
—T1)741

MFD ADEBRYIAICRFEINTNEIXET-AE—RFBEIS17Y MhoER
DHTHDOY T FIIT,

TIR=FIAN

— &R ABEDISIM7V b EDT—3%. MFD DBERAIGEBAR— YRk EE(PDL) T
BRENTHRIT-RCE#RTZVINIIT T, FIAEDIII 7V MNTCEAT S,

MFD HhZIRAIEEBA— Yk S5 (PDL) THERSNTZT %, HIRlT—3(3,

FlIR T —% TOE N7 AViR—A#RETEY bRy T T —BICEHEIND,

w5 MFD ’éffﬁ_ﬁwé/\— FOI71ZY RTINS ERE DI, IV FEEOLARY
AELTEREINSGT -5,

EybvIT—4 JE-HEECINGEH AINIT -5 BIUTVV - HEEICINFIRE IS/ 7Y My
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FzE

HIEESNEERIT - 2T IVR—AHBE TR LIZT -4, EVvbyT T3
BAXCEGRERLTRERN- FT4AVEECREINS,

TAVIR—XtRE

R—JiEih S5 (PDL) CHE R SNENRIT—A% L, EV Iy T T—RICE#R T
é*&ﬁbo

FIVIR—=X

TAVIR—ZAHEREICLD R— YRR EFE(PDL) CIBRLSNT —AZ T L. Evh

IVIT-RICEMTEE,

FABDIM7Y MR ESNIZERIT—2E 71 R—XUCHIRI T 21 #E,

JE—HEEET HT MoDFHEHAH DR REBINEPIRE . FEREETT,

—iEFIFAEN MFD OOE—#ERE. ) 3—HERE. AF¥ v —#EE. J7D A REE

FATBERIC. MFD AEE @B T 22 COEBRIERESDT 9%, BILTXE

T—RERTTD, XET-HRUTOHEMNEEND,

o JE—#BEEERAT BRI, 11T THHRAFEN. 10T THIRIENZEY YT T—
B,

o JUVA—EEERRAT BRI, —MRAABDIMTY M oEESNBENRIT—
ABLU. ENETIVR— AL RIERSNZEY MY TT—4,

o AF v —H#EEEFATIMRIC. UT hoRMAFNAREN— RFTIAVEEICE
BEIN3EY YT T4,

o JPDABLBEEFIRATIMEIC. NT MoiAHAFNIEHREFRISEETIEY IR
VTR, BLU. EiRBFENLZEL 10T THIRIENBEY YT T—4,

FREHXET AR

MFD ORNER/N\N— FTF4AD%E %(:éiaénf@: FIRAME T LI7MILISHIBR L
h. REN—RFTFAADEBRICIE., T-AHEIEFLTCVIIRENXET -4,

1T EEDTT

[EELEBRER, I-TRELRE. TIMARNTRELZEZGERE, [V
GEYDS L. TESLTZ L. TEDFER 1ELVO T K TRER IR HELIZE D,

—BOSATPV MBSV —NFRE—RFBAEBISATYMRICERINTIS.,
TOE DBEREICERNB LN DT—4,

RERRY FD—DZ N5 TOE DREREICEZRNBZ LN DT—A,

TOE #BET—A

TOE [C&>THERENTZ R U TOE [CRLTHERENTZT—ATHN. TOE OBEIC
HEFE5ZZUEEEOHZRED, EARMNICE. REN-FTF(ADERT-ILESE
B, N\— FTA AV ELER. VATLEEEFR. DA IV IZ7EES
FRIFER . RANRIDDDFREIFFED) S AT — RMEAER. VATLEEE ID £/ 2
O—RER. VATLEBFRIAXKICLDITIEAERER. Ry I—D7—
SRERR. tFIVTAEEOVRR. BERAYDAER. 1—F—-REEER.

—MROIM7 VB LY
N

TOE OFEICRE S LELWIZA 7Y MY —N\&RT,

RERN— RT1 D%
BN HNDHIRR

REN— FTAADEENOHIFREEH LSS EEFEROEIROEERT .
TS5, XETHAHAEN- RTAADEENGHIBRSNTESE . HIETSEE
FHMHIBRSNBTD. SHMEBEMICHIBRSNEXET - RCHLTTIEATIER T
XB<BBE, LhUXET-IBEREDV7-SNTUOEBIREERD, XET-4H
RI, FHEBT AN RIUEEICEESAINGETH A FH XET—HELTAERN
—FTAADKEICED,
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FzE EEAE

JRr— REN—RFTAADEE LICEESNXET - HEHIRRTBRRIC, 20T —-3MHEE
BHET-ICLEETIEETRT,

RS EE— 1-Y-DNANTE 12 FIOREF, REN-FTAADEENESIEERRC,
COT-HELEICHESREERT S,

- EEIEF—ELECHEBERSIND 128 EVDT—4, WEN\—RT1AVEE
ESILEMROXET - ADREFRIC, CORT-HEEALTESILET,

2yrI—=D NERRY RO —DERERY I —DEEETE—RMICERATIEEORK,

NERRYRI—D

TOE =EHEHI MM TIEENH R REBRY FD-DLUSN DRy I —DEE
ER

RERRY D=5

TOE h'ERESNSHMOAERICHD ., &Ry FI—DhbDTF1) T/ DB BIICK
LCTIRESN TS XY MI—DRAD. MFD £ MFD A7 DM ERUE— FOE(E
FERT—)\POSM47V b PC EDFvRIVETET

i "j-_nl.. MR

TOE D& #REEFE AT BRIC. FIFAEZEDH R Z1T>T TOE OF| AEEEICHIEEH
(1B7=hDIERETH B,

A—AJVEREE

TOE O1—Y—3Rif% MFD CT&BZ L1 —1EHREFERALCRIIEEE{TOE
_'\o
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SEEH

A ST EREr DS EEHELUTICEERT B,

ki) K14V M

BRI F 1) T BOHDOITVDS4TU7 N—Yav 3.1
N—F1: #@HE—BETIL 2006 £ 9 B CCMB-2006-09-001
(ERL 19 F 3 ABIEREE 1.2 My MILTBUE N IBIRLIE HE RS
THIUT1EVE— BREFIUT/ERREE)

[CC/i—+1]

AT T 1) TAEHMEDRHDIEV DM TYT7 N—Yay 3.1
N=F2: EFa)T #EEEH 2007 &£ 9 A CCMB-2007-09-002
(FERK 20 £ 3 AFNEREE 2 .0 iR MMILITBUE N R L IEHEERE
TXIUT1EVE— RREFIUT/ERRLE)

[CC/i—} 2]

BRI EF 1) T4 BOHDOITVDS4TU7 N—Yav 3.1
N—bF3: EFIUT(RIEEH 2007 &£ 9 A CCMB-2007-09-003
(FERL 20 £ 3 AFIERE 2 .0 hk MIIITBUE N BIRALIEHEEAS
t¥1UT1toa— BHREFIUT(ERILE)

[CC/i—+ 3]

B MtF1) T 5 Em0HOHEEAE N-Y3av 3.1

FMiiAiE 2007 &£ 9 A CCMB-2007-09-004

(FERK 20 £ 3 AFNEREE 2 .0 hR—IMILITBUE NRERLEEHEE LR
tX1)T V8- BEREFIVT(RAE)

[CEM]
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