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A2xx T« TV MR EDTNA ZOWMMEEFED A T F o ARee Ea 5, DITIZ, B¥%=

U

7 A BIRR T o REM R RE 2 R,

BHHENAT — RO FIEEE
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DITIE, BroEX 2 U T 4D S5 (BHE 2T — R, HDD v v 7 #fiEn#xE. CF 2 v
IHEREDRE., B LISREDREZEDRIET — ) [T BE RITTHREDOENMER CHEETH D,

A > % —x v bt TOE B#HERE D

CE2IAY—RIZL DY —E AT V=T ORFEORE
> BE, 3R A ER
R WERE (Rik) OBE

MM, BEE2#IRT 5 2 LA ATEE,
E

e

MM, BEE 2R 5 Z & AV ATEE,

AT F v AEREDRTE

MR, BEE 2R 5 Z & AV AlE,

HDD @7 #—~ v MMie

> W7 +—~ v FOFEITREE,

A =% T A XHERE

> EHEE, - RRE LSRR EM, =R RE LT — X ZHIRT 5,

1.4.3.4. T DD EE

TOE [Fa—HITE#HS RNy 7 7T 0 RTRHE S L DHHERERS TOE O BUSEERE7R & 2 12
g2, UTICARERR 2RI OV TR 5,

O]

S84 AR

FFa B ThAIR ST e T s aryF TN MFP #ilfflar ro—J % BES LT
LA, B b v MZTHDD O H5{E STV R WEIR T 7 A L DOFEZ AL, GEAIAIRIT
BWTHBAL - HEE0UHEZ2 LI 5, (TOE (X, BESLEZOLOEITHRN,)

BT RIS CTABREDENEREEZIT 9., BIESE 5351, TOE (/3R /W TAT) Sz
FAET— RL VRS Ak T 5,

AR

FAX A®[EHRE R0 RS-232C #41 L72E7 L8fE. E-mail Eo#k FXAFIHL T, 2 =73
JNEEVRAT T )Y AEASHNET S MFP OV R— e ¥ —Li@EFE L, MFP
OBEEIREE, FIRESE OMRIERE T 5, LIS THEY 2y —e 2 GBIl ) —
DIEE, BeiERk, MEZEHN O — AT T OIRER YY) R 5,

TOE D E#kae

TOE 1 TOE BH A EHT 57O OMEEL AT 5, HHFEIT, ZEZWEEDOHAED 1 24
L CHIFET DM, Ethernet #/ L CFTP ¥y — "L X onma—RTL5HE (¥ —F v b
% TOE #EHii%E) . USB A £ V40D A€V K285 L CIT 5 HiERH D,

TOE [35MF~=> 7 + 7 4 TH S HDD, CF, B55{t¥ > b, ICH—FDEF= U T 1 HEELZ A
EHL TS, BLFICRENRMIT T T 4 LBERT DHEREICHOW TR 2,

® HDD By HeED A

W= T 47 4 Tdh% HDD 1F, RERFLH LE~OLEESL LT, "AT—FZREL
725612 HDD v v 7 BERENEMET 2,
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Customer service Engineer DIEFR,
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® CF Oy HEenEH
N2 T 4T 4 THD CF IE, RERFELHLE~OXMUEEL LT, XRAT—REZHRTE L
LA CF vy JHREDREET 5,

® IEE{x v FDER
T 47 4 THDHRGFEF Y M, RIERFELH LE~OXUEEL LT, 7 a o
a7 ur s varF vl EBAL LY — RE2RE L72SHAIC, HDD I2E X AT DS
{EEN TV WEIR 7 7 A Uiz L ChE LB RE N B ET 5,

® ICH—FDER
N T 4T 4 THDIC IH—RiF, 2—VFOERIIKT DT —X DERBE~OXUFEE L LT,
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2. WEEE
2.1.CCE& Xk

ASTiX. LT OBUKICEET 5,

B2 ) 7 4 oo 0axsr 75457V 7
PR—= P L E TV 20064F9H N—T 3031 SETHEUR FIEREE1.250
R=R2: X2 VT s ffEa VAR —F 2 b 2007T4E9H  N—T = 3.1 WETE2M (BIRREE2.00)
NR—=13: X2 T A HFEaR—%2 b 20074E9H R—V 331 SGETHE2R FHRRE2.00R)

o ¥ VT HEREZEM  : N— b2 LK,
o ¥ VT APREEEM N — P3G,

2.2. PP X5k

A ST A % PP I3,
2.3. Ny r—UEik

AKSTIE, Ny r—v  BAL3IZHEET 2, BT DRGE= o R—R > MEZau,
24. 5EEN

e Common Criteria for Information Technology Security Evaluation Part 1:Introduction and
general model September 2006 Version 3.1 Revision 1 CCMB-2006-09-001

e Common Criteria for Information Technology Security Evaluation Part 2:Security functional
components September 2007 Version 3.1 Revision 2 CCMB-2007-09-002

e Common Criteria for Information Technology Security Evaluation Part 3:Security assurance
components September 2007 Version 3.1 Revision 2 CCMB-2007-09-003

e Common Criteria for Information Technology Security Evaluation Evaluation methodology
September 2007 Version 3.1 Revision 2 CCMB-2007-09-004
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3. EXaUTAREEE

ARETIE, REGREEDOE T, HifERME. B, Mot x=U 7 4 IOV TRET 5,
31 REXNREE

TOEDtFx=V7 4 a2rt7 M3 “2—FOREMIIK L TRBESNLAEEOSH LT —F DR

# Tho, MFP il E OFMM G ETHEH L TWAHI5E, FIHREZ2IREBICH L LT OmEg 7 7 A
N RERAR LT D,

® BEEILTVUERTFAIL
IIAT Y RPCOOEHO Y &7 RITARKWIC I — K& TER I ILEE S LD MFP (I
EMENTRE LS N EiB 7 7 1 L,

& XX v UEBZRIFAI
MFP TEDHTAX ¥ U LICEIR T 7 A /b, ZZTIEAF Y U EITOTFHAZT DA —NLT R X
E-mail (SMIME) Tikff79 2#EHZEEL T5,

A EER CIC L D EEREE L L CTIREESND Y a TOMEIE T 7 A Nt BN Y OHEER DT
(ZFE 0 I DFEIRI DS HRRE L 72 > TIRE SN DY a TOHME 7 7 A V5, LR ORISR LT DG~
7 A VLS E, MFP O FRAICB W THRES D Z ERNERESNRW T, G L 1T hb 7
AN
—7J5, MFP % V) — Z3H, BEIET 5722 EFANKT L2854 HDD N EHIcH > 2o 7m &=
—FOEENLRE SN DT —F BNYEAICEEN C L E > 7285413, =— I3 HDD (2779 5 Hifg
7 7 A NVOIREATREEZ AT D, o CZOHRAEFUTOT =4 7 7 A ViRt L+ 5,

® BEEILTYULTFAIL
& XX v UEHRITFAIL
® FUAEYEBIFAI
> FFHEREBICH D a TOEBR T 7 AL
o REEZEI7AI
> b7V v N7 7 A NUSNORE S DR T 7 A L
® HDD ZFEEZR 771U
> AR HIBREME (7 7 A VEBSEIROAIER) 7210 TIXAIBRS v72vy, HDD 7 — & fEIRIC 5%
FETH77 A0
o EREETIFAIL
> BT 7 A VIERIZB W TERESNZT Vo RT VTF—2 77 ()L
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3.2. AR H
AREITiX, TOE OFHBREICET DRt 2355 L. ST 5,

A.ADMIN (‘EEBED ABEHE)
TWHEL, SO &KE L L THFEIND —EHOEEIZBWT, BEE R Z1TAII THA UV,

A.SERVICE (H—ERXRT V=70 ABIEHE)
P—ERAT V=TI, RO ZE L LTCH SN —HEOEEIIBWT, BEAF-T2174
= eYAAR

ANETWORK (MFP @y kT —% EHEH)
TOE ik &5 MFP # 3% &4 547 4 AN LAN xR v U —7 L SN DA 1.
SRy R T — 2 v MFP ~7 7 A TX 70,

A.SECRET (R#Z1RERICEET 2 EASEH)
TOE OFHIZBWTHHAIN DL RAY — KRG ST — Rk, EFRHEL SRR LRV,

A.IC-CARD (IC A— FIZE8¥ % ERAEH)
TOE OFFIZBWTHHEN S IC I— Rk, EYARa—HF g S Tn5,

ASETTING (£*al) T4 ICET HEMERESEH)
CEHRE ONAT — R a2 T B R EE - 2 G A IO S AR E A R D,
- EMRZWHERE R A &4 5,
- f v BZ—F v MR TOE EEgrE 2R AR &5,
c AT I AR ERIAART 15,
- HDD v v 7 BfEDR EE AT 5,
- CF v v 7 BREDREE AT D,
- B RE 2 R T 2 BA0T. W B L REORE A AT D,
Y —v RV =Tou A VEEEERET D,
c INFIVLIAD D DEREEEIC L DR EE A & T 5,

3.3. E®
ARHEi<iX, TOE OF AR TOE FHREICBWTHEINAFEZHA L, HT 5,

T.DISCARD-MFP (MFP M) —RiEH, BEZE)
U — A, FITBEHE L Ao o7 MFP 3EI SN -54. BEEZRi- 7% 72, MFP A® HDD,
NVRAM Zfifffrd 2 Z L2k, b7V 77 A0, AX Y VBT 7 A, A AT
g7 7 A, REEG T 7 A v, HDD BAFEG 7 7 A v, BEEE 7 7 A /L, fRE I LTV
KR NAY — REOREGTHRNIIRS D,

T.BRING-OUT-STORAGE (HDD OAIELFEHBHL)
CHEERFSERCEE Yo7 — YN, MFPN® HDD # AR EICELH U THETT5Z L1
Ko, BETYV RN T 74N, AX XY VBB T AN, AUAEVEBT 7 AV, RE R
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7 74/, HDD A7 7 7 A /b, BRERE 7 7 A V| BE STV AR/ SR U — RENF
WT 5,

B Ao EREE o2 — Y0, MFP N® HDD ZAEICT Oz b, TVhxbi
72 HDD (I3 72 IS S b 7Y 7 7 ANV Ay VBT 7 A )V A A BT 7 A )1
REBBR T 7 4L, HDD R FER 7 7 A /b, BBEET 7 AL, REIINLTWEEFERIRAT —
RENERBSN, BEAFH - ECEE L b2 —WEL, 20T 00227~ HDD 28 6bH LT
T 52 LiIckh, ZROHEBRT 7 A VENFERT S,

TBRING-OUT-CF (A /X 759 atE®YDARELGEFELHL)
HEAESERESELEoma—YR, MFPNO a7 v 75 vy a2 AE ) ZRECEBH
L. NEREESHRZOND, HDOWE, 27 F 7Ty valTohzondl bicky, B
LYV AT AHEEOA T Y =7 b a— FEOAREXR TOE TEfESE 5, BElb7 Vv F 774
IWVEOLREGENIRET .

3.4. #BOEX) T4 A

A ST Tld, WEMENEE SN DREIREEICKTH47 4 ANLAN EOtEF = )7 1 kK L
LT, 77 A NVORE AR ER S, BA MM LI A=V ORBERTFR S D K5 ek - R
FITHHG LT TOE v = U 7 ¢ BREEAAET D,

LUTIC TOE 24 2MfIc Tl SN2 X U 7 4 Fdtaiil L, #iid 2.

P.COMMUNICATION-CRYPTO (H{& 7 7 1 JLDEESLE(E)
IT BEZREIC CEZEEINDIMEEOEWEBR 7 7 AV BTV F 77 A0, A%y HE
T AN) X, B LSRR S50,

P.COMMUNICATION-SIGN (E{&7 741 ILDESR)
MEEOBEWESR T 7 AV (AF Y VBT 7 A V) ZET A —)VTIE, TP ZVBLNINE

NRT IR 6720,

P.DECRYPT-PRINT (E{&2 74 ILDES)
MFP T35 L7=REMEOBWER 7 7 AL BTV b7 7A0) X, TDOT 7 A IVEER

LZRIAB 2R 2 2 L 3FF T S,
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4. wF 2T WRAH

ARFE T, 3 TS TB S N-pitdtt, B, MotV 7 1 Hét2%15 T, TOE L' TOE
OFIHBREEIC TR TR X =2 U T 4 (R FHIZHOWTFERT 5, LT, TOE Ot X = U7 ¢ k5K
B BEOTF 2 U T 4 R GEHI L TReik 3 %,

41. TOE X2 T4« XK AE
AKEITIL, TOEDEFx =2V T 4 xR AGEHZIOWTHBI L, Fi3 %,

O.DECRYPT-PRINT (BB FTUU F 271 IL1ES)
TOE 1%, B 57V > b7 7 A VDAERICHA L7z IC B — FIcD &, Yt 7) o b7 74
VO ZFA 45,

O.OVERWRITE-ALL (582 L& ZHIE)
TOE |Z, MFP W® HDD O3 X TO7 — X FHIKICHIBRAT —# % EEX L, HoPHrHEBT —X
EEIBARAREICT 5, ELEHENRE LTEMEEDOH S NVRAM EO/XZAT — R (FEHE /IR
J— K, HDD 2 v 7 "2 T — R, CFr v 7 82T — K, BEE(bT — R) 3REMEE OIS 54
REZ AT 5,

O.CRYPTO-KEY (F§B#4RL)
TOE (X, MFP A® HDD IZE XA EN IR S INTWRWEER T 7 4 VERE S L TRIET S
=DM S #EE LT D,

O.CHECK-HDD (HDD M IE &t4:5:2)
TOE (Z. IEL\VHDD BB I TND I &5 RiET 5.,

O.CHECK-CF (CF MDIE41tERERR)
TOE (. EFLWCFREBINTWAZ LA REET 5,

O.MAIL-CRYPTO (S/MIME QF|FA. BES1k)
TOE X, A¥% ¥ VEE O E-mail #EICBW T FHEZFOENRIZS L TAX v VHEBEK LT 5,

O.MAIL-SIGN (S/MIME OFIFH. 24)
TOE (%, A% ¥ VE{EO E-mail X528V T, FIAZFOERIZIG CTT DX NVELUBO -9
VEREFLENTEAF Yy VEiBEEZ ST Emall T—Z DA v —UF A4 P 2 NEERRT S,

O.CRYPTO- CAPABILITY (FES{c#reEf AT -0 HR— FBIE)
TOE 1%, B5{b¥ v M X DR S{LESEE 2RI 9 2 72 DI B @ifE A2 R — b9 5,

O.LOCK-HDD-CAPABILITY (HDD A/ #eZxFMAT 5-HDHR— FEE)
TOE (%. HDD (2 X% HDD & v 7 #REZ R 5 72 DI LB R 8ifE &2 Y R— b9 5,

O.LOCK-CF-CAPABILITY (CF By Y #EEEZRAT 5 -DYR— FEIE)
TOE X, CFIZXL% CF v v 7EEEZFIHT 2 72 DI B 8ifEA2 VR — b9 5,
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O.PKI-CAPABILITY (PKI#8eZxFIF3 5= DY HR— FEiE)
TOE X, #— R U =X KO IC #— R L L CERB SN DHEE(LTY > b7 7 A /LiRE, Scan To
Me #aE A2 FIH T 5 72912, ActiveDirectory ZFH LT — KU =X K NIC I — R~D L E 72 H)
{EZYHR— T 5,

42 ERBEOLX1) T4 0EKAH

AHiTlx., TOE OEABREOEX 2 U T ¢ 35E 8t 23T %,

OE.ADMIN ({§fETZ5EEE)
MFP ZF|H T 2RO EEE 1L, TOE 23 #5# <4125 MFP OERICRB W TR b= &d 2 52
\CFEATTH AN EHE IR ET D,

OE.SERVICE (y—ERI VP77 DRI
* MFP Z{%5FEHT MO FHEE 1L, TOE O E, ¥~ b7 v 7RO TOE 23 ## S5 MFP
DERSFICB O TS N EEE BIUCTTT B L) I —EAT U V=T 2 HAET 5,
CEBREFIL, VAT V=TI L5 TOE M i S D MFP D A 7 F 0 AEEITIE 9,

OE.CARD-USER (IC A— FDO#F|H)
IC 7 — ROFEEIL., eV v h 7 7 A NVEEBALT LT, IC H— R, ROEH T A4
ERFHL, Ax%x VBB 7 7 AV ER ST D8, IC h— REFIHT 5,

OE.IC-CARD (IC 1— FORAEH)
- MFP #FIH3 2O ZEH L, M CHAT 27208 TLEIC h—R%E, £DIC H—F
DA PN SN D IE LWRIHAE A~ 5,
« MFP A4 20 ZEE 13, FIHAEICK LT IC — FOMA~DERE, 5220k L,
D JE A2 K S H 5,

OE.NETWORK (MFP Q##d 5+ v D —5IEE)
MFP ZFIH4 2O ZEE L. SMB+ry hU—2 236 TOE Mg SN s MFP ~07 7 & A
BT A0 7 7 AT U — NI EOERERRE LT, A5 ORIER AR EZ EE T 5,

OE.SECRET (MZERBO @AY L EE)

FHEL, UTIORTERZEmT 5,

CEHHERSAT — RIC 8HLL EDEERET D,

- HHENSZT— R, HDD 1y 7 82U — R CF By 7/ 20—, WbV — FICHEITRE
TREA R E L7V,

CEHENAT—R HDD v v 7 82U — R CFu vy 7 /82U — R 5LV — FE2RET S,
cEHZESATU—FK, HDD vy 7 %27 —F, CF v v 7 /XAU— K, BBtV — NOMEEEHE
179,

=R V=T IFU PICRTER A ET S,

« CE N AU — RIZHERIFTBE R 2 5% E L 72\,

« CENRU— REfUET 5,

- CE X 2AU— FROWMHEELE %2179,

CEHENSRAT— REEETH56, SHILLEOMHEZRET 5,
R V=T NEEENAY — REER LG EER, BEEICEONICET IS,
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OE.SIGN (Z&fFE5EDRIE)
<IC I — FOFEE L, BEEOBEWEGET —% % MFP 2527 7 A 7 b PCIZ&EAT 5B, &%
TELEINT 5,
CEHEIX, TUXNBAMNGHEREE, wmHNS L <IMERICEL ZMNT AR EICT D,

OE.SETTING-SECURITY (¥ U T« ICET 5EERTE)
- EHFIT, FRAEEMERR I RE DR E R (%)) (GRGEELEELLL) 1235,
- R U=, EmRZEERE L [£51E) 1295,
=RV =TIE, A X —F v MEH TOE BHREE 251k 1235,
=RV =T R, AT RRER TR 125,
- EHFIT, HDD v v 7 iiex [H%)) 1295,
- EHEIX, CFu v ZiiEE THZ) 1275,
- B EALSRE A R T 256, BWERE SR SuEEE TH%) 1235, 38
P RT V=TI, R U= T HREERE SR (AR 10T 5,
CEHEZ, v NI RAEOFHEREICI I RESE 2L 12T 5,

OE.DRIVER (BR FS 4 /\OFMA)

IC #— K& IX, 7747 F PCICLLFOEMZHT-3THA KT A4 \2RET 5,
s LEOREBICHWD T o &7 A dbm o LRk 2R — N LTWn5,

- IC 71— RNOARSEE AW - OB B(LLEE Z R — LT\ 5,

- SP800-67 IZi & L7z B b7 v TV XA KRR ZHR— kL TW5,

S R ASRE ORI ICIZA T g L DAL T BTy g v F v TOMA (F—E R V=72 k% MFP ~0#
%) 75”2\%0
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43. X211 T 4 FEKRFEHIER

431 HEM

AffRSett, B, KOO =2V 7 1 et vFd 2 U 7 4 IR G E Otk &2 TRITRT,
T2 U T iAW ENDRLE S 1 HOULORHESM, B, Mot F 2T 0 FEHTHIE L
TWDZEZRLTVD,

x 1 AHREH. BE. BBOEX 1) TAARHICHI DX T4 AKAEHDESHE
HBOtExa) T4 H8t
ATZ

ZR

NINAVY'V
ADINH3ISVY
MNHOMLIAN'Y
13403S'V
advo-oI'vy
ONILLIS'Y
ddN-ddvosIa'l
40-1NO-ONIdg'L
INIdd-1dAdO3d’d

IOVHOLS-1NO-ONI¥g'L
O1ldAHO-NOILVIOINNANNOD'd
NOIS-NOILVIOINNWINOD'd

Xa )T /KA
O.DECRYPT-PRINT o [ )
O.OVERWRITE-ALL o
O.CRYPTO-KEY o
0O.CHECK-HDD o
O.CHECK-CF o
O.MAIL-CRYPTO o
O.MAIL-SIGN o
O.CRYPTO-CAPABILITY

O.LOCK-HDD-CAPABILITY
O.LOCK-CF-CAPABILITY o
O.PKI-CAPABILITY L AK
OE.ADMIN o
OE.SERVICE o
OE.CARD-USER
OE.IC-CARD o L)
OE.NETWORK o
OE.SECRET o
OE.SIGN o
OE.SETTING-SECURITY o
OE.DRIVER L)

4.3.2. BTREHICRT B+ 01

ARSI T 28 F 2 U 7 4 AR GEHS SV TUUTICHAT %,

® AADMIN (EEE®DABEH)
AREMIL, BHENEEEZFHZRVWI EEHEEL TN,
OE.ADMIN /%, MFP ZFIH3 5##%k2 MFP 2R3+ 2B W TEEOB T 5 Az &8
FIHRET D10, BEHEOGEEENSERIND,
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® ASERVICE (W —ERIT V=70 AKEH)
AL, —bE 2 P RNEELREEVWI L AEEL TV,

OE.SERVICE /X, MFP Z {5 E 4 5kl — A P =T 2 H8ET5H, £-EH
FlL, Y—ERZ V=TI AT T AR LS ) ZENRESNTWA 2D, —

EAT V=T OISR S D

® A.NETWORK (MFP @M%y kTJ—4 i)

KRG A7 + AN LAN OINBF > b U — 27 IO ARRFEZE DB L DWW EMThhan

ZEEBELTND,

OENETWORK (%, MRy FU—21nb MFP ~D7T 7 2 A %M 572D 7 74T U —
NIR E DR ERET D Z LI L VAN OO RERADEIEZBE L T Y | AEMBITEBLS

no,

® A.SECRET (MEIRIRICEET 5 EREH)

AZMX, TOE OFFICBWTHEA SN DEE /AT — R, BE(L T — FASFIHE L v IRl L7

WZ EEBEELTND,

OE.SECRET i%, BHENEHE AT — K, BE5{kV— K, HDDr vy 7 XAU—FK CF o v
JNRAT— RICHETHERRAZE_T 52 L2 BEL W5, £/2, = A= V=7 CE
PNAT— RICET AEAHANZ M L, SEEICRH LT, BHFE 2T — NCET &A%

FhiSEDLZLEHEL TR, AEMFTEREND,

® A.IC-CARD (IC A— FIZEY 2 ZRAEH)

AL, TOE OFHICBWTHEH SN D IC T — FFELENEHEIATEY, ICH—FD

FIAEITIEY a—FThHZ LA BELTND,

OE.IC-CARD (%, R T& % PKI BRERIC LV BTSNz IC U — Fa v, Mo BEEH T IC
71— RO, B ZBEEUNZITO Z &2 HEL TWD, EEMBROEFMEN IC— RO —HF(C
xF L CHIBREII oA SR DS 7 155 & A R 5 Z L 2 BUE L TR Y A WREZR IC 1 — 1
DAL O BFEFHEPEX LRWRAFICHTR S ND Z i3k, K-> TIC 1 — FOFTAHE N IES 2

A—PFLRDTD, ARMMIEHSND,

ASETTING (%) T« BT 2EEREEH)

KREMT, X2V T ICET 2EERERM 272 T LU FORED TOE (28 L TIThb TS

ZEEEEL TS,

CEHF KT AR T — R v 7 ORI,

s - RV =T OEIREZK O,

Y —BERT V=T OA X —F v MNEH TOE Bk,
=B R T=T DA T ABEDEE,

- EHHEIC L D HDD v v 7 BRE DA hE,

- EHEIC L D CF v v 7 BEEDH ML,

- WS bRe A FIH T 256 0, A X DS BERED A2k,
s =R V=T RIS RED A L,

Xy MU — T R OEHEEREEIC L DRERE DRI,

OE.SETTING-SECURITY (%, L ETOEBIZK LT LEGLOMEY OREL T 5 2 L 2 HUE

LTEY., ARMIEHASLD,
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433. ZERIZ®T H+01E
BRUCRHT 5% 2 U T 4R GEHT DWW TLLTICET %,

® T.DISCARD-MFP (MFP D) —RiEH, BEXE)
KEBIL, =5 EIRENZ MFP X 0 EHRIRR T 5 fgetE 248 E L T\ 5,
O.OVERWRITE-ALL /%, TOE 7% HDD ORFEICHIBRHOT — % % LEX T L2 21 L |
NVRAM OE#RZ T2 & LTHE Y  MFP BRI SN HENC Z OMEEL2 EITT5 2 Lick-
T, BEOREERII®RESLD,
L7z o TARE I Hastit s Tuna,

® T.BRING-OUT-STORAGE (HDD OFEX#EHEHHL)
AEEIL., MFP ZFH L TWAEMBREENS HDD NEAHEN S, £7-13RIEZ HDD 23H Y
FFonT, 22T —4REEEINLEZATRbEESNSZ EI2X Y, HDD NOEB 7 7 A
VNIRRT S FTREME A EE L T b,
Z Uk LT O.LOCK-HDD-CAPABILITY (2 & W HDD & v 27 86 % R4 % 72 OBEA R
— M &h., HDD v v 7 HEENEET S Z LI K » THBO WREME TR S L 5, F7-m 5k 7 1
FrvarFyFEEELTHAEEA. O.CRYPTO-KEY (X, TOE 78 HDD ICEX AL N LM
ILENTWARWER T 7 A LEREELT 270D S8 %2 4/ L. 0.CRYPTO— CAPABILITY
WXV b7 eT 7T 7y a v Fy T TORGIEREZRAT 270 0EER Y R—Fah b
7=, BEORREMEIIRB S NG, £, B kT uTr 7 arFy IR VEB{LENT
WRWEEEALZ Y o b7 7 A 2OV THE, OEIC-CARD (2L Y IC 1 — ROFTAE N IEY 7r
—H¥ThHsHZ L, &5121F O.DECRYPT-PRINT (2 X 0BTV v b7 7 A VOERICFIH L
72 1C 1 — RIZOBYHIEBAL T U o v 7 7 A VOHIRINHERI SN D Z LD R O RTREME 1Tt
HIh5,
HDD 2399254 C, HDD v v 7#iE%E 7272\ HDD BNEESND Z &2k, Fbi
N TIRIRT D fEBRYEDNFAET 523, O.CHECK-HDD (2 X ¥ . TOE |2 & » T#&E & T % HDD
OESBERBIEESND =0, Tz 67 HDD (235 — 2 2EX AT Z L3R, Lo
THBEOFRERIIRES NS,
L7e o TREBBIZHosi S Tun b,

® TBRING-OUT-CF (A2 /\J 259 a tEYDRELFEHHL)
AEBIT2 R b7 Ty va AR Y RRLHEER, 725 TOE K OERICES L S CE
ENDZ EIZL > TRIEARBIENTON D AlfgEE2EE L TV 5,
O.LOCK-CF-CAPABILITY {2 & ¥ CF 7 v 7 Be A2 FIA T 272D OBEN YR — b Zh, CF 1
o JHSRENENMET B = LT ko TERBIO FTREMEITER S L 5,
CF 3T umhzbnT, CF ry s ifea A7\, b LLIXCF vy 7 #iEr@EifESE22 CF
MEREINDHZEIZEY, BX =2 U T ¢ ICBE# T 23R EMAMETS 72 IRRE CEMET 2 Rt T 1E
T 5, ZHIK L TIL, O.CHECK-CF 2LV, TOE |IZX» Ti&E I TW\5 CF OIESPED
SEENBTO, Tz b CF TEMET A Z LT, Lo TERBOREMIZRESN
%o
L7z o TAREBITHaxtiishTun s,

434 HBOEF1 Y T4 AHICHT S+

MO EX 2V T 4 HEHTHIGET DX 2 U T 4 MR ITEHTOWTLAFIZHAT 5,
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® P.COMMUNICATION-CRYPTO (E{& 7 7 1 ILDEELEE)

AHREOEF 2V T 4 FEHE, F v bU—7 BTN S REEOEWEBR 7 7 AL (ST
YRT7r AN, AXx VIR T 7 A V) IZOWTC, REMEERT LD, R LTIt E
HEL TS,

O.MAIL-CRYPTO (2 XY, MFP b a2—FHHED I T4 72k PC~A— /L TEFEEIND A
Ty LR T 7 A VIR LT, W5k T 288RE 4283 %, OE.CARD-USER (2L ¥V, MFP
W57 T4 T v b PC~EMTHEILIC h— R, 7747 b PCh 5 MFP (22513 5 B81% IC
H—REFEHRIAREFHT L L 2ERkT 5, £/, TOBEOHEM K7 A \Z OE.DRIVER
WX VEBRT — 222X a7 IROLOEFIHT L2 ENEREN D, & 512 OEIC-CARD (2 &
STICH— ROFEENIEYSR2—YFTHDHI LEERT D, Lo ThREX =2 U T ¢ HEHTERK
b,

® P.COMMUNICATION-SIGN (E{&Z7 71 ILDESR)

AfFEDOYE X2 VT 4 FEHE, A—/v (SIMIME) %AW TS MEMLEDOEWEB T 714 v (A
Xy VAT 7 AN) IZONWT, BAEMINTLZLE2MELTWD,

OESIGN (XYW, MFP /527 947> h PCA~A—LICTEMNENDI ARy LTZEg 7 7 A
K L TR TBLBMINEN S, 0.MAIL-SIGN, X O.PKI-CAPABILITY (2 X v . MFP 7>
La—YFHEDI TAT 2 F PC~A—MITEREENDIAF Y LEEEE T 7 A Vizxk LT IC
J1— REFIH L CEL Z MY 2H6E2 42495, X512 OE.IC-CARD 12 & - T IC #— ROFT
BENIEL 22—V THDLHI L E2HERTH, Lo TREX2 YT ¢ FEHTER I LD,

® P. DECRYPT-PRINT (Ei{&7 741 LDES)
KO X 2V T 1 HEHE, 77 AN EAERLEFAE (IC I — ROFEE) ORMRKEEL
VY N7 7 A MCHTBRIRNTAS Z EEBELTND,
O.DECRYPT-PRINT (%, TOE |%, ZDH (LT V> F 7 7 A L&A LIZ IC 1— KDORIZ,
ZOREEALT V) h 7 7 A VORI EFAT5H5E LTS, &5(Z0EIC-CARD (2L ~TICH
— RFOFTBEENELLBFHIND Z L E2ERT S,
Wbt N7 7 A NVDOEFUHIINE T 07 0 ThHDH IC T— REFIHT 50,
O.PKI-CAPABILITY T k& » TEDOEENR I R— FSh 3,
L7eRo TR O X2 U7 ¢ HEHE, R T D720+ 0Th S,
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5 ¥R VAER—RU FEE
5.1. YisRigRED VA R—F > b

A ST Tl JEEEEEa R — R NE 3 OEHRT D, X2 U 7 A BEEHOMLEM, 7Y
VI TEFROEMHEIILLTO®Y ThH B,

® FAD RIP.1

FRFET =2 KOTSF T — 2 ORAFERERET D2 L2 ERT DX 2V 7 A HEBEAETH 5.

> RO EN
TSF 57— % OERAFIERREL HET 20N D D0, A RREOBRS25HT %2
T A BEREEA X, FIAE T —ZI12kd 5 FDP_RIP1 L2xR247= 5700, KER A2 7-79 &%
2 U7 ¢ BEREERIIAFAE L2\,

> WAL 5X (FAD) DOEH
FIRET =42 KO TSF 7 —2 DX, WFOT—2DtF¥ = U7 ¢ Ziil] Lz B3
VW, FoTHLWI FAEERLL,

> #@RALE=772) (RIP) OEH
FDP 7 7 AD%#7 7 I U BN T AR EFAL T, TSF 77— X ETHEEIERELZHD
Thr7d, ZOo77IV LR—T~VEEA LTz,

® FIA_EID.1

TOE BN T 4 T 4 ~T 7B AT HBORMEZRET 58 x 2 ) T 4 HEEEETH D,

> RO EN
TOE PMNB= T 4 T 4 DT 7 BAINDITA%KBRT 5D TiE7e <, TOE B &340 =
VT AT AWK LTHET DITA~DEKRETH Y REREZW -T2 =2 U7 ¢ BEEEIFRIIAT
EL720,

> WRALEYSX (FIA) OER
T T 4T ZHNT DL EZREL TWATD, BBIREEO R X = U T ¢ HREE
AELEODDLFIA Y T ANRRETH D,

> @RALEZ7731 (EID) O¥EH
ARESRNFIT, BEFE7 7 I VIS L TNEZIDRE L2 b DIZITEES L el s s, Lo
THLWZ 7 IV EEHR L,

® FIT_CAP1

TOE N ITERE: Th AT 4T 4 DB X2 U T 4 HEEEZ AT 572012 TOE ([CH4E

BEHEHET OO0 X2 U T 4 MEETH D,

> RO EHE
TOE MM DEX 2 U7 AR T 256, AMBOEX 2 U 7 o BENELICEX 2T
ThHIELEETHLN, HMBOEX =V 7 ¢ BiEE IEL W2 72372912 TOE 2342
eI REFENIFEFICEETH D, Lo LARERD X5 2BE&ITEx = V7  MIEEFII3fF
fEL720,

> BALEZY SR (FIT) OEH
CC/R— R 22T WVH LWERTHDLD, HTLWI TAEER LT,

> WRALEZ731) (CAP1) MOERH
7 ZAERRRIZ CC /83— F 2123 WH LWERTH LD, HiLWIZ 7 IV EEFRL,
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5.1.1. FAD RIP1 DEE

o VS RE
FAD : &7 — % Ofxi#
BEFR D E IR : FAD (Functional requirement for All Data protection )

e VSADHE
ZDY7 T AL, MHET —%, TSF T — % ORI Ri#T 52 LICEET 28424587 5
T IUDBREENDS, AMETIE1o07 7 I U BNEFEET D,

— &7 — XA #RE (FAD_RIP) ;

® J7IMDABHEL
ZO77 IV, BIBRENTHERN ELT 728N, KOBH LMEKR LA TV =2 b,
TSF 57— %07 7 B AR[RRICT 5N & TR WEREZ B LRV E D ICT A EEICKHET 5, Z
D77 VX, WEEMICHIBR E I3 S e’ TOE NI E2FET 5 alREMEDR B 5 1F HiTxt
THRELHERT S,

® JUR—FR FDLANILFIT

[ FADRIP 27— 0BEEHREE | — 1 |

FAD_RIP.1 : [H/RAGZRIEEBIES ORT — X OERFEEREH#] 1X. TSF [k -> THIE NS E
REFAAT V=7 vOV Ty bR, BIROE Y TH D WIEEY THRICBWT, FOEFEO Y
DEIFERANF BRI TE 222 &% TSF MRFET 5 2 L 28R 2,

EZ® : FAD_RIP.1

WRA 70 IH R IRAEZ2AT O R B SR 2 & Lol

&1 : FAD_RIP.1

TFTRENDEHT 7T 4 BT 413720,

FAD_RIP.1 AR HERFRDOET— 2 DERFHERERE

FAD_RIP.1.1

TSF X, U FDOAT Y7 b EONTSE 7 —#Zx%T 2 R ERIEICBW T, BRICEID Yoz
PRI EDERONE B TE R TEHZ 2RI LRITER SR BN 77222 pD U X PR
INTSF =— 4D Y X},

THRIBEfE ;7L
IR i kL
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5.1.2. FIA_EID.1 DE%

o J7IDABEL
o077 I0E, TOEADITRETZY T 47 4 03X 2 V7 HREZIRIET 28546, ITRES
YT AT AMAEILTONZHN TR & EHERT D MBI T 5,
ZO77IVIEITERET T 47 4 OESHEORGEEEZ HKRT 5,

® JVR—FRY FDLALAFIT

FIAED 79 tX%DEE

IEFROEM : EID (External entity IDentification)

FIA_EID.1: ITOE 2607 7B At G A IT BIE T 47 0 O 1, ITBRE T
AT A LTCT 7 v a e T 2N ITRET T 47 4 OIESMHMGEE (2 2 TIEEAD 12
T 52 & aBRT D,

EZE : FIA_EID.1

FAU GEN t¥% =2 U 7 4 EET — X AR PPIST IZEENTWIUL LLFDOT 7 v 3 VB EERGIZT RET
H5,

a) b BEShD ITRET T 7 4 #BERE &0, ITRET T 47 4332 B = X LORREHEH
b) A SN D ITERET VT 47 4 BAERE ST, ITRET T 4 7 A A D= A LOFT T

HI : FIA_EID.1

UToT7va NI FMT IR AEHEELEX N D,
a) ITEREXVT 47 4IRS

FIA_EID.1 TOEMNLDT IV ERARMRELD ITRIET VT 14 T 1 DA

FIA_EID.1.1

TSFiZ. TOE b ITEBRET T 4T I LTT 7 v a T 500N, O ITRET T T 4 ORI
RET B 2 L AR LTI S0,

FIA_EID.1.2

TSF L, IT®RET T 47 4 OFBINTKK LI=%E, TOE D ITRIEZ VT 4 T 4T 7 7> a v
DOE 251k LA i 57w,

TRIBEE L

KT : 7L
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5.1.3. FIT_CAP1 DE%

® VSRE
FIT : ITRE= T 7 ¢ & Ouiff
MEFRDEBL : FIT (Functional requirement for IT environment support)

® 75X0)/S\635L\
DI TR, ITREC T 4T 4 PRI 282 ) 7 40— AR FICEEES 5 Bt 4
BETH77IUNREEND, KT 1207 7 I UNGFET D,
— IT®EZ T 47 1 OFIF (FIT_CAP) ;

@ J7IDADEWL
ZO77 IV ITRECZ T 4T 40X T A EZFIFHTICHZ-> T, TOE ([T /B L
R DRETIDEFRICKIET D,

® JVR—FY FDLALAIT

FITL.CAP  ITRIEIVTATADFATH-HDEAN

WEF D EM: : CAP (CAPability of using IT environment)

FIT_ CAP1: [T ®REE= T 4T 4 DEx2 VT 4 —E2FHBEORES ] X, ITERET T«
TANRMET 22U T 4 HEELZIELLFIHT 57200 TOE ([ZHE L 72 58810 BARMEIZ %
a5,

EXE : FIT_CAP1

FAU GEN t % =2 U 7 4 BEET — X AR PP/IST IZEENTWIUL LLFDOT 7 v a VB EERGIZT RET
H5,

a) B/ ITRETCT 47 41T 5B EDRIK

b) EAR ITREETLT 47 4k T 2T _RCOBEOHER (lsh, %0

&I : FIT_CAP.1

UTDOT 73 a A3 FMT BT 58 HBEREE ZE2 b5,
FTRENDEHT 7T 4 BT 41370,

FIT_CAP.1 TREIVTFAT4DEX2) T+ H—EXFIABROEN

FIT_CAPRP.1.1

TSF X, BN ITHEE T 7 ¢ 7 PRI T ZEF= V7 F— XK LT, 20— 2 %F|HT5
T2 DI REN 2R Uit iE e S0 BN F = U7 Y — E X DEEICLZELRFE D Y X ],

TP L

R R/
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6. ITEXaUTA4EH

ARETIE, TOE Bx = U T 4 BHIZHOWTERIRT 5,

<GRILERIZDOVT>

TOE IZH/EEL END5 X2 7 ¢ R EF 2R T 5, Mgk R —x> MM, CC/3— 1 2
THESNTWAbOFEHEHEHL, 7V bE—0b0EFHT 5, CC/Y— |k 2 IZFEi# S 720
B LWVEMEMIL, CC/i—h 2 EHA LRV T L&k L CGRI LT 5,

<tFalTqHEEH “BE OBRRAE>

UToOZRIBROFIZBNT, A XU v 7 HOR—/)L FTRENDEEIT. “BIM", F720F B/ &
NTWLZELERT T H—FA4 L TRENDPXDEZRITENEETA XY v 7 HOHR—/L KT
IRSNDERLIX, T U H—T A ENTRCEF FEME” ShTnbdZ & ERT, Z-ULDRIC
FEIUT T TR ENDHESIEL, Uik 2 M IEL” SN THERHINL TS Z L ERT,

<KEMDBRATEE>
KAFPEDORRIC BN THRIMS T “( )7 SneHimand 70E, KSTICTHEH SN X =
UT 4 MEREEME D T~V ZoRd, TR STIZTHEM T 2 MEMEDIRWKIFIETH 25613, RFEIN
PIZT “EH LRV LRl L TWn5D,
6.1. TOEtFxa1) T+ EH

6.1.1. TOE X a1 7 1 H4REEH

6.1.1.1. BE&YHR—F

FCS_CKM.1 EERERM

FCS_CKM.1.1

TSF 1%, LA FOLEI: gD J X ICEET 5., BE SN ERAERT NIV X LB stk
LT Y XA EFRE SN BEE BN AR > T, BEEHE AR LT ER bR 0,

[EIfd: gD J 2 F
% 2 BEEREHL ¥ -T/T) XL - BROBE IZ78

(Eff: BB 7= XA]
(5 2 BEERAEWL (B 7T XA - BRDOEHE IZ5%

IR A5
[ 2 WEERELH FEE - T/eTY XA - RROME ISR

THRIFE R coomL
IR : FCS_CKM.2 or FCS_COP.1 (FCS_COP.1 (—##%R o)), FCS_CKM.4 G L7\>)

®2 BEREN FE-TLIUXL - BROBRK

BEDY R K EESHEERTIT Y XL EERE
FIPS 186-2 BELEL BTV T Y XA - 128 bit
- 192 bit
- 168 bit
- 256 bit
2= I S BB AR =% 3 /% HDD BEFERER T 2T T XA 256 bit
(SHA256)
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FCS_COP.1 ek

FCS_COP.1.1

TSF %, [HIfd: 2DV 2 MNCEET 5. FrE SNl 57 v 3 ) AL[EIS: #F5 717 XA L
RES: g 58RI E > (B FEHEFD Y X M E2FATLRITIIER SR,

it

[BIfd: gD J X F
I 3 BEEHE T/NTY XA -8R - lESBRIEDIR IZ508

[EIff: ggE- 7 =Y XA]
(% 8 FEHBRE TAZY XA - B8R - FEEHRIEDBIR IC7E#

[(EIfF: r R
I3 3 IEEHIE ThATY XA - BE - lFEHRIEDLIR 12708

(BNt s 5 #Fo V) < F -
[26 3 WEGHRE T/ 7Y X5 - BE - EGHEIEDBIR 1Z708

I oL
fRFHE : FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—#%5d#4)), FCS_CKM.4
GE# I L72v>)

x 3 WBESEME 7ILIVXL-BE-BSREOCREK

ZEEDY R+ BE7ILIY XL EERE EEIRIEDHNE
FIPS PUB 197 | AES - 128 bit | SIMIME (55— % DiEEE
- 192 bit
- 256 bit
SP800-67 3-Key-Triple-DES - 168 bit | S/MIME (55 —% DhFEE
BEBAL Y > f 7 7oA L DEE
FIPS 186-2 RSA - 1024bit | S/MIME (57— 5 BEEED 7= 0 DIeiEsE (FEE42)
- 2048 bit | DREEE
- 83072 bit
- 4096 bit
FIPS 180-2 SHA-1 N/A Ay =54z X P DEME
FIPS 180-2 SHA-256 N/A Ay =5 X P DERE
6.1.1.2. Al & 523
FIA_AFL.1[1] PR BEFDER Y KLY

FIA AFL.1.1[1]

173 BRI ZIE ATREZR IE D B Ml D R NFBAERAT R E U le L 2 L 2T hid e 570,

TSF 1%, [ @ar#Fgo V2 B LT, IR [FIAEOBENE], [FIf1 725 AT RE 2 1B DREH I IC #5

(EIfy: BarFLRDO U X P
e P —EXE— NIZT I EXTSEDR
* OB WX T — FEHE T3 BEDH84F

GRIR: [F/f 1 IEDBELA ], [FV1]: FF2 FIRE 2 E DFEIEIN 125517 S B PR ZGE AT RE 7 IE DB ] -
(B FEFHEERE DB - 1~5 WIZE1T 3 B BEE RIE rJgE7R IE DEENE

FIA_AFL.1.2[1]

ZLRTER B R,

RS DOFEFERAT N E S LI RIBUC[BIN: #E TS, & Lo /k1L & TSFIL, [Biff: 72 2a>0 ) 2}

L3R &I 5, & Lla-7]
ET5

[Eift: 72 om0V X
<BHLEEBEDT 72>

w2293,
- RAFWRBE TR, CE /N U — PR T 3R s 2 v 2935,

c BARBETHIIE, V—EXF— FDBAREPS 22 F 7L, CE/NAT— FEFFHT S BAHE
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<BEEIFD =D DEEME>
HFELRIEL Y CERA 17 v 7 EERBRE #1775, (FFEEEIED S CE RAE 7 » 2 B 278 75 & SR
BRI T I B,)
L& : L
S . FIA_UAU.1 (FIA_UAU.2[1])
FIA_AFL.1[2] PR BEFDR Y KL
FIA_AFL.1.1[2]

TSF 1%, [ @arFgo V2 B LT, [BIR: [FIAEDOBENE], [FI1 75 AT RE & 1B D RGN I 5
173 BRI ZE ATREZR IE D Bl O R RGBT E U 7o L 2 L 2T hid e b0,

(BIf;: Rar#Eso ) X M o
- BHEETE — NIZ T 0 X T B DRI
- BHE NI T — FEHET SEDOFRE

G-I [Z111E DBEHAE], [ 7FF2 A REZME DIEPEI A IZ Fo 17 & BB R GE AT E /2 1E D34 E]
(BT FREEFIEER B DRG] - 1~6 PIIZF517 5 B BEZ RIE PR /R IE DEEHNE

FIA_AFL.1.2[2]

RROFBFERATNERE LIz BRI RN &9 3, 2 Lozl &, TSF i, [Bift: 7o2a0U X A
B LR IE 7 B0,

(B #ET S, 2 Lok
=15

[Eift: 720U X M
<BHLEBDOT S g2>
« BIFRETHIIL, BHEF— F~DBFREP LG T L, BHEE NI T — FEFFT 35850
rzry293,
- BAFWRE TR NIT, BHEENI D — FEFAFTSEi8ES 2 v 293,
<BEEIFD e > DEESE>
« F—EXF— NI TREES TS 2 > 2 ERIEE & 51773,
- TOE DEBHFEEIT 5, (EBHIED 6 EHERA R > 2 R EICABRAER TR PISB,)

T L : L
B
RFFMHE : FIA_UAU.1 (FIA_UAU.2[2])
FIA_AFL.1[3] FRRE BB DER Y FR LN
FIA_AFL.1.1[3]

TSF i, [BIff: Rar#seo V2 NS U<, BRI [P EDBEME], [ZIff: 7R85 aaE 2 fd O fspEImAIc %
I} B EPEEZE A RE R IE DFEEAE B O R R BFRAERA TN A Ul & Z 2 L hude 572w,
(Bt @ar#Fso YV X F
c NNRENI Y P —ERE— NI T2 8 R T BEDFRE
c NENL Y EEETE— FIC T2 v X7 5 BDRGEE
GRIR: [EfF1E DBEE], [F11: 725 Al gEZe f DFGPRINIC 3517 5 EEPEE R Al pE 22 IE DS fE]
(B EDBEHE] - 1
FIA_AFL.1.2[3]
AR OFBIERIT A E R LU RIR: &7 5, 2 LA-EE &, TSFIX, [BifN: 72200 X
LRI R 670,
GEIN: #93, 2 L/A/-7]
)
[Elff: 7oz XA
<BHLEEDFTZ > 52>
R DT T DAL ZEL
<FEENGFDE D DEEE>
5 BRI A BIfEL:
THIREE : L
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| k7t . FIA_UAU.1 (FIA_UAU.2[1]. FIA_UAU.2[2])

FIA_SOS.1[1] FE DREE

FIA_SOS.1.1[1]

TSF (X, % (CENZXD— R) BlEN: EEFEIALRERBNCEET D L ERIET D A =X A xRt
L7220 HE 7 5720,

[Eff: EFESALBERAE
- Kk 8
- XFH : 92 XFLIEDF 6 BN ATGE

TRIREE L

&kEFHE L

FIA_SOS.1[2] MWEDREE

FIA_SOS.1.1[2]

TSF 3. s (BHENIDT— L) BEW: EES5ArbBRBCABETH L2 BT A AN =A%
PN DR (A SR AN

(Bt EHZSINmERE
XFFE : 92 XFLLLEDF 7 6B R A jE

TRBEE - &L
& . L
FIA_SOS.1[3] FE DREE

FIA_SOS.1.1[3]

TSF X, % (HDD 2y 2 /NAXD— P, CF 2y 2/"X 07— R, FEED—F) BlEN: EE23hezmE
RENWEBT DI LEBEET 2 A= XL E R LT hER B0,

(Bt EHZSINLmERE
W 2047
« XFFE : 83 XFLILEDF 758K Al g
R D [RABEDIXFINEN THEE I TR,
Q XET B35 FREEDEPFECERESH TV SEEEHLLRLY,

TREEE . AL
REFHE . L
FIA_UAU.2[1] T2 avRDF BAER

FIA UAU.2.1[1]

TSF 1%, ZORHE (P—ERXRzP=7) #fRITT M0 TSF AT 7 2 a v 2FFa 3 280, £FH
B (P—ERXRTP=7) ISRV T 2 Z LA TR L ARTIE R B R,

TR E . FIA_UAU.1
RFMN . FIA_UID.1 (FIA_UID.2[1])
FIA_UAU.2[2] T a hiOF RAERE

FIA_UAU.2.1[2]

TSF X, ZORMME (BEZ) #7350 TSF T 7 v a 23§ 50, SFHE (BFEE)
WCRRRED TN T 2 Z E A BR L 2T TR b0,

Copyright © 2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
32/59



bizhub 751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GR0-18 AOPNOYO0-1D00-G00-11 &zl 7r&—o"w-

TIPS E . FIA UAU.1

REHE . FIA_UID.1 (FIA_UID.2[2])
FIA_UAU.6 BERET

FIA_UAU.6.1

TSF 1%, FAF[EI: Aaab A ZR IS RO Y X MO b & TRIME & FRIE LRI b,

(Bt AaRaE N BRI S KDY X ]
- BEEREHE N D — FEXE T ZHE
P —ERT =T R CENIT— FEHET 355
- BHEE P HDD & > 2 DRIEZEE T 355
- BEE PG BB EDRIE P B E T S55
- BEHEN CF 2y DREGTEET 355

TRIREE C L

&KEMN ;L

FIA_UAU.7 RESNERBIEITs—FNv Yy
FIA_ UAU.7.1

TSF 1%, #itZiTo TV 5, [Bifh 7y — ANy 2oV X MIZG2FIRE ISR L 2T R bRV,

(Bt 7 — PN 2D Y XA
A IHEXFET =5 1 XFEIZ “*" DFTF

TSP B : L

REHE . FIA UAU.1 (FIA UAU.2[1]. FIA UAU.2[2])
FIA_UID.2[1] T a RiDF RAEHER

FIA UID.2.1[1]

TSF X, ZofHE (F—bXz>2=7) 217720 TSF N7 7 > a v &3 5
B (P—ERTP=7) \THMNBRENT D 2 L aER LTI R0,

o, BEFA

“P

THMEE  :  FIA_UID.1

REFHE . L

FIA_UID.2[2] FToL3 DFIFAEER
FIA UID.2.1[2]

TSF X, TOMME (BEE) 2RITT 510 TSF M7 7 v a v efFat 50, SHAE (FEE)
(ZERBIASREN T D & & 2 BR L 2T e B,

TBEE  :  FIA UID.1

IREFHE . L

FIA_UID.2[3] Fo3 D FIREFEA
FIA_UID.2.1[3]

TSF i3, ZOFMAE ACH— FPFEZED IC Z— F) #1473 2o TSF hir7 7 > a > 273 201l
ERHE ACH— FErEEDIC Y — F) (AN Rhd 5 2 & 2R LATIER B0,

TRE = : FIA_UID.1

KT L

Copyright © 2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
33/59



bizhub 751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GR0-18 AOPNOYO0-1D00-G00-11 &zl 7r&—o"w-

6.1.13. XY T4 EE

FMT_MOF.1[1] X2 )T BEDSDIEVEE

FMT MOF.1.1[1]

TSF 1Z. BERE[EIMS: gD UV 2 MBI DS S F 0N ERET S, #FIET S, ZEFIES, DSS3E
FUFEF SIEN 2 (BRI FF A X /zih) S ZEMTHIR L 22 T id 2 5720,

(BIf): g U X A -
- WRF BTG
o f & —F v FMEH TOE EFHEGE
« XTI R
«HDD D7 4 —~ v MNEEE (BBEZ 4 —~> )
A =¥ T4 B

(R DSBS ENERET S, TS, FEFSHES, DESSENFHET ]
EHESES

(B 7FA] Skl S 7= 44
P—E R

TR = : L
REFMN :  FMT_SMF.1 (FMT_SMF.1), FMT_SMR.1 (FMT_SMR.1[1])
FMT_MOF.1[2] XU T BEDSLSENER

FMT_MOF.1.1[2]

TSF (%, HRelFI: o UV X MBI DSBS FNFRIET S, 21T 3, ZEFESIES, DSSFD
G AT SN % (Bt 7F A S zikhy) S REMTHIBR L 22 T id 7 5720,

(Bt #gEn V< K] -
- SER B HBREEE
« R P U—2RRH D EBEHEE
«HDD » 7 4 —~v > MEHE (##FE7 14—~ F)

(BN DSBS LN ERET S, #FIUT S, ZEFESIES, DSSENFLET ] :

CEESHES
(B i 7=l X7 72
EHE
THIREE ;L
wIEN : FMT SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[2])
FMT_MOF.1[3] tHRaUT A BEDSLSIENER

FMT_MOF.1.1[3]

TSF 1Z. BERE[EIMS: #agD U X MBI DS S E 0N EFRET S, ZFI1ET S, FEFIES, DSHS3E
F AT SN & (Bt 7F A S z2akhy) S REMTHIR L 22 T id 7R 5 70,

(Bt ggagn v < A -
« T NELE
- FRALIRIEZEE I
- HDD 1z » 2 58
- OF = v 2 #6E
- BB

GEIN: DB EFNEHRET S, &1FI1TE, FEESES, DSSFOEXET ] :
FrEITS

(RIS FFal i zeatehl) Siv=#0 -
BHy

TR L

&KEFHE . FMT SMF.1 (FMT SMF.1), FMT_SMR.1 (FMT SMR.1[2])

Copyright © 2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
34/59



bizhub 751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GR0-18 AOPNOYO0-1D00-G00-11 &zl 7r&—o"w-

| FMT_MOF.1[4] X)) T A BEDSDELVER

FMT_MOF.1.1[4]

TSF (%, HRelFIf: g UV X MBI DSBS EFNFRIET S, 21T 3, ZEFESIES, DSSFD
FHAET SN & (Bt 7P S zakhy) S REMTHIR L 22T id 7R 5720,

(B fgED V< A -
V= ERT P T EARRE

(R DSSENERET S, TS, FBFIHES, DESENFHET ] -
ZEILT S

[(BIS: FFar S i zeieh] Sz RFN
Y- =7

THIksE Rl
RFE . FMT SMF.1 (FMT SMF.1), FMT _SMR.1 (FMT SMR.1[1])
FMT_MTD.1[1] TSFT—2DEE

FMT_MTD.1.1[1]

TSF X, [Elff: TSF =—5 D U X N8R =7 g0 MEZET, o Ebd, &, HikE L [ &
D DIRIENT B RET) % (B 7F 7] X4 72 S 72 BENTHITR L 72 T 7z H7a 0,
[(BIf): TSF 7—5 D J X P .

« R — P 2T TR

« FRALTSU (eI

« SIMIME FFEHEHE (BFE7/1 =Y XA)

c SIMIMFE X » & —24 Pz X PR

- BHERGER > 2 FEE]

«HDD 2> 27 NXDT—F

cCF 2y /NRDT—F

BRI —F
G =7 g MEZF, floEbu, &, HlkR HE [Ff: Z0MoEED
XE
(EIR;: 7] S 7=l S v 7= 2
BHE
IRVAEE : 2L
R A7 :  FMT_SMF.1 (FMT_SMF.1) ., FMT_SMR.1 (FMT_SMR.1[2])
FMT_MTD.1[2] TSF T—2 DEE

FMT_MTD.1.1[2]
TSF 1%, [Elft: TSF F— 4D U X N8I 7 70 MEZE, fHebt, A, Jlk, HE [Ef: #
D DIENT D RS % BT 7F A] 472 50 S 2 RENMTHIR Lg T i & 720,
[Elff: TSF 7—5 DY X M -
BFHENI DT — N
GRIN: 77 70 MEZH, i Gbt, K, HikE HE (B ZoMoiEl
XE
(BT 7F ] S 72kl S 72 #eE))
- BHE
PR T =T
TR L
R7FHE . FMT SMF.1 (FMT _SMF.1). FMT SMR.1 (FMT_SMR.1[1]. FMT_SMR.1[2])

FMT_MTD.1[3] TSF T—2 DEE

| FMT_MTD.1.1[3] |

Copyright © 2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
35/59




bizhub 751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GR0-18 AOPNOYO0-1D00-G00-11 &zl 7r&—o"w-

TSF 1%, [Eifl: TSF 7— 4DV x Ma B 7740 MEZEE, [ Gabd, KE, ik 55 [Ff: <
@/ﬁ’@#ﬁfﬂﬁ‘é B % (B 77 AT S 22l S e RENCHIBR LRI R 780,

(Bl TSF 7 =50 J =}

cCENXDT— N
CE Rz » 2 B
GRI: 77 g0 MEZT, B Gbw, K, JiR H2E [Eff oo E]
HE

[ 7 7 S 1) S 7 R
P—ERITP=T

ThIFEE ;L
N : FMT SMF.1 (FMT_SMF.1) . FMT SMR.1 (FMT_SMR.1[1])
FMT_MTD.1[4] TSF T—4 OE®E

FMT_MTD.1.1[4]

TSF 1%, [Eifh: TSF 7— 4DV X Pl a B 7740 MEEE, FlEPE, KF, Fikk HE [Ff: &
D DHLEN S % he ) % (B 7F ] S 7z ah) X /2 ZFMTHIR L 22 T hid7e 5 720,

[HIN: TSP 7—# 2 U % 1] :
BT —F

(4R 77 70 MEZRE, FjEPE, LE, IR HE, [FI € OO
BT : € DHDERIE] : Bk

(RIS 7F B S d1 72 S 7= AN -
EHE

TP L

IR : FMT_SMFE.1 (FMT _SMF.1), FMT SMR.1 (FMT_SMR.1[2])

EMT_SME.1 EEBREOREE

EMT_SME1.1

TSF1Z. L FOBEHMEIEE EITT D2 ENTERITIER S22\, « [Efl: TSF (2L o THEES S EPEE
BED Y X ]

[Eff: TSF 12k > THHES S B EPEERED U X}
- BRI | B EBEE NN U — NDK BB
- BEEIZ L B3 BBE G 7 v 7 B D K HEE
- BEEEIZ L BRI — b T TR DT EE
- BBEE I L BRI BEREIT 51T B R AESE R 1B B i D 3 B RE
- BEEEIZ L 3 SIMIME IFFEH#E (BBET/LTY XA) DXEHE
- BHEIZL E SMIME X »b—25 Px X p R DK T
- BHEIZ L BIEEE T — FOBBRERE
- BHEIZ L BIEEE T — FOXEHEEE
- BFHEEIZ L 3 HDD 7 2 /NX U — FOKEBEE
- BHEIZL S CF 2y 2 /NI T — FOKEHE
- BEEIZ L 5L L& & B
- BEIFIZ L B F P HNEBE (L
- BEEEIC ) BRI I H5E
- BHEEIZ L SIS EHERIERBEE
- BEEEIT kB3R P U — 2 FRE D SRR
- BHEEIT L S HDD D74 —v v MEE (GGEZ4—~v > F)
P —ERT = FIC L B Y- ERT P= F NI D — FDK B
P RT 2 P=TIC L BEBE NI T — FOXKEHERE
c P —ERT =T IZ kB CEZRFER > 2 BRI D EHBHE
s =B RT =TT B Y — BRI = TR IEBEE
- P BRI P= T BEELHTERE
s =R =Tl B0 H—R v FERE TOE EHHBEE
s PF—ERT =TI LB AT T R

Copyright © 2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
36/59



bizhub 751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GR0-18 AOPNOYO0-1D00-G00-11 &zl 7r&—o"w-

e Y — R P=TIZ B HDD D7 4 —~ > MEE (WEEZ 3+ —~> F)
Y RL =TI B A =¥ T A PR

L& : L
IREFHE . L
FMT_SMR.1[1] &2 )T RE

FMT SMR.1.1[1]

TSF 1%, &EIEIS: 77/ Shaldl Sz RENE /iR Ligg hud e b 720y,

CEIRT: 7F 7 vzl S 7= R4
P—ERTLI=T

FMT_SMR.1.2[1]

TSF (3, FRAE 2 &ENBIE T 22 hd e 5720,

L& ;L
IREFHE :  FIA UID.1 (FIA_UID.2[1])
FMT_SMR.1[2] &) T RE

FMT_SMR.1.1[2]

TSF 1%, &HEIES: 77/ Shald| Sz RENE /iR Ligd hud e b 720y,

(BT FF Al i zeaeh] S i/ #0
BHE

FMT_SMR.1.2[2]

TSF (3, FRAE 2 &EN BT T 2 hd e 57220,

THRIFERE L

RFHE :  FIA_UID.1 (FIA_UID.2[2])

6.1.14. TOE7 VR

FTA_SSL.3 TSFEBICKDKT

FTA_SSL.3.1

TSF 13, (B FUHEDHT 2 7 1 7 T SRR G v g V2 & T LRThide b,

(Bl AU I T2 7 1 7T S hFHFE -
NENS ) BBEDBRIET, BREEED O RN T — a2 g TR (1~9%) 124 o CRESHNSHF

A
THRIFERE L
KT L

6.1.1.5. ik : €T — 2 DEFIERRE

FAD_RIP.1 RN EREROLT — 2 DRFHERES

FAD_RIP.1.1

TSF %, BLTOAT7 V=7 FROTSF 7 — 25T 2RI ZREERIFEIC SN T, BEIRICEID ol
PRiD EDOBERONBBFIATE RS THZ 2RI LR TIER SRV [BIff: #7722 fo VX PR
MTSF 7—4 DY X M,

[Blft: #7222 fPDYXFRNTSE 7 —5 DY X P -
<F Tz ;P>
NEBE TR T A

Copyright © 2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
37/59



bizhub 751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GR0-18 AOPNOYO0-1D00-G00-11 &zl 7r&—o"w-

e XF ¥ EHBET A
cFAEIEBRT A
- REEBE T 71/

- HDD B 77EE 7 71 /v
- BB EE 7 7o
<TSF7—%>
HFET—F

*HDD 1 Z NRT—F
cCFay 7/ NXDU—F
 BREHE NI D — N

THRIFE R L
&K L

6.1.1.6. #ii3k : 7V £ RFEDHEEE

FIA_EID.1[1] TOEDNLDT YV EARRELD ITRIETIYV T4 T 1 OHEF

FIA_ EID.1.1[1]

TSFi1X,. TOES ITRIET T 47 4 (HDD) (L TT7 7 v a 35002, TOITREZ T 4T

4 (HDD) O#BNIHKIIT 52 L2 BRLARTHIETR R,

FIA EID.1.2[1]

WXt T DT 7 a v OREIAEIE LTI 50,

TSF X, ITBREX T 47 4 (HDD) O#FANKK L7548, TOE 5 ITRIET T 47 4+ (HDD)

THRIREE : L

REFHE . L

FIA_EID.1[2] TOENLDNT IV RARMRELD ITRELIT 1T 1 DA
FIA_EID.1.1[2]

TSFiZ. TOE S ITHET LT 4T 4 (CF) 2R LT 7y a5, TOITEEL T 4T 4

(CF) OWBNCIh+ 252 & 2BRLARTHIER B0,

FIA EID.1.2[2]

TH57 7 aroiEBEEELRTNE LR,

TSF X, ITRET T 4T 4 (CF) OFBINCKKLI=HE. TOEXS ITREXT 47 4 (CF) \Zxt

TRBE - &L
&EN . kL
6.1L17. 4k ITREI VT4 T4 DIATLH-ODHEN
FIT_CAP.1[1] TEBEI T4 T40EX21) T4 Y—ERFARKORER
FIT_CAP.1.1[1]

TSF 1. [Eiff: ITHES= 7 v 7 o PPEMT ZEF 2 U F rF— Xkt LT, O —E2%FHT 5
72D BERREN AR LT ER S R0 (BN wdF=2 Uy —EXDEEICLBELGE DY X A,

(B IT 5T 7 ¢ 7 ¢ PHHT BT F 2 U7 ¢ #— ]
BEELF > FEF T BB

(Bif): = VT P —EXDEEICLELRGE DY X P
BT 7 7 A /L3 bFE-(LBEEE CHLEE X 3 /= 8D D 2N — P EEE

THRIFERE L

KT : L

Copyright © 2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
38/59



bizhub 751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GR0-18 AOPNOYO0-1D00-G00-11 &zl 7r&—o"w-

|FIT_CAP.1[2] TREIT T 1DEF1) T4 H—EXRFIARBOREN

FIT _CAP.1.1[2]

TSF B ITEET T T BRMT S EF 2 Uy = EXNIK LT, FOY—E 2 EFAT5
z%& ENZRUE LRSS R BN F=2 VT — EXDENEIZSZELRGED DY X [,

[%lJH: ITHEET 7 ¢ 7 PSS F =2 V7 —EX]
HDD 73%3]95 HDD 1z > 2 55

(BNt F= VT g Y —EXDEEICSEELREE D VU X P
«HDD 2 2 NI D — FDEE T3 /20D V2K — MEgE
« HDD 2z » 2 BB 2 fEBR 75 7= O D 35— FEHE

THIE : L

RN . L

FIT_CAP.1[3] TREIT T 1DEF1) T4 H—EXRFAKOREN
FIT_CAP.1.1[3]

TSF B ITEET T T BRMT S EF 2 Uy = EXNIK LT, FOY—E X EFAT5
z%& ENZRUE LRSS R BN F=2 VT — EXDENEICSZELRGED DY X [,

[%'Jﬁ‘i ITESST 27 o 7 o PR 5 F = U7 o #— %]
IC % — Fiz TEZ T3 L FOBERE
@ BEETY >} 7 71 A EREEET S iR D EHHFE
@ S/MIME #pEIZ TR F + S EBZEL T BEEDDA & —8 Px X PSR
@ L EFYTT B /DY — FMEEE

(Bl EdF = U7 = EXDEEIZLZELRFE ) D U X P
« LFEQDD 7 8D DIFEHE X7 HFRR D HAT R HFEHE X175 HoaF G D16 SALEE DI AERERE
s FR@QDEDDA »—5 o P X FDEMROA =5 Px X DL DY EREE
LD DDOLBRDR & PE R

T : L

RN . L

FIT_CAP.1[4] TREITVT 1DEF1) T4 H—EXRFIAKOREN
FIT_CAP.1.1[4]

'mF B IT BT 7 7 BT S F =2V ry —E XN LT, DI —EZZHHT D
ZE?@E ENERME LT NER SRV BN F= VT P —EXDEEIZLSEZLRGE D U X P,

[%HJTﬁﬁny4f4ﬁ%ﬁT5f¢zJrz# £ X]
CF 33%819 5 CF = > 2 (5t

[EIf;: EF =z VT — EXDBEIC S EELFES D Y X A
*CF 2 2N D — RDFEET B 7DDV H— FMEE
« CF o > 2 BB AEBR T 5 /2 8D D 2N — P HEBE

TP L

REFHE R/

6.1.2. TOED X 1) T 4 RIIEH
TOE |%. —fxER2 A7 4 AR THH SN AFEMESES TH D720, SR OMRGE
LCHHR UL THDH EALS HAIC L » THEXR TOE ¥ % = U 7 A {RiFEM2E M+ 5%, FTFHRIC
WHIND TOE Dt%2 ) 7 A {RiFEEHE2F L5,

R4 TOEDEX1 T4 RMEH

Copyright © 2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
39/59



bizhub 751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GR0-18 AOPNOYO0-1D00-G00-11 &zl 7r&—o"w-

-
TOE®& = U 7 ¢ fRAFEM: IR —3 2 b

X2 VT 4T %7 7 F vtk ADV_ARC.1
PH¥E SEARIR B &P O BERERR ADV_FSP.3
T —%T 7 F v i&kat ADV_TDS.2
WA F A ﬂm%@¢ﬁ4ﬁyx AGD_OPE.1
Hefif Ffot AGD_PRE.1
] DB ALC_CMC.3
FEERHL D CM #PH ALC_CMS.3
FA TV AT NP ER— b B A Fioe & ALC_DEL.1
¥ )T 4 FRORAI ALC_DVS.1
BRFICLATA THA I LETLOESR | ALC_LCD.1
WA R ASE_CCL.1
JLE= R — R N ERE ASE_ECD.1
ST ASE_INT.1
¥ VT 44 —Fy M AP oF Wokas ASE_OBJ.2
RELEZEX =) T 0 B ASE_REQ.2
X VT o BEER ASE_SPD.1
TOE BHI(LEE ASE_TSS.1
TS L— DK ATE_COV.2
_ T AN v FRARERE ATE_DPT.1

T AR
RERET 2 b ATE_FUN.1
MIET A R - YT ATE_IND.2
JERs R E I EEE AR AVA_VAN.2

6.2. ITEF )T 1 EHIBH
6.2.1. IT ¥ ) T ¢ BEEEE 4R ML

6.2.1.1. HEM

X2 U T dRITEE IT B2 U T 4 BEREEM OISR Z TRISRT IT X = U 7 1 6

FHERDR ED 12U EDOEX 2 7 o JRFFHIZHIGE L TWNA Z &R LTS,

K5 EXa)TARARAHICHTDITEX2) T+ HEEHOESH

exauz mgnst| © |9 S [ 2 2221322 SX|X
W) 7 )
ml|<|=A| I I > >| X Q| Q| 2|l a | @
el B |38 [B|Z|7|3|8|%]alals
211317217191 213lzlal 3|58
3|23 ||| ol2|Q|Q|TC| 7| 2|l2|5
13| A9 M| 8| FlQ] P| 0| @ ®
T m m | o — > O >| =
) ; (@] RY > R =
| B > 3| 2| 2
— = [v3]
- | & F
> [ 3
< | <
txal) T HEEES <
set.admin (] ® O ® O
set.service (] ® O ® O
FCS CKM.1 [ (]
FCS COP.1 [} [ ) [ )
FIA AFL.1[1] ®

Copyright © 2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.

40/59




bizhub 751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GR0-18 AOPNOYO0-1D00-G00-11 &zl 7r&—o"w-

&) T4 RMEHE

INIYd-1dA¥O3A "0
TIV-3LIRIMEIAO'O
ATN-OLdA¥D'O
QaH-323HO'0
40-%03HD'0
OLdA¥O-TIVN'O
NOIS-TIVN'O
ALIIEYdYO-OLdA¥O'O
ALITI8YdYO-AaH-Y2070
ALITI8YdYO-40-¥20T0
ALIIEVdVO-INd O
ulpe18s

9JINIBS18S ¥

a7« RN

FIA_AFL.1[2]
FIA_AFL.1[3]
FIA_SOS.1[1]
FIA SOS.1[2]
FIA_SOS.1[3] o oo
FIA UAU.2[1]
FIA UAU.2[2]
FIA UAU.6
FIA UAU.7
FIA UID.2[1]
FIA UID.2[2]
FIA UID.2[3] o
FMT MOF.1[1]
FMT MOF.1[2]
FMT MOF.1[3]
FMT MOF.1[4]
FMT MTD.1[1] o o0 0o o
FMT MTD.1[2]
FMT MTD.1[3]
FMT MTD.1[4] o
FMT SMF.1
FMT SMR.1[1]
FMT_SMR.1[2] e o
FTA SSL.3
FAD RIP.1 ®
FIA EID.1[1] o
FIA EID.1[2] o
FIT_CAP.1[1] ®
FIT_CAP.12] ®
FIT CAP.1[3] ®
FIT CAP.1[4] ®

1) set.admin, set.service (X, B0ty F2/RLTEY, (@) BNEEENAGBEBRAH D &b
XU T o E TN, ftEho X set.admin, ¥ set.service (& CTxnfTIF S b —HOE AR
v M3, B Xa VT A KR SISO RIE L TWD T L ERT,

6.2.1.2. +5 1%

KXV T R L THEHASND IT X 2 U 7 BB OWTEL FIZEAT 5,

® O.DECRYPT-PRINT (EES{LtF1) > FDESE)
AKX =T o xR FEHE, BEBALT Y > N7 7 A MKk 2 2B L T 5,
O.PKI-CAPABILITY (2 L W i#kBl &N 72 IC H— REAWT, BE(L7 ) > b7 7 A WSk S H]
Rl EMN TS &, O.PKI-CAPABILITY (2 LV IC 7 — RInbEs BT U v b7 7 A V215
T H7DOE LW HEEE (K58 i, FCS_COP1IC L WK H{L7T )V v R 7 7 A LV DIE
FALEE R ENET B,
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FoTAREF2 VT 4 (R GENIMW SN D,

® O.OVERWRITE-ALL (522 tEZHIER)

AKtxo T 4x5%58HE. HDD OFT_RTOF—ZfEEZHME L. FHENHE L7 NVRAM

FomMERRZOHET DL LTEY, HIBRICBERT 2B RLETH D,

FAD RIP.1IZ &V, 265 L3 2 MM HEBRIEIC L - TLURTO EDFBFRONELFHTE

T BT EERAET D,
FoTAREFx2 U T 4 dRITENIR =S D,

® O.CRYPTO-KEY (EEE&45)

KeXa T ox5E5HeHI. Bt 7 ur s a s FyoRREINTWAESIZ, HDD ([2#EX
ADIRE AL SV TWRWER Y 7 A VR EALT DO BRI S# A Ak T LTEY.,

W S S AE RIS BRI DR B DS ETH D

FCS_CKM.1 {2k Vv, 2= I /) VAR GHRRIEAECHE > 722 =0 X /v % HDD W 584 A

B =2 (SHA256) Z#F|H L. 256bit DIEEHA ERKT 5,
Z ORI I Lo TAREX 2 U T 4 xIEFEHI TSNS,

® O.CHECK-HDD (HDD MIF Ht£#EsR)

AKx=UT 46K IFEHT. REZ HDD DS IIAA TWRWT & 2R3 5 7=, HDD OIEY
WERITHELTEY, TOENSDHNBT T 4T 4 ORRFEICBURT A ELENLETH S,
FIA_EID.1[1lic Lk v . TOE 75 HDD ~®O7 7 2 3 > Oz HDD Z#k5 L, 3Bz 2l L7-3

BlX. TEESNTCWET 7y g vafElRt 5,
Z ORI Lo TAREX 2 U T 4 xIEFEHI TSNS,

® O.CHECK-CF (CF MIE L14rEER)

AKtFx = U T 6K ITEHNE. RIEZR CF BSiViAA TWRWTZ L 2R T 572, CF O1ES %

MEES 5L LTRY ., TOE oD T 4 T 4 ORGECERT D56 2R BETH S,

FIA_EID.1[2lic X W \TOE /% CF ~DO 7 7 v a ORI CF Z55B1 LGB R L7256 13,

TEINTWeT 7 va ekt 5,
ZOREENFIC Lo TRE xR 2 U 7 o RTINS,

® O. MAIL-CRYPTO (S/MIME MOFIf. BES1E)

AtxaUF 45K TeHE. MFP 2R L CEDETAF v o Ll s A — Lo Ca—HWHY

WCEETOBRICHE SIE T2 2 2 BEL TR Y . BSICHT 2 EHFPLETH D,

FCS_CKM.1 (Z & ¥V [ FIPS 186-2 (24 » 7o L ELE Ak 77 /v = U XL 2 FI ] L, B 54 (128 bit,

F 721X 168 bit, F721F 192 bit, F721% 256 bit) AT D,

FCS_COP.1 (2L v, FIPS PUB 197 ® AES (/754 : 128 bit, F£721% 192 bit, F 721X 256 bit)
ZRALTCAR Y LG EE ST S5, (24X SIMIME OXRET —4 127 5,) =R
\Z & W SP800-67 ™ 3-Key-Triple-DES (I 58 : 168 bit) #FIH L CA ¥ ¥ > L-E{E %51k

T2, (ZABREKIC SIMIME ORXET — X272 5,) Ziubma (7o)

O.PKI-CAPABILITY I kv i#nl&n7- IC #— RZHWT, FCS_COP1 12k v, £5kD
S/MIME ZFFHE DA (1024bit. F7-1% 2048 bit, F£7-1% 3072 bit., F7-1% 4096 bit) TH 5

FIPS 186-2 ® RSA IZ L v s Efb&h b,
FRE T ALTY X AOFEIX FMT_MTD. 111 L v FHEFICBESIN 5,
INDOMREEHFICI VAR U T oK FTENIM &SN 5,

<EHE X 2T ITHERT 5 OIS >
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= set.admin &M

<P =R V=T ZEF 2 TISHER T 5 7T DI B B>

= set.service &

<HBEHLOT-DOKE| EIRREEE >
INHEHEITHOKRENT, FMT_SMR.1[1lIc L9 ¥ —bv 2= P=7 FMT SMR.1[2lic X v &
HEE LCHERF SN D, £ 0E KR, FMT SME1ICE W EESND,

® O. MAIL-SIGN (S/IMIME @OFIfE. £4)
AKXV T 45K HEHE MFP 2R L CEDETAF v o LT-EiBE A — L Ca—HHEY
WCEETOIRICEAEZMMT 2L 2RE LAy =V A V2 A NEAERT DI EEHEL
TEY, Avb—U XAV A MIETLIHEEENRMLETHD,
O.PKI-CAPABILITY (2 X v §&B & 7= IC 71— FEZHAWT, FCS_COP1 2k, B4z
ECTHHA v E—UH A=A M, FIPS 180-2 WHET Sy v 2B (SHA-1, b L<IE
SHA-256) (2L v B+ %,
F A=V F AV 2 A M HFROREIL FMT _ MTD. 1111 X » EEEIZRE S N5,
COBEREEMRIC LV AR X 2 U T o xRN S D,

<EHEIZEX 2T ICHERT 52O E R B>
= set.admin &M

<H—bRZUIV=T X o TICHERT 5 72 DI LB A g >

= set.service &M

<KEPRD T DEE], E SR >
INHEHEITHIKRENL, FMT_SMR.1[1IcE Y —b 2 V=7 FMT SMR.1[2lic X v &
BE L LTCHEIND, -2 6B HEREIX. FMT_SMFELIZX VW FEIND,

® O.CRYPTO-CAPABILITY (FES{c#texFIAT 5= DHKR— FEIE)
AKX U7 45K EFEHE, TOE DO T 47 4 THHEEZEF » M2k Y, HDD WNIZHRE
ENDHHEBALEINTWRWER 7 7 A Va2 LT 2720 0O8EEZ TOE BYR— 95L& LT
BO, BT 4T 4 OEEEYR— T2 2 L2 HETIEMHENLETH D,
FIT_CAP1[1lic X v, BEEAbF v FONFEHT DR SAVEEREI S LT, BB L STV RVl 7
7 A NEESCEIE T ST 5200V R — MEEx BT 5, T bicHVv a5y
— Fi%. FIA_SOS.1[3lic X v Akt s, FMT_MTD.1[1]. & O° FMT _MTD.1[4]ic & v #%
LT OEEFIRESND,
ZOBREEMHIC X o TREX 2 U T 4 R TR S,

<BHHE VX 2 TICHERFT 5 - DIC B A >
= set.admin &M

<P =R V=T ZEF 2 TISHERT 5 T DI B 2R B>

= set.service &

<BEEDT-HD

ek, EELRKRE >
N LEHATT O &k

1. FMT SMR.1[1]licZ v+ —bv 2> =7, FMT SMR.1[2lic X v %
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HE L LTRSS, F I 6EEREREIZ, FMT_SMELIZK Y RESND,

® O.LOCK-HDD-CAPABILITY (HDD Avw 4 #te%MEAT 3 1-bDYH— FHE)

AKX VT xR GEHE, TOEANDOZ T 7 4 ThHDH HDD 2LV, 3%E Sz MFP Ligk
MODRIERT 7 B AEHERT 572D 0EELZ TOE BV AR —1+T25L LTEY BT 4T
A OEMEZY R — T2 L2 HET 28BNV ETH D,

FIT_CAP.1[2]ic L v, HDD 2 EH42 HDD v v 7 BEICK LT, HDD 1 v 7 /XA T — R %%
FI 5700 R— MEREE KB T 5H, HDD v v 7 /82U — Rid, FIA_SOS.1[3]ic X v &
BFEE L, FMT_MTD.1[1Ic X 0 Z O I3 EHE ICRE SN D,

COBREEMIC Lo TAREX 2 U 7 4 MR ITEHIR - S 5,

<EHEIZEX 2T ICHERT 52O E R >
= set.admin & ¥

<H—bRZUV=T X o TICHERT 5 72 DI LB A g >

= set.service &M

<KEPRD T DOEE], E SR >
INHEHEITHIKRENL, FMT_SMR.1[1IcE Y —bv R V=7 FMT SMR.1[2lic X v &
BE L LTCHFEIND, -2 6B BHEREIX. FMT_SMELIZXVFEIND,

® O.LOCK-CF-CAPABILITY (CF By #EZFAT 5=HDHKR— FEifF)
Kex=VT %K T, TOEANDO=T 7 4 THDH CFIZLY | BRiE Iz MFP LIS
LORERT 7 ERAEBEETH=00EMELEZ TOE RV AR—FT2L LT A= T 47 4
OENWEE DR — T D2 L E2HET HHEMHDMLETH D,
FIT_CAP.1[4lic kv, CFREHT S CF v v ZHREICK LT, CFry 7 RAU— REEET S
T2 DHR— MEREAZ FEBT 5, CF 1 v 7 327 — R, FIA_SOS.1[31IC & v S/ERREE S,
FMT_MTD.1[1lic X v £ 0@ E I3 EEHF ICRE S D,
COMREEMIC L o TARE R 2 U T 4 IR GEHTR - SN D,

< BHZEEZVX 2 TICHERFT 5 - DIC B e >
= get.admin &

<Y —bPRAZ UV =T EEF 2 TICHERT D7 DI LB e B >

= set.service &

<HKBEFLOT-DOKE| EIRREEE >
INHERAEITHOKRENT, FMT_SMR.1[1lIc L9y —bv 2= Y=7 FMT _SMR.1[2lic X v &
HEE LCHERF SN D, £ E gL, FMT SME1LICE WV EESND,

® O.PKI-CAPABILITY (PKI#seZxFIF9 5= DY R— FEiE)
AKtx = VT 4K TOES DT 4T 4 THD FIA_UID.2[3lIC L v ihl s iz IC
—RIZEY, ZOHETAX v LEZEBORS(LEEL, RKOKZLT V> v 7 7 A VEEET
HILEHEHOE FEOEEE TOE XY AR — 5L LTEY T 47 4 OEEE Y HR— |k
THZEERET D EMHNLETH D,
FIT CAP1[3lic kv, IC #— RNFEHT 5 PKI BEREICK LT, A% v o LIZE(E., KOSk
TV b7 7 A% PRIERE T S B 5720 DR — MEREEZ EBT 5,
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ZOMRBENFIC L > TAREF 2 U 7 4 RGN - SN D,

> setadmin (BBEZ X1 7ICHETHI-OICBELZEHOEY )
<EHE DOFRPIZREE >

FIA UID.2[2].FIA_ UAU2[2lic L0 . 7T 7 v AT 2 FHENEHETH D Z k%fu%}na”uuuﬁjﬁé
PRI, FIA_UAU.7 IZ k0, /\Z\/I/ 17% 'C‘:j/bf\_7/f‘—]\/\/? )\ﬁﬁili Nl el

%L N uunft%"j_j—— I\Té

FIA_AFL.A[BIIC LV | /SR AN BHRIT LI ARREDRERED S A1, RERD 5%9??/\%/1/75)%0)
TRTOANZ M Z2HE L, FIAAFL.1[21IC X v | i U CARRIIGERED LR (1~5 [A]) |

ETDHE, BRIERETHNITu VAT L, UBREHE AT — RZHHAT 54X TORIEAE
0y 745, Zouy 7RkEIE, EIR OFF/ON 72 K2 L 5 TOE OREENC & > THEMREEREN
S, FEEFRGE T v 7 FR SRR ICERR SN D, YV — A V=TI KA E ARG

BERED v 7 fRERFERE DBIEIC > THEBR S %,

EHERRECR T 2 RRRRRED AT C & 2 FRAER A O BIE DO RE e OCVE BLERRE 2 >

7 EEEL. FMT_MTD.1[1lic X v, BEEZTICH TSN D,

<H&%IJWL‘ ufhé?}’bﬁ”'r’ff%%‘@‘lf VAV /@H&'fi>

n%%”wu nﬁéﬂﬁ_h@ﬁ%%@k v va /@ﬁ%ﬁﬁd‘]—:Fﬁ ES /\Z\/I/Z))E‘o 0 JA VLT j: FTA SSL 3

WXV SR A— b u A TRREARE L%, Bty a AR T TS 28Ik T

Ity va UEERHCHE ) WBEOME RS ED ZLICHEML TV D, ARV A—r s S

T OZE T IL, FMT_MTD.1[1lic &k v EHEICHIR S D,

<EHEORBIEEROEH R &>

WHH NSAT— R, FIA_SOS.12lic kv, WENPKRIEEND, HFHE AU — KOEE I
FMT MTD.1[2lick v, BEHER OV —E Ao P=TICHIBEN S, EHENEHEE AT —
ﬁ%ﬁﬁﬁé A%, FIA_UAU.6 (IC LV FFEFEESN D, ZOFRIECBW T, FIA_AFL.1[2]ic
ﬁﬁbf?ﬁ%mﬁmhmf(kﬁﬂ)_ifék FIEREETHNIZe /AT L, Uk
ﬁﬂﬁ@Mp AR L, HWHE AT — REMAT 2T X CORIMEELZ v 755, 20
o 7 RREIE, $EOWMN&k 2 X % TOE OfLENC X - TREFRBEEEN EIT S H, EHLETRR

By 7 KRR R AR S D,

<KD DO, S EERE >
B AT O &ZENL, FMT_SMR.1[1]ic kv —rv 2z v =7 ¢ FMT_SMR.1[2]ic

A CHER S D, £ 2 b EFREIX, FMT _SMF.1 (2 D%Eéh/FMTMDFH]

EUFMT_MOF.1BIZ& Y ZDSHFVAEEEIN D,

> setservice (F—ERIVS =72 tEXa7IC#HBET53-HITHELERHDEY )
<Y —Vv AT =T OFRBIFEEE >

FIA_UID.2[1], FIA_UAU.2[1Jick Y, 7278 AT 2R HER Y —E AL D=7 ThH I L %

ugk/DJIJ it HiE‘é— z)

FORECIE, FIALUAU.TIZE Y, mpilfki SN 7 4 — Ry ZICANm 1 XFT 8T

%L \ wunEfZ']j‘—l—*‘ }\?—}:)

FIA_AFL.1[3IC X 0 | KERDJE, 5 B SR ANE DT XTD A5, 2445 L. FIA_AFL.1[1]
W&V EE L CARREDERAEDS ERRME (1~5[a]) (23T 5 &, iR ThEe 74~ L, CE
NRAY— REFIATHTRCOBIEEZ D v 7 +5, 2oy 7Rk, CE BiliEn v 7

FRBRISRE N FAT ST, CERBRER » 7 B[ &2 fl3-5 L fiRbrR S L 5,
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Y=t AT V=T RIEICB T D AR RDIFEIEDORITEIE T H 2 FREE LB 5 o BE O % E 1T
FMINHDH]_ioéﬁ%t IZFFRI &5, CERGER v 7 B % @i, FMT _MTD.1[3]
2k, y—bE RV =T FEITICETIE NS,

<P —bERT V=T ORIGHROEH R &>

CE /27— K%, FIA_SOS.1[1]ic kv, ME HKRIEEN D, CE /AT — ROEH X
FMTNWDH]:&@\ﬁ—HXIVV:YKﬁ@éﬂé %£7- FIA_UAU.6 | ;Dﬁmﬁéh
%, ZOFEFEICH VT, FIA_AFL.1[1]ic . R U CARARShERGEAS EIRIE (1~5 [A]) |
T5E, =RV =T ORIFIREE %%@Lf CEAXU~F%N%T6TAT®M£%
BEay 735, Zouy 7 REF, CEEGEMEE T » 7 fRBRIEEEN FEITS N T, CERFEnr v 7
MERET 2 L fifbREnd,

<KEPRD T DOE|, B PRERE
_ngﬁ@%ﬁﬁ&%ﬁQMHjMRﬂﬂmiD%—ExmyV:T&Lfﬁﬁéhéoit:
S EBEEEIX. FMT_SMF.1 (2 X Y € &, FMT _MOF.1[1], X FMT_MOF.1[4l[C&k Y ZD
SHRFVWNEEIND,

6.2.1.3. ITEFx ) T4 BEEEHFDIKREE
IT %= U7 o #REEMEa AR —3 > FOEKGFEGRE TRIZRT, CC/X—k 2 THEINHHK

FEE T S 72 0GA . TR ST 2B 2KFEMR) OMIcZ OB %R 7 5,

6 ITEXa)TAHEEHIVR—Y FOKERRE
N/A : Not Applicable

A ST DHRERM CC/k—Fk 2 R
JVUR—%Y R DIRTEM AR ST [2H T+ 5 1kFREFR

FCS_CKM.2 or FCS_COP.1, | FCS_COP.1 (—#BFHLDH)
FCS_CKM.4, - LTS EES B BAER T VT XAk
AR ENT-#BEBRETHZ L

<FCS_CKM.2 or FCS_COP.1 % —#Fli7= L TUMRUEL
>
2= /)% HDD W5 bk S AEmk 7 L2 U XA
CEVAERENTH#HE RO RS BRED
FIT_CAP.1[1lic X v IT ®EElIc &k > TiTbihd, TSF
DEENEMMTE0LTH Y, BAH KOS H#E
FCS_CKM.1 YA A AN

<FCS_CKM.4 %A L2\ >
CBUELAERT ALY XAk 0 AR I N, —
REHICHE RO & 5 R BERICEET 5 L B2 bLD
D, NS T 7 AT D HENELS . BB
SINDT-OWIEEBET HLEHEIT R,
- a=7% 3 /% HDD WS b 547 L= ) X 5
WCE VAR SNZH#IT, RESINDT —F DI
WICHRE SND, FTEREEAE~DTEDT 772
IEREECH Y | B EERIEOLENE T2,

FCS CKM.1 or FDP ITC.1 | FCS CKM.1 (—#=E&% ).
or FDP_ITC.2. FCS_CKM.4, 72 L CWAbH4  SIMIME 555 Vi IS A

FCS_COP.1 O IEEkE AR T D Z L,
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K ST D¥EEZEN CC/8— k2 o
S A—r b DIRTEHE A ST (28T 2 IRFEF
<FCS_CKM.1 or FDP_ITC.1 or FDP_ITC.2 % —ii7- L
TUVZRUWERE >
cHESIE T N T A NOE S EAT D T
FIT CAP1BIIZ LV A v R— T 578, AR, 4+
HH DA iR— N OB LR,
« SSMIME %57 — % OB 5k 7 o O 3@ o g1k
47 5 ABAgET FIT_CAP1BlIcE W ¥ R—b&h?d
T2, BERL, SN D DA L AWR— F DOBEEPEIT R,
ATV H ATV 2 A NDERICHND A vE—UF
ERELDIEFT—ZZFZOLEDOTHDHI-D, BERK.
RIS DA VR — R DORLEEME TR,
<FCS_CKM.4 % f L 72\ B >
+ SSMIME 57 — % O 5k, KUM= 7 Y v b7
FANDES, A vE—IF AT X FOERITHN
HENT, —RRRICHEERMED B 2 ISR ISR T 5 &
EZLNDN, BN ET VAT HSLENES . H
FEIE SN D T2 DL B BT 2 LB/,
« SIMIME %57 — % OB 5k 7 > O 3@t o g1k
AT O ABEITARFBHTH Y . BESHEEEO LB
IT7e0,
FIA_AFL.1[1] FIA_UAU.1 FIA_UAU.2[1]
FIA_AFL.1[2] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[3] FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2]
FIA_SOS.1[1] 2L N/A
FIA_SOS.1[2] L N/A
FIA_SOS.1[3] L N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA_UAU.6 2L N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2[1], FIA_UAU.2[2]
FIA_UID.2[1] L N/A
FIA_UID.2[2] 7L N/A
FIA_UID.2[3] 2L N/A
FMT_SMF.1. FMT_SMF.1.
FMT_MOF.1[1] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1. FMT_SMF.1.
FMT_MOF.1[2] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1. FMT_SMF.1.
FMT_MOF.1(3] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1. FMT_SMF.1.
FMT_MOF.1{4] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1[1] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1[2] FMT_SMR.1 FMT _SMR.1[1], FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1
FMT_MTD.1{3] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1{4] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 2L N/A
FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FTA_SSL.3 7L N/A
FAD RIP.1 L N/A
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K ST D¥EEZEN CC/N\—F 2 .
JVUR—%Y R DIRTEM AR ST [2H T+ 5 1kFREFR
FIA_EID.1[1] oL N/A
FIA_EID.1[2] oL N/A
FIT_CAP.1[1] L N/A
FIT_CAP.1[2] 2L N/A
FIT_CAP.1[3] 2L N/A
FIT_CAP.1[4] 2L N/A

6.22. ITEX 2 ) T 1 REEEHBEH

A TOE 1%, WBELH) « N - BihIC 272t 2 U 7 ¢ Zffefh L2 BREEICRRE SR S5 28,
A TOE ZHMMT L2 REICE N T2 RGET 2B ENH 5, A7 MSEERn & LT
PRRELLAR. TOE At ICHES < T A b BERESREE 34T MESstEDIRR DB EM STV D BERH Y |
FBRAREEOHE, TOE OMRAEH, X2 7 REMNFHREPMOENTND ZENEEND, 1

> TRl L~L et S D EAL3 ORI 2L TH D,

B, RAEEMKEESITIE, Ny =Y Th 2D EALNBERRESNTNDT2D, U THDHE LT

AR T 7R,
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7. TOE E#yit#k

TOE Ot = V7 (f4EEEE L VEMNS TOEDEX2 VT o s T R 7 IcC—&
o, HERREMNE, BB OEIZTHEAT 5,

=7 TOEDEXY T HEEERMEHEAFD—

Hi% = TOE Ot = U 7 1 Hhe TOE g B AYEiPH & o BI4R
7.1 | FADMIN (& #LEHERE) & AE
7.2 | FSERVICE (¥ —t %%t — RifE) P—E AT V=T R
7.3 | FECARD-ID (IC 71— Rikhigkae) FEAREHE
7.4 | FPRINT (B$54t~7"V > MEHE FEARKERE
7.5 | FOVERWRITE-ALL (48l - & HIEREEGE) &L AE
7.6 | F.CRYPTO (75t plpkhe) Z D OFEHE
7.7 | FVALIDATION-HDD (HDD #:iFkénE Z D OB HE
7.8 | FVALIDATION-CF (CF FiFRERE Z DO OFRE
7.9 | FRESET GRIAEKELIEEY &~ MR BEFHRE — B R U= T HRE
7.10 | FS/MIME (S/MIME 5 4LFE 4 RE JEARBERE
7.11 | FSUPPORT-CRYPTO (55t v MEjEY R — HEERE Z Dt DFEHE
7.12 | FSUPPORT-HDD (HDD w v 7 @i{EH R — hHfE Z Dfth ORERE
7.13 | FSUPPORT-CF (CF v v 7 @h{EYV R — EE Z DOt OFERE
7.14 | FSUPPORT-PKI (PKI ¥ 7K— ~ERE) Z DI OBERE

7.1. FADMIN (EHEE#EE)
FADMIN &%, /SRR AMNST 7 AT HEEE— FICBIT 5 EHEHIZRHERE, BRE (X
T — ROEEREDOEX 2 VT A SHMEE L W EMENRET S —HOEX2 U F 1 iETH
60
7.1.1. EEE BRI R RE

BHET— F~DOT 7 BRAERICH LT . T 7 XA TARAZFLEHE TH D = & 2EBI R OEE

T %,

O R BILRENAXFY TV HAMNORAEFENRRT — NI L VFT AEHERIA =R L5 18
45,

° Mfﬁ@%/\“x T—RANDT7 4 — Ry 712135 %7 ZiKT,

® SEREIZHKIENT D &, WREREIEE Y By FT D,

® SEREIZRINT B ENFAINDED AT 5@??;4 AT 720,

@ HHF NAT — REFIHT 2K 0AHEEEIZ W TERE LT 1~5 BB & R ARERERRE R 5 &

BHENAT— REFHT 52T _XCOEIHEEEZ 2 v 7§75, (BHEET— F~OT7 7 A& HET
Do
> REREIEEEME I, RNIET 7 ' AR HBEE EREEIC L D BEENRET D,
® WilfkRem w v 7%, FRESET n"#i{E+ 5. £7-1% FSERVICE B D EHEERIEREDO T »
7 FRBRHERE DN AT SN CTRRR 5,
DL i X v FIA_AFL.1[2]. FIA_AFL.1[3]. FIA UAU.2[2]. FIA UAU.7. FIA_UID.2[2]73 55,
b,
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712 EEEBEE—FOA— +OT A THEE
PRANNLEHEE— RICT 78 AP T/p A — b o 74 7 BERILL BT & OB e %2 52 1 71
oG AE. HEMICERET— N2 s/ 4745,
PLEIC LW FTA_SSL.3 WEH S5,

7.1.3. EHEE— FIZTIEHt & h 2 H4AE

BRI T — F~D7 7 AZRICE W TR A BIREREMAE IS L 0 VS & L CRBIRRRES D
k\ﬂm%%ﬁﬁ¢é527_ﬁﬁ%E$#%$OT6M\U?@%W\%bwﬂ%#ﬁTéﬂéo

7131 EHENRAT—RKOLEHE

NRENVEVERETHDL Z L a BRSNS, BT D,
® i‘% 8 ;7J<éi}’b%’):\"’v7?57ﬁ‘%f£é”§ﬁ%‘/\7\7~I\ J:Dﬁuunft‘a_ér&@%uunmfﬁ N

et 2,

® ﬁuuu ?Ekyjﬁ—}:)& umuﬁ%aﬁﬁliﬁ%)f/ ]\‘g—é

® FEREL T, NRNAINLDT VB ADGE, BWHEANAT—=RANOT 4 — Ky 712 1 307
o

® HHIF AT — REFIHT A ERIEEIC B\ CHig: L C1~5[E B L 72 23R A RT3 &
A%W#%T&txiéﬁﬁ%%~%%mﬁﬁ7b\ﬁﬁ%A27~b%ﬂ%¢éﬁmfwmu
Hiex o v 795, Hﬁ%%~k«®77tx%ﬁf¢én
> REEEREEEIX, RIET 7 & A B EREIC L 0 FEEBNIEET D,

® BirkkRED 1 v 7 1%, FRESET 23 @ifE4 %, F721% F.SERVICE 281 5 W EEERGHERED 1 »
7 fRERFERE N FAT SN TR 5,

O FHIREISNIEMHE AT — FIIR 8 DEHHE AT — FITRENIHE, v T 7 2D
ENTNWD Z & EBEET 5,
L ki kv FIA_SOS.1[2]. FIA_AFL.1[2]. FIA_UAU.6, FIA_UAU.7 . FMT MTD.1[2],

FMT_SMF.1, FMT _SMR.1[2]73EH &5,

7132. FET7 U RXBEZRDERE

& RE7/VERABRHDHRE
PREHREEL I RE O SN, KOS 2 3% ET 5,
& FE7HVEABRHBEDNRE
SEFHRERE ISR IC BT A RIET 7 B A Z 1~5 B CHRET 5.
o FEHEZIMO YU BBDERTE
FIERIER v 7 K] 2 1~60 53 T ET D,
PLEiz X FMT_MOF.1[38], FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2]235EH S %,

7.133. &A— rOTF IHEEDERTE
F— b 74 7RRRIC BT Bk — X2 THH/NP)VA— ba 74 7R &2 DL ISR i &

® /R4 — b u F AT R :1~9 %)

PLEIZX W FMT _MTD.1[1]. FMT SMF.1. FMT SMR.1[2]RFEH 5,

T
54
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7.1.3.4. HDD O v BEBE D ER TEHERE

<HDD & v 7 /S AT — RZEH >
HDD v v 7 XA T — REZETT 5, BUERESND HDD 0 v 7 RA U — R&fn, HHETH D
ZEEEGESN., HOFRBRE SN D/ NA Y — FRNEZEIZ L TWBIEE. BET S,
@ KR SIIRENDZFY T/ XML H HDD vy 7 AT — RKEBAET 5 HDD 02 v 7 /AU — R
A AN =X L a7 5,
® HATIZ, HDD v v 7 XAV —RAHNDT 4 — RNy 7121 UFH*R"EIKT,
® FTHRERTEIND HDD 1y 7 /XA T — RIZLLFOMEEMIZ L TWAH I & EMEET 5,
> R B8DOHDD 1 v 7 N2 U— RITRENDHHE, v T 7 Z0nbEREN5,
> 1Oo0F v 77 2 THRSNRN,
> BUEREINDMHEE K L7,
YL EZ X9 FIA_SOS.1[3] . FIA_UAU.7. FIA_UAU.6. FMT MTD.1[1]. FMT SMF.1,

FMT_SMR.1[2]B3FEB sh D,

% 8 NRT—FICHAIhEZFvSo52 LM% *

A& Hitk 40554
CEHANAT—R (0~8 #1) FARAEE 92 CF O H17 5 EIR AT AE
CERAU—F 8 #fr BARAFE 92 CFEO A b RIN AT A
-HDD 7 v 7 /RS2 T7— R 20 #7 AR A E 83 ST s b BIATRE
PRy 72 AT— F 20 i FAS A3 84 SO T b IR AT
MEEAET R 20 B AEF 84 S0 T & AR AT AE

7.1.3.5.CF Oy VU #EED R EHAE

<CFu vy 7 /82U — RZEH >
CFu v/ RATU—REEETLH, BERESND CF v 7 AT — K&, BHETHDLZ &
AHFIESH, BOFHRESNLNRNZAT— FRME L L TWAIEE, £2H T 5,
@ K BILRINAX YTV EANGRDCFay 7 AT — REBAHTACF oy 7 20— RIS
AN = AL ERMT 5,
® HMAETIE, CFuy 7 RAU—RKANDT 4— KXy 721 XFH*" 2T,
® R EIND CFay 7 RAT— RIZLLFTOMEZRMIZ L TND Z L EMEET 5,
> F8DCF vyl RAU— RNIRINDHHE, ¥ T 7 X hDRERIND,
> 1O0OF ¥ 77 X THERINRN,
> BUEREINDHMHEE —F L2,
YL ki & v FIA_SOS.1[3]. FIA_UAU.7. FIA_UAU.6. FMT MTD.1[1]. FMT_SMF.1

FMT_SMR.1[2]1AFEBH I D,

7.1.3.6. S 1L RED ENEERE

(XMEEAb 7 a7 > g oF v 7B MFP 125 STV A6 O BB ETT)
<@EETE ON>
OFF 7»5 ON I 256, #HILSEEINDIE LY — RBRLLTOME ZH7Z L TW\W5D Z & 2 RAE

[ AN

Y &8I Exa T EE LTRAD AR T — RZERZRT b DO TH D, Lo TRAT— RFRICE LTI o
BASNTNDX Y T2 ZBRENTNEA, BIF v T2 2 BRI R 7 — 2 RSN 5,
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L. FCRYPTO B ¥fT7& 5,

® £ 8D FL Y — NITRENDIHE. ¥ 77 Z0biEkshsd,

® 1 ODX ¥ T/ X THERINRN,

PL iz X v FIA_SOS.1[3], FMT_MOF.1[3]. FMT MTD.1[4]. FMT_SMF.1. FMT_SMR.1[2]73%

Hahbd,

<WEbU — REE, #{ERE OFF>
WbV — REER, Bk E%L OFF 127 5, BIERESNDLIEE(LY — REffn, BHETHD
L EBERREENTIG A SN G, B Y — REERT 561, FiHEESN ST —
RSV 2572 L CWAEAICZER L, F.CRYPTO RETEN 5,
® X BILRENDFY TV EAMLRDEFLY — RERAET DT — FIRE A b =X 1zt
T 5,
® MATIE, WE(LUY—RNANDT 4 — KR 7121 XFE “*” &K,
® HHE SN (LY — R FTOME &M= LT\ 5D 2 L E2RBFET 5,
> & 8 DMLY — NITRENAHHEL, ¥ 77 XIS,
> 1OD0F ¥ 77 X THRES L2,
> BIERESNDMEE—F L2,
YL Rz kv FIA_SOS.1[3]. FMT _MOF.1[3]. FIA_UAU.7. FIA_UAU.6. FMT MTD.1[1].
FMT _SMF.1., FMT _SMR.1[2IEH S 5,

7.1.3.7. SIMIME X 1EH#BED R T

EELE N ERET 5D SIMIME FREICBIfR T D HEEEIZ LA F o v,
® T UHNNELHDORE

S/MIME #refIHIRE DT ¥ 2 VB % FICHA R, SERERIR, KOV T2 ) bR ATRE
® S/MIME K5 5(biffE (BET7 /L3 X L) OEE
® SIMIME A vt —VF AP A NDEFROT /LT Y XLIEHE

PLEIC LY FMT_MOF.1[3], FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2]3EH 5,

7.1.3.8. NRATJ— F{EAL#REICRRE T S HERE

EEEDPEET 5327 — FOYHMLICEAR T 2HmIZLL T 0@ v,
® fEi F3E X HIBRIRE

kO EEXHIBROETICE Y, FEHE SAT— RE TH N OMIEIZHRET 5,
PLEIC LY FMT_MOF.1[2], FMT_MTD.1[2], FMT_SMF.1, FMT_SMR.1[2] 3 EH 5,

7.1.39. X T4 BT BEEREHEAE

EHEDNERET 28X 2V 7 0 ICBT 28EREMRRIZLL T 0@ Y,
® Xy NU—U D DOEBEHREOHR., K OELiE
T MU= D OEBHEREEZAMETEZLI2E0, vy hT— 7 RE TOEEEREIENF
FHrlge L7225,
® HDD i@l 7 4+ —~ v M¥iE
HDD (27 7 A V¥ AT N CHIAT 28 BT — % ORI 2 £ XA TeHERE,
® i b3E X HIBRIERE
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LA O FEXHIBROFERITICEY HDD FO7 7 A4 A A5 ATHHET A& — & OfES Y
fLEh b,
Pl iz v FMT MOF.1[2]. FMT SMF.1, FMT SMR.1[21}3EH < 5,

7.2. ESERVICE (Y¥—EXE— FHEE)

F.SERVICE &3, SRAMNLT 78 AT 5 —E ZE— NIIBIT A —E A0 V=7 ik
KEE. CE AU — ROEHEHENRNZA T — ROEFREOEX 2 U T 0 EHEIEL o 7-—1
AL VT REET D —#HDOEX 2 )T A RBETH D,

721. Y—ERI VO 7#HBIFREIHRE

AP F—ERAET— R ~DT 7 AERITHF LT 77 AT LHFME L — ATV =T
ThHDH L EZHNLOFEIET D,
® R BIIRENDEIFY TV ENSR% CENAY— RNk VEIET 5 CE BREEA B = X L A1k
%,
@ CENXARTU—RANDT7 4 — RKN\No 721 XFE “*%7 2iKT,
® UGEICIhT S &, RRERMEEE Y By b D,
® ZHEEIZKMT 5 & Axwﬁgmﬂﬁ%5ﬂﬁxfﬁfﬁw
® CE AU — N&EFHT 5K RIAEREICB W CElfgi LT 1~5 [l H & 72 5 BGEAM A+ 5 &,
CENXU~F%ﬂm¢é¢~T®M£% Exnv /45, (W—ERE—FK~DOT7 7 ERAEHER
T5.)
> REUEEEEEIX, RIEY 7 & A B ERRRIC L 0 FEE D EET D,
® RirtrED 1 v 7 1%, FRESET 23EhE L TR 5,
L EIC kv FIA_AFL.1[1], FIA_AFL.1[3]. FIA_UAU.2[1]. FIA_UAU.7. FIA_UID.2[1]»332%
Ihad,

7.22. H—ERE— FIZTIR S S H#aE

P —ERE— F~DT7 7 ERABERICBN T —E R D=7 #BEREREIC LY —E 2
=7t qu&%ljuunﬁéhék U\Tﬁ)’r%% %Uﬁﬁﬁ)uq:j‘éhé

7.221.CE/RRT—FKDOZLHE

P —bERT V=T THDLHIEEERIEIN, HOoFHREINDINA Y — RN EE &2 LTV

L%6. EET 5L,

® K BILRENDLFYTVENDHARD CERAY—RIZL Y RIS 5 CE FEF A B = X L&k
T 5,

® FANREICRET 5 &, FRAERIEIE AR U ' Y D,

® FHIILTII. XA DT 78 AZADPLE . CENXAT—RANDOT 4 — KXy 721 3FH“x”
i,

® CE AU — R&EFHT 5K RIAEREICB WGt LT 1~5 [l H & 72 D RGEARM A AT 5 &,
AX”#677?X¢éﬁ*EZ%%F%D7ﬁ7LCEAXU%F%%%?%?ATﬁmﬁ%

BEe Y735, (F— t2%~b~@77tx%ﬁ7¢éd

>;%%Eﬁ%ﬁi RIET 7 & AT ERER EHREIC L0 BEENIEET 5,

® Hifkgfem v 713, FRESET 2 EhE L TR 5,

Copyright © 2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
53/59



bizhub 751 / bizhub 601 PKI Card System Control Software AOPNOY0-0100-GR0-18 AOPNOYO0-1D00-G00-11 &zl 7r&—o"w-

® HiHIRESND CE AU — IR 8D CE NAU— RITRENDIHE., Fv T 7 ZNDRERS
NTWDHZ L ERIET 5,
YL klz X v FIA_AFL.1[1]. FIA_SOS.1[1]. FIA_UAU.6. FIA_UAU.7. FMT_MTD.1[3].
FMT _SMF.1. FMT SMR.1[1IRFEH SN 5,

7222 EHWENAT—RKOLEHE

BHENRAT— FEERT D,
Pl kic Xk v FMT MTD.1[2]. FMT SMF.1. FMT SMR.1[113EH S %,

7.2.2.3. EHEZHMED DO v Y DK

BRLATERERIE 2 0 7 U T4 %,
® T URANE Y INTWIURL, vy 7 BRERELD,
PLEIZ &Y FIA AFLARIAFER SN S,

7.2.2.4. CEERSEO v U BRIDHRTE

CE At nIED b4 7 E#Fﬁé’ 1’\“60 E&ij—}:)
Pl iz X v FMT MTD.1[8]. FMT SMF.1. FMT SMR.1[1]3EH < 5,

7225 b—ERIT VO FRIEREDRTE

=AUV =T RIHEREDOA R, W ERET D,
Ll iz X v FMT MOF.1[4]. FMT _SMF.1. FMT SMR.1[1]1EH N 5.

7.226. TSF T—ARIZET HHEEDEIR

PF—E R V=T WNERET DD TSF 57— Z IS HHEREIZLL T D@ v
® HDD W7 —~ v MERE
HDDIZ FT v 7 &7 X —1ERR EDEFINEEZDTT 4 A7 RIEEHE N Z — I [ERCE
CEN
® (=¥ T A AHKHE
NVRAM (ZE XA EN 5 KR EE %2 TIHHAMREBICR 37290 OHE,
® X T ARkEE
RC-232C %41 L7o > U 7OV 2 AT WOBIEIRFE D A 7 F 2 ZA%AT 9 BEEE,
® i [F2WiiknE
MFP OH¥ AR — & —LilfE L, MFP O#{EIRIE, FIRIECE OBERTE 4 & 89 5 i#hRe.
® (X —Xx v NNEH TOE % #Hkkie
Ethernet # /1 L C TOE # # 7 > 11— N4 B HERE,
PLEiC kv FMT _MOF.1[1]. FMT _SMF.1., FMT _SMR.1[1]AEHRH I 5,

7.3. FCARD-ID (IC h— FE#RIHgE)

F.CARD-ID &%, Wriofb7"V o MRE. KU Scan To Me #REZFI M4 2 iC MFP IZ#5k S h
T3 IC 17— R & MFP 2503 2886ECTH 5,
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PLEIZ XY FIA_UID.2[B] A EB &b,

7.4. FPRINT (B854 TY) > MigRE)

FPRINT &, W57V > MERBICB T 28X =2 U 7 4 EETH S, FIRIBRIEIZST L T,
F.SUPPORT-PKI |Z &V AF L7zl (K588 (2L VESQUENEIET 5,
® 57 U N Ty ANEE ST Lo EEE (K58 (168bit) X, SP800-67 (2 & - THl
E X5 3-KeyTripleDES IZ L » THEBEEND

PLEIZX Y FCS_COP1 NEHEND,

7.5. FOVERWRITE-ALL (2R £ ZE ZHIFREEE)

F.OVERWRITE-ALL & /%, HDD @7 — & il L3 ZHIBRZ 2179 5 & 312 NVRAM ITRRGE S
NTVHNAT — FEOREEZ T 5, HIFR, ZZEBES N ~EHRIEBZUTO@EY TH
50

<HIfgEhdx%R : HDD>
(S (DI N %
REmIG 7 7 A v

Ax ¥ VEBT 7 AL
FAEVEBT 7 AV
HDD #7857 7 A L
GRS 7 7 A L

<L TN DX E : NVRAM>
® HEHHE N AT — |

® HDD = v 70 @ {EexE (OFF) -+ +HDD v v 7 "AU— RHEIND,
® CF = v 7 HEREDEERE (OFF) s CFuy I R2AT—RFREESND,
o [ fLiRE D ENERE (OFF) < e BEREY— RRNHESND,

HDD (cEXATeT —%, EXiATeEE: EHIBR ST, FADMIN (28 T E S5 e E
LXHIBREEEOHE SR (R 9) WKL THEITENS, HDD v v 7. CF v v 7 e, i1k
BEEEIXENMERR ES OFF Snb Z itk » T, RESN TV HDD r v 7 XAU—FK, CFuav”
INAT— R, BB LT — FRFIFTE <25,

UL EIZX Y FAD_RIP1 8B I D,

® 9 REHOLEZHIROYA TELEZDHE

7K LEEINDT—FEATLZDIEF
Mode:1 0x00
Mode:2 L = &3 = 0x00
Mode:3 0x00 = O0xFF = {iL¥ = Hir
Mode:4 il = 0x00 = 0xFF
Mode:5 0x00 = O0xFF = 0x00 = OxFF
Mode:6 0x00 = O0xFF = 0x00 = OxFF = 0x00 = OxFF = &L
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J5 EEXINDET—H XA T L ZEDERF
Mode:7 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = 0xFF = 0xAA = Miif

7.6. FCRYPTO (RESE4E RitkaE)

F.CRYPTO &3, 2=# I /) VEXESHBEEIC L > THEESNS 2= I /L% HDD ;54
AT LTY X (SHA256) #FH L, HDD [CEZIAFN IR SALEN TWARVEER Y 7 A L&
et 570D S A2 AR T 5, o= 3 /L% HDD =@/t 7 /=) X (SHA256) &
X, FIPS 180-2 23 E 3 5 SHA256 #FIH L Chs 582 4R T 2703 XATHD,

FADMIN 28\ TT 7 & AR S 2 B 5 LSRR O BER BB W TR 5L T — RRRE S
He, o= /)% HDD RS54t 7 /L =) X (SHA256) & W THE (LT — K226 256bit
FEOW %Ak T 5,

YLz X » FCS_CKM.1 REH SN D,

7.7. EVALIDATION-HDD (HDD #&:F#4RE)

F.VALIDATION-HDD & (%, HDD (Z HDD v v 7 X2 U — K& E L TV A EHAITEB W T, RIE
72 HDD DR E S TWRWZ & 2 MGE L, EYERER S N5 E 72T HDD ~Ofir A s, FEEX
AL EHFATEF =y VHERETH D,

HDD (2 HDD & v 7 /S AU — RMRHE SN TV A A, TOE &8 HDD ShifEERICH VT,
HDD OA T — X AMEREAT 9, AT — X AFEROFER, HDD 1 v 7 /XA U — RN IE S
TWAZEeNRENTHAIE. HDD ~O7 7t 2% #F L, HDD 2 v 7 XA U — RRHRESNT
WRWWZ ENEINTGEE. RERAEMERH D720 HDD ~DO7T 7 A& AT 5,

Pl kic kv FIA_EID.1[1AEH S D,

7.8. FVALIDATION-CF (CF #&:T#%HE

FVALIDATION-CF &%, CFIZCF u v 7 2T — &R EL TWAEAIZBWT, REAR CF
MDEEE SN TN EEZRFEL ., IESMENER S NTZHE721T CF ~Oft A A, EZIARZTFA]
TEHF v IHRETH D,

CFIZCF ry 27 RAU— RBRFESINTWDHY4A, TOE E&FO CF #fEfRIHs VT, CF D
AT — B AMEREAT Do AT —F AEBORE, CF 2 v 7 NATU— RPHENIHEINLTND Z &
DEENTHBEIE, CF ~07 78 2% L, CF 2y 7 RAT— FRBRESNTORNT &K
SN ER. NERFTREERH B0 CF~OT 72 A2 ERT 5,

YL 2 X v FIA_EID. 1IN EHR S D,

7.9. FRESET (ERiE&kBaE%!) v FHEEE)

FRESET & 3. &HM#F3IL. CE BB NCT I hay s LEERAICh Yy F L3RIk
Wiz )y N LT, By 2 2R DTS 2.

@ CE RiEHaER v ¥ R LIERERE
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KBl L 0 Ei7 &, CERRGEn v 7 K12 CE FFED LKA 0 7 V 752 L2k v
7y BT D,
PLEIZ LY FIAAFLI[DER S NS,

© EEEDIHAED v U ERNIEHEE
FHEJRO OFF/ON L0 E73h, FEERIE D » 7 R R ICEEERIEO KW EEZ 0 7 V735
ke vy s BRET S,
YL B2 X v FIA_AFLARIRFEREN S,

7.10. FS/MIME (S/MIME E&-S 0381 5E)

F.S/MIME &%, (205 T) A% ¥ LcHitg s SIMIME T —HWHHICEETDEIC, A%y
v UIZHig 2Bt R OEAT DIEETH 5, B4 AEKIT FSUPPORT-PKI (2 &V IC 77— K2MT
I, AHREICB W TEAITHN DA v =V A V= A P EENRT S,

<MEFHEAER >

® FIPS 186-2 WHET 2B MELE LR T VTV XA LY | AF v v LEEEBREZRE BT 57200t
e (R eHt) AT 5, (FE#ER X, 128 bit, 168 bit. 192 bit, 256 bit DWW\ FNNTH 5,)
PLEIZX Y FCS_CKM.1 NEH SN,

<A ¥ ¥ CHEIBORE L >

® XXy L7-mifgik, HmsE (RrS8k) (128 bit, 192 bit, 256 bit) % T, FIPS PUB 197
Lo THESIND AESIC L - T E{b&En 5,

® X%y L7-MEGIE, Homgg (K28 (168 bit) Z VT, SP800-67 k> THESND
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Wb b,
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YL EIZE Y FCS_COP1 REHEND,
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7.11. FESUPPORT-CRYPTO (if51k3% » FEIES R — FHERE)

F.SUPPORT-CRYPTO & &, TOE 76551k v M X DS LEREZ EIE S ¥ 2 72D DFERET
b5,
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7.13. ESUPPORT-CF (CF O w4 &{EHH— Fge
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PLEIZE Y, FIT_ CAP14IEHR S5,
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