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An attacker trying to trace the movement of the MRTD
by identifying remotely the MRTD’s chip by
establishing or listening a communication through the
contactless communication interface. The attacker can
not read and does not know in advance the MRZ data
printed on the MRTD data page.

T.Skimming

Skimming the logical MRTD

An attacker imitates the inspection system to read the
logical MRTD or parts of it via the contactless
communication channel of the TOE. The attacker can
not read and does not know in advance the MRZ data
printed on the MRTD data page.

T.Eavesdropping

Eavesdropping to the communication between TOE and
inspection system

An attacker is listening to the communication between
the MRTD’s chip and an inspection system to gain the
logical MRTD or parts of it. The inspection system uses
the MRZ data printed on the MRTD data page but the
attacker does not know this data in advance.

Note in case of T.Skimming the attacker is establishing
a communication with the MRTD’s chip not knowing
the MRZ data printed on the MRTD data page and
without a help of the inspection system which knows
these data. In case of T.Eavesdropping the attacker

uses the communication of the inspection system.

T.Forgery

Forgery of data on MRTD’s chip

An attacker alters fraudulently the complete stored
logical MRTD or any part of it including its security
related data in order to impose on an inspection system
by means of the changed MRTD holders identity or
biometric reference data. This threat comprises several
attack scenarios of MRTD forgery. The attacker may
alter the biographical data on the biographical data
page of the passport book, in the printed MRZ and in
the digital MRZ to claim another identity of the
traveller. The attacker may alter the printed portrait
and the digitized portrait to overcome the visual
inspection of the inspection officer and the automated
biometric authentication mechanism by face

6
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recognition. The attacker may alter the biometric
reference data to defeat automated biometric
authentication mechanism of the inspection system.
The attacker may combine data groups of different
logical MRTD's to create a new forged MRTD, e.g. the
attacker write the digitized portrait and optional
biometric reference data of finger read from the logical
MRTD of a traveller into an other MTRD's chip leaving
their digital MRZ unchanged to claim the identity of the
holder this MRTD. The attacker may also copy the
complete unchanged logical MRTD in another
contactless chip. The TOE shall avert the threat as
specified below.

T.Abuse-Func

Abuse of Functionality

An attacker may use functions of the TOE which shall
not be used in TOE operational phase in order

i. to manipulate User Data,

ii. to manipulate (explore, bypass, deactivate or change)
security features or functions of the TOE or

iii. to disclose or to manipulate TSF Data.

This threat addresses the misuse of the functions for
the initialization and the personalization in the
operational state after delivery to MRTD holder.

T.Information_Leaka
ge

Information Leakage from MRTD’s chip

An attacker may exploit information which is leaked
from the TOE during its usage in order to disclose
confidential TSF data. The information leakage may be
inherent in the normal operation or caused by the
attacker. Leakage may occur through emanations,
variations in power consumption, 1/O characteristics,
clock frequency, or by changes in processing time
requirements. This leakage may be interpreted as a
covert channel transmission but is more closely related
to measurement of operating parameters, which may be
derived either from measurements of the contactless
interface (emanation) or direct measurements (by
contact to the chip still available even for a contactless

chip) and can then be related to the specific operation

being performed. Examples are the Differential
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Electromagnetic Analysis (DEMA) and the Differential
Power Analysis (DPA). Moreover the attacker may try
actively to enforce information leakage by fault
injection (e.g. Differential Fault Analysis).

T.Phys-Tamper

Physical Tampering

An attacker may perform physical probing of the
MRTD'’s chip in order

i. to disclose TSF Data, or

ii. to disclose/reconstruct the MRTD’s chip Embedded
Software.

An attacker may physically modify the MRTD’s chip in
order to

i. modify security features or functions of the MRTD’s
chip,

ii. modify security functions of the MRTD'’s chip
Embedded Software,

iii. to modify User Data or

iv. to modify TSF data.

The physical tampering may be focused directly on the
discloser or manipulation of TOE User Data (e.g. the
biometric reference data for the inspection system) or
TSF Data (e.g. authentication key of the MRTD’s chip)
or indirectly by preparation of the TOE to following
attack methods by modification of security features (e.g.
to enable information leakage through power analysis).
Physical tampering requires direct interaction with the
MRTD's chip internals. Technigues commonly employed
in IC failure analysis and IC reverse engineering efforts
may be used.

Before that hardware security mechanisms and layout
characteristics need to be identified. Determination of
software design including treatment of User Data and
TSF Data may also be a pre-requisite. The modification
may result in the deactivation of a security function.
Changes of circuitry or data can be permanent or

temporary.

T.Malfunction

Malfunction due to Environmental Stress
An attacker may cause a malfunction of TSF or of the

MRTD’s chip Embedded Software by applying

8
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environmental stress in order to

i. deactivate or modify security features or functions of
the TOE or

ii. Circumvent or deactivate or modify security
functions of the MRTD’s chip Embedded Software.

This may be achieved e.g. by operating the MRTD's chip
outside the normal operating conditions, exploiting
errors in the MRTD’s chip Embedded Software or
misuse of administration function. To exploit this
attacker needs information about the functional

operation

TOE

1-3

P.Manufact

Manufacturing of the MRTD's chip

The IC Manufacturer and MRTD Manufacturer
ensure the quality and the security of the
manufacturing process and control the MRTD’s
material in the Phase 2 Manufacturing (*). The
Initialization Data are written by the IC
Manufacturer to identify the IC uniquely. The MRTD
Manufacturer writes the Pre-personalization Data
which contains at least the Personalization Agent

Key.
* TOE Lifecycle Phasel Development IC
Phase2
Manufacturing IC
Phase3 Personalization
Phase4 Operational Use MRTD

P.Personalization

Personalization of the MRTD by issuing State or
Organization only

The issuing State or Organization guarantees the
correctness of the biographical data, the printed

portrait and the digitized portrait, the biometric
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reference data and other data of the logical MRTD
with respect to the MRTD holder. The personalization
of the MRTD for the holder is performed by
authorized agents of the issuing State or
Organization only.

P.Personal_Data

Personal data protection policy

The biographical data and their summary printed in
the MRZ and stored on the MRTD’s chip (DG1), the
printed portrait and the digitized portrait (DG2), the
biometric reference data of finger(s) (DG3), the
biometric reference data of iris image(s) (DG4) and
data according to LDS (DG5 to DG14, DG16) stored
on the MRTD’s chip are personal data of the MRTD
holder. These data groups are intended to be used
only with agreement of the MRTD holder by
inspection systems to which the MRTD is presented.
The MRTD's chip shall provide the possibility for the
Basic Access Control to allow read access to these
data only for terminals successfully authenticated
based on knowledge of the Document Basic Access
Keys as defined in [PKI]. The issuing State or
Organization decides

i. to enable the Basic Access Control for the protection
of the MRTD holder personal data or

ii. to disable the Basic Access Control to allow

Primary Inspection Systems of the receiving States

and all other terminals to read the logical MRTD.

TOE Inspection System Basic Access Control
Primary Inspection System Basic Access Control Basic Inspection
System TOE Primary Inspection System

Basic Access Control

Disable Basic Inspection System

Basic Access Control Enable

TOE

1-4
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TOE

1-4 TOE

A.PERS_AGENT

PERSONALIZATION OF THE MRTD’S CHIP

The Personalization Agent ensures the correctness of

i. the logical MRTD with respect to the MRTD holder,

ii. the Document Basic Access Keys,

iii. the Active Authentication Public Key Info (DG15) if
stored on the MRTD's chip, and

iv. The Document Signer Public Key Certificate (if stored
on the MRTD’s chip).

The Personalization Agent signs the Document Security
Object. The Personalization Agent bears the
Personalization Agent Authentication to authenticate
himself to the TOE by symmetric cryptographic
mechanisms.

A.INSP_SYS

INSPECTION SYSTEMS FOR GLOBAL
INTEROPERABILITY

The Inspection System is used by the border control
officer of the receiving State

i. examining an MRTD presented by the traveller and
verifying its authenticity and

ii. verifying the traveller as MRTD holder. The Primary
Inspection System for global interoperability contains
the Country Signing Public Key and the Document
Signer Public Key of each issuing State or Organization
[PKI]. The Primary Inspection System performs the
Passive Authentication to verify the logical MRTD if the
logical MRTD is not protected by Basic Access Control.
The Basic Inspection System in addition to the Primary
Inspection System implements the terminal part of the
Basic Access Control and reads the logical MRTD being
under Basic access Control.

The TOE allows the Personalization agent to disable the
Basic Access Control for use with Primary Inspection

Systems.
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159

TOE IC
IC Infineon Smart SLE66CLX800PE [32]

Apollo OS - Smart Card Operating System Guide - Version 3.17 - User Guide
V1.3 2009-04-01

Apollo OS - Smart Card Operating System Guide - Version 3.17 - Administrator
Guide V1.5 2009-04-01

12



CRP- C0229-01

2
2.1
CC 3 CEM
TOE CEM
2.2
20 3 21 7
20 6
21 3
2.3
23.1

1)

- Personal PC with windows XP, 2000.
- PC card readers

o Contactless reader ACG - Dual 2.2
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0 Contactless reader Micropross- class 185 ,part number 907-1056C
- IDE, TT2, Golden Reader Tool ,KMT ,SCOUT
- ROM Monitor Infineon (KEIL) - RM66-11-P/PE version 2.62.

- Contactless Card adapter spy 06/41

2)

a.

1) TOE
b.
C.
53

d.

1)
23.11)
1 Alpha fault injection test

Alpha radiator

14



2)

« Personal Computer with Windows XP
» Contactless reader SCM SDI 010
» Alpha radiator
0 Ra-226-isotope
0 activity 3,3 kBq
0 isotope-holder: aluminium bar (¢ 10 mm)
0 exhaust port g 3 mm
o0 installation depth 3 mm

« DPA_FI (Software)

CRP- C0229-01

TOE
1) Alpha radiator
Alpha radiator Alpha Fault Injection
30 17
13 53 83
53
CC [27] [28] CEM
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4.1

TOE CC 3 EAL4 ADV_IMP.2
ALC_DVS.2
4-1
4-1
ASE_DES.1.1E TOE
ASE_DES.1.2E TOE
ASE_DES.1.3E TOE ST
ASE_ENV.1.1E TOE
ASE_ENV.1.2E TOE
ASE_INT.1.1E ST TOE
CcC
ASE_INT.1.2E ST
ASE_INT.1.3E ST
ST

18




CRP- C0229-01

ASE_OBJ.1.1E
TOE
ASE_OBJ.1.2E
ASE_PPC.1.1E ST PP
SFR PP
ASE_PPC.1.2E PP PP
ASE_REQ.1.1E TOE IT
cc
ASE_REQ.1.2E IT
ASE_SRE.1.1E ST
ASE_SRE.1.2E ST
ASE_TSS.1.1E TOE

19




CRP- C0229-01

ASE_TSS.1.2E TOE
ACM_AUT.1.1E CM
ACM_AUT.1.1D CM
ACM_CAPA.1E TOE
TOE
ACM_SCP.2.1E
CcC

ADO_DEL.2.1E TOE
ADO_DEL.2.2D

ADO_IGS.1.1E TOE
ADO_IGS.1.2E ADO_IGS.1.1E
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ADV_FSP.2.1E

TSF
TSF

ADV_FSP.2.2E TOE

ADV_HLD.2.1E

TSF IT
TSF

ADV_HLD.2.2E
TOE

ADV_IMP.2.1E TSF
TSF

ADV_IMP.2.2E
TOE

ADV_LLD.1.1E

TSP TSF

TSP
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ADV_LLD.1.2E
TOE
ADV_RCR.1.1E TOE
ADV_SPM.1.1E
ST
ST
TOE

AGD_ADM.1.1E

TOE

IT

AGD_USR.1.1E

TOE

TOE
IT
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ALC_DVS.2.1E

TOE

ALC_DVS.2.2E

ALC_DVS.2.1E

ALC_LCD.1.1E

ALC_TAT.1.1E

ATE_COV.2.1E

ATE_DPT.1.1E
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ATE_FUN.1.1E

ST

ATE_IND.2.1E ST
TOE

ATE_IND.2.2E

ATE_IND.2.3E

AVA_MSU.2.1E
TOE
TOE

AVA_MSU.2.2E

TOE TOE

AVA_MSU.2.3E
TOE
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AVA_MSU.2.4E

TOE

AVA_SOF.1.1E

ST SOF

SOF

SOF

AVA _SOF.1.2E

SOF SOF

AVA_VLA.2.1E

ST

AVA_VLA.2.2E

AVA_VLA.2.3E

AVA_VLA.2.4E

AVA_VLA.2.5E

TOE

4.2
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CcC Common Criteria for Information Technology Security
Evaluation

CEM Common Methodology for Information Technology Security
Evaluation

EAL Evaluation Assurance Level

PP Protection Profile

SOF Strength of Function

ST Security Target

TOE Target of Evaluation

TSF TOE Security Functions

TOE

DEMA Differential Electromagnetic Analysis

DG Data Group

DPA Differential Power Analysis

ICAO International Civil Aviation Organization

LDS Logical Data Structure

MRTD Machine Readable Travel Document

MRZ Machine Readable Zone

Active ICAO MRTD

Authentication Inspection System

Alpha fault Alpha

injection

Basic Access ICAO

Control

Basic Inspection Basic Access Control Inspection System Basic

System Inspection System TOE

Country  Signing Document Signer Public Key Certificate

Public Key

DEMA Differential Electromagnetic Analysis
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Differential Fault
Analysis
Document Basic Basic Access Control

Access Key MRZ

DG Data Group LDS 1
DG1 MRZ DG2 DG

Document  Signer Document Security Object

Public Key

Document  Signer Document Security Object

Public Key

Certificate

DPA Differential Power Analysis

Document Security LDS

Object IC

ICAO International Civil Aviation Organization
Inspection System MRTD

LDS Logical Data Structure

MRTD Machine readable travel document
MRZ Machine Readable Zone

Passive LDS
Authentication

Personalization MRTD TOE

Personalization Personalization

Agent

Personalization Personalization

Agent Key

Pre-personalization MRTD IC
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Data Personalization Agent Key
Primary Inspection Basic Access Control Inspection System
System Primary Inspection System TOE
IC
CC/ICEM ccC
[19]
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Herstellers, Version 13, 2008-08-14, Bundesamt fur Sicherheit in der
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CC Supporting Document Guidance, Smartcard Evaluation, Version 1.3,
Revision 1, March 2006, CCDB-2006-04-001
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CC Supporting Document Guidance, Mandatory Technical Document,
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Common Criteria Protection Profile, Machine Readable Travel Document with
-1ICAO Application”, Basic Access Control, version: 1.0, 18 August 2005, BSI,
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BSI-PP-0017

BSI-DSZ-CC-0399-2007 for Infineon Smart Card IC (Security Controller)
SLE66CLX800PE / m1581-e12, SLE66CLX800PEM / m1580-e12,
SLE66CLX800PES / m1582-e12, SLE66CLX360PE / m1587-e12,
SLE66CLX360PEM / m1588-e12 and SLE66CLX360PES / m1589-e12 with

specific IC Dedicated Software from Infineon Technologies AG
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