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CF. NVRAM %952 LIk, X2 VT4 XE TV N7 7 A0, BiE& 7V v 7 7
AN AR T AT 7 AN AU AEVEBT 7 AV, REEB 7 7 AL, HDD FEFHE{G 7 7 A )L,

CF iRAFWig 7 7 A /v, WG 7 A b, EEET —F 7 7 A0, RESHTOWAE IR Y
— NEORER SRS 5,

T.BRING-OUT-STORAGE (HDD OAIELFHHL)
CHEE LR S EREE A o — A, MFP WO HDD # R IEICHBH LTI 5221
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T, X2 VT A UEBETV N T AN, Ry AT A, BTV T 7 A0, &
VAEVEEET A, AREEE T 7 AL, HDD FBERAEEG 7 7 A v, BGEE T 7 A L, EE
ST — R T 7 A, RESN TR/ SR T — RERR{IRT 5,

B Lo BECEE AR o2 —W N, MFP N HDD # A EICT V025, T00hzbh
tHDDuiﬁtu?%i)74i%7)/b774”\mﬁ&7)/h774”’T/727
TAN, FAEVEBT 7 A0, REBEBRT 7 A0, HDD FBRAFE G 7 7 A /v, EREE 7 7
A, EEHET =2 7740, BESNTOWEFE AR — FEREFE SN, BEE2RF--
FEREE b oTca—YEL, 20TV HDD 28 b LT+ 2 8k, b
%7 7 A NVENFRIRT 5,

T.ACCESS-PRIVATE-BOX (A—H#EEZFALE-BARY Y AADFTELZT7 I ER)
BE Ao BARCEEEFolm2— N hO2—REATAET IRy 7 AT 78 AL, Ry
AT A )NERE T a— R HIFL %E (E-mail %2, FTP %2 . FAX /2. SMB5%{Z . WebDAV
EE) TAHZLICED, Ry AT 7 A NVDBEEIND,

TACCESS-PUBLIC-BOX (A—H#REZFALILRABERY Y ANOFELT I ER)
BEEFSLBEREBEE LR oToa— ¥ FIHEFF A SNARWEER Yy 7 2T 78R L, Ky
ATy ANnEZ Y ru— R HL #E (B-mail %15, FTP %#{5, FAX 3%{5, SMB %5, WebDAV
EE), thoRy 7 2A~BH) - a8 —F52 LIk, Ry AT 7 AIINRBRBEIND,

T.ACCESS-GROUP-BOX (A—H#EZMALEIN—TRY I ZAADFELTIER)
Ao A REE A2 — R F0a—FREE L TR WEMERTTE T 5 7L —7 R
VI AZTIRAL, Ry AT7 7 ANEX T ra— R, B, %5 (E-mail 253, FTP %{5.
FAX %15, SMB /2. WebDAV %/5) T52L10k0, Ry 2 A7 7 A ANEBIND,

T.ACCESS-SECURE-PRINT
(A—YHEZFALEEX 2V TAXETIVV F 77 M VBRI TV VR I 7ANADTFERT
Y4€R)

B AR ERCER R o — R, FIHETF SN2 0nEX 2 VT4 XE TV T A
NWEHRITAZEICED, X2V T4 XEB TV N7 7 ANVDBEREIND,
HEAFOECEE LR T2 —Y), o2 —FRNEELEEE& T v N7 7 AV EH]
Rl+25z&icky, M£&7)/b774w#%%éﬂé

T.UNEXPECTED-TRANSMISSION (BENFREADEZE)
S AR S AR EE A o=, Ry VAT s A VOEEICERT ARy U — I RE
BEETAHZLICEY SN TEHEICRESN T THR Y 7 AT 7 A AR —FOER LA
T T 4T 4 ~EE (Ermail 2515, FTP%(F) SNTLEW, Ry 7 AT 7 A ABRERREIND,
<Ky I AT 7 ANVEEIZERT O Ry NT— 7 RE>
>  SMTP %— NIZBT 28 E
> DNS % —NIZHT 5% E
CEE Ao EREE A o -2 — R, TOE 88 A SN 5 MFP ISR E S D MFP % #k5n4
LDy KU — 7 REEEHEL, RERMO MFP 2O T 47 4BV AR TOE
NEAIND MFP OF%E (NetBIOS 4. AppleTalk 7'V > %4, IP 7 KL AR E) 2% TET
HTZEWZED, X2 VT4 ETIV N T A0, RBIE& TV U N T 7 A NVIREREE SN D,
CERE RO BERCERE Aol — YN, TSIZEREEZERTTHIEIZED, Ry 7 AT 74

® Server Message Block ®Ol, Windows TV 7 A Vb, PV o ZIF 2 FEE+ 570 ko,
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VBB LW RE ISR S TRIEES LD,
BEEFOTERERZR ol — W3, PC-FAXBIERELZER L, ARy 7 ZEDOR v 7
ASOREFEREN D, B —PIBEFIRE SNOREICEETLHZ LICE, Ry 7 A
77 ANBER LR WRESIIC R SN TRESND,
X KB, PC-FAXBIfERREN, By 7 A~ORERERELEM L LTEML TV HE0
HREETLHEBTH D,

T.ACCESS-SETTING (£*a VU5« l:ﬁ%?é%ﬁ&%&i%ﬁtw?ﬁE%E)
Ao REE AT — R, X2 VT ¢ R ICBMR T AR ELLELTLE D
LKV, A I AT AN, X2 VT4 XET VN T AN RFE& T Y VR T 7 AR
TR DA REME B £ D,

T.BACKUP-RESTORE (/Nw V7w Fife., VX F7HEEOFELMER)
HEAR T ERES Aol a—YN, Ny o7 v T, U A MNTHREAREIERTLZ b
[t /I ﬂ%\y77\774’/» X2 VT A NESV N T AN, FBEFEE& TV T 7 A LR
T5, £ AT— REOMELOH DT —F NRKR L, FFEZEMEILSAEIND,

T.BRING-OUT-CF (A/87 b5y a A EYDRELFEHL)
FEEER oL BEVEEL R oo —¥0, MFPRO a3 87T vy a AE ) 2 RECHHH
LTI 5 2 LTk > TUUTFORREMD B 2 515,
REME (SNMP /82T — K| WebDAV #— 3820 — F) 23RET 5,
c WS A SNIREM (SNMP N2 U — R, ZOfATIREEOBIEREM) TEfESEbhd,
- WS A ENT TOE TEIfEs oD,
* CRRRAFIB 7 7 ANVK D a2y b7 Ty a 2% ) NICEE LIZ B RRE S 5,

34. DX )T 1A%t

WES, A7 4 ANTHLR Y NI =7 OB xaT7 SEFERTDHHMERITZ V., K ST Tk, 71 A
N LAN b CORBITASEDOBBREZME LRV, 47 4 AN LAN Lot %o U7 4 kR E2mHET
LA« FIHF SRS L7 TOE % =2 U 7 4 BN AZTEET 5, FRICATEIC TR LICEEMENEE S
NDIRERI G PEICH T D% 2 7 @B I Iiad 5,

LIFIZTOE ZHAT 248 ClEH SN X2 U7 ¢ Fetainl L, @A+ 5,

P.COMMUNICATION-DATA (E{&7 7 1 LDt ¥ a1 7 75iE1E)
IT BRI TRE AR éhé&[&@mb\?ﬂ%774w (EX=2 VT4 LETV T A0, R
VI ATy AN, FBFE& TV N7 7 Av) 1E, MR FIHEPHLET HEAITB VT, IELVWE
FHRICKI L TEEHIND AN ZAZ LTHEET D, IS b LT uide 5w,
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4. Ex¥a1 T4 WRAH

AT TIL, 3 TS Tkl SNz RRSAE, B, kot X2V 7 1 F#%25%17 ., TOE X TOE
OFABREIC CHE R YR 2 U T 4 KTV TR T 25, YT, TOE DEFX= VT ¢ %K)
B, BREOEX 2V 7 4 kRGO L TR T 5,

41. TOE X2 T 1« KA
AHiTIE, TOE OtFx =2V 7 4R GEHZ OV TR L, ST 5,

O.REGISTERED-USER (&1 —HDF|A)
TOE 1%, B I —V 771712 TOE & S /= MFP ORI ZEe 4 5,

O.PRIVATE-BOX (AR I RT7 I & RHIHH)
- TOE X, =—¥7ETIC, 2O2—FRFHAETLHMEMAR Yy 7 A0 —FEREZ T AT 5,
*TOE (F, =—H7EHIZ, Z2O2—¥FRFAETHMAR Y 7 ANDR v 7 A7 7 A4 )LD 2—HFi
REZFF 5,

O.PUBLIC-BOX (ERY I R7 U X
* TOE 1T, B&kSNi-a—Wi2ic, ARy 7 ZOMERIELZFFAIT 5,
- TOE X, 2Ry 7 ZOFMHEZH T SNT-2—FEFC, Z0HER Y 7 20— P
I D,
*TOE X, Z0IFRy 7 AOFHEH A SNTza2—FEFic, ZO_ERY 7 ZANOR v 7 A
T 7 AND—FEREE AT 5,

0.GROUP-BOX (FI—THRv o R7 4+ R§IH#)
* TOE 1%, ZOEFAOFAZH ] Sz —FEFIT, FOEMMATHAEIND T N—THRy 7 A
D — PR Z AT 5,
* TOE I%, ZOEMOFAZH ] SNz —FETFIZ, FOEHMTIAEINDI T N—T Ry 7 R
NOR Y 7 27 7 A NDa—FHEREZ AT 5,

O.SECURE-PRINT (ZF YT XBTVV L IT7AN, BEKTIV U FIZ7A4IULT Y RFIE)
cTOE X, 20X VT 4 XETV U N7 7 A NVOFIAEHFRIENTZ2—F T2, TOEX
2 VT4 XETY N T A NVOHIEF AT 5,
cTOE X, BFE& TV v 7 7 A NV EXEGE LT —F 7210, YiRit& 7Y > b7 7 A )L DE]
il & #Fr 35,

O.CONFIG (EIREEE~DT ¥t XFIR)
TOE 1. BEEIL I FIORTHEREDBMER FF ] T 5,
« SMTP #— N BRT 2 i EhkhE
+ DNS #— N BfR 3 2 % EMne
* MFP 7 R L A 2R 5 iR Ehkhe
s Ry Ty TR
- U R b T HERE
- HDD & » 7 BBE D% ERERE
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- CF = v 7 BERE O R% E M e

- BE AL OHF LA BE DR EHERE

- FEET v RVEREERR E T — ¥ O ERKH
- SIMIME #re CHIH 3 2 REE, XE5EET — % % O EHRE

< Dy B PR RERERE

+ WebDAV H— D% EHERE

- TSI {3 & ErRE

- PC-FAX Eh{E% ERERE

TOE |, BHER N —E AT V=T 2L FIORTHEBE DB EE 9 5,
X 2 VT o i EHEE O E I BRI D HRE

[y

i}

O.OVERWRITE-ALL (Se£ L& ZHIE)
TOE /X, MFP N® HDD % CF OF _XTOF —XERICHIBRAT — 2% LEX L, HHO LM
BT — 2 EIBARAREICT D, Floa—W, FEENHE LIZHMELEDH D5 NVRAM Lo/ <2 v
— K (FHE SAYU—FK, HDD &2 v 7 /X2 T — R BE5{tYU—K), CF Lo/iAU— K (SNMP
RAT— R, WebDAV #—/ 27— ) OFFEMZE LT e =0t 5,

O.CRYPTO-KEY (HEBB4ER)
TOE (. MFP W® HDD IZE XA NAEIL 7 7 A4 L EIEEAL L CRTET 5 72D ORG24 % 4k

15,

O.CHECK-HDD (HDD M IE %t45:2)
TOE (X, IELWHDD BAREINTWVWDZ & ERFET 5,

O.CHECK-CF (CF MDIE &t¢HEsR)
TOE X, ELWCF RNRESNTWD Z & 2T 5,

O.TRUSTED-PASS (&{E#EF v+ RI/LOF A)

TOE X, MFP &7 547> ks PCOMTEZESNALUTOMEBR T 7 A Vi, BEHET ¥ 3%
L ClET DRI 5,

<MFP 5627747 FPCERFEESNDIEERT 7 AL >

ARy T AT AL

<IFAT 2 FPCHhHo MFP ~EESNDEBET 7 AL >

R I AT 7 ANE L TRIFESIND Z EICRDENR T 714 L

kX2 VT A LETV N T ANE LTREFEEND Z LR DT 7 A L

CAE&E TV T A NE LTRIFESND Z EIZRDEBR T 7 A L

O.CRYPTO-MAIL (BB A—ILDFIA)
TOE IZ, MFP 225 A —VICTIREESNDZR Y 7 A7 7 A V&, ELWHFLEA~K 5L L TEET
LESRE AR D,

O.AUTH-CAPABILITY (A—H#AIFREHEEZFI AT - DYKR— FEIE)
TOE I, ActiveDirectory & H\\7c 2 — Y IFHAE Y — T K 5 22— ViR 2 FIH 3 5 72
OIZHLERENWEZ T R— T 5,

O.CRYPTO-CAPABILITY (FES{c#rezfAT 5= DHKR— FEIE)
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TOE (%, Wf5 b v M X WS UREZ M4 D o DI L ZREEZ R — b4 5,

O.LOCK-HDD-CAPABILITY (HDD A v #iZMAT 5 -HDHR— FEE)
TOE /X, HDD (2 X% HDD v v 7 eI 5 - LB 8EL 7 R— 35,

O.LOCK-CF-CAPABILITY (CF By Y #EEEMAT 5=-HDYK— FEIfE)
TOE 1%, CFI2k % CF 1 v 7 BREZ R+ 5 7= DI LB R BEEZ Y R— h 5,

42 BERBREOLX 1) T4 7K AH

AEITIX, TOE OEHREOEX 2 U 7 4 xR #2433 2,

OE.CRYPTO (EEEt#senFA)
TOE @%IJH% ZHB\WT HDD IZfRE SNDER 7 7 A L Ok %{tﬂ%@%ﬁm%%ﬁ%ﬁré La, B
Fix 4K7DT& varFo T4 AEBAL PR YT L3 k¥ b
a%m% k% MFP N @ HDD |2 %Ainéﬁ@774w@ﬁ%m%ﬁotb@ REZ T
5

OE.FEED-BACK (£FXa7HNRRIT—FREETH7 IV r—2a > nFRA)
BHERPR2—FT, 7 IA4 7> FPCIZTMFPICT 7824 51-0IcfEND T TR E
DT TV lr— 300, ANMENDLZ—PFRZAT— R, Ry 7 ZN2T— R §HART— R &
HENRZAT— R, ’E#;)T%I%/\XU~I\ SNMP /XA T — R WebDAV #—/ /2T — |
Wkt LIRS @ e 7 4 — Ry 7 2t 57 7 r—a VAT S,

OE.LOCK-HDD (HDD Ry ###% + -1 HDD MOFIH)
HF—b R V=T KO IL. MFP IC HDD = v 7 #4584 A9 % HDD 2488 L. + Okkhe
ERATAH-DOREET 5,

OE.LOCK-CF (CF Oy #te% + >1- CF OFIA)
Y= 2T =T ROEHEIL, MFPIZ CF oy 7 HREA G55 CF 2458 L. # ORERE % H)
T 57-D0OREET 5,

OE.SERVER (A—¥1i&#EEBY—/\DFA)
BHEIL, 2—FOTH T MERICEWT, MFP TlidZe < AN 0D oo — 5 S B — X 2 i)
T 584, Active Directory |2 X 52— EHEZFHT 57 DOREET 5,

OE.SESSION (kD tEv>a>D#T)

BEEIL, 22— IR LT RIS RTER 2T S E 5,

X2 VT A LETV N T 7 ANVOEME, SRAE& TV U N T 7 A VOBE, Ry 7 AKRDR v

I AT 7 ANDOBIEOR THIZ T A T78EZIT O,

BEEIT, IFIORTERZ L 5,

CEHEE— FOBEBEAZBIER TRICe 74 78EEZ1T 5,

-2 U= %, DLRIORTEM E ERfT 5,

- RE— FOGEKIEZ BERK THRICe 74 7 8BEE1T O

Copyright © 2008 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
25/110



bizhub 501 / bizhub 421/ bizhub 361 /ineo 501/ ineo 421 / ineo 361 / VarioLink5022 / VarioLink4222 / VarioLink3622
2EF#EIZF D7 AOR50Y0-0100-G00-20 AOR50Y0-1D00-G00-11 #F2 /7 rF—5"wk

OE.ADMIN ({§fETZ=5EEE)
MFP ZF|H T 2RO E(EE 1L, TOE 23 # X415 MFP OERICB W TIRE b= &d 2 5
WCFEITTH N EHE IR ET D,

OE.SERVICE (4—ERI VL7 DRI
- MFP Z{R5FEHT DO TEHE L, TOE OE, v F7 > 7RO TOE B35 &5 MFP
DORSFIZBWTHE N ZE 2 BRICETTLEICY— A P =T 2#HFT 5,
CEHFIL, AU =785 TOE BNEH S D MFP O A 7 F v AEEITNTIE D,

OE.NETWORK (MFP Q#9521 v F7—VRE)
- MFP %4 5k D EL# 1L, TOE & I D MFP 2#3% & J 547 + A LAN (BT
5 5 BB R AR OISR A B A B B T 2 70 &, IIERS IR X & i3 %,
- MFP ZFIH 3 20 BJEE 1L, M * v b U —27 5 TOE BNE# s b MFP ~D7 7 & A
WM 57D T 7 AT U — e EORER AR E L C MR D ORIERARR 23T 5,

OE.SECRET (MZERBO @AY ZEEH)

BHEIL, =PI LU TICRTERZEESE S,

2= PRRAT =R X2 VT 4 LEASRT— RERET S,

c Ry I ANRRT — R ARRA T — RIFIEFE TR 2 22— O TRET 5,

P RAT— R X2 VT LESRAT— R, Ry 7 ZARAT— RICHER AT RE Al 2 2 L
AN

s =P RAT— R Ry 7 ZARRAT — ROBEHEEFE (T,

CEPEN LY RAT =R, Ry 7 ANAT— REERLEEAIT., EONIETSE 5,
ETHEEIT, TR TERZERT 5,

CEPEFENRAT — R S AT— R, SNMP 2T — R, HDD 2 v 7 SZU— K, CF v/
RAT— R, EtT — R, WebDAV H— 3% 2 7 — RICHEHI AT RE 70l 2 3% L 72V, BRI
WebDAV H— 820 — R THLL FICIERE LV,

CEPENAT — R #HR2 T — R, SNMP 27U — Kk, HDD r vy 2/ "ZAU—FK, CFuvy”
INRAT— R, BT — K, WebDAV ¥— "X 2A T — REFET 5,

CEPENRZT— R S ZT— K, SNMP 2T — K, HDD 0 v 7 /82U — K, CF o v ”
NRAT— R, B5LY — K, WebDAV #— 820 — ROEELEFEZITI,
- R V=TI NIRRT ZFE T 5,

« CE AU — RIZHERIFTRE R 2 5% E L 72\,

« CENRU— REfUET D,

- CE 2T — FROWMHEE %2179,

=B RT VT NEEENSRAT - REEE LEGAR, BEEICESCHIEE IS,

OE.SETTING-SECURITY (%2l F 1 &b #EEDEIERE)

BHEIL. TOE ODERICH->TEX =2 U T ¢ L EEDRE L BT 5,

43. F a1 T4 AEFEIEH

431 HEM

Copyright © 2008 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
26/110



bizhub 501 / bizhub 421/ bizhub 361 /ineo 501/ ineo 421 / ineo 361 / VarioLink5022 / VarioLink4222 / VarioLink3622
2EF#EIZF D7 AOR50Y0-0100-G00-20 AOR50Y0-1D00-G00-11 #F2 /7 rF—5"wk

ARG, BB, ROk O X 2V 7 ¢ FetEvFx 2 U 7 4 IR G EE Ot Rk A TRICR T,
T2 U T AW ENDRE S 1 HOUEORMHESM. Bl Mot F 2T 0 FEHTHIE L
TWHZEZRLTND,

x 1 AHREH. BRICHT XU T KA HDOEE M

AR - BB

NINQVY'V

IDINYISY

MYHOMLIN'Y

13403SVY

ONILLIS'Y
ddIN-advosia’L
FOVHO1S-1NO-ONIHg'L
X08-31VAI4d-SS30IV'L
X08-017dNd-SS300V'L
X0d-dNOYD-SSIADIV'L
1INIdd-3dN03S-SS300V'L
ONILLIS-SSIDIV'L
FH01S3H-dNMOVE'L
40-1NO-ONIdg'L
V.1vVAd-NOILVOINNNINOD'd

NOISSINSNYH1-d3103dX3aNN'L

¥y T4 HEHE

O.REGISTERED-USER

O.PRIVATE-BOX

O.PUBLIC-BOX o

0.GROUP-BOX o

O.SECURE-PRINT o

O.CONFIG (L AK BK o

O.OVERWRITE-ALL o

O.CRYPTO-KEY

0O.CHECK-HDD

O.CHECK-CF o

O.TRUSTED-PASS o

O.CRYPTO-MAIL o

O.CRYPTO-CAPABILITY

0.LOCK-HDD-CAPABILITY

0.LOCK-CF-CAPABILITY o

O.AUTH-CAPABILITY (B AN BK |

OE.CRYPTO

OE.LOCK-HDD

OE.LOCK-CF o

OE.FEED-BACK

OE.SERVER

OE.SESSION

OE.ADMIN o

OE.SERVICE o

OE.NETWORK o

OE.SECRET o

OE.SETTING-SECURITY L)
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432 BIREHIZHT H+01%

ARSI T 2% 2 U 7 4 (R ITEHI OV TULFIZA T %,

® AADMIN (BEZEDAMEHY)
AREMIL, BHENEREZRHZ2VWIEEBEL TV,
OE.ADMIN (X, MFP ZF|H T 22 MFP % Ff|H 3 2B W TEEOB T 5 AW a2 &
FIHRET D720, BHEORBEMENER SN D,

® ASERVICE (W—ERI VS =70OAIEH)
AREMHIT, =R V=T REEEFFRNWI EEEEL TN D,
OE.SERVICE (¥, MFP #{R5FEH T MBI TH— A V=T 2#HETH, F-EH
FlI, Y—ERZ V=T DT AT T AEEICLIHLE Y TERBEINTWDTZD, T —
ERAT Y =T OfFFEEIIHEIND

® ANETWORK (MFP DR kJ— &)
ARG, A7 4 AN LAN OEREIT% ., MRy MU — 7 DO RFEESHOFTIC LD LB LN
TN L2 BEEL TV,
OE.NETWORK 1%, 47 ¢ AW LAN IZHF BALIE(E A2 1T 9 72 9 OB ORI aR & B B 7~ 5
RN E WHEDOBGIEERIE L T D, ET4MER Y RU—27 026 MFP ~O 7 7 & R % W7
DT 7 AT U —NIp EOMMEBRET S Z LICX VAN DORERADRLIEEBE L
TRV, REMITFEBIND,

® A.SECRET (WMZERHICET 5 ERASEH)

AL, TOE OFIHICB W THH SN B & SAT— K, B2 LT — RAEFIHE L 0 IRR L2
WZ EEEELTND,

OE.SECRET i, HHANZ—PITH L Texa VT 4 LEARAT =R, Ry s AT — R,
Z—PNRRT— R P RRAT— NICET 2 EARA A ER ST 2 2 8E L, BEENEH
FH/NAT—FR, HDD v v 27 /827 — R CF vy 7 /827 —F_ SNMP /{27 — F_ WebDAV
P—RRZAT— R, b — R, ¥R 0 — R 5 @EAHRAZEET 5 2 L2 HELT
W5, £lo, =R V=7 N CE /XA T — RIZBT 2 EABAIZ S0 L, EEF ISR LT,
BHENAT— RNIETHERRAZEBEI TS L2 HE LT, REMIIFEHRIND,

® ASETTING (% a1 T« RILBEEDEMERERN)
AT, BX 2 VT 4 BLEREOBIER ERIENM-SND Z L2 HEL WD,
OE.SETTING-SECURITY i, HFHE N X 2 U 7 1 bBREORELZ AN L= ETRIHT %
ZEEBELTEY, AEFIXERSND,

433. ZERIZ®T B+
BRUCRHT 5% 2 U T 4RGN DWW TLLTICET 5,
® T.DISCARD-MFP (MFP @) —R&Hl, BEE)

KEGBIL., 22— 5 EINE7Z MFP XY [EHRIFRT A AfetE2EE L T\ 5,
O.OVERWRITE-ALL /%, TOE 7% HDD O2fEkICHIBRA DT —4% % EEX T 52 12M4E L,
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NVRAM K. O CF IR Z b+ 5 & LTEY , MFP 2AEIN SN ARNC Z OfEREE E1T74 5 2
LIk oT, BEoOREEIIREIND,
L7=D3o TAREBIZH oSt b,

® T.BRING-OUT-STORAGE (HDD AR EXR#EHHL)
AEIL, MFP ZFH L TWAEMBREE) S HDD NEAHEN D, £7-I13RIEZ HDD 23 HY
FIFoNT, ZZICT—2RE/EINTL ZATRLHENS Z L2k v, HDD NOHEi§T —#
DRI 5 ATREME 2 4E LTV D,
Z Uk LT O.LOCK-HDD-CAPABILITY (2 & W HDD & v 27 BB 2RI 4 % 72 8 O B/EA 7R
— h&#, OELOCK-HDD I LV, BHEK Y —E 2P =7(2L VY HDD & v 7 BERE %2 8l
TESEH0DORENTHN HDD v v 7 EENEIET S Z LI X » TEBO TREMITER S 1
%, 2B E 52 HDD ([CBRT 5 O—#H o522 O.CRYPTO-KEY (%, TOE 73 HDD |2 # &
ANENDT —H LT D100 SHE% £ L, O.CRYPTO-CAPABILITY 2 X Y K5 B
BREFAT L0 @ENRY R — kX, OE.CRYPTO (2L Vv, EHER Ny —E R V=T
DEEIZL VIEFLF v M X DRSS FIH SN 5613, L0 & O RTREM TR S
%,
HDD 3902260, HDD 1 v 7G4 t 7272 HDD "R E I LIk, b
N TIRIRT D fERYEDNIFAET 523, O.CHECK-HDD (2 X ¥ . TOE |2 Xk » T#&E & T % HDD
OESBERBIEESND =0, Tz 617 HDD (235 — 2 Z2EX AT Z L3R, Lo
THBEOFREMRIIRES NS,
Frbxa U T o bBREIC X > CER SN IEMASLMIC LY, O.CRYPTO-KEY & O
OE.CRYPTO DO&MEZ T ANBIREND Z L idRW i, B 7 7 A /VISATH T 2 G & TR
WEDARIEIZT 7 EASNDEEROAREMRIIRE SN D,
L7z o TAREBITHaxtii s Tuna,

® TACCESS-PRIVATE-BOX (A—HH#BREZFIALI-BARY Y RADFELZT I ER)
AGIE, 22— EALBENR 7 7 A VOB IZFIAT AR v 7 21Tk LT, 22— Vipe & F
AL CARERBEMTbN D ATREMEZ2E L T D,
O.REGISTERED-USER %, TOE |28 SN2 —H 7212, TOE O## S iz MFP %51
THZEEHFTHLELTEY, 512 0.PRIVATE-BOX IZ L o TAAR v 7 AR OEANR v 7
ANDR Y 7 27 7 A VOEENR, ZOFTAEHE TH D2 —FZFICHIR S i, ZE O TREM X%
Wb, B O—FIEREHRS —EFHT55451%, O.AUTH-CAPABILITY (249
Active Directory Z AW/ —VIHFHEEY — N K 52— VB GHERE 2 A9 5 7= D@
ER YR — b &+, OE.SERVER X v P42 X - T Active Directory (2 & 5 == — V& 2 F
T HTDDORENMTOIL, 2—FOFBBIFRIENTOND Z &L > TEBOFTREEITE I N5,
OE.FEED-BACK 1%, =—H¥Of8GEICB VT AN END SAY — Rz L CR#EINTT 41— K
Ry P BRTT 7V r—v a4 5L L TEY, 72 OE.SESSION (T X 0 #/EK T#IC
X, v F 7T HEMANERENS7-%, O.REGISTERED-USER X&' O.PRIVATE-BOX &+
DYHR—=FENTN5,
L7z o TAREBITHaxtii s Tuna,

® TACCESS-PUBLIC-BOX (A—HH#geZFIALI-HERY IV RAADFELZT I £R)
AEBIL, 2—VNHE L CRHATHE 7 7 A VOREGHT THLIEAERy 7 22 LT, =
—PHERE 2 R L CARIEZRBEDNT DAL D AREM A 4E L TV 5,
O.REGISTERED-USER (. TOE 73%4% S iz 2 —H 72172 TOE O#%# <z MFP 254
HZLEFHATHELTEY, &52 O.PUBLIC-BOX (k- THARy 7 2, HEHERY 7 AN
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DRV I AT 7 A NVOBEIEN, FFal SNz —FETCHlR S, ZR o fErEITEB s N5,
B O —FEREHY —ANZFHHAT 585461F. O.AUTH-CAPABILITY (2 XY Active
Directory # H\W -z — VP IEREB Y — X D 2 — Vi BIRGEERE 2 R 3 5 7= O o EENR
A— k&, OE.SERVER KL 0 EHFZ L - T Active Directory (2 Zal—ﬂ:mﬁﬁ%fﬂﬁﬁﬁﬁé 7=
WOFENTOIN., =P ORBIERIENTTHOIL D Z &1 ;ofmﬂmT BT S D,
OE.FEED-BACK (%, = —H DFEIEX R v 7 A DFEGEL wfkﬁéhéAXU—% XL T
%%éht74~$ﬂy7%L¢77)7~ya/%ﬂ%¢5&LT%D F 72 OE.SESSION
CEVEBIERTRIZIEIe 7 A7 T 2N ERES NS 72D, O.REGISTERED-USER K& O
OPmﬂKﬂmXi+ S AR—bhERTn%
L7z o TREBUIHaxii s i Tn s,

® TACCESS-GROUP-BOX (A—HHEEZFIALI=IN—TRY Y RAADFERT I ER)

AL, TOEMORANTF SN2 —FRFAT2EEB T 7 A VORESFTTH D I IL—
TR I ARLEDHDR Y 7 A7 7 A MK LT, 2—PHEREZFIH L TRIERBIEN TN S
AlREMEZABE L TV D,

O.REGISTERED-USER (. TOE 73%d% S iz 2 —H 7217 TOE O#%#k <= MFP 2514
L LEHFATHLELTEY, &6 0O.GROUP-BOX ICk > T/ —F Ry 7 X, Z)L—TFR
v 7 ARNDR v 7 A7 7 A VOEIEN, FFa Sic2—F R ICHIR S v, B o rTRENE I8
ENb, BT O—FIFEREHY —A"ZRHT 55415, 0O.AUTH-CAPABILITY (2 £V
Active Directory % H\V\ 7z 2 —IFHRE B — N2 L D = — Vil BIRER R RE 2 I H 9~ 2 7= D D &)
EARY AR — b &, OE.SERVER X 0 &P |2 X - T Active Directory (2 & 5 = — W& EL 2 F|H
T H7DOFEMTOIL, 22—V OBBIFRFENITOND Z &L > TEBO AIRErEIZB I N D,
OE.FEED-BACK %, =—H# DOFEiEL O OFRGEICB W T AT SN D /S AT — RIZHF L TR
ENTT 4= RN I BRI T 7V r—rarzZFH3T5E L TEY, 72 OE.SESSION 2k
DEER THRICE e 74 7 T2 EANE RIS 72D, O.REGISTERED-USER & O
0.GROUP-BOX |+ # AR —hS T %

L7223 o TAREBIZHorxtfisiTcn b,

® TACCESS-SECURE-PRINT (A—HHREEFIALI-EX1 T 13TV FI7AWRUSHEI& TV D
FAIANDRELTIER)
AL, 2 —VHEREZFIA LotV 7 0 XETY » N RUSBIR TV I PAIUTK L TR
ERBER I TORTCLE S alREME 2 EE L TV 5,
O.REGISTERED-USER (. TOE 3 &ék S N7 —H 72137 TOE O## <7z MFP &4
Ll EHFATHLELTEY, &5 0.SECURE-PRINT Ik - T, ¥X2UTF 4 LEFY
RUSHEIR T Y R I PAIDBEN T SNz —F 2T ICHIR SN D 720, BB D a]HEM: 1T
ENb, BT O2—FERERY —AZRHAT 55413, O.AUTH-CAPABILITY (2 £V
Active Directory % H\\ 7z —IEHRE BV — N2 L D = — Vil BIRER R RE 2 R H -2 7= D D &)
ERY R — b &, OE.SERVER X 0 & B2 X - T Active Directory (2 & 5 = — W& H % F| H
T 57D OFEMTOIL, 22—V OBBIFRFENTOND Z &I X > TEBO AIRErEIZBR I NS,
OE.FEED-BACK /%, —HVDBGEL VX2V T 4 LETV v s RUSHRI& TV R I 7L I~D

7txmu;kmfkﬁéhéﬂxv~F’ﬂLT% SNTET A — KRN 7 E2RTT SV 7

—YaryEAHTAHELTEY, £72 OE.SESSION (Z L W #fERTRIZIIn 74 7T 2 EHN
Eﬁéﬂék%(HWGENEEDU%R&UOSHRREHMNF‘+ SHPAR—hEh T3
L7z o TR ot shTn s

® T.UNEXPECTED-TRANSMISSION (BEENTREADZEZE)
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AEBIT, BEICERTIR Y NV~ REEZARLEICETINTZHRIC, Ry I AT 7 A NVEE
L7RVWSESE~EME L CLE D AEE 24 E L T 5, Z3Efl 21X E-mail ®4. E-mail &
H#k3 % SMTP % — D7 KL RAERIEICET IS, £720E RAA A DORFEIZE - T SMTP
Y= RDT7 R RAEZFIHT H5EIZ RAAL A ZRBWEDESD DNS h— D7 LA EZAREID
BERINDHZEIZE-T, BEZRFOEN Xy NV REMREZEZ T2, FECHEESND
= NARY VAT 7 ANVBEFEINTLEIHREERS L Z LEBEL TS, FIP XETH
FUE, BRI R AL 4 ORBOHIAZFIAT 28550160 . E-mail [AEEO FEEERBE SN
%,

EBHIZ, MFP O7 FLRICEBET DRy Y=V RELZRIEICER SNT-HEIC, TOE ThHhD
ERSTHRHT2—YN, RIERZ=>T 47427747 8 PC o7 U > MEEZFIHL
TLEIWREMEZEEL TS, BHIA 7 4 ANDOMO 2 —P 15 L THREENER SN S
X VT4 NLETV RN T 7 AN, BTV N T 7 ANNNBRERT T 4T 4 I0EEEIND
CRIEE 72D,

PC-FAX #{Es% &, TSI ZEHEIL. FAX ZIEOHAICEEL I D, BERLARWR Yy 7 A7 74
IVORENRET AR EZEE L T D,

Z st LT O.CONFIG (2 Lk v . TOE 2 EEICERT 5% v U — 27 &, PC-FAX Bhi{ERE.
TSI ZERE L HET HEFNZEBEITHIRT 5L LTV, KEWMOTREMEIIRESNS,
OE.FEED-BACK %, FHHZ OFEAEICB W T AN ENDEFNNAT — Ricxt L CRi#ES N7 4
— KRRy I RS T T r—rarERT5HE LTEY, £72 OE.SESSION (2L Y #EKT
BiiIn s/ A7 rEANEREND 2O, 0.CONFIG i+ R —hEhTnd,

L7e o TREBBIIHasi S Tun s,

® TACCESS-SETTING (ZFa )T« ICEART IHBEREXHOFEER)
RGBT Ex 2V T 4 ICEMRT DR EOHRER EE2 LR SND Z LIk, ERMICR Yy 7 A7
TANREX2 VT A XETV T A0, A&7V U N7 7 A NVOIRRIZHET 5 "l etk
ZREELTWVD,
O.CONFIG (2 &V, —#HDEx =2 U7 ¢ ICBHT 5 EMELZHIET 22X 2 U 7 ¢ s bRED
REZEHERL Y — A V=T EFICHFRT5 & LTEY, BEORRENRRESND,
OE.FEED-BACK %, #HE DBV TAN SN EFENAT — RISk L CTR#ESNT 7 «
— RNy 7 EBRT TV r—rarzRHATHELTEY, £72 OE.SESSION (2 LY HHEE
— R —ERE— FOBERTRIZIZENEN e 73 7 T2 EANER SN 72D, 0.CONFIG
oA —hFSn T3,
L7z o TAREBITHaxtii s Tuna,

® T.BACKUP-RESTORE (/3w 4 7w FH#E. VR F7HEEOFELFER)
KEBBIT N> 77 v 7HEE, VA MTHEEDPAREICHHAINDGZEICLD, Ry AT 74 L%
X2 VT A LETV N T 7 A, BIE& TV > b7 7 A VNIRRT D AREMEN H D, XA
U — RERENEOH 5T — 2 BNIRT 5, SR EMENUIA IR Ry 7 A7 741,
X2 VT A XEBS VR T 74N, BAE& T U N7 7 A VDNIRIRT D A[REMEEFEE L T\ 5,
O.CONFIG (2 k0 Ny o7 v 7FHfE, U A N THSBEORH 2 HE 2SR §5 6 LTED,
B DR REME N ERE XD,
OE.FEED-BACK %, FHH OFEAEICB W TAN SN D EFENNAT — Rzt L CR#ES N7 4
— KRRy I RS T T r—rarEfHT5HELTEY, £72 OE.SESSION (2L Y #ER T
BlIiFIn 7 7§ A EANRER SN S0, 0.CONFIG Z 4 HR—F LT3,
L7 o TREBBIIHosi S Tun s,
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® TBRING-OUT-CF (AV/R9 F 759y La rEYDFELFTLHL)
KEFILZ NI N 7T v a AT 2RBHENS Z I8 0, CFAOEHRNIFME T 5 "THetE
L2 HH° TOE NS A SN TRHRESND Z &1L » TRIEARBIENT b5 WHelE 24878 L T
AV
O.LOCK-CF-CAPABILITY 2k 9 CF v v 7 iEE2F AT -0 0@ENY KR — KX,
OE.LOCK-CFIZ LV HEHEKR O —EL R V=7I12LY CF u v 7 BEEAEIES T 57200
RENMTON CF 1 v ZEERENEMET 5 Z LT & » TEE O WTREMEITE S 5,
CF BT 0hzbnT, CF ey Z#fea A7, b LLIXCF vy 7 #iEr@ifES 722\ CF
MREINDZEIZED, X2V T ¢ ICBEE T 552 EME TS 72 R RE CEMET 2 falRtE B3 7 7E
T 5, ZHIH LTI, O.CHECK-CF 2LV, TOE 2L - CHE SN TS CF OIE4MEN K
RESNAT-0, Tz biiz CF TEET A Z ik, Lizho TEEOAREMEIFRES R
%o
L7e o TRBBIZHosi S Tun s,

434 BOEF) T4 AHITHT S50

MEEOEX 2 U T 0 FEHIHET A2 U T o sbEHEHC W TLLTICEB 33,

® P.COMMUNICATION-DATA (E{&7 71 )LDt F 1 7 5EE)
ARG OEX 2 VT 0 HeHE, Ry NU—7 FICHNAEE T 7 A M2 HOWT, SREME A FefT
LI, Mk FIHERHLET BBV TE LWHEFEMEEEN S 220 L %
119, FHEEREBAETZ2ZEHEL TN D, MRS U THISTENZ I WD, TXTOEF
WICRBWTCEX 27l EHEEL IR T 20 E TR, X2V 74 XESV M, Ry T AT 7
AN, BEE& TV N7 7 ANERL I IZHIZD MFP LFIHEZEOHES 7 714 7 b PC W TIK
[R1OOFENBEINOIMLEND S,
O.TRUSTED-PASS (2L V|, MEMEOHLER THH, Ry 7 AT 740, EX 27 4 XLES
U b7 7AN, BIA&KT Vo R T 7 A M LT, MFP 262 A4 7>k PC, £721327 94
72 FPCH»5H MFP & W o 2B OEZEICB W CTIE LWEFRICEEET v 2L a2t 57
O, MO VT 4 FENFEHRT S,
%72 O.CRYPTO-MAIL (2L VW, MFP /5627 7472 b PCA~A— I TEEEINDIR Yy 7 AT
7 ANEELOHEFPLE~EBL L CTAET HHEZIRMET 270682 U T o R FEHI LD |
MEOEX 2V T 0 FEHIFER SN D,
SLICEEET ¥ RNBEERET — %, A—NVCEDR Y I AT 7 A NVORESALOE R, %{E%
Je7—# 11X, O.CONFIG (2 L 0 EFHEHFICHIRE T\ 5, £7- OE.FEED-BACK %, FHHZ D
RFEICBWTCAN END AT — Rzt L CIRi#ESNTZ 7 4 — R V7 2RTT 7 r—va v
ZRIHTHELTEY, £7- OESESSION I X V#ER THIZIIn 74 7+ 5 @EANER SN
51z, 0.CONFIG ¥ HR—FLTW5D,
L7eRo TR OEX 2 ) 7 ¢ Fehd, ERT 57201+ 0TH D,
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5. iR VAR—R2 FEE
5.1. YisRigRED VA R—F > b

& ST Tld, JEIEHRE D L Mk k% 3 OERT B, Kkl T (HSIEEHEOLTE, T
LU EHROFEIIL F O Y T 5,

® FAD RIP.1

FRFET =2 K OTSF T — 2 ORAFERERET D2 ERT DX 2 U 7 A HEBEAETH L.

> HREROWEM
TSF 57— % OERAFIERREL HET 20N D D0, A RREOBRS25HT %2
T 4 FEREELRIL, R T —ZI2%4 % FDP_RIP.1 LR 476700, ARER A /-9 1%
2 U7 ¢ BEREERIIAFAE L2\,

> @WHALEY 35X (FAD) DOEH
FIMET =42 K& TSF 7 —2 D72, WFOT—2DtFX = V7 1 Ziil] Lz B3
W, Ko TH LW T AEEELE,

> #@RALE=27721) (RIP) DEH
FDP 7 7 ADYN5%7 7 I U BFBTH2NEZFMHA LT, TSF 77— E THGEIELT-H D
Thr7d, ZOo77IV LRE—T~VEEH LTz,

® FIA_EID.1

TOE Mo T 4T 4 ~DT VAT HEOFMEZHET 28X =2 ) 7 A BEEEHFTH D,

> RO EM
TOE MR T 4 T A BT 7B AINDITAZART LD TIE/R<, TOE B b 234~
VT AT AWK LTHENT DT A~DEKRE TH Y REREZW -T2 U 7 ¢ BEEEMRIIAT
FELZ20,

> WAL SX (FIA) OER
T AT 4 BT 52 EEREL TWA 7, BIREOS Y ¥ =2 U 7 ( BEREZ M
AEELEODDLFIA YV T ANRRETH D,

> @ALEZ7721 (EID) OEH
ARESRNFIL, BEFE7 7 I VIS L TNEZILRE L2 b DIZITEES L el s s, Ko
THLWZ 7 IV E2ERLT,

® FIT_CAP1

TOE N ITBE THAIMBT T 4T 4 DEF 2 U T 4 HEEZ AR 5 7292 TOE I E

BEOEZRETLIEOOEX=2 Y T A MEEETH D,

> RO EH
TOE 2T DEX = V7 1 HEEFIHT 256, AMBOEX2 U 7 o ENfENICEX 2T
THHZELHETHDLN, MO EX 2V T ¢ BEEEZ EL V2722972912 TOE 2342
eI _REENIEFICEETH DL, LOLAZERO LS eli&iTtx = U 7 ¢ R EHICI3TF
fEL720,

> BRALEYZX (FIT) OEH
CC/R—F 22TV LWERTHDLD, HTILWI TAEER L,

> @BRALIZ7731 (CAP1) DR
7 7 AERRRIZ CC /83— R 2123 WH LWERTH LD, HiLWIZ 7 IV EEFRL,
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5.1.1. FAD RIP.1 DEE

o VS RE
FAD : &7 — % Ofxi#
BEFRDOERR : FAD (Functionaly requirement for All Data protection )

e VSADHE
DT AL, MHET —%, TSF T — % ORI #9252 LICEET 2824587 5
T IUBREGEENS, AMETIZ1 o077 I U BNEFEET D,

— &7 — XA #RE (FAD_RIP) ;

® J7IDABHEL
ZTOT77IVIE, HIBRENERN ZELT 7 RENT, KO LIER LA T V27 b,
TSF 75— %037 7B ARFRICT H2_RE CTIERVEREZ S VL 2T HHBEHICHIET 5, Z
D7 7 2V, WEEACHIBRE 3R S A, TOE WIC E721FET 5 /[ REMED B B 1F it
T HIREETRT B,

® JUR—F LD LANILFIT

| FADRP 27— 0BEEHREE | 1 |

FAD_RIP.1 : [H/RAGZRIEEBIES ORT — X OERFEEREH#] 1X. TSF [CXk-> CTHIE NS E
REFAAT V=7 vOV Ty bR, BIROE Y THDWIFEEY THRICBWT, FOEFERO LY
DEIFERANF BRI TE 222 &% TSF MRFET 5 2 L 28R 2,

EZ® : FAD_RIP.1

WRA 70 TH R IRAEZAT O R B SR 2 & Lol

&1 : FAD_RIP.1

TFTRENDEHT 7T 4 BT 413720,

FAD_RIP.1 RN EERFERDET -2 DREHEREE

FAD_RIP.1.1

TSF X, U FDOAT Y7 b EONTSE 77— X 2T 2R ERIEICBW T, BRICEID Yo
LR EDERONE B TE R TEHZ 2RI LRITNER SR BN 77222 pD U X PR
NTSF =— 4D Y X},

THRIBEfE i 7L
IR i kL
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5.1.2. FIA_EID.1 DE%

® J7IDAB[EL
o077 IUE, TOEADITRETY T 47 4 03 Ex 2 VT HREZIRIET 2546, ITRES
VT AT AMAREZTONZ LN TWRNT & AR T MBI IR T 5,
ZO77IVIFITERET T 47 4 OESHEORGEEEZ HKRT 5,

® JVR—FRY FDLALAFIT

FIAED 79 tX%DEE

IEFrOEM : EID (External entity IDentification)

FIA_EID.1: ITOE 2607 7B At G A IT BIE T 47 0 OB 1, ITBRE T
AT AW LTCT 7 Va2 T 28N ITRET T 47 4 OESMMHGE (2 2 TIEERBD 12
REhT 52 & &2BRT D,

EZE : FIA_EID.1

FAU GEN t % =2 U 7 4 BEET — X AR PPIST IZEENTWIUL LLFDOT 7 ¥ a VB EERGIZT RET
H5,

a) B REShDITRET T 7 4 #BERE &0, ITRET T 47 4 #BA B = X LORREHEH
b) A SN D ITERET VT 47 4 BAERE ST, ITRET T 4 7 A A D= A LOFTXTOfEA

HI : FIA_EID.1

UToOT7va NI FMT IR AEHEELEZX N D,
a) ITEREXVT 47 4IRS

FIA_EID.1 TOEMNLDT IV ERARMRELD ITRIET VT 14 T 1 DA

FIA_EID.1.1

TSFiZ. TOE b ITERET T 4TI LTT 7 v a T 500N, O ITRET T T 4 ORI
RET D Z L AR LTI S0,

FIA_EID.1.2

TSF L, IT®RETT 47 4 OFFBINIKM LI=%E, TOED ITREZ VT 4 T 41X T57 7> a v
DOEE 25 1R LA i 57w,

TRIFEE L

REFHE R/
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5.1.3. FIT_CAP.1 DEE

® VSRE
FIT : IT BREE =7 ¢ 7 1 & Ol
WEFrDEM : FIT (Functional requirement for IT environment support)

® 7510)5\635(,\
ZOU I AE ITRET T 4 7 4 BT 2% 2 U 7 4 — X DRI NS 5 Eif %
FETL277IV0E8EN5, AMTIE1o07 7 I UBFET D,
— ITRE= T 17 4 OF (FIT_CAP) ;

[ J 77 E I) 0),5\%)35“
ZO77 IV ITRECS T 4T 40XV T A EZFIHTDICHZ-> T, TOE [C 4B L
72 DRESIDIEFRIIXINT D,

® JIUR—FR LD LANILFIT

FIT.CAP  ITREIVTATADFRATI-HDEN

IEFROEM : CAP (CAPability of using it environment)

FIT CAP1: NMT BBz T4 T 4 DX VT 4 V—ERFHAFORES ] 1T, ITREZ T«
TANRMET 22U T 4 HEEEZIELLFIHT 57200 TOE ([ZHE L 72 58810 BAREIZ %)
IS5,

& : FIT_CAP.1

FAU_GEN %= U 7 BT — 2 EMN PPIST IZHENTOIUE, AT DT 7 ¥ a2 v EEEMRIZT & T
b5,

a) b IT BB T 4T TR HEIEO KK

b) HA IT RS T 47 AT 55~ TOBEDOHH (dh, K

&I : FIT_CAP.1

UTOT7 73 a3 NI FMTICBIT 2EHgE L EZ 26N 5,
FRENDEHT 7T 4 BT 413720,

FIT_CAP.1 TREIVTFAT4DEX2) T+ H—EXFIABROEN

FIT_CAPRP.1.1

TSF X, BN ITHEE T 7 ¢ 7 PRI T ZEF= 7y F— XK LT, 20— 2 %&F|HT5
72D REN 2R Uit iE e 60 BN F = U7 Y — E X DBEICLZELRFE D Y X [,

T : L

R L
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ARETIE, TOE %= U7 4 Bz HOWCRERT 5,
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THESN TWDLOEEEEHL, 7~ VbFRA—0OH0ZHEMT 5, CC/S— |k 2 T s nian
B LWEMEML, CC/i—h 2 EHALARWT L Z ik L CGR LT 5,

<tFal) T HEEH “BRET OBTAE>
UTOFRBROFIZBNT, A ¥ v 7 HOR—)L FTCRINDETIL., “BIf, F-0% S8R X
NTNWEZELERT T —FTA LV TREINDFEXLOEZIHENEE A XV v 7 HOR—/L KT

RENDIREIT., T F—T 4 SNFFECERS L ShTnwaZ Eard, 7LD IC

AT TR EN L FEG1E, HREEREEMS “HVIRL” ShTHEHShTWS Z & 27T,

<EKFEDBRATAEE>

RO B WTHEEIMTT “( )7 SnkeflioRahd 7-91E, KSTICTHEH SN EF =
UT 4 BEREEME D T~V ZoRd, TR ST IS TN T 2 MEMEDIRWKIFIETH 25613, RFEIN
PIHCT “BA L72an” ERElR LT 5D,

6.1. TOEtFxa1 )T+ EH

6.1.1. TOE ¥ a1 7 1 H4REEH

6.1.1.1. BEE&YHR—F

FCS_CKM.1 EERERM

FCS_CKM.1.1

TSF 1%, LA FOlEI: o J X ICEET 5, BE SN EEAERT NIV X LB stk
LT Y XA EFRE SN B EE BN RN > T, BEEHE AR LT IER R0,

[FIft: gD J 2 F
% 2 BEEREHL ¥ -T/T) XL - BROBE IZ78

(Eff: gFEfEA G 7= XA]
(5 2 BEEEAEWL (B 7T ) XA - BRDOEHE 1278

RifE: i EaeR) -
[5 2 WERLH M- 7T Y X - RO ISER

THRIFE R oL

IR :  FCS_CKM.2 or FCS_COP.1 (FCS_COP.1), FCS_CKM.4 G&EMH L2\

®2 BEREN FE-TLIUIL - BROBRK

BEDY R K ESEERTIT Y XL EERE
FIPS 186-2 BELEL B AL TV T Y XA - 128 bit
- 192 bit
- 168 bit
- 256 bit
2= I S BRI =% 3 /% HDD BEERER T 2T XA 128bit
(SHA256)
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FCS_COP.1.1

TSF 1. [Elift: fZED U X FICAEBT 5, BESNEREST A IT) XA[ES: 1FE 717 XAl LG
E Bt gERNCHE > T, (Bt #FEHFED VX M &7 LT b,

[BIft: gD J X P
I 3 BEEHE T/NTY XA -8R - lESBRIEDIR IZ508
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[ 8 REEHME FATY XA - BE - fEEMIEDYE) (25328
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36 3 WEGHRIE T/HTY XA - BE - lEGHRIFDEIR 1278
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[26 3 WEGHRE T/ 7Y X5 - BE - EGHEIEDBIR 1Z708

TLbEfE : L
read . FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—##E %0 4)), FCS_CKM.4
G L72u)

x 3 WBESEME 7ILIVXL-BE-BSREOCREK

ZEEDY R+ BE7ILIY XL EERE EEIRIEDHNE

FIPS PUB 197 | AES - 128 bit | SIMIME (55— % DiEEE
- 192 bit
- 256 bit

SP800-67 3-Key-Triple-DES - 168 bit | S/IMIME (55— DL

FIPS 186-2 RSA - 1024bit | SIMIME (57— % BF 5L D7 D DIF SR DIF S
- 2048 bit
- 8072 bit
- 4096 bit

6.1.1.2. FIRET— 5 {R&

FDP_ACC.1[1] Iy b7 ERFHE

FDP_ACC.1.1[1]

TSF 1%, [Fif: #7222 b, 472z 2 b, ROVSFP TRONS Y722 p & A7 2 FEDERE
DY = Pkt LTI 72 & 25 SFA % Fafii L 72 7z 5720,

(B # 7 Px 2 b, 4Tz 2 b RINSFP TIPS 7w 2 f g TPz 2 MEDOWIED Y X F]
I 4 N2 X727 EIGH BIEV X P (2708

[Eift: 72 & 2 %) SFH -

B2 X T2 XEH
TR = : L
IR . FDP_ACF.1 (FDP_ACF.1[1))
R4 RYPRAT7HOEREME BEUVR
HIoH b I H bk 2=1E
FIfHEEAIfTTT SR | Ny X - —BFT
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HITxH k AITzH k 1R1E

By 2R 77470 - Hifey

- 15 (E-mail 15, FTP#¥/5, SMB /5, FAX /5,
WebDAV #45)

Frrn—F

DI 2 X ~DEE)

c DR T R ~D T E—

NI T

FDP_ACC.1[2] VA IR S L]

FDP_ACC.1.1[2]

TSF 1%, (BN #7222 b, 7522 b, RONSFP TRPIWSYV T2 fE g7 2 FEDMHRE
DY 2 NIkt UCLEIR: 72 & X5 SFA % 3466 U7 ude 5780,

[Bitf: 7 2= 2 b 7P 7 b RO SFP THRPNG V72w 7 oG 7P = 2 O ED U X P :
I#65 tH2 )7 XBTY 2T 7 ANT I ERME BRI X P I

(& 72 & X758 SFP :
EF2 YT XETY P T AT R

ThIfEE : L
R7FE :  FDP_ACF.1 (FDP_ACF.1[2])

25 EXAVFANXET)U LI 7AILTHOERGEE EEYR K

Iz H Iz H B1E
FlFE =TT S5 22 tF2 VT XETY N T A . BN
- Hifey
NI T 7

FDP_ACC.1[3] Iy 7O XHE

FDP_ACC.1.1[3]

TSF X, [Bff: 7= b, 752 b, BROOSFP TIRPAS Y T2 f G 7= 2 FHDOHRE
DV x Mk L& 72 & X5 SFA % %Ehi L 7210 3728 6720,

[Eiff: 7o b, F T b RONSFP TRPASY 72 NG 72 FNEDHFD T X A -
/5 6 REEHET 2 EIFH BBIEJ I P 125788

(Bt 72 & X SFA -

REGEHT 7 &I HIH
THIFE R ©ooL
KT . FDP_ACF.1 (FDP_ACF.1[3])

x 6 HXEBETIVEAGE #BEUYRL

HITxH k Ik R1E
FIFZEZFTTEE X2 | « SMTP H— NN —FF 72 b - RE
« DNS #— 70— 72 =2 b - IR PT

MFP7 FLXZ—FFF =z 6
« PC-FAX BifEsREST 7= 2 P
XG5 T 2 f

®  MFP7 KL AV L—F 47 V=2 k&, IP7 KL 2, Appletalk 7V > %472 ¥ MFP A0 7 FL 22+ %
—HDT—HX DL THD,
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FDP_ACC.1[4] Iy b7 2XHE

FDP_ACC.1.1[4]

TSF %, [BIff: #7222 f, 7752 f BONSFP THRPONS Y720 fEF 7= 2 | EDHE
DU X KR UClEIR: 72 & X SER % ki L7210 huide H7e 0,

By #7222 b, 47522 b ROVSFP THRPASY 72 &G 72 2 MEDEHED T X P -
I3 7 ZRFF&TV > F 72 EREH HEV X Py 2588

(& 72 & X758 SFP :
BAEE 7V > P 7 7 A T 2 B RHIH

TRIBEfE . L
RFE . FDP_ACF.1 (FDP_ACF.1[4])
xR 7 BTV TOEREE BEIRXE
H$ITxH b ATy b 121

FIHEEAFTT B4 X2 RIS TV T 74 . — R
- Bk
Ny I TS

FDP_ACF.1[1] X ) T BEICKD TV X HE

FDP_ACF.1.1[1]

TSF X, L FD[EIf;: NS e SFP FIZHEN TSNS 7> =2 N 7= OV X ROE4
(ST 5, SFPEtEF= U 7 7 [@l1E, F o/t SFPB#EEF = U7 ¢ BHEDE G iz 2n—z
HASNWT, A7 V=7 Mt LT, [EIff: 72 & 2 5# SFA % 3205 L7215 E 6720,

(Bt A& SEP FICBWTHHIA S 72 N2 d 72 DU R b, ROFAIZHINT S,
SFP it = V7 ¢ G, EFEiLSFPBEE F = U7 1 [BIEDE i Sz 2sn—1
<YPITzs p> YTz FBEMH>
- FfFEEAITTE A X2 = cz2—7EM (=—¥ID)
- FrEHT (859 ID)
s R 2 RFHE (> 2 X ID)

- BHEEM
<F7Txs p> <F 7Tz FEHE>
B P = cz2—#EM# (=2—IDor 4 or Z5F5ID)
s PN PR T A = PRI EM (N2 X ID)
[EIf}: 72 & X511 SFP
Ko 2 X T2 R G

FDP_ACF.1.2[1]

TSF i, SNV 7V s FEFHENTAT V=7 NI TOBIERTFINDNE I MERET D720
2. WOHRANZE FHE LT bipv: (BN #lxhey 722 P EHBSHzES 722 MET,
I ea 72z 2 KT S I RIS/ 55 7 2 & X 2 5P 3 HA,

LB ST 2 P EFIEISET T2 2 YT BISHh a7 2 MK T 3HE SR
JERIEIZ T3 7 2 X 58T 3 HH)
<BAIF > 2 X IZ5FF B BRIEHIET >
FIFZEERITTEBEZR LT, V7P NEMEDZ— BN (=—F ID) *—FT 3747 =2 ME
D2 —FFIEEFOR >y 2 AL T, — B RIEETE EPFTINSB,

< BI— TR 2 R HT B ER IR >
FIFEZERITT 520, V7= FEYEDHEEFT (8P ID) & —FT 3472 FEMED
FTBEIFI#fEo 2 ZZH L T, — BT TS BRFTIHSB,

<HEF AR 2 RIZAT B BRIEBIE >
2 —FE (2— ID) PEESH oA SFFEEAITT S5 X2, 472 NEM D2 —FE
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PEIZ THF ) BRESNTNEDH 2 XZH LT, —BRIFHEEETSZEPFAINS,

K22 R 7 7 A /K TS BRIERIH >
FIFEFEEARITI S5 R2IL, V72 MEHEDN Yy 2 2B (A2 X ID) E—&T A7 =2
FBHEDR > 2 X BMEEFFOD > 2 X7 7 A K LT, B, &5 (E-mail #(5. FIP#*/5. SMB
&5, FAX Xf5, WebDAVZ15), 0> r—F, #MOR 2 X~DBE), MO 2 X~D = E°—#
E75 3= ¢BFIENS,

FDP_ACF.1.3[1]

TSF X, OB, [BliN: EF=2 V7 FIHEICESD T T2 NI EH T2 pOT 27X
FHITEN AT ZHEANIIESNT, AT V=27 MK LT, 7 V=7 FOT 7R EBRIICE L
FIUE e B,

(B = V7 g BIHCREON T Tz 2 N T SV 72w 2 f DT 2t RGN AT 38N
cBHERMEEE T SFIFEEAITT SFX2IE, Ny 2 AD—BETFEEEET S EEFTINS,
c BHERMEEZE T SFIFEEAITT XX 2IL, N 2R T 74 &N 2T TERIET S Z & &7
Fhd,

FDP_ACF.1.4[1]

TSF X, [BIfl: BF =2 V7 [GIHICESN TG T 7 N T BTz 2 fDT 2 X
FTEHANZHEASNT AT V27 M LT T VP27 NOT 7B RAEIRIICESR LT i 570,

(Bt F= V7 BIEICHEDNTF Tz 2 MEXT SV Tz 2 f DT 2 X Wiy a5 S HA -

RL,
T : L
REHE . FDP _ACC.1 (FDP _ACC.1[1]). FMT MSA.3 (FMT MSA.3[1]. FMT MSA.3[3])
FDP_ACF.1[2] X ) T BEICKD TV X HE
FDP_ACF.1.1[2]

TSF 1%, LA F D& mE Az SFP FICED THIBISAS Y 7 =2 N AT DI XA fOFHE~
ICkIST 5, SFP#E+EF = V7 1 [GHE, F /211 SFP it F 2 1 7 1 BHEDE Gt i e 20—
HASNWT, 7= Mot LT, [BIf: 72 & X ## SFP % Ei L2 e 5720,

(It RE A SFP FICEND THISh SV 722 NG 722 PDY X P, ROFE4IZI TS,
SFP Bi#it = V7 1 G, F/eit SFP Bt F = V7 7 [GHEDEFiffiF Siern—21

YTz p> <H Iz FEKE>

cFIFEZEERITT X R 2 S TrANEM (BEF2 VT XENEHIE ID)
« 2 —FREH (2—F D)
- EHEEMN

<F7Tx p> <F7Tx2 FEHE>

TF2 VT XETI N T AN S TG (BF= Y T XEABSHIB ID)

(& 72 & X758 SFP :
EF2 YT XETY P T AT R

FDP_ACF.1.2[2]

TSF i, Sl S/ 7= b EHENTAT V=7 NEATOBRIERTFENLNE I DERET D720
2. WOHRANZE FHE LT blpv: (BN #lxhey 722 P EHBSHzES 722 MET,
I ea 7z 2 MK T B I REIC /N 55 7 2 & X3 5P 3 HA,

[BIfy: B S Y7 2 N EHI ST 2 MNYT, ST 2 M T S SR
JEHEEIZ S 93 7 2 & X 3 5P F 3 B -
- 22— EM (=2—3F ID) 2HOFHEEHTTEZI L, HbwdtFz Yy XETY P77
AND—BEZARPFFI IS,
c ZFANEYE (BF=2 VT XEANEHE ID) FFRFOFIHE EITT 85X, 771/ EHE (F
F=z V7 XBENHHBID) &—FTE37 71 /VEHE (TF= V7 XENFHEID) /ot F=
VY70 XETY 2 P Z 747k L THIRERIEZFFAT S5,

FDP_ACF.1.3[2]

TSF 1%, OBNRAN, [EIf): EF=z VT FIHICESNHNTT Tz 2 M TSV T2 pDOT 27+ X
FHRINZFF AT T BN EASNT, 727 Mt LT 7 V= FOT 78 A EWRIICE L7
T 50,

(Bt = VT [GPEHCE DN T Tz 2 MK T ST Tz 2 f DT 2t RN 95 #A
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BEEBIEGH T SFFEERITT S5 X2, EF2 YTy XETV R T 7 A NEN 2T THE
FEZLEHATENS,

FDP_ACF.1.4[2]

TSF 1%, (Bt EF=z V7 GIHICHE ST Tz 2 NI EY 72 2 DT 2 X R 2
FEZHANCHEASNT AT V=7 NI LT T V=7 hOT 7B RAEHRMICHES LT 570,

(BN Tz VT IS DD T T e 2 NI EY 7= 2 DT 2 X2 HRaNC 3 S A

2L,
ThIfERE : L
RFMN . FDP_ACC.1 (FDP_ACC.1[2]), FMT MSA.3 (FMT_MSA.3[2])
FDP_ACF.1[3] X2 )T BEICKD TV ERGE

FDP_ACF.1.1[3]

TSF X, LT OEIN: R&AE SFP FICHEWD THIISA S Y72 P E AT 2 fDY XA ROE~
(ST 5, SFPEEF= U 7 7 [Gl1E, F o/t SFP#EEF = U 7 ¢ BHEDE G iz 2n—z
HASNWT, A7 V=7 Mt LT, B 72 & 2 5# SFA % 320 L7 iE 6720,

(B REH /2 SFP FIZBED THIBS SV 72 x 2 p &G 7z 27 fDY X b, ROEFE4IZXHET 5,
SFP Bt = U7 1 G, /% SFP#EL F =2 Y 7 1 JGIEDOEFINTITEh/2n—]

<YPIro pF> <Y Tz FEHE>
- FIFEEAITTT S5 RS = - EBEZEM

<F7Tzz P>

« SMTP H— NI n—FF 7z 2 F
« DNS #— NI —F4 7= 27 F
cMFP 7 FLAIZN—FF 72 b
« PC-FAX BifEREF 72 F
cREHET— AT P

X F72=2 PRI, FELR,

(&Gt 72 & X 4)# SFP -
HREEE T X

FDP_ACF.1.2[3]

TSF i, flSn/eY 7V = b EHESNTAT V=7 FEATORIERTFEN LM E I NETET D720
(2 ROHANZ I LT blev: [N #lsiey =722 P EHHSHzES 7= 2 MET,
I /eA 72 2 FICKT S I I RIFIC /N5 5 7 2 & X2 5T S35,

LB IS Y7 2 P EFIIS T T 2 MY T BIIS e T2 2 MK T SHE S
TEIRIEIC IG5 7 2t R 25T 3 HA)
BRI B 3 fFOFFE F1TT B35 X2 1%, SMTP ¥ — N2 —FF 7= 2 b, DNS #—N27—
FF TP b, MEP 7 FL X2 —7F7 =2 b, PC-FAX BIfERES T x 2 P, REHET—
G T FERE, VX FTEEET S EPFFTINS,

FDP_ACF.1.3[3]

TSF 1%, ROBIHA., [Blft: F=z VF oy BHICESNH TS T x 2 N T E3Y 72 pO T2 X
FHURANCZF AT B3 HEANEASNT, A7 V27 MK LT, 37 V=27 vOT 7 v XA REICEHA L

SR A=Y A AN
Bty Bz V7 BYHCEDO T 7= 2 NI T EY 7= 2 f DT 2t X & Hnigiz7F 93 5241
2L,

FDP_ACF.1.4[3]

TSF (. [Eif): F=2 VT BIICHE DN T T Tz 2 MK T Z T FDOT 2R FHREICHEE
FTE3HANCESNT A7 V27 Mt LT T V=2 hOT 7B RAEBRIICHESR LT UEe 5w,

(B &= V7 [GIEICEDN TF 72z 2 NEHT BV 72 2 f DT 2R3 BRI 2 840

2L,
ThIRsE : L
R7FE . FDP_ACC.1 (FDP_ACC.1[3]). FMT MSA.3 G#EHH L72\)

Copyright © 2008 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
421110



bizhub 501 / bizhub 421/ bizhub 361 /ineo 501/ ineo 421 / ineo 361 / VarioLink5022 / VarioLink4222 / VarioLink3622
2EF#EIZF D7 AOR50Y0-0100-G00-20 AOR50Y0-1D00-G00-11 #F2 /7 rF—5"wk

FDP_ACF.1[4] X ) T RBEICKD TV X lE

FDP_ACF.1.1[4]

TSF X, L FDEI: ~Efs SFP FICENWTHIBISA S Y 7= 2 o d 72 DY R, RS
ICkIS T3, SFP#E+EF = V7 1 [GHE, F /211 SFP Bt F =2 1 7 ¢ [BHEDE Gt i e 20—
HASNWT, 7V Mot LT, [BIf: 72 & X H# SFP % Ehi L2 e 5720,

(It REAZE SFP FICEND THIISh SV 7222 NG 722 PDY X P, ROFEAIZI TS,
SFP Bi#it = V7 1 G, F/eid SFP Bt F = V7 1 [GHEDEpiff i Siern—21:

YTz p> <PF Tz FEH>
- EHEEMN
<F7Txs p> <FFx 2 FEH>

(& 72 & 258 SFP :
BAEE 7V > P 7 7 AT 2 ERHIH

FDP_ACF.1.2[4]

TSF i, SNV 7V =7 FEFHENTAT V=7 NI TOBIERTFSINDNE I MERET D720
2. WOHRANZE FHE LT blev: (BN #lxhey 722 P EHBSHzES 722 MET,
I ea 7z 2 MK T B IS/ 55 7 2 & X 3 5P 3 HA,

(Bl A ShES 7z 2 P ERIS ATz 2 YT ISR 72z 2 M TS SR
TERRIEIZEER T8 7 2 & X 3 EPET 350
FIFEERITT S5 221k, 772 MNEMDZ—F M (=—F ID) & —&T 577 =2 MNEY
D2 —VBIEEFFOBAL TV > F 7 7 A /X LT, —BEFT, HEIEE T3 2 EPFF RS,

FDP_ACF.1.3[4]

TSF 1%, ROEMRA, (Bl F= VT BUHEICESN T T2 2 MNEHT B T2 pOT7 27X
FHURANCZF AT 3 AN EANT, A7V M LT, 77 b7 7 AZBRNCEHT L7
T 570,

(Bt = VT [GHEHCE DT T2z 2 MK TSV Tz 2 f DT 2 RN FF TS
BHEEMEH T 3FFEENTTEZ RN, BRI T VP77 A e N2 T THRIET S L&
FHIA 3B,

FDP_ACF.1.4[4]

TSF L. (Bt F =2 V7 FBHEICE DN CF T x 2 NS T B 7 2 F DT 2 X3
T I3HANZIEASNT AT V27 M LT 7 V=7 FOT 7R ZHRCHES LT HIER 570,

(BN Tz VT g IS T T2z 2 MK T S T2 DT 2 RN TS HH)

xrL
THIFE R ©RL
IR . FDP_ACC.1 (FDP_ACC.1[4]). FMT_MSA.3 (FMT_MSA.3[4])

6.1.1.3. @Al & 585

FIA_AFL.1[1] FRRE LMD Y KL

FIA_AFL.1.1[1]

TSF 1%, [ @ar#go VX MBI LT, R [FIFIEDBENE], [FI1: 78 AT RE 2 A DREHIA I #
V73 B AE ATREZR IE D BRE Nl DO AN RNGRAERAT R E U 7e &L 2 L 2T hid e 670,

(B} ZArEgo YV X P
c Y—EXE— NIZ T2 ERT B EDRGF
* CE /N DU — REHE T 5B FRIE

GRH: [Z111E DEHAE], [ 7F2 A REZME DIEPEI Y IZ Fo 17 & BB R GE AT RE /2 1E D#4E]
(BT FFEEFIGERME DEEF] - 1~3 NIZEIT S B BE RIE FIRE/R IE DEEFE

FIA AFL.1.2[1]

R OBFERITONERTR LB RBIN: &9 3, & La--21 &, TSFIX, [Eiff: 72>z X A
B LR IE 7 B0,

GRIN: &9 5, 2z L/a/-7]:
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[Eifsf: 7o X F
<BHLEBEDTZ 92>
- RALRETHIL, V—EXF— F~DFIFRENS 2247 L, CE/NIDU— FEFFTSHAHEE
rry7 3,
- BARFETRIFAIE, CE/NR T — FEFIFT SRS 2> 2735,
<BEHEIFDTE D DERIE>
FFERIEL U CE FRAF 1z v 7 B BE & E1T7 5, (FFEERIED S CE 3G 7 > 7 K 28K 75 & s
BT8P B, )

TP L

IR :  FIA_UAU.1 (FIA_UAU.2[1])

FIA_AFL.1[2] PR LMD Y KL

FIA_AFL.1.1[2]

TSF 1%, [ @ar#go V2 MBI LT, R [ZIAIEDOBENE], [FI1 78 AT RE 2 A DRI 5
V73 B ZIE ATREZR IE D BRE N O AN NGRAERAT R E U 7e L 2 L 2T hid e 5780,

(BIf;: Rar#Eso ) 2 M o
- BHEETE — NIZ T 0 X T B DRI
- BHE NI T — FEHET SBEOFR

U [V 1E D BEE], [FIfS FFA AT REZRNE D FEHNIC F5 17 S B PEZ 3GE AT RE 7 1E D B4 ] -
(B FFEERIER B DEEH] : 1~3 NIZEBIT S B BLE RIE FIRE 7R IE DEES M

FIA AFL.1.2[2]

RROFBFERATNERE LIz BRI RN &9 3, 2 Lozl &, TSF i, [Bift: 72o2a0 U X A
B LR IE 7 B0,

[RIN: #ET 3, & Ll-7]
215

[Eift: 72 om0V X M
<BHLEEDFZ > 52>
- BARBETHNIE, BEET— F~DRFRENS6 27, BEENIT— FEffFT 3R 560E
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BE (TROLREAWEDEERE) NEBEZTIZFHTIND,

vy

<Xz VT ¢ IR O BVERI R >

Y= U T g bEERE O LR E L. FMT_MOF.1[1lic kv, HBHEKR O —E R P =T/
FIZHF R ESN5d, AT o Aieo@fEx e (i) X, FMT_MOF.1[4licky, y—evx=x
VUSTIREFIZERR S A,

<HDD m v 7 RATU— K, BtV —FROE#H, CFa vy 7 /AT — K>
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FMT_MTD.1[3lick v, HDD v v 7 /82U — R BEE{L U — K, CF 2 v 7 /XA U — R+ 5
BEMAENRTFAT SN 5, FIA_SOS.1[4]lic kv HDD v v 7 R2U— R, i5{tU—FR, CF o v
JRNAT— ROWENBIEEND, RBHDD v v 7 %20 — R, Bk —F, CFu v &A’x
U — RPERIN DB, FIA_UAU6IZ LV, ZNZNBEREEA HDD 1 v 7 /SA T — K|
FEU—FR, CFry /7 RXRATU—RLBETLH LI TEHETHD Z EEHBIEL, ﬁm
SNTEHGARICERRFISNS,

BB T — FOBEE/EIL, FMT _MTD.1[11Ic kX 0 &\ E ST ICHFTEN D,

<MIBA 7 V=7 MIKT DT 7 & ANTLEER B>

SMTP % — NI N—T7%7 = 7 b, DNS =T )N—TH4T7 =7 h, MFP 7 FL A Z )L—

TA TV NI MIBA T V27 hELTHLIHEET S0, SNMP 2L 57 7 & A Bl R

VETHD,

FIA_UID.2[2]. FIA_UAU2[2lIc kv MIBA 72 =2 M7 72T AFMAENEHRETH S

Z & EFBIERRET B,

FIA_AFL.A[BIIZ LV, REREIRERENS 1~3 EIZET DHE, MIBA 7 V=2 MIT 7 BATH29

DOFGgREZ e vy 735, 201 yﬂﬁ“b TEBEICL D n y VIRERBEIC L o TR ES D,

SNMP /"2 U — RNF|H U728 B 3RGE TE)TEJZIJJM AEDFATIRIEL T H D 78 RE AR L o Bt
DOFEIX. FMT_MTD.1[8lic kv ., ﬁf%‘t WZHIRE N5,

FMT_MTD.1[3lic £ W SNMP /X2 U — FOZEHE L, R ICHIIR S 5, FIA_SOS.1[2]ic

SNMP /<2 T — b @unEMﬁiaﬁénéo

SNMP /2 U — RERFFRED %, FMT_MOF.1[2lic kv, EHEZTFICHIR S5,

<Aoo 2GR (WebDAV 2RI L7227 7 & ) (MBI Bk >
FIA_UID.2[2], FIA_UAU.2[2]ic LV, WebDAV ZFIH L CT7 7 AT HFHAENEHE TH D
Z & R uEﬂ‘é

FIA_AFLl[ alic & . RECIHERGEN 1~3 ENZET D & . WebDAV — 32U — RZFH L7=
%@%‘%ﬁ%ﬁb%m YD, Zomy 2RI, HFEHEICELD e v VRREEIC Lo TR S
ns,

WebDAV H— /827 — RH| L7 PREE AR BT D R EIREAE DA TIEIEL T & 5 R R
BOBMEOREIX, FMT _MTD.1[3lic kv, ﬁ@%‘t IZHIR S5,

FMT_MTD.1[3]iZ X ¥ WebDAV #— /%27 — KOZEH L, EHEICHIR S 5, FIA_SOS.1[7]
1250 . WebDAV H— 382U — RO ERKREES N5,

FRBERRE S N2 EHHE X FMT_MTD.A[7TIC L 0 2 —HF AT — K| # AT — ROW&bd
BERFFRI S LD,

<EEHET ¥ RBERERE T — & O ERERIIR >
BT ¥ RAERED 52 TR OE IR EL, FMT_MOF.1[BlIC LV | EHHFIZFITHF IS
60

< S/IMIME #48E O 7= 8 D ERVEHI PR >

SIMIME FEBEOXG%IT, FMT_MTD.1[1112 & 0 FEE TS S, Beksihvd SIMIME
REFAEOEE X, FMT_MTD.1[3]ic X 0 FEE 72 ICHFal &b, £kE5m 0T — % O EL.
FDP_ACC.1[3], 2 () FDP_ACF.1[3ic & 0 FBEH 72T 7P al &5, SIMIME #EEED 55 F\ I
FMT_MOF.1[2]ic L v | BHEIZTFICFFRIS LD,

<EBHHEEZVX 2 TICHERFT 572D B >
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= set.admin M

<H—ERZU V=T X 2 TIHERT 5 12D B2 B>

= set.service &

<KEHEHOT-OOKE, &R >
IHHEHEEITOEENL, FMT_SMR.11IcX v —v 2= =7, FMT SMR.1[2lic L v &
BHEELTHERF SN D, £ 0B HMEREIXZ, FMT SMFE1ICXVEEEIND,

CHOBEBOREEMENHIZIND Z EIZLY, KX =V T xRN sh 2,

® O.OVERWRITE-ALL (582 EE=HIR)
AKXV T 45K GeHE, HDD O3 _XCOTF— X A HRE L. FIHENRE L2 NVRAM
FONCF LOREFREZ OIS DL LTHBY ., HIRICEFET 2EEHNBLETH D,
FAD_RIP1I2X Y, 2o ETHHERBEERIEIZL > TLRIO EOFHRONE LRI TE
L THZ L ERIET D,
Ko TREX 2V 7 ¢ 3R GEITW = S b,

® O.CRYPTO-KEY (H§B B4R
AExa )T 4K GEHNET Rt 7T s a v F o FRREISNTWHEEIC, HDD Io&Xx
AT RCOT —F ZWEBALT 2720 E R BHAE AR TS5 & LTEY ., KEHARICREGR
THREMENMLETH D,
FCS_CKM.1 {2k Y, 2=03 ) VEAESAARIEREICE > T2 =0 X / V% HDD 584 A
J1 =R (SHA256) %A L. 128bit O S8 & Ak 5,
COMREENRIC ko TAREF 2 U T 4 KR TR &N D,

® O.CHECK-HDD (HDD MDIE ZttfEsR)
AKX =2 VT 035K 7ML, RIEZ2 HDD SAVIAA TWeWZ & 2GR T 5729, HDD O1EY
PABEAET 5L LTEHEY ., TOE D DAERT T 4T ¢ ORFRIC R T 26BN LETH 5,
FIA_EID.1[1]iz & v . TOE 7% HDD ~® 7 2 3 3 > O HDD Z#5 L, 3k i L7=5%
A, PESNTWET 7Y g o xElR+ 5,
COBREEMIC L > TAREF 2 U 7 4 R ITEHIR =S 5,

® O.CHECK-CF (CF OIEZttHEsR)
AKX VT 4K GEHEI, RIEZ2 CF 2M0FUAAL TWRWE & 2R3 5729, CF OIEYME%
MREET 5 & LTHY, TOE NSO T 47 4 OKRGEIZEIRT 256 BN LETH D,
FIA_EID.1[2]ic X » . TOE 7> CF ~O7 7 3 3 » Oz CF Z#k5] U GRBNC KB L=5A 1T,
TFTEINTW T 7 v ar&wEET 5,
COBREEMIC L o TAREX 2 U 7 4 R ITEHIR =S 5,

® O.TRUSTED-PASS (BfE#EF ¥ RILDFIA)
KX T4t REEIEL, R I AT7 740, X2 VT4 XE TV 7740, Bik&
Vo b7 7 ANDEZFBIZBWTEGEHT vy x VAR THE LTEY ., &EET v RVICER
TAEMARMNETH S,
FTP_ITC.1 i, o EsE IT &5 OERIG U CEEEF v 2 v 24+ 5L LTEY,
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R TAT7A)N, EXa2 VT4 XEBS) U "N T7 A0, BIA& TV 7 7 A IVDOEZEIC
HAans,
ZOREREEMIC L o TR 2 U 7 4 RR IR SN D,

® O.CRYPTO-MAIL (RESEA—ILDFIA)
AKX U7 4R GEHE, Ry 7 AT 7 AN A= M TEET IR v 7 A7 7 A VEH;
FETHZEERELTEBY, BICET 2 EHRLETH D,
FCS_CKM.1 (2 XV (FIPS 186-2 {29 » 7o EIELEER 7 /L T U X L& FIH L, 58 (128 bit,
F 721X 168 bit, F7ziX 192 bit, F7=1 256 bit) & ERkT 5,
FCS_COP.1 {2k v, FIPSPUB 197 ® AES (/4 : 128 bit, F7-1% 192 bit, F7=1% 256 bit)
ERRALCR Yy 7 27 7 A )Vl 5bT 5, (20 SIMIME OB ET —X212725,) =R
128V SP800-67 @ 3-Key-Triple-DES (K574 : 168 bit) ZFIHL TAHR >y 27 X7 7 A V&K 51k
T 5, (ZHNHFEEEIZ SIMIME OEET— X127 5,) ZbIFE#E, FCS_COP1I2Lbv, 4%
564> SIMIME FEHEDO/AB#E (1024bit, F721% 2048 bit, F 721 3072 bit, F7-i% 4096 bit)
T 5 FIPS 186-2 ® RSA IC L Wi B{b &N D,
INHEBOMEEMNH-ESNDZ LIk, Aexa VT o JRFEHIM - S5,

® O.AUTH-CAPABILITY (A—H#AISEREHMEEZ FIA T 5 O DY HR— FEIE)
AKX VT oK EFEHEL, TOEADO=> T 47 4 THDHZ—PHEREHEY —EFH LIz —
Wik p | FRFEERE 2 TOE WY R — 925 L LTEBY M= T 4 T 4 OEMEEZ Y AR—F 352 L
EET D EMNLETH D,
FIT_CAP.1[1lic LV, =—WIHFRE B — \NFEHLT 5 ActiveDirectory (2 L % = — W14
*’A%ﬁb ZxF LT, #ARRRER R D 2 — I D ERAEE M WA DR EE . RBIRERE R O 2 —
xﬁ“ém T MIUGERE 2 BT 5,
ORI L > TARER 2 U T 4 %R G = S5,

® O.CRYPTO-CAPABILITY (R§E{t#eeZzFIRT 5=HDYR— FEE)
AKX VT xR GEHE, TOE D> T 47 4 THDHEEZLF v ML b, HDD WNIZHRE
EINBT—H ERERALT 57-O0EEEZ TOE NV R—bhT2LLTEBY AN T 47 0 DOF)
EEVR— b T2 L 2HET IREMENLETH D,
FIT CAP1[2lic XV, WfBAbF v P ONFEB T DR SALEEREICH LT, Wi~ 7 A L& i L ke
T X570V R — MEREL BT 5,
COBREEMIC Lo TAREX 2 U 7 4 R ITEHIR =S 5,

® O.LOCK-HDD-CAPABILITY (HDD Av - ##eZ#F AT 5O DHYR— FEIE)
AKX = U7 45K FEHE, TOE SO T 7 4 ThHhDH HDD IZL Y, 3HiE S iz MFP LIt
WODRIERT 7 ¥ A iR 5720 08EE TOE AR — 5L LTEBY BT 1T
4 OEMEZY R — T2 2 L2 HET BNV ETH D,
FIT CAP.1[8lic kv . HDD NFEHT% HDD v v 7 #fglcxt LT, HDD 2 v 7 /SA U — ROZ
B 27200V R — ~ERE, HDD v v 7 ¥REZ MR35 720 DY 7R — MEREZ KT 5,
COBREEEMIC Lo TAREX 2 U 7 4 R ITEHIR =S 5,

® O.LOCK-CF-CAPABILITY (CF Ow Y #EEZF AT B=HDOHHR— FEIHE)
AKX =2 VT 435K 7L, TOESNDZ T 47 4 ThDH CFIZLD, RiEILTZ MFP LSt
LDORIERT 78 AZHEETH008EE TOE RNV R — 2L LTEY AT 4074
DOENEE DR — T D2 L E2HET HHEMHDLETH D,
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FIT_CAP.1[4Jic kv, CF %S TS CF v v ZHREICKH LT, CF u v 7 SAU— FOEET S
Tz DF R — MERE, CF v v 7 EEZ MRS 5720 DY R — MMEREZ RELT 5,
ZOBRREMIC L > TRE R 2 U 7 ¢ R EHER - Sh s,

> setadmin (BEBEZ X1 7IC#BETI-HITBELEHDEY F)
<E B O FRGE >
FIA_UID.2[2]. FIA_UAU2[2lIc LV . T 7 B AT 5FIHE N EHE THDH & %@%Umm“é
FRREICIX, FIA_UAU.7TICE D, NP VIR#ES N7 4 — Ry ZIC AT 1 UF T8I “*
iR L, FRFEE AR — 95,
FIA_AFL.1[SIiC L 0 "R BEIT LI ARRIFEREOL A1, RIROE, 5 B/ SR D
TRTOANZ T ZHEA L, FIA_AFL.1[2IIC XV . ARIGEEREN 1~3 [EIZiET 5 &, RiEkiE
ThhiEu 747 L, UBREHEENRARA Y- RZ2HAT2 IR COFIEREEZ 0 v 735, Zon
v 7 WRREIX, IR OFF/ON 72 Y12 X% TOE ORLENC & - CHEBRESRE N AT S, EHIE RGE D
o 7 EMBRBZ IR S NS, T —EC AT V=TIC L AEEERAIRED 1 v iR
%@QW’iof%@éné
EHHETEFECE T D2 AR RIERREORATIEIEL T H 5 38R R IE S O BIME O R E R OVE BB e
7ﬁ%iganHDﬂ]k;D\ﬁﬁ%t WZRFRI &5,

<GERRGRGESNT-EHEDO® Yy a L OFERH >

RBIFRFES N EHE D' v ¥ a VORI, SR nbr /A o LA FTA_SSL.3
Ki@\”XWi—%E?ﬁ7ﬁ%#ﬁﬁbt&\?y/a/%ﬁTTé_&uioT\KMg
Y a VBRI ) B OBE AR S TS Z EICHEM L TWD, BRI — eSS
TR OZEF X, FMT_MTD.1[3lic & 0 EHEICHIR SN 5,

<EHE ORI ROE B &>

BHFE NAT— KX, FIA_SOS.1[1lic X v fEB™HRAES LD, F£7- FIA_SOS.1[6lic kv x> b
T — 7 ZfR i LI EBEREICB W TR EN DBy v a UERO SERGE, FIA_SOS.2 12X
AR ENTHHAIN By v a VIEROMEDHERIND, BEHENSAY — FOEEX

FMT_MTD.1[6lic kv, HHER Y —E R V=T ICHIR SN D, BELE NEFEZ R AT —
FEZEFST L5615, FIALUAU.6IC LY FRBiEs N5, ZOHRIECHB W T, FIA_AFL.1[2]ic
KU REKEIREREDS 1~3 BNZE#ET 5 & FRFRRETH X e 747 L, IREEBE OFLREIREZ

kL., BEHE AUV —REHHT 2T _XRCORGMERELZ e v 745, 2oy 7IREEIT, EIR
OFF/ON 72 U2 k% TOE OB K o THEBRIERENN 21T S 4, HERERFER v 7 K] D3 iR
WZfRBR S D,

<EEHOT-HORE, IR
B AT O &ENT FMTSMRH]*ibﬁ~EXiyV:7&FMmﬁMRuﬂm;@%
HEICTHER SN D, £ OEHERE X, FMT_SMFE1ICEX 0 EESN D,

» set.service (W—ERI VS 7P tXa7I#EFT5-OIZRLELREHOEY M)
<P —VE R =T OFRBIFEEE >
FIA_UID.2[1]. FIA UAU2[1lic kY. 77 AT AHRPAEN Y — A P=T THhH I L%
FRBIRGET D,
FOREIZIE, FIA_UAU.TIZE D, R VIRESNTZT7 4 — RN ZIZANE 1 XFT &I “%7
ZiRL, @iLEzYR—T5,
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FIA_AFL.1[8lic X v . KREXDFE, 5 BRI/ SR AMND DT RXTOAZ, 27 L, FIA_AFL.1[1]
Wz RRHFERED 1~3 M2 T 5 &, ABRETHIEr 747 L, CE /XA U — REFIH

¢6¢“T®m£% Exnyr95, Zory ZRiEIX, CE FiiEn v 7 RHREN 21T S
ﬂx‘CEmﬁm/yﬁW%%ﬁfé&m@éhé

=R V=T RAITE T D REIRAEDORAITIEE T & 5 3R FE I BB 3 o B 0 3% & 13
FMINWDH];iwﬁﬁ%t WZHFRI S5, CERRGER » 7 FE 0% EIL, FMT_MTD.1[9]
Wk, =2z oo =T7FHICHTTEN S,

<H—b R TV=T OFRIFEROEG I L >

CE/\XU~—Fi\FD&SOSHﬂK;ﬂ) MENRIEEN S, CE NAU— FOEH X
FMT MTD.1[9lic kv, y—tRA= o Y=TIZHIREN 5, £7- FIA_UAU.6 I Uﬁmﬁém
50:@ﬁﬁpazw1 FIA_AFL.1[1C X v . RERZHERGED 1~3 [B\ZE T H &, h—E R
V=T OFBFEREEZ R L C. CE SR TU— REHHT TR CORMELEr v 735, 2
Dr -y 7 iRREIE, CE FBIEE T » 7 FEFRIEEE N AT SN C, CERBREm v 7 [ 2807 5 L fighR
b,

<KEPRD T DOEE|, E SR >
INHEMAITHOEENL, FMT SMR.I[1JICEk D —v R P=7 L LT/ EINS, /22
NHEPEE X, FMT SME1ICE W EESNA,
6.2.13. ITEX 2T EEEHEDKRESE
IT &% =2 V7 o BREEM o R —3 v N ORIFRERZ FTE£IZRT, CC/—k 2 THEINDIK

ezl S WG G . TR ST ICR T 2KAFRR ] OMICE DOBEH 2Ll 4 5,

® 10 ITEXa )T HEEHIVR—2 bOKERE
N/A : Not Applicable

K ST DIREEH CC/8\—Fk 2 .
aAVR—%2 k DIRTEME K ST [2H I+ 5K FEHR

FCS_CKM.2 or FCS_COP.1, | FCS_COP.1 (—¥f#H&EDH),
FCS_CKM.4, W= LTWhH%  SMIME @EIC L 287 7 A L
R
<FCS_COP.1, FCS_CKM.2, %7z L CU aW B >
-a=%3I /% HDD B 8Am 7 L2 ) XAk -
TAERSNER SISOV TIE, B E5#E/E4E2 TOE 4+
m%%ﬂ:ﬂ%y b, BT T 7 v a v F v T OERE
WCEVERL TS, FSC_COP1 @M 54
EYEIAR, F2L ARSI WX TSF
OFEFEE A EST SN D=0, FCS_CKM.2 D H
MEYBLEZLNDN, BEHIL, TEOT 7 AR
N2 AR P AI S AU, IS S LS RE 2 B E S B D 18
WCEHE, PRz V=TI E{EE > hC
Ty FENBTD, RIKFEENRTZ S & b8
RN,

FCS_CKM.1

<FCS_CKM.4 % L7aW B >

WL, RESND T — X DI DITE RIS
IND, FTREEARA~OLEDOT 7 B AIXHET
HY ., W EEIEIEDO LML,
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A ST DHEEE
I iR—R2 b

CC/N\— k2
DIRFEHE

A ST 21T B &EFHEZR

FCS_COP.1

FCS_CKM.1 or FDP_ITC.1
or FDP_ITC.2, FCS_CKM.4,

FCS_CKM.1 (—H¥EROH),
72 LTV A HL . SIMIME BEIC Tt 7 7 A L %
2T 2720 DR S#EARTH 2 &,

<FCS_CKM.1 or FDP_ITC.1 or FDP_ITC.2 Z—i7- L
TUVZRWERE >
« SMIME O F — # g =54k D 1= O S8t %2 1 5t 4 5
7= OAHEEE TSF OflEFEMN LD A A — T
%7=%, FDP_ITC.1 OBEHANZY LEZ LD M,
S/MIME GERZE T FHEE OBAEIC L > TRER I D,
ZOBE, BEINWTF ¥y IV ERBETDH, LA
DEFBITRETHY, ¥X2 VT 4 BT 5%
IRIED 72V, (ANETWORK 7238374 % Stk T TOF|
)
cETA VAR — PSS SROBMENRIZ, T ER
HIEEICRIH SN DR 2 U T 4 BHEICHESET, B
MOHHULETBEIFR LW i= o i o LB T2,
« FMT_MTD.1[11Jic T TSF ¥ —Z O &gk & LT, FH
ENTEY, A R — MREEZIT O ML Y 2 A E
WED RSN TS,
CRER. EEEMRMOERIIKEE ORENDSEX 2
T A BT MO X2 Y T ¢ iR E AW
ENTWDHED, RKEWENI- S & bRIER
AN

<FCS_CKM.4 % L7V >
8L, RESNDT — X DD ERFHNCME &
b, ETREFNRA~DTEDT 7 B AIHETH Y |
KBS EE D VR [T 72 0,

FDP_ACC.1[1] FDP_ACF.1 FDP_ACF.1[1]
FDP_ACC.1[2] FDP_ACF.1 FDP_ACF.1[2]
FDP_ACC.1[3] FDP_ACF.1 FDP_ACF.1[3]
FDP_ACC.1[4] FDP_ACF.1 FDP_ACF.1[4]
FDP_ACC.1, FDP_ACC.1[1],
FDP_ACF.1[1] FMT _MSA.3 FMT_MSA.3[1], FMT_MSA.3[3]
FDP_ACC.1. FDP_ACC.1[2]
FDP_ACF.1[2] FMT_MSA.3 FMT_MSA.3[2]
FDP_ACC.1. FDP_ACC.1[3]
FMT_MSA.3
FDP_ACF.1[3] <FMT_MSA.3 ZiH L7\ B >
F7 V=7 NREREE LW, KRB EEFT 5
VBT 720,
FDP_ACC.1, FDP_ACC.1[4]
FDP_ACF.1[4] FMT_MSA.3 FMT_MSA.3[4]
FIA_AFL.1[1] FIA_UAU.1 FIA_UAU.2[1]
FIA AFL.1[2] FIA_UAU.1 FIA_UAU.2[2]
FIA AFL.1[3] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[4] FIA_UAU.1 FIA_UAU.2[3]
FIA_AFL.1[5] FIA_UAU.1 FIA_UAU.2[4]
FIA_AFL.1[6] FIA_UAU.1 FIA_UAU.2/[5]
FIA_AFL.1[7] FIA_UAU.1 FIA_UAU.2/[6]
FIA_AFLA[S] FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2]. FIA_UAU.2[3].
— FIA_UAU.2[4]. FIA_UAU.2[5]. FIA_UAU.2[6]
FIA_AFL.1[9] FIA_UAU.1 FIA_UAU.2[2]
FIA ATD.1 7L N/A
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K ST D¥EEZEN CC/8— k2 o
S A—r b DIRTEHE A ST IZH T B 1&EFEER
FIA_SOS.1[1] 2L N/A
FIA_S0S.1[2] 2L N/A
FIA_SOS.1[3] 2L N/A
FIA_SOS.1[4] 2L N/A
FIA_SOS.1[5] L N/A
FIA_SOS.1[6] L N/A
FIA_S0S.1[7] 7L N/A
FIA_SOS.2 2L N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA_UAU.2[3] FIA_UID.1 FIA_UID.2[3]
FIA_UAU.2[4] FIA_UID.1 FIA_UID.2[4]
FIA_UAU.2[5] FIA_UID.1 FIA_UID.2[5]
FIA_UAU.2[6] FIA_UID.1 FIA_UID.2[6]
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Pl kic X v FMT MTD.1[8]. FMT SMF.1. FMT _SMR.1[21:3EH Eh %,
7137. A— bOSTF THEEEDETE

F—ba 7 A TERICBITARET — % ThHDH/NR /A — b a7 4 7 B & DL T s3I &6
THRET D,
® LA — hu J A T :1~9 %

PLEIZX v FMT_MTD.1[3]. FMT SMF.1. FMT SMR.12IRFEH N 5,

7.1.38. %2y FIT—Y DERE

UTORET —Z O ERIEEZIT I,

® SMTP $— NIZBRT 2 —#ORET —% (IP 7 FL A, A— &%)

® DNS —NZERT 2 —#HOBET —% (IP7 KL A, HKA— hEFE)

® MFP 7 FL AICEMRT 5 —HDORET —% (IP 7 KL A, NetBIOS 4. AppleTalk 7 U » % 4, %)
Pl Eiz kv FDP_ACC.1[3]. FDP_ACF.1[3]1»ZH SN 5,

7.139. \v 97y T, YR FTHEEDET

BHENRAT—RK, CE /SAU—FK, CF vy 7327 —FK, HDD &2 v 7 /RAU— R&EFRW\T,
NVRAM, CF, HDD iIZfRE SN HHDIRET — XX 2T v VANTTD, EX2UT
S ZEAfRT DR E LTk, ENE, BeEORBRI Y LLTOSEIC TUREIND L ORXG L 725 T
l/\éo

<HATA RNor 77 YRARNTHIBINDNE 305>
® SNMP /"A T — R

® 21— P RRAT—F

® M NRAT— R

@ X UT ¢ LENARAT—F

@ Ry ANRAT—FR

® ik — R

® WebDAV H— 32T — R

<HZATB URAFTHHIRINDNE 55>

® SMTP V— "EEICERT 5 —#HOT — X
® DNS #— "REICERT 2 —HDT —H
® MFP 7 FL AREICERT 2 —HEDOT —X
® SNMP /X2 U — RERIERE DEMER ET — ¥
® X7 ¢ MLIREDORET — ¥

o o — VRIS REDEIME L R ET — 4

© CHFEERIEAL IEHEEE O RRRE S BB K B i

® )L — ua J A7 R

® =—4% 1D

® Ky ADa—WEM

® M ID

[

S/MIME ik
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® X(E5iET —X

® S/MIME #6EIC BT D S LI E R ET — ¥
® EEHET v RMERER ET — ¥
® JJEERM

o EHIHRFE T v 7 ]
® PC-FAX @)% iE

® TSI Z[EHET —X

® IIPHERGERSRE DENERR ET — &
® FERY— NGHE nXﬂi'? vl

<HEATC Nl T v TRHBINENER5>
@ X UT 4 LETI T AN

@ Ry AT 7 A

® L&V U R T 7 AL

LA iz X v FDP_ACC.1[1]. FDP_ACC.1[2]. FDP_ACC.1[3] . FDP_ACC.1[4], FDP_ACF.1[1].
FDP_ACF.1[2], FDP_ACF.1[3] .FDP_ACF.1[4], FMT_MOF.1[1], FMT_MOF.1[2], FMT_MOF.1[3].
FMT MSA.1[1] . FMT_MSA.1[2] . FMT MSA.1[3] . FMT MTD.1[2] . FMT MTD.1[3] .
FMT_MTD.1[4]. FMT_MTD.1[7]. FMT_SMF.1. FMT SMR.1[2lnFEH N5,

7.1.3.10. HDD O v 7 #8E D % EHEHE

<HDD & v 7 /RS2 T — RZEH >
HDD & v 7/ RAU— REEFTLH, BEXRESND HDD 1 v 7 XA T — R&ffiv, FHETHD
CEEAEIEEEN, HOFHRESNASNSNAT— RRWEZ#- L TWARE, ZET S,
@ £ 12T RENDFY T/ EAMNSREHDD v 7 AU — REBRETH5HDD 2 v 7 /AU — R
A A D= RN E T 5,
® AT, HDD v v/ /XA T —RKAND T 4 — Ko 7121 XFE “%7 #iKT,
® RTINS HDD v v 7 XA T — NI FOE &7 LT\ 5D Z & 2RGEET 5,
> £ 12O HDD 1 v 7 /SR U — RIORSNAHER, ¥ 77 X ofksins,
>1o@%%?&&ﬁﬁméh@w
> BIERESNDOMEE—F L2,
LI ki FIA_SOS.1[4]. FIA_UAU.7, FIA_UAU.6, FMT_MTD.1[3], FMT_SMF.1, FMT_SMR.1[2]
L NREBEIND,

7.1.3.11. CF Oy 7 BERE D R TE 1 RE

<CF vy 7 /RAU— RZEH >
CFuy /7 RAT—KR&ETT5, BHEREIND CFu vy 7 82T — Rafliv, FHETHDHZ &
FEERFES I, BOFHBREIND/NAT — RRREEZFHTIZ L TWAEAE, BT D,
@ £ 121 RINBXXYTIEINLRACFa Yy 7 RAU— REBRAETACFu v 7 AU — RIRA
A= AL ERMT D,
® WMAETIX, CFuy 27 XAU—RANDOT 4— KXy 721 3X5E “%7 ZikK7,
® TR EIND CFay 7 RATU— RIZLLFOMEZHTZ LTS Z L2 MEET 5,
> £ 12O CF By 7 RRAT— RIIRENDIHNH, Fx 77 2 bRk I D,
> 12O0F ¥ 77 X THERINRN,
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> BERTESNDMEE —E LR,
LI i FIA_SOS.1[4], FIA_UAU.7. FIA_UAU.6, FMT MTD.1[3]. FMT_SMF.1. FMT SMR.1[2]
LV DREBIND,

7.1.3.12. BB 1LEEEDEERTE

(Kb 70T 7 va vrF v 79 MFP 12335 STV 586 O B8R 1ER)
<@EExE ON>
OFF 75 ON [T 2454, HiLS RESN A BT — RBUTOME 272 LT\ 5 2 & 2Bk
L. F.CRYPTO RETEN D,
® £ 12 DKLV — RITRENDHE, ¥ T 7 XD EREIND,
® 1 OoDF % T U X THEMRINZ,
LRIz XY FIA_SOS.1[4], FMT _MTD.1[11], FMT_SMF.1, FMT _SMR.1[2]3FEH I %,

< LT — REE, BfERE OFF>
Wb — RELET, Bi{ERE% OFF 1275, BUEREINLHEZ{bY — R&fn, BEETH S
ZEAHBIEINTEIESICH A END, BE b/ AT — RE2EFT LA, FIHRES N L5
U — RREEEGTE L TWAEAICZERE L, F.CRYPTO BETEND,
@ FHINAEIZIE, R 12 WRENDII X T XL RDIEFILTY — RERET DR 5T — RIRA £
=X LERMET 5,
® HMATIE, KLY —RNANDT 4 — KR 7121 X7 “*7 2T,
® AR ESNDOHEELTY — NIZLLTOMEEN L TCWA I & EMET 5,
> &K 12 DALY — RIRSNDHHE, v T 7 bk D,
> 1ODF ¥ 77 X THERINR,
> BIERESNDOMEE —F L2,
LIl ki FIA_SOS.1[4]. FIA_UAU.7, FIA_UAU.6, FMT_MTD.1[3]. FMT_SMF.1, FMT_SMR.1[2]
T omFEREIND,

7.1.3.13.SNMP /AR — FKDZLEHRE

SNMP /XA T — K (Privacy /XA 7 — K, Authentication /XA U — R) ZEH T 5, #HLIHE
S35 SNMP /SA T — R LU FOREEHIZ L TWD I & 2Rty 5,
® £ 12D SNMP /"R T — RIREN DML, ¥ 77 X 0ok S b,

Pl kiz X v FIA_SOS.1[2], FMT_MTD.1[3], FMT_SMF.1, FMT_SMR.1[2] 3 EH S 5,

7.1.3.14. SNMP /XX ) — FERETHEBED R TE
SNMP /R R U — RRFEEREIZ BT D ERGFFE 7 % [Authentication /SA U — KD A | £721%
[ Authentication /XA U — K H.-D Privacy /XA U — K| IZRET D,
PLEIZ2 X v FMT_MOF.1[2]. FMT SMF.1. FMT SMR.1[2]#EH S 5,
7.1.3.15. D EKRE
® PGk

P ID Z8BOE L, BN AT — RaREk L THM 2SS D, BTLSRESNDHM A AT —
RIZLLTF OB &7 L T\ D Z & 2 iRGEd 2,
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> £ 12O RAT — RIORENDHHE, v T 7 20 DRHEREN5,
> 1ODF ¥ 77 X THERISNR,

® I ID, ¥/ RAT— RDZEH
HBFY ID, HPI AT — REZEE T 5, H L EE I DM/ SAT — RIZLL T OMmE 72 LT
Wb EEREET D,
> &K 12 DM ANAYT — RIRSINDHHHEL, ¥ 77 XD BERIND,
> 1ODOFX ¥ 77 X THERI NN,

® HFIHIBR
HHID, PR T — REEIRT 5,
> MEEM ID OV NV—TF Ry 7 ARFEIE LTSS, TN A—T Ry 7 A%, a—F @k
KEHEOHER Y 7 ACHBEESIND,
YL EIC X v FIA_SOS.1[5]. FMT _MSA.1[3]. FMT _MTD.1[3]. FMT_MTD.1[11], FMT_SMF.1,
FMT_SMR.1[2]BEH S5,

7.1.3.16. BIEEF v RILHEREDRTE

SSL/TLS (2 X 2 @15 T ¥ F/REERET — # 2R ET Do
® RS SRR E (EfENE 7 DL H)
® SEHT ¥ RKREOTNE - F1LBUE
PLEIZ LY FMT_MOF.1[3], FMT_SMF.1, FMT_SMR.1[2]»EH X 5,

7.1.3.17. SIMIME A {E#4REDERTE

Ry A7 7 4 )% SIMIME %59 HBCHIH SN ARET — 4 2% ET D,
® LEsLET —4 (email 7 KL R)
® S/MIME FERE DR e, A H
® S/MIME HEREIZ 1T B E S LR E % &
L ki kv FDP_ACC.1[3], FDP_ACF.1[3], FMT_MOF.1[2]. FMT _MTD.1[3]. FMT _MTD.1[11].
FMT_SMF.1, FMT SMR.1[2]3EB &5,

7.1.3.18. WebDAV H—/\/ SR — KDEE
WebDAV $— 3820 — REZEF 5, Hi LS RESILD WebDAV H— 382 T — RRLLUTF Db
B LTWA I EEmiET 5,
® K 12 O WebDAV +— " RR T — RIRENDEFZ ¥ T 7 ALK EN S,
Pl k2 X v FIA_SOS.1[7], FMT _MTD.1[3], FMT_SMF.1, FMT_SMR.1[2]EH I 5,
7.1.3.19. FAX DB E

ET —FERET D,

R
e

LLF o FAX (ZB9ET %
® PC-FAX @h{Fak &
> PC-FAX OBfEE, FAX ERICHEE SN A ERICHSE lx DR v 7 2RFTHE— R L,
Gem— YR T 5 IR B — RAME(ET 5.,
® TSI ZERE
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> EEFmADERE LT, BEHEOEFEES LAy 7 ZAZBEfT, TSI ZEIZBW T
SNBHRY I AEHFBET D,
YL EicX v FDP_ACC.1[3]. FDP_ACF.1[3]. FMT MTD.1[3]. FMT_SMF.1. FMT_SMR.1[2]
NEBIND,

7.1.3.20. ¥ 2 7 4 &b BEREICREE T S HERE

EWHANRET 2% 2V 7 BUBREOR EICET DI T O@EY,, KNy 7T v -
U A NTHEBEDRBIZOWTIE, [7.1.3.9] [ CHIAHE )
® X VT ¢ MILISREOENERRE

X a7 o EERED RN, B A S E T D HERE.
® HDD iGH 7 +—~ v MERE

HDD (27 7 A V¥ AT A CRIAT 2 EH T — & O %2 E S ATHIE, Z0mBL7 +—~ v b
DIATIZHEN, X 2 U T ¢ iR DR E & ho T 5,
® AfEil R X HIBREkEE

A D FEXHIBROETICEY . BX 2 U T o BLEEREDRE A EICT D,

YL Bk v FMT _MOF.1[1]. FMT _SMF.1. FMT _SMR.1[2IREH I 5,

7.1.3.21. /1NR 7 — FHEA{E M BE (CBEE 9 S 1 EE

BEH DBAET 532D — ROYBULICBIR T DHEAEIXLL T 0@ v .
o &xfiil B & HIBRIEAE

RO LEEHIROETICL Y, FEE/SXZAT— K, SNMP /82T — & T O FIH I
BET D,

VLEIZ X FMT_MTD.1[8], FMT_MTD.1[6]. FMT_SMF.1, FMT_SMR.1[2]3E#H s 5.

7.1.3.22. RiE& T v FEBEDENERE

UIFIORTRERE& 7 U v MEBEDOBIEE — RERET D,
® UFE& U v N HENEEE— R

PC LV EFEEND TV v b7 7 A MZBWT, il OHIRIEEE CORRBER B TONZHATDH,
TV N T ANEREE TV F 7 7 A0 e LTCREET 2E{EE— K
® BiL& 7V v MEEEIMEE— I

PC LV EEFEINDZTV U F 77 A NMICEBWT BIE& T Y o F 7 7 A /v & U TOREER DT
A0, TV T 7 A NVEREE TV o & LTRSS 28{EE— K

Pl bz kv FMT_MOF.1[2], FMT_SMF.1, FMT _SMR.1[2]73FEH S 5,

7.2. FADMIN-SNMP (SNMP &EIE&#EE
FADMIN-SNMP * 1%, 754 7> K PC 5 SNMP #F|H L TRy NU—2 % LT 7 &R
BT IR 23 RIEREE L BRAEREE S N HE 72 IC R v N Y — 7 OREREOBEA AT

X2V T AHEETH D,

7.2.1. SNMP /AR — R(Z &k B # A R EEHERE
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SNMPZHAWTHRy b= %t LCMIBA 7Y 27 MIT 7 AT HFAENEHETHD Z
&% SNMP /X2 T — RIZ & - TRAIFRRET 5,
® £ 12T RENDHFYT I EANE7D SNMP /XA T — RIZ LY FEFET 25 SNMP 352G A =X A
iRt d %,
» Authentication /XA U — RO A F72iL Privacy /XA UV — R KT Authentication /XA U — R
W #=FRT %,
» SNMP OGE1E, Bty v a UERICEDEHERGTEA V=X L2 LB EET | gEOt v
23 2 SNMP X2 U — RFIH9 %,
® MEEICAKEhT 5 &, WREERMEIEE Y vy h 5,
> Privacy /XA U — N, Authentication /XA U — RKOMFZFH L TWAHGATE, BHFILITFEGE
WP LTS B ICRBRE R 52 U ' > 35,
® SNMP SR U — REFIHT 2 E0IHERRICB W CIRE 1~3 [\ H &R 538G ERE RT3 &
SNMP /"R Y — R&FHT 5T TDFR uft*ﬂ%ﬁ?%fﬂ v I35, MIBAT7 V=27 b~DT 7 EA
HEAT5,)
> KIEEEEIL, RNET 7 ' AR BEIER EMEREIC L 0 EEE B EET D,
> Privacy /XA 7 — K| Authentication /XA U — RKOM G ZFIH L T D855 1F, RHFHIZHEE
R L7=5E T 1 RO E LTHRET 5,
® v 7 RH&IE, FADMIN © MIB A7 ¥ =7 MI&T 50y 7 RN FITIND Z LI0L -
TR SN2,
LLEIZ kv FIA_AFL.1[3]. FIA_UAU.2[2], FIA_UID.22INEB S5,

7.2.2. SNMP #FIfH L I- EHE#aE

SNMP "2V — RIZE D EHETHL Z ENBHRGESND L MIBA T V=7 b~DT 7 & X
SRS AL, DTSR TRET — ¥ OREBRIELITO 2 ERFFI S D,

by
v

OE SR NE/IE
LTFOBRET — % OREBIEEIT I,
> SMTP % —NCRRT o ET —% (IP 7 KLV A, HA— FEFE)
> DNS +— NIRRT HRET—% (IP T KL A, A— +EE%)
> MFP 7 FLAIZEHET 5 —@#OskET—4% (IP 7 FL A, NetBIOS 44, AppleTalk 7'V o % 4,%%)
YL Eiz X v FDP_ACC.1[3]. FDP_ACF.1[3]1»nZEH SN 5,

@ SNMP /AR — KDZEE
SNMP /X2 U — K (Privacy /XA U — K. Authentication /XA U — K) ZEFT5, HLIEE
S5 SNMP X2 T — RRLLTFOME &L TW5D Z & 2T 5,
> # 12 D SNMP /"R U — RIIRSNAHHER, ¥ 77 ¥ ok ns,
YL Elz &V FIA_SOS.1[2], FMT_MTD.1[3]. FMT_SMF.1, FMT_SMR.1[2] 3 FEE. I 5,

@ SNMP /3R 7 — RERE#EAE Eﬁi
SNMP N2 U — RIBFEMEEIZ I 1T 2583 5% T Authentication /XA U — KD A | F 2T
[Authentication /S A U — R H/D Privacy /xA U — K] I[ZRET 5,
Ll Eic X v FMT_MOF.1[2], FMT_SMF.1, FMT _SMR.1[2]3EE S 5,
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7.3. FSERVICE (Y —EXE— Fi#sE)

FSERVICE & iX, "RZANLT 7B ATHH—ERAE— RIZBIFH YV —E R =T i#BlEEE
HEBE. CE /AU — ROEBEXBHE AT — ROLEFEL OB X2 VT ¢ BEBBIE L Vo —E
AT TNEET S O X 2 U T A HEETH D,

731 U—ERIT VO 7HRIRIHEAE

NENAPEY—ERAE— R~D7 7 ERERIIX LT, 7 7 EXATHHHAEZEEZ N — A V=T
Thbd L EHA&L O 5,
@ # 12IIRENDHF XTIV ENGRDHCENATY— RIZXVERGFET 5 CERIEA B = X L A fit4
%,
> F—ERE— ROBESITRRIANLDT 7 ADIRIZI B0, gty a  ERzLS
CEFIEA =R L ZME L L,
CE/\XU—UUJ@74—%/\/? 1 XFm %7 &2iKY,
RREICEREh T2 &, RRERMIEEE Y By b T D,
AR 5 & Axwwg@xﬁ%5ﬂ%xfﬁwﬁwo
CE AU — R&EFIHT LKA EICB W CHEE 1~3 [ H LR 58k E BT 5 L. CE
NAT— REFIHAT 5T _XCORGIHEEZ2 v 755, (P—ERE—R~DT7 7 EAEZHELT
o)
> RIUEIEEEEIL, RIEY 7 & 2B ERRRIC L 0 FEE D EET D,
® R ®Hy?ﬁ\Em%ET#@¢LTM@¢5O

UL B X v FIA_AFL.1[1], FIA_AFL.1[8]. FIA_UAU.2[1]. FIA_UAU.7. FIA_UID.2[1]»332%
Iha,

732. U—ERE—FIZTIE S h B H#EE

P —ERAE— R ~DOT7 7B AERIZBW T —E A= Ti#kBERGRE I LY  —E 2
V=T L LCHRBFERREEND &L LT OBEEDORI AN SN D,

OCE/NRRT—KDERE
P—E R V=T THDHIEEHBRESI, AOoFERTEINE AT — KR RE Zi7- LT
WHIGAE, BRI D,
> £ 12ICRENDFXF YTV EZ B35 CERAY— RIZE Y FH#REET 5 CERIAA D= L%
%L#é
> WG m%#a& PRI E Y 2y TS,
> FERGETIE, SEADLDT 7 HEADEA, CE/NAT—RAHDT 4 — KXy 7|2 1 T
“x” zﬁ:@ﬁ‘o
> CE RAU— R&RHAT 5K BIEEICB W GERE 1~3 B H & 72 53iERia imd 5 &, /%
FINNET IR AT LY —ERE—FEn 47 L, CE NAU— REFHT LT TORG
Hrer o v 745, w*tx%~b«®77tx%E7¢éJ
SRR L. RIET 7 & A4 BB % e RE D REBFEDRET D,
FRERERE D 1 > 7 1, FM%ET#%@LTM@T%
> FHERESND CE SAU— RIZLL FOME Z7- L TWD Z &2 RFET 5,
F 12D CE RAYU— RIIRESINDHME, ¥ T 7 2ok Eins,
12o0F 77 X THERINZ,

A\
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BEREINDHMEE —E L2,
PL EiZT kv FIA_AFL.1[1]. FIA_SOS.1[1]. FIA_UAU.6. FIA UAU.7. FMT MTD.1[9].

FMT SMF.1. FMT _SMR.1[1]173FEH S 5,

Q@ EHENRT—FOLEE
BHENRAT - REEFET L, FIRRESNDIEHE AT — NIUTOME &L TS 2
L ERRET 5,
> K12 DOEFHENRAT — RIORENDOHEL. ¥ 77 2 0ok S b,
> 1ODF v 77 X THERI N,
> BUERESNDMEE —E L7220,
ui_ v FIA_SOS.1[1]. FMT MTD.1[6]. FMT _SMF.1. FMT _SMR.1[1]REH I 5,

© BEEFRIEEED DO v OFER
BHEIERMEEEZ 07 VT 5,
> TURARE Y SPTWIUE, vy 7 BNERIND,
PLEIC LY FIAAFLARIDNEHR SN S,

@ CE IR v ¥ BEDERTE
CE3 ity nED /75#[3%% 5’\"60 T ﬁiﬂﬁ—é
PLEiz X9 FMT_MTD.1[9]. FMT SMF.1, FMT SMR.1[1]BFEHEN 5,

® ATF U RBEEDEIERTEMEE
AT U AEREOEMEERET D, (FIIRIE) D EENRIE~ DL T E{EN 1))
Pl iz X v FMT MOF.1[4]. FMT _SMF.1. FMT SMR.1[1]1EH N 5.,

®txal) T« BIbMEEICBET SHHE

PR V=T RERET 58X 2 U T 4 BACREE DR E IS T DREREIZLL T 0@ Y

> HDD imFl 7 +—~ v MERE
HDD 127 7 A V¥ AT A CRIAT BT — % OO 2 E X ATERE, ZOmElY +—~
v FOFATITHFN, BX 2 U 7 ¢ 5#{LEEE DR E 2 i+ 5,

> HDD WFL~7 +—~ v MERE
HDD i+ v o, B Z— m%ﬁ&®ﬁﬁﬂ%abf74x7£¢%ﬂmﬂa ICEXE
THERE, ZOWMFELT —~ v POEITITEV, B X2 U T ¢ ILEEE DR E 2 BNICT 5,

> A =% 74 AHEE
NWMM HEXIAEN LR EMEZ TIHHATREBICR T 72O O, 201 =2 v 714 X

FATTHZEICLY, xR 2T 4 BLEEEOREEZEDICT S,
Lz kv FMT_MOF.1[1], FMT_SMF.1, FMT _SMR.1[1]I/3FEH S5,

7.4. FUSER (L —H##8E)

FUSER <E j: MFP @%%Alﬁ%*”ﬁﬁﬁ—é &)7"&_’)( :L“"H-%;L&%[qu nE—g)—é jﬁfpﬁ@%”nu nLT:éj/L
7o 2—HZiE, FBOX <° FPRINT 72 & OMEEOFIFH &2 FFrl 3~ A, ARRFEFERFIZ MFP AR T
HIND2—P 2T — NOEHMERELIREET 5,
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7.4.1. A—HERIFREIHAE

< EBPHEEGE : #Eh 7 oD o — PR BIEERE >

Ry 7 ANDT 7 AHR, t%:)74iif)VF774W@%ﬁEﬁK%wT\J—fﬁ%
DL EBAREGET B, fRAEREE S N2 —VIZid, = —W ID LIS BIESIND Y —H ID
WZxt 2 ETEREM (ERFY ID) 23BEEAHT B A, FMM%@U&TMNT@@%%%ﬂ#éo
1—$NXU~FAﬁ@74~Fﬂy? 1305w “%” iR,
FRREICER N2 &, RRERMEEE Y By b T D,
RAFCREET D L. AN SDT 7 A% 5 RRIZ T A,
W — Tk LT, BHE 1~3 B H & 72 D8RERIZ a3 5 & Hik=— Ikt 3 2500 EE
a3 5,
> RIRIEECRE I, RRREHER AR IS RE OB ERR E IS TR EEE MR ET D,
® BArfRED 1 v 7 1L FADMIN (2B W T Yk —FIZxt T2 v v 7 fEBRIEREN EIT SN D Z &I
Ko TRESN D,

UL B X v FIA_AFL.1[4], FIA_AFL.1[8]. FIA_UAU.2[3]. FIA_UAU.7. FIA_UID.2[3]»3325
b,

<EBMIRERE : HE T UV THTRIRP 2N Bk S TR WS OFTR R PR S e >

01%#ﬁﬁmﬁﬁ HPIRBRE S ER &%,

® MMRBREICR ST D L. M LIEM ID BRETBEHMAE L TBEEIND, (Zhicky
FMT_MTD.1[12]. FMT_SMF.1, FMT_SMR.1[6]3EH s 2. )
(FRPIRBREDREANL, T B oD <EBPIFERE : (EBIFRAE S D 2 —VRAIEERE > 2B WV TR s h D
il S S HB OO ALER & [FIER, )

< ERPHERGE : B BIFEREST D = — P FRBIERGE >

Ry T ASNDT 7 BAER, X2V T 4 XLETV U M7 7 A NVOBGFERIZBENT, 22— TH
B EEBHEEIET 5, 22— VREREOFEMIE. FIFAREAE - ﬁ%ﬁf@:%#ﬁ%mﬁkﬂﬁf%é
RIS DT 7 ZADE, 22— %ﬁ%mﬁéht:—# ., HPHRRREAN Bk S 4L, EBPYRRAEL
m%#&&:rﬂﬂD_%Eﬁmm%@oﬁgn\Emm%@oﬁTMNT@ﬂm%ﬁﬁﬁé
® £ 12 [TRENDIF YT I EANLRDLEMNAT— FIZ R 2 GERE T 2 ESMRERE A = X
AT 5,
%WNXU—FAﬁ®74—Pﬂy& 130 m %7 AT,
RREICER N2 &, RRERMIEEE Y By b T D,
HACICRIET D L. NN SDT 7 A% 5 RRIZ T T 0,
WL T3 LT, A 1~3 B H & 2R DF8RER R 5 & | Y% MIC x5 R ae

v 735,
> RIREECRE I, RRREER A IS RE OB ERR E IS TR EEE MR ET D,
® G EED 1 v 71X FADMIN IZHB W THYREEMICH LT r v 7 fERESRENRIT S D Z LT &
> TIEBRE NS,

UL EIC kv FIA_AFL.1[7], FIA_AFL.1[8]. FIA_UAU.2[6]. FIA_UAU.7. FIA_UID.2[6]» 325
b,

Fy FT—=7 DT 7 AOYE, 2 —PRERERICHM 28RS 5 O Tid/a < 22— R UM
Z1ODY—r U ANTRET 2, BAES LD & 2—F ID & ID (ZBEAT T S, HPEEG
HE O —PHAERGEL R Uk v v a UAFHRE Y, =2—F ID, #M ID 2 HET 2,
® K 12 [IRENDX YT I/ EMDLRDHA—YPNRAT—RIZLY, 22—V EFRIET 52— FRFEA
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N= AL w7 5,
> Ry MU= 0607 72 ACK L TCa—PRGMZRIL, 22— AT —=RE TRty g

EMEFA Uiz, 22— A = X L %2249 2,
>"7HF3WKmbT\wwuimty/a/%ﬁéﬂm\ik@umui®tyVaV%$%
AR L CHIAT %,

LI B2 kv FIA_SOS.1[6]. FIA_SOS.2, FIA_ATD.1. FIA_USB.1 " EH N5,

ﬂfﬁﬁD@ﬁ%”ﬁ>

YRR U TR — SGREE) MR I N TV DG, #BIRRGE S iz = — Wik, #5IERRE
_#ofﬁméﬂtl%#% FAEY— A EREADE T2 —PID & L TRET 5,
L Eiz X v FIA_UID.2[7]. FMT _MTD.1[10]. FMT_SMF.1, FMT_SMR.1[5]/3EB Sh 5,

742 A—HHEANBE R A A ICH T4 — b0 TF T

AONFRRE S NTe 2 —PDRANRNING T 7B A ANF VA — b w7 7 BRI LL ] 5 O E A 5%
FEF ol E . BB —FHREERE R AL o bn 74742,
VAL EIZ XY FTA_SSL.3 BNEBLI LD,

7.43. A—H/INR T — KDL HHAE

RBERRES L, 2 —FRBFERE KA A o ~DT 7B ARNFA Shbd L RADZ—PF AT — %
BHS D LN END, BN — SBEENEROGAITIE, ARRRITFIF TE 220,
FHRESND =P RRAT— RN TFOME &7 LTV D56. BRI D,

> R 12O —HRRAT— RIIRINDME, ¥ T 7 XD IS,

> 1ODF ¥ 77 X THERINR,

Pl iz X v FIA_SOS.1[3], FMT_MTD.1[2], FMT_SMF.1, FMT_SMR.1[3]AEH S 5,

7.5. FBOX (Rv o XHEaE)

FBOX i3, &g —PThHs EHBFEIES N2 —FIZH LT, TOa2—FDEAR Y 7 2D
BRUE, WEET AL, HER Y 7 A~OT 72 A LTHAER v 7 A0 2 S-2—H% T
HDZEEEFEL, BRERICEER Yy 7 A Ry 7 AT 7 A )VOLFBEET R[5 7 7 & Al
RERER Yy 7 MR T 5 DX 2 U T 4 HREODZ L TH 5,

<1 HIREIZE DRy I RDEHE>
BIR LR Y 7 ZIDICH LT, 22— REHEEZREL C AR Y 7 A T—T Ry 7 A,
TR Y 7 A BEGT D, BET D Ry 7 202 —FRMEICIET 7 40 ML LT M)
PDIEEESN DN, [2—FID) £721% [EBMID) 21425 2 & ke,
® HAR Y7 ZDLGAIX, BikSNAHEEO—FID 245ET D,
@ HHRY 7 ZADWAEIL, BEENDIR Y 7 ARAT— RN TFOEMERHIZTZ L ZRREET 5,
> £ 120OR v 7 ZARXAT— RIORSNHHH, v T 7 2o Ens,
> 1ODF ¥ 77 X THERESHZD,
® JI—T Ry ADEE, BEkSNHEEDOEM ID 2 ET 5,
LIz & v 728 FIA_SOS.1[5]. FMT_MSA.3[1]. FMT_MTD.1[5]. FMT_SMF.1, FMT _SMR.1[3]
EHEND,
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<KRyo ADBHEEEE>
@ bt —UaT SV aTICBIARN Y 7 AREEREICB N T, FBE LR Y 7 ARG
Thr5he, 22— PRMEICYEY a3 72 BET 22—V 02—V ID DREINDIBAR Y 7 A%
H BB 8T 5,
PLEIZ XY FMT_MSA.3[1] . FMT_SMF.1 REH I 5,

<KRYDRT7AINDEE>
® RNy AT 7 A NOFBBERE, BEIELa—BEIBWT, Ry 7 AT 7 A VDRY 7 A
BYEIZIE, SRERSRE LTHRELER Yy 7 A LREOR v 7 2 ID 2R ET D,

PLEIZ XY FMT_MSAS[BIAFEH S5,

75.1. BARY D X#EE

O BEARY I RZxT 57 7+ A #EHHRE
WARRRES N2 —Y 2 RITT 22 2713, 2=V RMESGENIEERES N2 —Y D [=—+ ID]
RO, ZOXATIE, Zoa—FREMEE BT 52— PRBIEEFOBAR v 7 AD—HRRH

YERFFR S5,
Ll X v FIA_ATD.1. FIA_USB.1. FDP_ACC.1[1]. FDP_ACF1[1]1RFEHRIN B,

QEARY I ZARDKRY DR T7AIVIZHT BT 0 & G| EE
BT DRy 7 A BIRT DL, 22—V EBHICNZTEDOR Yy 7 2D Ry 7 ZID] BNAR v 7 A
B LTHEAZICEES T OND, ZDOFA7E, Ry AEMEE—ET 2R v 7 R @tka
DRy I AT 7 A MK LTCHIRL, E-mail (5 (SIMIME %5 % &%), FTP 55, FAX (3,
SMB 2. WebDAV 2, X7 nm— R, DR v 7 A~DOBE), OBy 7 A~ = & —#
TEZATH Z L& Ean 5,
PLEIZX v FIA_ATD.1, FIA USB.1. FDP _ACC.1[1]. FDP_ACF.1[1I»EH N5,

@BARYIRADI—YEHLER
a—YEMEEERTHENTE D,
> OB —FEIEET DL, MO —FRET AR Y 7 212D,
> WHEERETD L, ARy 7 A2 D, Ry 7 ANRAT— ROBRENLE, OB, R
v 7 ANAT — RRLLT O ETZ T 2 & 2 REET 5,
£ 12DR v 7 ZARAT — RIORENDHEK, Fv T 7 2RSS,
1 oD% v 77 X TR SR,
> WM ID 25 ET 5 & UM ORMAZT I SN2 —FRT 7B ARRRR I NV—T Ry 7
A2 D,
LRIz XY FIA_SOS.1[5], FMT_MSA.1[1], FMT_SMF.1, FMT _SMR.1[3]X3EH I %,

75.2. HFERY U A#EE

Bk —F L LTHAGRRIESND & BRERES NIc 2 — P2 RITT 22 A7 13, 22— PRI
BERRES e —H D [2—% ID) K>, ZOX A%, =—FREICIADPRE SN HILER
v 7 AD—HFRTRBIENTFAT SN D, flHx DILER v 7 ZOBEERIZLLTO@ED TH 5.

(kFCiz & v FIA_ATD.1, FIA_USB.1. FDP_ACC.1[1], FDP_ACF.1[1IAFEH I D,)

o HFRY Y AADT I ERIZHIT SRR
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B x DIER Y 7 ZA~DT 7 AERIZH LT, Ll OWMEEDEIER., 727 8 2T 5H &
EENENYZHIER Yy 7 ZAOFMEHF SN2 —FThHDH I L EZWRIET 5,
> £ 12ICRENDIX YT I EMERDERY 7 ANRAT— RICEVRIETHE Y 7 ABFEA D =
R L ERMT 5,
Xy NT—=INEDT7 72 A LTHR Y 7 ZAFRFZIT, Ry 7 22T — R L TRlot
vva UERERIA L, Ry 7 ABHEA D= X L& 5,
> 7 kR U T, 100 Eoty va UEREFH, £ 1008 Eotr vy g UERE
AR L CHRIAT %,
Ry 7 ARNAT = FANDT 4 =3y 712 1 FfR " &R
PRREIZ T 5 & Mﬁ%%E@%)k/hﬁé
AX»#B@?&%x@ﬁm SRARIC R T B & R B D AN % 5 B T 22u,
WA R v 7 2cx LT, W% 1~3 [ B &R 538RERM A RS 5 &, Yt Ry 7 X
X 2R RE A 2 v 7 5,
RPIGE R L, ANIET 7 & AR BB EREREIC L 0 B ERE DR ET D,
> RIFERED 2 v 71X, FADMIN O3 R v 7 2 2kf4 5 v v 7 fRERERENEI TSN D Z LI
Lo TEbRE S,
YL ElZ & v FIA_AFL.1[6]. FIA_AFL.1[8]. FIA_SOS.1[6]. FIA_S0S.2. FIA_UAU.2[5].
FIA_UAU.7. FIA_UID.2[5I:3FEHREN S,

YV V V VY

IS EEAR 7 ZORB A2 A SN2 —F RN YRy 7 ZADOR v 7 ARG R A A
WICBW RSN #ETH 5,

o HERYYIRAKNDRY IR T 7 A ILIZHT 57 5 & R4
A=Y EMRITTHZ A7 1F, 2—VRMHECINZTEDR Yy 7 A0 Ry 7 21D 3R v 7 Aghk
ELTHARZIZEESITOND, ZOXAZIE, 7 V=7 MREORy 7 AEELE —%T 5K
v I ARMEERFOR v 7 A7 7 A ikt LCHIRL, E-mail 25§ (S/MIME %15 %2 &¢e) . FTP i%
5. FAX #{5. SMB #{5. WebDAV (5, #vra— K, fthORy 7 2A~0BHE), thoR v s
AND A —EfEEITH Z BRI SND,
L B2 X v FIA_ATD.1. FIA_USB.1. FDP_ACC.1[1]. FDP_ACF.1[1IREH SN 5,

o HAERYY ADA—YEHEE
WHR Y 7 ADA—VEEEF T L ENTED,
> Bk —HEEEL, Bk —FOMAR v 7 AEFT 5,
> BP9 ID #4587 L. S ORANHE ] SNfca—FRT 7 B XA /fiER 7NV —T R v 7 A
T2,
YLz kv FMT_MSA.1[2]. FMT_SMF.1, FMT SMR.1[4]/3FEH S5,

o ARV RNNRT—KDERE
HERY 7 ADKR Y 7 ARAT—REELTH, FHILIRESNDHR Y 7 ZANAT — RBLLFO
B AT L CWAGE, AHET 5,
> £ 12DR v 7 ANAT — RIORSNDHHER, Tv 77 2ok snd,
> 1ODF ¥ 77 X THERESHZD,
Pl kiz X v FIA_SOS.1[5], FMT_MTD.1[4], FMT_SMF.1, FMT_SMR.1[4]EH Sh 5,

753. JIL—TRv o AHhe
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O I N—TRy Y XHHT 370 & R {EHEEE
WRBRRRE S N 2 — 2 RATT B X A7 1%, AEERES e = —% L BE S S =g &
LT M ID) 28>, ZOXAZ71E, ZOFHMID &—HT 5a—VRELZRF >/ LV—7 Ry
J AD—ERTBIENTFAISND,
UL B2 XYW FIA_ATD.1, FIA_USB.1. FDP_ACC.1[1]. FDP_ACF.1[1]REH & 5,

@QIN—TRY IV ARADKRY I AT 7 AT BT U & R HHkEE
BIET DRy 7 A2 BT DL, 22—V REICMATEDOR Yy 7 2D 7Ry 7 ZAID) BARv 7 A
BEE L CHAZICEESTONG, ZOXZAZF, 37V 7 NEMEoRy 7 A@EMEE —%T
LRy 7 A@EEFEOR v 7 A7 7 A Mk L CEIR, E-mail 245 (SIMIME 2415 % & ¢) . FTP
(5. FAX {5, SMB {5, WebDAV %5, ¥ v rm— K, fiORy 7 A~OBE), MoR v
JASNDA—EEERITO Z L EFFA S5,
Pl kic kv FIA_ATD.1. FIA_USB.1. FDP_ACC.1[1]. FDP_ACF.1[1]RFEH N5,

@FN—TRyY ADA—FEHEE
a—YEMEEETETHIENTE D,
> MO ID #fET 5 & tMOHMAFTR O —FNT 7B AA[RER IV —T Ry 7 A b,
> EEBETDE, AR 7 220D, Ry 7 ANRRAT— ROBENLE, ZOHAE, R
v 7 ANAT — RRLLT OB ETZ T 2 & 2 REET 5,
T 12DR Yy 7 ANAT— RIIRSNDHHE, Tx T 7 Z bR IS,
1ODX % 77 X THERI N,
> Bk —HEEEL, Bk —VFOFAR Y 7 AEET D,
YL Bz &Y FIA_SOS.1[5], FMT_MSA.1[3]. FMT _SMF.1, FMT_SMR.1[6] RN EH I 15,

76.FPRINT (X3 ) F4XET) > Mg, FBEF& T > F¥EE)

FPRINT &id, BXx=2U7 4 XE T o MERE, RORGE& 7Y & MERBIZBIT 528X =2 U 7 o
HRETH D,

Bikr—HThH D LM ES N2 —PFIZH LT AFTADLDEX 2V T4 XETV T 7
4wm@77ﬁx IRLTEXF2 VT4 XETV U N7 7 ANVOFHEF SN2 —FTHDH Z
CHRBFEL., REERICUE X2V T Ao LE TV N T A NDO—EEIR, FIRETFR[ 5T 7 & &
AR R b%wﬁ“éo

FIBERT—Y Th D EHBERES N2 —FIZK LTSRN D OFRRE& 7Y » N7 7 A b~
DT 7 ACH L TCHEE—FPRRER LIZGE& 7 ) b7 7 A VT2 & —E o, IR RAE % 7]
T 57 7 & AHIEBERE & RIS

761 X2 ) T4 XET 2 AR

DtEFa)T4XENRT— FIZk BB EE
Bk —Y TH D ERBAFREEND &, XXADLEXF2 VT A LETV R T 7 A4 0~D
T RAERICK LT, 77 BATHHAET 2 LE X2V T 4 XET VU N T A VORI %
HA SN2 —FThHsdZ L AT D,
12 WERENDIF YT I EPERDLDEFXF2Y T A LEAARY—RNIIVFELETH X =
VT ¢ SCEFRGEA = X L8175,
> X2 VT 4 XETY U RNDOGEFITRNRAANEDT Vv AORIZR T2, Bty a U fF
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WML DX VT 4 CERFEA D= AL EZLELE L,
ﬁ%:)?4iiﬁx7%Fﬂﬁ®74%Fﬂy7 130 m %7 AT,
RREICREN T 5 &, RRERMEEE Y By b D,
SRERICRINT B L. RRAMDLDOT 7B 2% 5B BZ T 220,
WHYX2 VT4 LETV N T 7 AMICK LT, @HE 1~3 [ H & 72 5 BGERM & T 5
ELUEEXF VT A LETV N T AN ﬂﬁémﬁw Exu v 735,
PP X, RIET 7 & A H B EREEIC L 0 EEENRET 5.

> v 7 iREEIZ, FADMIN ICBW TSt X2 T4 LE TV U b7 7 A ML T v 7 i

BRHERE N FEATEN D Z LIk o TR S %,

L EIC kv FIA_AFL.1[5]., FIA_AFL.1[8]. FIA_UAU.2[4]. FIA_UAU.7. FIA_UID.2[4]»3 35
b,

YV V V V

QX2 UTAXETY Y M IT7ANITHT B7 9 1 XF kR
EEEND L, BEX 2 VT A XETV N T 7 ANT 72 AFIEINEMET 5,
> BAGRES N2 —VERITTH X AT X, 7 AVEHIC, RSN Xa )T o XET
VY b7 7A40DEFx =2 YT 4 SCENTHIE ID %2 £,
> ZOXAZIE, ZOT7 7 ANVENRE BT L7 s A NVENEEROEX 2V T o E TV T
7 AWM L CHIRIZ R S5,
LIl iz kv FIA_ATD.1. FIA_USB.1. FDP_ACC.1[2]. FDP_ACFE.1[2]EHR s 5,

@EFaYTAXETYY LT 74 ILDBSFIEEE
X2 VT A LETV S M7 7 A NVOBGFERIZBWN T, BfkSnza—H L L TERIES D &,
X2V T4 LERRT = RadR b2 ) T4 LESV U b7 7 AN EHITBET S 2
LTI 5,
YLk v FMT _MTD.1[8] . FMT_SMF.1., FMT_SMR.1[8]N EH SN 5,

> EXa VT s XENRRT—FDOER
BikEND X2V T 4 LEARAT— R FOSRME2T-1 2 & 2T 5,
# 120X 2 VT 4 LERAT— RIRINDHE, F¥ 7720 bERIND,
12o0Fy T 7 X THERINRD,
PLEIC XY FIA_SOS.1BImMFEH SN D,

> X o U7 0 XEREIE ID OG5
X2 VT4 ETV Y N7 s ANVOBEERIZBWNT, BX 2 U7 4 LFEANRAY — NOMGE
METTHE, —BIZHEMNEND X2 7 SCENEHE ID 2249%tX=2 )7 0 3GE7Y
YR T7 P ANVICERET D,

L b2 FMT_MSA.3[2] L v REH S5,

7.6.2. BEF& T o MsEE
7621 BT T 74 ILDEIEHER:

BAE& TV N7 7 A NVOBEERICBNT Bk S —VF & L CGRREES NS EFiE& T U
N7 7 A NVIREERS LD,
® HiFT AFIMED—FID 2 YR T v F 77 A NDa—F@ElEe LTRET 5,

LI b2 FMT_MSA.3[4]l L v nEHH SN D,
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7.6.2.2.

PR TY U R IT7AIIZRT BT 5 & X &R

wuuﬁéﬂé k wqu&7 U 1\77’/1’/1/77‘122%%@75@1]1/!5?5
WARES N2 —Y 2 RITT B X A7 1F, 2—VFEMEE L Ta2—FID 2o,
@ “DHXAZIX, ZOa—VEL —ET L2 —FREMEEZROBIE T ) v 7y A M LT

TR, HIRIEZFFAT S D,

VL k2 FIA_ATD.1, FIA_USB.1, FDP_ACC.1[4]. FDP_ACF.1[4] L v REH I 5,

7.7. FOVERWRITE-ALL (£ L& ZHIBRRE)

F.OVERWRITE-ALL & %, HDD » 5 —# a3 L O CF O F — Z faklc b E X HIRE EIT9 5
& 12 NVRAM %2 CF TR E SN TWHNRA T — REOREM A2 IIHLT 5, B, F721308
SNDRERBIFILLTO®E % DNThb,

<HIfrIN 53K : HDD>

X2 VT A XEBESIV T AL
Ry AT 57 A)L
RIE& TV 77 AL
FAEVEBET 7 AL
REWBR T 7 A L

HDD ZAF g 7 7 A v
R 7 7 A L
EEET—F 7 7 AV

= —H# 1D

Z—HFRAT— R

Ry ANRAT— R

X2 VT 4 LEARRT—F
B ID

EPH R A T — N

S/MIME 3R &
717 TSF 5 — %

<HIFRSNEHHR : CF>

CF ZAzmifg 7 7 A v

<IN DHFE : NVRAM>

R )RR T — R
HDD v v 7 #te 0 @hfERE (OFF)
CF v v 7 e 0@ {Es%E (OFF)
B S L RE O BERL E (OFF)
EEHET v RNVEET —

<ML EShERR : CF>

SNMP /"2 T — |

HDD v v 7 /82U — FRNHES D,

cCFuy 7 AT —FNHESIND,
bV — R HES D,

- FIHUEIRBBIIT S AFE LRV O TIHES LD,

Copyright © 2008 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.

105/ 110



bizhub 501 / bizhub 421/ bizhub 361 /ineo 501/ ineo 421 / ineo 361 / VarioLink5022 / VarioLink4222 / VarioLink3622
2EF#EIZF D7 AOR50Y0-0100-G00-20 AOR50Y0-1D00-G00-11 #F2 /7 rF—5"wk

® WebDAV H—/ 32T — R

HDD I &iAteTr — %, EZiACEE EHlBR S X, FADMIN (28 Tk E S 415 2
EXHIBREREEOHE T (R 13) IS U TIHITEINDH, HDD 1> 7 HRE, CF = v 7 EE, K51k
FEREITEMER EN OFF S5 2 LIck-» T, ESNTWZHDD vy 7 "AT— R, CFrv”/
NAT— R 5T — RBPFHTE <725, 7ok, RERBOIATIZE W TEX 2 U 7 ¢ ifbi¥ne
DOREITESIZ/2 D, (FADMIN (2B 512 V7 ¢ SLIERE O BERR E O Ldli 2 iR)

YL B2 &Y FAD_RIP1 8BS D,

*® 13 2BEHOLEZHIROZ A TLELEEDAE

e FEXEINDT XX AT L ZDER
Mode:1 0x00
Mode:2 HLE = &L = 0x00
Mode:3 0x00 = OxFF = &l = ik
Mode:4 &L = 0x00 = OxFF
Mode:5 0x00 = 0xFF = 0x00 = OxFF
Mode:6 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = fl#
Mode:7 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = 0xFF = 0xAA = il

7.8. FCRYPTO (HES 84 pltdiae)

F.CRYPTO k¥, ==% 3 / LA BB Lo THIESN D =2 =7 I /L% HDD K54
AR T LTY XA (SHA256) #F|F L. HDD ICEX AL N A LT — X 20204 5 7= D Ol &
BAERT D, A=K /% HDD W 58ER T V=Y X5 (SHA256) &%, FIPS 180-2 7234
£ %5 SHA256 ZHIH L CHE B2 AR T 57 3T XA TH S,

FADMIN 2B\ T7 7 & AR &4 5 B SLRERE OB ER B I B W TR 5L Y — RMRE S
D&, a=H< /)% HDD B 584 T L2 ) XA (SHA256) % AV THES{L Y — K25 128bit
RO SRE2LERT D,

PLEIZ XY FCS_CKM.1 BEHREN D,

7.9. FVALIDATION-HDD (HDD #&:F#%6RE)

F.VALIDATION-HDD & (%, HDD (Z HDD v v 7 S2A U — RK&RE L TV A EHAITEB W T, RIE
7o HDD RERE SN TWARWI EE2RAE L, ESMPHRINZHETT HDD ~Ofiil s, EX
AL EHFATEF =y JHERETH D,

HDD ( HDD = v 7 /RS2 U — RRFE SN TV AHEA. TOE &8 HDD #ifEfERIZHB VT,
HDD OA T — X AMgREIT 9, AT — X AFEROFER, HDD 1 v 7 /XA U — RSN E S
TWAZERNERSNT541%, HDD ~O7 7 2% %A L, HDD 1 v 7 S2ZA U — RRRE SN T
WRWZ ENEEINTGER. RERAEMERH D72 HDD ~D7T 7 A& AT 5,

PLEICX v FIA_EID.1[1IRFEHR SN D,
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7.10.

7.11.

7.12.

7.13.

F.VALIDATION-CF (CF #&sFH5E

FVALIDATION-CF &%, CFIZCFr vy 7 RRAT—REREL TWAHHEEIZBWT, REZX CF
MEREIN TN RWNWZ L ZRGEEL ., IE4MERHERE SN2 5A 721 CF ~Oft i A, EEIAHREFFA]
THTF = JRETH D,

CFIZCFa vy 7 /RAYU— RRREINTWAEEE, TOE E#FEO CF #ifEERIcH W T, CF O
AT — B AMRBEAT D e AT — X AMERBOFEFR, CF a7 /82T — RBHENICEEINTND I &
NI ENTZHEIEL, CF ~OT7 78 A% L, CF B v 7 RAT— FREREIINTWVRNI &Nk
En=HA i\ RIERTREMEN S D728 CF ~DT 7 & 2 2R+ 5,

PLEIC LY FIA_EID. 1IN EHR S5,

FRESET (FRiI&kBE%') v F#gE)

FRESET & i\ ﬁ@%uunﬁ CE uun Q‘bb\TTjJ]j/ I\ = /7 L/f_ 7‘\7 '7/ ]\ L/f:_uunﬁgi
WMEEE Yy NLT, By 27 2T HHETH D,

@ CE RiI#aE D v U fRIR N IEHERE
FrERREIC L0 373, CE &k v 7 Bl #(1C CE RBREDKINEIEZ 0 7 V 735 Z &1
7y 7 EERT D,
PLEIC X FIALAFL.1[1IAFEHR SN S,

© BEEEEIMAED v U RIRNEKLEE
F:FEJRD OFF/ON LV F¢f7 S, BEARRE R » 7 R % (O E B RRRED R B A2 0 7 UV 7 9%
Lk m s B RT S,
PLEIZX Y FIA_AFLARINZER NS,

FTRUSTED-PASS (E{E%F v R JLiHEE)

FTRUSTED-PASS &%, 7 A4 7> F PC & MFP I CLL R DG 7 7 A V2 22T DB,

SSL £721L TLS 7'v ha vz LT, SEETF v mAZ ARk, KOEBTLHEIETH D,

@ Ry 7 A7 74 MFP)»5627 747k PC~DX 7 a—FR)

@ Ry J AT 7 ANELTRIFINDZ &8 T7 7 AN (7 T747 2 s PCHo MFP ~D7
v 7 a—R)

@ tX 2T 4 UEFESI U FT77ANELTREFESND ZEIZRDEBR T 7 ANV (7 T7A4T 2 PC
26 MFP ~07 v 7Fa—R)

@ L& TV U R 77 AN ELTIRIFEEIND Z EIZ72 5887 7 A4V (PC D MFP ~D7 »7'a
—FK)
PLEICE Y FTP_ITC.1 NEHREND,

F.S/MIME (S/MIME R&-& L3244 6E)

FESMIME &%, Ry 7 A7 7 A% SIMIME & L THET LIS, Ry 7 X7 7 A V&b
FTHIODRETH 5,
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7.14.

7.15.

7.16.

<Ry I AT 7 A VK BHEA R >

® FIPS 186-2 NHET A HMIELEAER T VY XL L0 Ry 7 A7 7 A N Z2l b T B IO
A ERT D, (B8R I, 128 bit, 168 bit, 192 bit, 256 bit DWW TN TH 5,)
Pl bick v FCS_CKM.1 REH SN D,

<HKv 7 AT 7 A VEEEAL>
® Ry I AT 7 ANEREALT H72ODOmE B8t (128 bit, 192 bit, 256 bit) (2 X ¥, FIPS PUB 197
WX o THESND AES IC L » TRk & b,
® Ry I AT 7 ANEREHALT 572D O 58E (168 bit) 2LV, SP800-67 IZX > THIESND
3-Key-Triple-DES (= L » CTHf Bk & 5
YL Eizk v FCS_COP1 BNEHEND,

<Ko 7 AT 7 A NVKEFHROKE 5>

® RNy I AT 7 A NEWHFLT D72 OR S8k, FIPS 186-2 H#lET 2 RSAIZL Y, Kk
nod,

o ~ OBFIH SN LR SHEOERE I, 1024bit, 2048 bit, 3072 bit, 4096 bit DW\THNTH 5,
YL EIZX Y FCS_COP1 NEHEND,

F.SUPPORT-AUTH A\ &89 —/\EBEEE1EH7R— M H%AE)

F.SUPPORT-AUTH & %, ActiveDirectory (2 & 5 = — W {F# & E Y — N L i U C = — YA
AEHERE A BT 5D DERETH 5, (FUSER & HICEMET e TH 5,)

2 —WFRFEHF AU TAMBY— GREE] DB I N TV BIGE T, — ) Ll BIFEREALEE 23 2k X
N5 L, 2—FEREHEY— K LTS 2 — Ik 2 8REE RO WA bE 21T 5, ZhiTkt
L Ca—PEREHET — ) O IR SN HRAEEHRZ G L. = — P OMNIFERELI A FEBLT 5,

Ll bkick v, FIT_CAPINIAFEH S D,

F.SUPPORT-CRYPTO (BES1t+ v FEIEHR— MEE)

F.SUPPORT-CRYPTO & (I, TOE /b5 5k » M X D05 SAUMERE 2 EhE S H 2 72O DIERE T
b5,

HDD ICEZAENDEER T 7 A 2% LT, FCRYPTO 2 & 0 Ak S -k 58t A 5k >~ b
2ty ML, BEEFy MITR BB 21T 5, 72 HDD 726 HiA M S D0 5k S /i
%77 A LT, WL FCRYPTO IZ XV AR S iz st 2 s 5k v Mct > L, B5
B> M TEZLEZITOE D,

PLEIZ XY, FIT_CAP1RINEB SN D,

F.SUPPORT-HDD (HDD A % &£ HR— ~#EE)
F.SUPPORT-HDD & 1. TOE 75 HDD 12 X% HDD & v 7 MSEE 2 BE S H A - D OREEETH 5.

<HDD @& v 7 RHE % fif FRAULEE >
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MFP @Eﬁjﬁ#é:\ HDD @ HDD & > &#f:&%ﬁ J: z) w4 ﬁ(lji‘ %ﬁ#ﬁ?#é%@&)@ﬁ#ﬁ?kﬁ%?ﬁ’ 5 .
® HDD (2%} LT, NVRAM IZfRE &4 TW5 HDD v v 7 /8 A T — R & FIW THEFRLBRBIR % S i
T2,

<HDD ®m v 7 /NA U — FOLEENZFES AL >

FADMIN 725 @, HDD v v 7 /SR U — ROEFTAEER 21T 9,

® HDD (2%} LT, NVRAM [ZfRE & TW\WH HDD # v 7 /82U — R EF LWHDD 1y 7 /82U
— P& AW TEE LR 2 FE i 5,

Pl ki . FIT_CAP1[BINEH I 2,

7.17. FSUPPORT-CF (CF B o 814 7/R— biaE)
F.SUPPORT-CF &%, TOE 7°5 CFICL % CF vy 7 EREZEMES D 12D DERETH D,

<CF ® v v 7 KR % fiEFRALEE >
MFP OE#FFZ, CF® CF 1 v 7 HEREIZ L D1 v 7 IREZ R 2 72O ORI 21T 5
® CFizxt L“C\NVRAM&:T%%:é?(LTIﬂé CFu vy 7 AU — R& VW CHERALEREE R % FMid 5,

<CF v v 7 /827 — FOLERITHES LB >

FADMIN 7»60, CFu v 7 RA T — ROEFIRER AT,

® CF =%t LT . NVRAM TR S TWA CF B v 7 2T — RLHLWCF By 7 82T — K%
AW TEE I E R A2 Efid 2,

Pl ki . FIT CAP1U4IREBH NS,

7.18. FADMIN-WebDAV (WebDAV & & #EE)

F.ADMIN-WebDAV &%, PC 7»5 WebDAV %*Uﬁﬁ LTRy NU—=Z 5N LT 7 BARZEBWT
rﬁ;ﬁ%%ﬂé&%”um uEL/ Aﬁk/DJlJmL‘ uﬁéﬂf_r&ﬂ%ﬁ_ j\7 '7 /&Hﬂ?ﬁ% @?Sé{/ﬁ%aq:jﬁ"é‘l?ﬂ?n U 5:/(
HWrReTh D, (WU 2EHERRIZIX, TSF 7 — 5’75\5&%60 FEAIL LT OFEARIZ FRAL )

7.18.1. WebDAV H—/\/NR 7 — KT & BRI SR t8AE

WebDAV ZHAWTCxry NU—2 20 LCT 7 AT HFHAENEHETHDHZ L% WebDAV

— /XA Y — RIZ & - TRBIRERET 5,

® X 12 RENDFY TV X075 WebDAV Yr— 82U — R L VY ERFET 5 WebDAV #RGE
AN = AL EHEAT 5,
> WebDAV OA1L, it v a UIERICK AEHERIEA = A L2 0ELET, FEEOE

v g 02 WebDAV Y — 32U — KFIHS 5,

® SEREICEKINT B &, RRERMEIEE Y Y b5,

° WebDAV PR T — REFIHT 5K AERRIC B W CIlE 2, 4, 6 [FIH & 72 HRBFERIK % I
M5 &, WebDAV H— 3R TJ— K %%Uﬁﬁﬁ“é?“mfﬁm ArgEEAZ 2 v 735, (WebDAV %
FRLEET 78 A%EST5,)
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> R, RIET 7 & AR HBER EREEIC L BEENRET b,
® 7 v 7 REEIL, FADMIN @ WebDAV FR3EICK9 2 1w 7 RERHERENFEITEND Z LIZ L » TfE
BEns,
LIz X v FIA_AFL.1[9]. FIA_UAU.2[2]. FIA UID.2[2IRFEH I 5,
7.18.2. WebDAV ##|FH L - EEHHE

WebDAV H—/ 3320 — RIC KV EHE TH D Z L SHHRRAES LD &, WebDAV A L7=7
7B ZRFFAI S, PLFIORTRET —F ORERIEZAT O 2 L NFF SN D,

7.18.2.1. A—H /IR T— FOEE

BB — I T 52— YA T — FEIRET 5.
L EIZ X9 FMT_MTD.1[7), FMT_SMF.1, FMT_SMR.1[211EH SN 5.,

7.18.2.2. /AR T — FOEF

BRGRERPNR S T DA T — R ST 5,
Pl iz v FMT MTD.1[7]. FMT _SMF.1. FMT _SMR.1[2]}3EH < 5,

___J;LJ:___
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