CRP-C0183-01

o>
’ISGC #% Common Criteria

20 2 22 (IT  8204)

C0183

TOE Xerox WorkCentre 5225A/5230A

TOE Controller+PS ROM Ver.1.224.0
10T ROM Ver.11.21.0
IIT ROM Ver.23.7.0
ADF ROM Ver.20.0.0

PP
EAL2

IT
TOE
20 9 11

IT

Common Criteria for Information Technology Security Evaluation Version 2.3
Common Methodology for Information Technology Security Evaluation Version 2.3

Xerox WorkCentre 5225A/5230A IT




CRP-C0183-01

11

1.2
121
1.2.2
1.2.3
124

1.3

14

15
151
152
153
154
155
156
1.5.7
158
159

21

2.2

2.3
23.1
2.3.2

2.4

4.1
4.2



CRP-C0183-01

1
1.1
Xerox WorkCentre 5225A/5230A TOE
IT
IT
ST TOE
1.5.9
ST
TOE
TOE
IT
IT IT
IT CC CEM

1.2
1.2.1

Xerox WorkCentre 5225A/5230A

Controller+PS ROM  Ver.1.224.0

I0T ROM Ver.11.21.0

11T ROM Ver.23.7.0

ADF ROM Ver.20.0.0
1.2.2

Multi Function Peripheral MFP Xerox WorkCentre
5225A/5230A MFP
MFP
PC



CRP-C0183-01

MFP
1.2.3 TOE
TOE MFP MFP
ADF HT 10T 1-1
TOE TOE
BRI BEY 50T BYFRFLTARATL] e "‘iﬁ;ﬁ;ﬂ%
-
i
ADF avka—5K—F ==
e - — O —( 220
fELSEBS AT —t o | —EMAFISATh
RO | Far— 20w | TVO=7! 3 R W i K
| ERE AL | R ERIR H FTP H—/5—
— | —— (EERRE D B - SMB H—/\—
™ IV E= 1 TN—FF 1 kLT =
T i | ROBR | EEy) | [SEOM |G
TTR—F ||| [ (TR F—50E | e | a —BFAREISATH
|| TR S ! 5 (Use)
ROM ST 2T VA T ey Sy 3}
| iFAX, ! i|| DRAM ||<|
| D-FAX ! | R —
| e | it ; g
o7 ittty i SFHRA—F
i CWIS i A TR »
orA—r|| )| ke E 5 (ARBEESMA)
10T ‘-\1._.5 i | [~
ROM oo !
CPU |
L j.?'
S —— [ TOE %
AN N—FFRIERE Exdd
1-1 TOE
TOE MFP



CRP-C0183-01

uUSsB

Web

Mail

FTP

SMB

1-2

MFP

TOE

TOE

TOE

MFP



CRP-C0183-01

Web MFP
MFP
USB
MFP
Web TOE TOE
SA(System Administrator)
Mail
MFP Mail
MFP
FTP
MFP FTP FTP MFP
SMB
MFP SMB Windows
SMB MFP
G3/G4
MFP usSB
124 TOE
TOE
i-FAX D-FAX CWIS



CRP-C0183-01

TOE
1.3
IT IT
[2] IT
[3] IT [4]
TOE
TOE
TOE
TOE
CcC CEM
TOE Xerox
WorkCentre 5225A/5230A ST [1]
TOE TOE
TOE CC 1 ([5][8][11] ) B CC 2 [6][9]1[12]
TOE
CcC 3 [71[10][13]
Xerox WorkCentre 5225A/5230A
[18] CEM [14][15][16]
CC CEM [17]



CRP-C0183-01

14
TOE
20 8
TOE CC CEM
15
1.5.1 PP
PP
1.5.2 EAL
ST TOE EAL2
1.5.3
ST ““SOF-  *~
TOE
“SOF_ 9
1.5.4
TOE
TOE
TOE
TOE Web
TOE ID

TOE



155

TOE

TOE

TOE

TOE

TOE

TOE

Web

TOE

MFP

TOE
SSL/TLS IPSec SNMPv3 S/MIME

TOE

1-1

CRP-C0183-01

TOE

TOE



156

1.5.7

CRP-C0183-01

1-1
T.RECOVER
TOE
Web
T.CONFDATA TOE
Web
T.DATA _SEC
TOE
T.COMM TAP
- TOE
TOE TOE
T.CONSUME
TOE 1-2
1-2
P.FAX_OPT
Xerox WorkCentre 5225A/5230A
PC
oS Windows 2000 Windows XP Windows VISTA




CRP-C0183-01

1.5.8
TOE 1-3
TOE
1-3 TOE
TOE
A.ADMIN TOE
TOE

[ )
. 9
° ID
° ID 5
[
[ ]
. ( SA) 9
[

A.SECMODE .
¢ SNMPv3
¢ SNMPvV3 8
e SSL/TLS
e |PSec
e SIMIME
e SMB
[ )
[ ]
. 12
[ ]

1.5.9

TOE




CRP-C0183-01

Xerox WorkCentre 5225A/5230A System Administrator Guide XE3022ENO0-2
Xerox WorkCentre 5225A/5230A Security Function Supplementary Guide
897E01112

10



2
2.1

cc 3

TOE CEM
2.2
20 2

2.3
2.3.1

1)

11

20

20

2-1

CEM

CRP-C0183-01



CRP-C0183-01

o BB, mERabo
_fl_ el A _“f
— R FImE P P s i N B
- TLIER g
Wb SrHf (I MFP
TORULT 4545 __[
A=A —i— s N
1 £
k1 - ke ‘_ i
31_«_' 4 L 2T LR N / !
M G4 F et HEETEE
VAT LEEE wad S5 Q
FOLINTF S _J_
s A— It —ii— : =
g S FrioAt— — PR
Q_ V2570 | / A | RS
FAY |
# — -
—BHABISAT 2 T T "
—RHmE S ARBEE ", | TedTe (| oexzs |
CEFL — ., e - —
TAFEEFB TAFRBREC
2-1
2)
a.
2-1 ST
TOE TOE
b.
TOE Xerox WorkCentre 5225A/5230A CPFS
MFP Xerox WorkCentre 5225A
MFP (Ethernet)
MFP
Web 1(PC)
2(PC) TOE
(Ethernet)
MFP WEB

12



CRP-C0183-01

MFP
IDE MFP
HDD
(ethereal)
HDD OFF
53
53
18
4
4
4
1
8
2
12

13



CRP-C0183-01

2.3.2

1)
2-2

[

e
FAX | \5__//‘ I i |

(SAIE Al PCIF &7
FTF 3Tt FIA TE b
£ r511) T 4 HF)

2)

ST

TOE 1o

53 59

14



2.4

4.1

TOE CC

3 EAL2

53

15

TOE CEM

CEM

TOE

4-1

CRP-C0183-01



CRP-C0183-01

ASE_DES.1.1E TOE
ASE_DES.1.2E TOE
ASE_DES.1.3E TOE ST
ASE_ENV.1.1E TOE
ASE_ENV.1.2E TOE
ASE_INT.1.1E ST ST

TOE CcC
ASE_INT.1.2E ST
ASE_INT.1.3E ST

ST
ASE_OBJ.1.1E

TOE

ASE_OBJ.1.2E
ASE_PPC.1.1E PP

16




CRP-C0183-01

ASE_PPC.1.2E PP
ASE_REQ.1.1E TOE IT
CcC
ASE_REQ.1.2E IT
ASE_SRE.1.1E CC
ASE_SRE.1.2E CcC
ASE_TSS.1.1E TOE
IT
ASE_TSS.1.2E TOE
ACM_CAP.2.1E TOE
TOE
ADO_DEL.1.1E TOE

17




CRP-C0183-01

ADO_DEL.1.2D

ADO_IGS.1.1E

TOE

ADO_IGS.1.2E

ADO_IGS.1.1E

ADV_FSP.1.1E

TSF
TSF

ADV_FSP.1.2E

TOE

ADV_HLD.1.1E

TSF IT
TSF

ADV_HLD.1.2E

TOE

18



CRP-C0183-01

ADV_RCR.1.1E TOE
AGD_ADM.1.1E

TOE

IT

AGD_USR.1.1E

TOE

TOE
IT
ATE_COV.1.1E
ATE_FUN.1.1E
ST
ATE_IND.2.1E ST
TOE

19



4.2

CRP-C0183-01

ATE_IND.2.2E

ATE_IND.2.3E

AVA_SOF.1.1E

SOF

ST SOF

SOF

AVA_SOF.1.2E

SOF

SOF

AVA_VLA.1l.1E

ST

AVA_VLA.1.2E

20




CcC

CEM

EAL

PP

SOF

ST

TOE

TSF

ADF

G3/G4

HT

10T

IPSEC

MFP

NVRAM

SEEPROM

SMB

SNMP

CRP-C0183-01

Common Criteria for Information Technology Security Evaluation

Common Methodology for Information Technology Security
Evaluation

Evaluation Assurance Level
Protection Profile

Strength of Function
Security Target

Target of Evaluation

TOE Security Functions TOE

TOE
Auto Document Feeder
Group3/Group4 G3 /1G4
Image Input Terminal
Image Output Terminal

Security Architecture for Internet Protocol 1P

Multi Function Peripheral

Non Volatile Random Access Memory

Serial Electronically Erasable and Programmable Read Only
Memory ROM

Server Message Block

Simple Network Management Protocol /

21



CRP-C0183-01

SSL/TLS Secure Socket Layer/Transport Layer Security
/
SIMIME Secure/Multipurpose Internet Mail Extensions
MFP
MFP TOE
SA(System MFP TOE
Administrator)

MFP TOE

SA
MFP /

TOE
MFP

SA MFP
Web
MFP TOE
MFP
Web MFP TOE
CWIS
MFP
TOE TOE
TOE /
MFP
(PDL)
MFP

22




CRP-C0183-01

MFP
(PDL)
(PDL)
ID
MFP
MFP
HT
10T
HT MFP
HT
MFP
Web
CWIS
HT
MFP FTP SMB
Mail
HT
10T

D-FAX

MFP

23




CRP-C0183-01

i FAX
MFP
MFP
MFP
nT 10T
HT
nT
10T
MFP
()
TOE TOE
TOE
TOE

24




CRP-C0183-01

TOE
TOE
MFP MFP
PC
TOE TOE

25




(1]

[2]

(3]

(4]

(5]

(6]

[7]

(8]

(0]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]
[18]

CRP-C0183-01

Xerox WorkCentre 5225A/5230A V104 2008 7 23
IT 19 5
CCs-01
IT 19 5
CCM-02
IT 19 5
CCM-03

Common Criteria for Information Technology Security Evaluation Partl:
Introduction and general model Version 2.3 August 2005 CCMB-2005-08-001
Common Criteria for Information Technology Security Evaluation Part2: Security
functional requirements Version 2.3 August 2005 CCMB-2005-08-002

Common Criteria for Information Technology Security Evaluation Part3: Security
assurance requirements Version 2.3 August 2005 CCMB-2005-08-003

1
2.32005 8 CCMB-2005-08-001 ( 17 12 10 )
2:
232005 8 CCMB-2005-08-002 ( 17 12 1.0 )
3
2.32005 8 CCMB-2005-08-003 ( 17 12 1.0 )

ISO/IEC 15408-1:2005 Information technology - Security techniques - Evaluation
criteria for IT security - Part 1: Introduction and general model
ISO/IEC 15408-2:2005 Information technology - Security techniques - Evaluation
criteria for IT security - Part 2: Security functional requirements
ISO/IEC 15408-3:2005 Information technology - Security techniques - Evaluation
criteria for IT security - Part 3: Security assurance requirements
Common Methodology for Information Technology Security Evaluation :
Evaluation Methodology Version 2.3 August 2005 CCMB-2005-08-004

2.32005 8
( 17 12 1.0 )
ISO/IEC 18045:2005 Information technology - Security techniques - Methodology

for IT security evaluation

-0512 17 12
Xerox WorkCentre 5225A/5230A 1.0 2008 8 6
IT

26



