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FIA_UAU.2.1[E]

TISE HDD HDD TSF
HDD
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FIA_UAU.1
FIA_UID.1
FIA_UAU.7[E]
FIA_UAU.7.1[E]
ISE PC [ ]
[ ]
P v
FIA_UAU.1 FIA UAU.2[2] FIA UAU.2[4]
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6. TOE
6.1. TOE
TOE TOE 5
5 TOE
No. TOE
1 F.ADMIN
2 F.ADMIN-SNMP SNMP
3 F.SERVICE
4 F.BOX
5 F.PRINT
6 F.OVERWRITE-ALL
I F.CRYPT
8 F.HDD HDD
9 F.RESET
6.1.1. FADMIN
F.ADMIN
6.1.1.1.
® 6
>
> 1010 1010
{ 1 “ "
(]
) 5
) 1 3
>
) FRESET
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6
CE 8 92
ASCII 0x21 OX7E 0x22 0x2B
0 9
L # $ % & ' () *, - .1 :; < =>
e [ ¥1~_ {11} -
8 93
ASCII 0x20 OX7E 0x22 0x2B
0 9
L # $ % & ' () *, - .1 :; < =>
2@ [ ¥1 ™~ _ {1} ~ SPACE
HDD 20 83
ASCII 0x21 OX7E 0x22 0x28 0x29 0x2C
Ox3A O0x3B O0x3C Ox3E O0x5B 0x5C 0x5D
0 9
I # $ % & * o+ - /=
e N~ ¢ 1 -
SNMP 8 95
Privacy ASCII 0x20 OX7E
Authentication 0 9
L# %$ % & ' () *,-.1:,;,<=3>2
@ [ ¥1 ~_ {11} ~ 7" + SPACE
6.1.1.2.
> 6
>
> 1
> 1 3
> F.RESET

Copyright © 2007 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.

42/ 86




bizhub C450P / ineo” 450P

>

SNMP 0
> MIB

HDD
F.OVERWRITE-ALL

Mode:1 0x00

Mode:2 0x00

Mode:3 0x00 OxFF

Mode:4 0x00 OxFF

Mode:5 0x00 OxFF 0x00 OxFF

Mode:6 0x00 OxFF 0x00 OxFF 0x00 OxFF

Mode:7 0x00 OxFF 0x00 OxFF 0x00 OxFF OxXAA

Mode:8 0x00 OxFF 0x00 OxFF 0x00 OxFF OxXAA

Copyright © 2007 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
43/ 86



bizhub C450P / ineo” 450P

CE

HDD

SNMP

YV V V V V

Y VYV

Y

HDD
ON

OFF ON

HDD

HDD

HDD

HDD

Y

HDD
> HDD
6 HDD

NVRAM

HDD

HDD

HDD

NetBIOS

AppleTalk
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ON
ON
F.CRYPT
> 6
> 1

OFF

Y

» HDD
HDD OS

SNMP
SNMP
SNMP
> 6 SNMP

Privacy

SNMP
SNMP
Authentication

Privacy

Authentication

Authentication

F.CRYPT
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6.1.2. FADMIN-SNMP SNMP

F.ADMIN-SNMP PC SNMP

6.1.2.1. SNMP

SNMP MIB
SNMP
) 6 SNMP SNMP

» Authentication Privacy Authentication

» SNMP
SNMP
(]

» Privacy Authentication

® SNMP 1 3
SNMP MIB

>
» Privacy Authentication
1
° F.ADMIN MIB
F.RESET

6.1.2.2. SNMP

SNMP MIB

> IP NetBIOS AppleTalk

SNMP

SNMP Privacy Authentication
SNMP

> 6 SNMP

SNMP
SNMP Authentication
Authentication Privacy
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6.1.3. ESERVICE

F.SERVICE
CE

6.1.3.1.

CE
CE 1 o

CE 1 3 CE

) FRESET

6.1.3.2.

CE

Y

CE 1 o

CE

Y

FRESET

Copyright © 2007 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
47 | 86



bizhub C450P / ineo” 450P

A\
[

» HDD

HDD OS

» HDD
HDD

» HDD

NVRAM

NVRAM

HDD

» HDD
HDD

OFF

HDD HDD

SNMP
OFF
HDD

HDD
HDD

OFF

OFF

Copyright © 2007 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.

48/ 86



bizhub C450P / ineo” 450P

6.1.4. FBOX

F.BOX

6.1.4.2.

o 1010 1010

) F.ADMIN F.RESET

6.1.4.3.

6.1.4.4.
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6.1.5. F.PRINT

F.PRINT

6.1.5.1.

) F.ADMIN
F.RESET

6.1.5.2.

6.1.5.3.
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6.1.6. FOVERWRITE-ALL

F.OVERWRITE-ALL HDD NVRAM

HDD

TSF

NVRAM

SNMP

HDD OFF
OFF

HDD F.ADMIN
7 HDD
OFF HDD
F.ADMIN

6.1.7. FCRYPT

F.CRYPT HDD
SHA-1 HDD
HDD SHA-1 FIPS 180-1
SHA-1
F.ADMIN
HDD SHA-1 128bit
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6.1.8. FHDD HDD

F.HDD HDD HDD HDD
HDD
HDD HDD TOE HDD
HDD HDD
HDD HDD
HDD
6.1.9. FRESET
F.RESET
ON TOE
(]
® SNMP
(]
(]
(]
6.2. TOE
TOE
SOF-
F.ADMIN HDD
F.SERVICE CE
F.PRINT
F.BOX
F.ADMIN-SNMP SNMP
6.3. TOE
TOE TOE 8.3 TOE
13 13 TOE 1 TOE
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6.4.
8 EAL3 TOE
8 TOE
TOE
CM ACM_CAP.3
CM ACM_SCP.1 oM
ADO_DEL.1
bizhub C450P [
1 bizhub C450P / ineo* 450P
Service Manual [Security Function]
ADO_IGS.1
bizhub C450P [
1 bizhub C450P User's Guide
[Security Operations] ineo* 450P User's
Guide [Security Operations]
ADV_FSP.1
ADV_HLD.2
ADV_RCR.1
bizhub C450P [
1 bizhub C450P / ineo* 450P
AGD_ADM.1 Service Manual [Security Function]
bizhub C450P [
1 bizhub C450P User's Guide
AGD USR.1 [Security Operations] ineo* 450P User's
B Guide [Security Operations]
ALC_DVS.1
ATE_COV.2
ATE_DPT.1
ATE_FUN.1
ATE_IND.2 TOE
AVA_MSU.1
TOE AVA_SOFR.1
AVA_VLA.1
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7. PP

ST PP
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8.1.

8.1.1.

8.1.2.

NINaVY'V

ADINHG3SY

AHOMLIANY
13403SVY

ONIL13ISY

d3LINIHd-advosIa’ L

JOVHOLS-INO-ONIHG'L

X0d-SS300V'L

INIHd-3dNO3S-SS30IV'L

ONIL1L3IS-13IN-SS3OIV'L

ONIL13S-SS30IV'L

JHOLS3I-dNADVLE'L

0.BOX

O.SECURE-PRINT

O.CONFIG

O.OVERWRITE-ALL

O.CRYPT-KEY

0O.CHECK-HDD

OE.CRYPT

OE.LOCK-HDD

OE.FEED-BACK

OE-N.ADMIN

OE-N.SERVICE

OE-N.NETWORK

OE-N.SECRET

OE-N.SESSION

OE-N.SETTING-SECURITY

® A ADMIN

OE-N.ADMIN
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® A SERVICE

OE-N.SERVICE

® ANETWORK
LAN

OE-N.NETWORK LAN

® ASECRET
TOE

OE-N.SECRET
HDD SNMP

CE

® ASETTING

OE-N.SETTING-SECURITY

8.1.3.

® T.DISCARD-PRINTER
HDD
O.OVERWRITE-ALL TOE HDD
NVRAM

® T.BRING-OUT-STORAGE HDD
HDD HDD
HDD
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O.CRYPT-KEY TOE

OE.CRYPT

OE.LOCK-HDD HDD

O.CHECK-HDD TOE

HDD

® T.ACCESS-BOX

0.BOX

OE.FEED-BACK

0.BOX

® T.ACCESS-SECURE-PRINT

O.SECURE-PRINT

OE.FEED-BACK

® T.ACCESS-NET-SETTING

O.CONFIG

OE.FEED-BACK

O.CONFIG

® T.ACCESS-SETTING

O.CONFIG

HDD

HDD

HDD

HDD

OE-N.SESSION

OE-N.SESSION

O.SECURE-PRINT

PC

TOE

OE-N.SESSION

HDD

TOE
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OE.FEED-BACK
OE-N.SESSION
O.CONFIG

® T.BACKUP-RESTORE

O.CONFIG

OE.FEED-BACK

OE-N.SESSION
O.CONFIG

8.1.4.
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8.2.1T

8.2.1.IT

8.2.1.1.

10

T

X0ogq'0

INIHd-3dNO3S'O

OIdNOD'O

TIV-3LIIMEINOO

ATN-LdAHD'O

ddH-X03HO'O

1dAd230

ddH-X0071'30

MOvd-d334'30

set.admin

set.service

FCS_CKM.1

FDP_ACC.1[1] .

FDP_ACC.1[2]

FDP_ACC.1[3]

FDP_ACF.1[1] .

FDP_ACF.1[2]

FDP_ACF.1[3]

FIA AFL.1[1]

FIA AFL.1[2]

FIA AFL.1[3]

FIA AFL.1[4]

FIA AFL.1[5]

FIA AFL.1[6]

FIA_ATD.1

FIA SOS.1[1]

FIA SOS.1[2]

FIA SOS.1[3]

FIA SOS.1[4]

FIA SOS.1[5]

FIA_SOS.2

FIA UAU.2[1]

FIA_UAU.2[2]

FIA UAU.2[3]

FIA UAU.2[4] .

FIA_UAU.6

FIA_UAU.7 .

FIA UID.2[1]

FIA UID.2[2]

FIA UID.2[3]

FIA_UID.2[4]

FIA_USB.1

FMT_MOF.1[1]

ulpe-18s

92INI9S"19S
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X0oq'0
INIHd-3dNO3S'O
OIANOD'O
TIV-3LIIMEINOO
ATN-LdAHD'O
ddH-X03HO'O
1dAd230
ddH-X0071'30
MOvd-d334'30

ulpe-18s
92INI9S19S

FMT_MOF.1[2]

FMT_MOF.1[3]

FMT_MSA.3

FMT_MTD.1[1]

FMT_MTD.1[2]

FMT_MTD.1[3]

FMT_MTD.1[4]

FMT_MTD.1[5]

FMT_MTD.1[6]

FMT_SMF.1

FMT_SMR.1[1]

FMT_SMR.1[2]

FMT_SMR.1[3]

FPT_RVM.1

FPT_SEP.1

FNEW_RIP.1

FIA_ NEW.1

FCS_COP.1[E]

FIA AFL.1[E]

FIA_UAU.2[E]

FIA_UAU.7[E]

) set.admin set.service .
set.admin set.service

8.2.1.2.

® O.BOX

FIA UID.2[4] FIA_UAU.2[4]

FIA_UAU.7 1

FIA_AFL.1[6] 5
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FIA_AFL.1[5] 1 3
TOE

FMT_MTD.1[1]
FIA ATD.1 FIA_USB.1 ID
FDP_ACC.1[1] FDP_ACF.1[1] ID

FMT_MTD.1[2]

FIA SOS.1[4]
FIA SOS.1[5]
FIA SOS.2
set.admin
set.service
FMT_SMR.1[2] FMT_SMR.1[3]
FMT_SMF.1
® O.SECURE-PRINT
FIA UID.2[3] FIA_UAU.2[3]
FIA UAU.7 1 “oo
FIA AFL.1[6] 5 FIA AFL.1[4]
1 3
TOE
FMT _MTD.1[1]
FIA_ ATD.1 FIA USB.1 ID
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FDP_ACC.1[2] FDP_ACF.1[2] ID

1D FMT_MSA.3

FIA SOS.1[4]
set.admin
set.service
FMT_SMR.1[2]
FMT_SMF.1
® O.CONFIG
IP
FDP_ACC.1[3] FDP_ACF.1[3]
FDP_ACC.1[1] FDP_ACFE.1[1]
FDP_ACC.1[2] FDP_ACFE.1][2]
FDP_ACC.1[3] FDP_ACFE.1[3] HDD
FDP_ACC.1[3] FDP_ACFE.1][3] HDD

FMT_MOF.1[1]
FMT_MTD.1[1] SNMP
FMT_MTD.1[2]

FMT_MTD.1[4] SNMP
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FMT_MOF.1[1]
FMT_MOF.1[3]

HDD
FDP_ACC.1[3] FDP_ACFE.1[3]
HDD
FIA S0S.1[3] HDD
HDD
FIA UAU.6 HDD
CE FDP_ACC.1[3] FDP_ACFE.1][3]
HDD
MIB
MIB SNMP
FIA UID.2[2] FIA_UAU.2[2] MIB
FIA AFL.1[3] 1 3 MIB
TOE
SNMP
FMT _MTD.1[1]
FMT_MTD.1[1] SNMP FIA S0S.1[2]
SNMP
SNMP FMT _MTD.1[6]
SNMP FMT_MOF.1]2]
set.admin
set.service
FMT_SMR.1[1] FMT_SMR.1[2]
FMT_SMF.1
® O.OVERWRITE-ALL
HDD NVRAM
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FNEW_RIP.1

® O.CRYPT-KEY

FIPS PUB 197

FCS_CKM.1
SHA-1 128bit
SHA-1
SHA-1
6 TOE
® O.CHECK-HDD HDD
HDD
TOE
FIA_NEW.1 TOE HDD
® OE.CRYPT HDD
TOE
HDD
FCS_COP.1[E]
HDD
® OE.LOCK-HDD HDD
TOE
HDD
FIA_UAU.2[E] HDD  HDD
FIA_AFL.1[E] 5
® OE.FEED-BACK
TOE
PC

FIA_UAU.7[E]

HDD
HDD
HDD
FIPS 180-1
128bit
HDD
HDD
IT
AES 128bit
IT
TOE
HDD
HDD
IT
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» set.admin

FIA_UID.2[2] FIA_UAU.2[2]

FIA_UAU.7
FIA_AFL.1[6] 5

1 3

OFF/ON

FMT_MTD.1[1]

FIA_SOS.1[1]
FMT_MTD.1[3]

FIA_UAU.6

1 3

FMT_MTD.1[6]

FMT_SMR.1[1]

» set.service

FIA_UID.2[1] FIA_UAU.2[1]

FIA_UAU.7
FIA_AFL.1[6] 5
1 3
OFF/ON
FMT_MTD.1[1]
CE FIA_SOS.1[1]

FMT_MTD.1[5]

set.admin
set.service

FIA_AFL.1][2]

TOE

FIA_SOS.[5]
FIA_SOS.2

FIA_AFL.1[2]

OFF/ON TOE

FMT_SMR.1[2]

FMT_SMF.1

FIA_AFL.1[1]

TOE

CE
FIA_UAU.6
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FIA_AFL.1[1] 1

CE
OFF/ON TOE

FMT_SMR.1[1]
FMT_SMF.1

FPT_RVM.1 FPT_SEP.1

2
8.2.1.3. IT
ST FNEW RIP.1  FIA_NEW.1
° FNEW_RIP.1
FNEW _RIP.1 FDP_RIP.1
TSF
TSF
FNEW
RIP
° FIA_ NEW.1
FIA_NEW.1 FIA UID.1 FIA_UID.2
HDD TOE
TOE
1 FIA
FIA_UID

FIA_UID

FDP

NEW

Copyright © 2007 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.

66 / 86



bizhub C450P / ineo” 450P

8.2.1.4. IT
2 FNEW_RIP.1 FIA_NEW.1 cC 2
TSP
EAL3
EAL4
8.2.15.1IT
IT CcC
ST
11 11T
N/A Not Applicable
ST CcC 2 ST

FCS_CKM.2 or FCS_COP.1 | FCS_COP.1[E]

FCS_CKM.4

FMT_MSA.2 FCS_CKM.4 FMT_MSA.2
FCS_CKM.1

TOE

FDP_ACC.1[1] FDP_ACF.1 FDP_ACF.1[1]
FDP_ACC.1[2] FDP_ACF.1 FDP_ACF.1[2]
FDP_ACC.1[3] FDP_ACF.1 FDP_ACF.1[3]

FDP_ACC.1 FDP_ACC.1[1]

FMT_MSA.3
FDP_ACF.1[1] FMT_MSA.3

ID

FDP_ACC.1 FDP_ACC.1[2]
FDP_ACF.1[2] FMT_MSA.3 FMT_MSA.3

FDP_ACC.1 FDP_ACC.1[3]

FMT_MSA.3
FDP_ACF.1[3] FMT_MSA.3
FIA_AFL.1[1] FIA_UAU.1 FIA_UAU.2[1]
FIA_AFL.1[2] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[3] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[4] FIA_UAU.1 FIA_UAU.2[3]
FIA_AFL.1[5] FIA_UAU.1 FIA_UAU.2[4]

FIA_UAU.1 FIA_UAU.2[1] FIA_UAU.2[2] FIA_UAU.2[3]
FIA_AFL.1[6] FIA_UAU.2[4]
FIA_ATD.1 N/A
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ST cc 2 o
FIA_SOS.1[1] N/A
FIA_SOS.1[2] N/A
FIA_SOS.1[3] N/A
FIA_SOS.1[4] N/A
FIA_SOS.1[5] N/A
FIA_SOS.2 N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA_UAU.2[3] FIA_UID.1 FIA_UID.2[3]
FIA_UAU.2[4] FIA_UID.1 FIA_UID.2[4]
FIA_UAU.6 N/A
FIA_UAU.1 FIA_UAU.2[1] FIA UAU.2[2] FIA_UAU.2[3]
FIA_UAU.7 FIA_UAU.2[4]
FIA_UID.2[1] N/A
FIA_UID.2[2] N/A
FIA_UID.2[3] N/A
FIA_UID.2[4] N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMF.1 FMT_SMF.1
FMT_MOF.1{1] FMT_SMR.1 FMT SMR.1[1] FMT SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MOF.1{2] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MOF.1{3] FMT_SMR.1 FMT_SMR.1[1]
FMT_MSA.1
FMT_SMR.1
FMT_MSA.1
ID
FMT_MSA.3
FMT_SMR.1
FMT_MSA.3.2 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[1] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[2] FMT_SMR.1 FMT SMR.1[2] FMT SMR.1[3]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[3] FMT_SMR.1 FMT SMR.1[1] FMT SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1{4] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[5] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[6] FMT_SMR.1 FMT SMR.1[1] FMT SMR.1[2]
FMT_SMF.1 N/A
FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FMT_SMR.1[3] FIA_UID.1 FIA_UID.2[4]
FPT_RVM.1 N/A
FPT_SEP.1 N/A
FNEW_RIP.1 N/A
FIA NEW.1 N/A
FCS_COP.1[E] FDP_ITC.1 or FCS CKM.1 | FCS _CKM.1
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ST CcC 2 ST
FCS_CKM.4
FMT_MSA.2 FCS_CKM.4 FMT_MSA.2
TOE

FIA_AFL.1[E] FIA UAU.1 FIA UAU.2[E]

FIA UID.1

FIA UID.1
HDD
FIA_UAU.2[E] HDD IDE
FIA_UAU.7[E] FIA UAU.1 FIA UAU.2[2] FIA UAU.2[4]
8.2.1.6.IT
IT
12 1T
N/A Not Applicable
IT

FCS _CKM.1 N/A N/A FMT_MOF.1[1] N/A
FDP_ACC.1[1] N/A N/A FMT_MOF.1[1] N/A
FDP_ACC.1]2] N/A N/A FMT_MOF.1[1] N/A
FDP_ACC.1]3] N/A N/A FMT_MOF.1[1] N/A

FIA_UAU.2[2]
FDP_ACF.1]1] FIA_UAU.2[4] FPT_SEP.1 FMT_MOF.1[1] N/A

FIA_UAU.2[2]
FDP_ACF.1]2] FIA_UAU.2[3] FPT_SEP.1 FMT_MOF.1[1] N/A

FIA_UAU.2[2]
FDP_ACF.1]3] FIA_UAU.2[1] FPT_SEP.1 FMT_MOF.1[1] N/A
FIA_AFL.1]1] N/A FMT_MTD.1[1] FMT_MOF.1[1] N/A
FIA_AFL.1]2] N/A FMT_MTD.1[1] FMT_MOF.1[1] N/A
FIA_ AFL.1[3] N/A FMT_MTD.1[1] FMT_MOF.1[1] N/A
FIA AFL.1[4] N/A FMT_MTD.1[1] FMT_MOF.1[1] N/A
FIA_AFL.1[5] N/A FMT_MTD.1[1] FMT_MOF.1[1] N/A
FIA_ATD.1 N/A N/A FMT_MOF.1[1] N/A
FIA SOS.1[1] N/A N/A FMT_MOF.1[1] N/A
FIA SO0S.1[2] N/A N/A FMT_MOF.1[1] N/A
FIA_SOS.1[3] N/A N/A FMT_MOF.1[1] N/A
FIA SOS.1[4] N/A N/A FMT_MOF.1[1] N/A

Copyright © 2007 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.

69/ 86




bizhub C450P / ineo” 450P

IT
FIA_SOS.1[5] N/A N/A N/A N/A
FIA_SOS.2 N/A N/A N/A N/A
FIA_UAU.2[1] FPT_RVM.1 FMT_MTD.1[5] FMT_MOF.1[1] N/A

FMT_MTD.1[1]

FMT_MTD.1[3]
FIA_UAU.2[2] FPT_RVM.1 FMT_MTD.1{4] FMT_MOF.1[1] N/A

FMT_MTD.1[6]

FMT_MTD.1[1]
FIA_UAU.2[3] FPT_RVM.1 FMT_MTD.1{4] FMT_MOF.1[1] N/A

FMT_MTD.1[2]
FIA_UAU.2[4] FPT_RVM.1 FMT_MTD.1{4] FMT_MOF.1[1] N/A
FIA_UAU.6 N/A N/A FMT_MOF.1[1] N/A
FIA_UAU.7 N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[1] N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[2] N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[3] N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[4] N/A N/A FMT_MOF.1[1] N/A
FIA_USB.1 N/A N/A FMT_MOF.1[1] N/A
FMT_MOF.1[1] N/A N/A N/A N/A
FMT_MOF.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_MOF.1[3] N/A N/A N/A N/A
FMT_MSA.3 N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[1] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[3] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[4] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[5] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[6] N/A N/A FMT_MOF.1[1] N/A
FMT_SMF.1 N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[1] N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[3] N/A N/A FMT_MOF.1[1] N/A
FPT_RVM.1 N/A N/A FMT_MOF.1[1] N/A
FPT_SEP.1 N/A N/A FMT_MOF.1[1] N/A
FIA_ NEW.1 FPT_RVM.1 N/A FMT_MOF.1[1] N/A
FNEW RIP.1 N/A N/A N/A N/A
FCS_COP.1[E] N/A N/A N/A N/A
FIA_AFL.1[E] N/A N/A N/A N/A
FIA_UAU.2[E] N/A N/A N/A N/A
FIA_UAU.7[E] N/A N/A N/A N/A

FDP_ACF.1[1]
FDP_ACF.1[2] FDP_ACF.1[3]
FIA_UAU.2[2]
FIA UAU.2[2] FPT_RVM.1
FDP_ACF.1[3]
FIA_UAU.2[1]
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FIA_ UAU.2[1] FPT_RVM.1

FDP_ACF.1[1]
FIA_UAU.2[4]
FIA_UAU.2[4]
FPT_RVM.1

FDP_ACF.1[2]

FIA_UAU.2[3]
FIA_ UAU.2[3] FPT_RVM.1
HDD
HDD FIANEW.1 FPT_RVM.1
FPT_SEP.1
2
FDP_ACF.1[1]
FPT_SEP.1
2
FDP_ACF.1[2]
FPT_SEP.1
FDP_ACF.1[3]
CE
CE FMT_MTD.1[5]
FIA_UAU.2[1]

FMT_MTD.1[3]
FMT_MTD.1[6]
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SNMP
SNMP
FMT_MTD.1[4]

FIA_UAU.2[2]

FMT_MTD.1[1]
FMT_MTD.1[6]
FIA_UAU.2[2]

FMT_MTD.1[4]

FMT_MTD.1[1] FIA_UAU.2[3]
FMT_MTD.1[2]
FMT_MTD.1[4]
FIA_UAU.2[4]
MIB
FMT_MTD.1[1] FIA_AFL.1[1]
FIA_AFL.1[2] FIA AFL.1[3] FIA AFL.1[4] FIA_AFL.1[5]
FMT_MOF.1[1]
TOE
FNEW RIP.1 FIA_SOS.1[5] FIA_SOS.2 FMT _MOF.1[1] TOE
5
8.2.2.
TOE
LAN
TOE TOE
SOF-
s FIA_AFL.1
TOE
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8.2.3.1T
TOE
TOE
TOE
EAL3
EAL
8.2.4.1T
IT
IT
° FDP_ACC.1
° FNEW _RIP.1
° TOE
IT
° EAL
ST
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8.3. TOE

8.3.1. TOE

8.3.1.1.

TOE TOE

13 TOE

TOE

TOE

TOE

TOE

NINav'4

TOE

dINNS-NINAY'4

3DINHG3S'4

Xogdg'd

INIdd'd

TIV-3LIIMEINO S

1dAdO'd

aaHd

13S34°4

FCS_CKM.1

FDP_ACC.1[1

—

FDP_ACC.1[2

—

FDP_ACC.1[3

—

FDP_ACF.1[1

FDP_ACF.1[2

—_ e [—

FDP_ACF.1[3

FIA_AFL.1[1

— [—

FIA_AFL.1[2

FIA_AFL.1[3

—

FIA_AFL.1[4

FIA_AFL.1[5

—

(.
o |o|o 0|0

FIA_AFL.1[6

—

FIA_ATD.1

FIA_SOS.1[1

]
FIA_SOS.1[2]

FIA_SOS.1[3]

FIA_SOS.1[4]

FIA_SOS.1[5]

FIA_SOS.2

FIA_UAU.2[1

— [—

FIA_UAU.2[2

FIA_UAU.2[3

—

FIA_UAU.2[4

()

FIA_UAU.6

FIA_UAU.7

FIA_UID.2[1

FIA_UID.2[2

FIA_UID.2[3

— — [ |[—

FIA_UID.2[4

FIA_USB.1

FMT_MOF.1[1]

FMT_MOF.1[2]
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TOE

NINav'4
dINNS-NINAY'd
30INHG3S'4

Xogd'd

INIEd'd
TIV-3LIIMEINO 'S
1dAdO'd

aaHd

TOE

13S34°4

FMT_MOF.1[3] .

FMT_MSA.3 .

FMT_MTD.1[1

FMT_MTD.1[2

FMT_MTD.1[3

FMT_MTD.1[4

FMT_MTD.1[5

— = === = f—

FMT_MTD.1[6

FMT_SMF.1 . °

FMT_SMR.1[1]

FMT_SMR.1[2] . .

FMT_SMR.1[3]

FPT_RVM.1 o o o o o o

FPT_SEP.1

FNEW_RIP.1 .

FIA_NEW.1 .

8.3.1.2.

TOE TOE

® FCS_CKM.1

FCS_CKM.1 HDD
F.CRYPT HDD SHA-1 128bit

® FDP_ACC.1[1]
FDP_ACC.1[1]

F.ADMIN

F.BOX

® FDP_ACC.1[2]
FDP_ACC.1[2]

F.ADMIN
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F.PRINT

® FDP_ACC.1[3]
FDP_ACC.1[3] HDD

F.ADMIN HDD

F.ADMIN-SNMP

F.SERVICE HDD

® FDP_ACF.1[1]
FDP_ACF.1[1]

F.ADMIN
>

F.BOX

>

® FDP_ACF.1[2]
FDP_ACF.1[2]

F.ADMIN
>
F.PRINT
>

® FDP_ACF.1[3]
FDP_ACF.1[3] HDD

F.ADMIN
> HDD

>
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F.ADMIN-SNMP

>
F.SERVICE
>

® FIA AFL.1[1]
FIA_AFL.1[1]
F.SERVICE

F.RESET

® FIA_AFL.1[2]
FIA_AFL.1[2]
FADMIN

F.RESET

® FIA_AFL.1[3]
FIA_AFL.1[3]

F.ADMIN-SNMP

F.RESET

® FIA_AFL.1[4]
FIA_AFL.1[4]

F.PRINT

F.RESET

OFF/ON

OFF/ON

SNMP

MIB

OFF/ON

OFF/ON

HDD

CE
1 3
TOE
1 3
TOE
MIB
SNMP
1 3
TOE
F.ADMIN
TOE
F.ADMIN

MIB
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® FIA_AFL.1[5]
FIA_AFL.1[5]

F.BOX

F.RESET OFF/ON TOE

F.ADMIN

® FIA_AFL.1[6]
FIA_AFL.1[6]
F.SERVICE

F.ADMIN

F.BOX

F.PRINT

® FIA ATD.1
FIA_ ATD.1
F.BOX
FPRINT

® FIA SOS.1[1]
FIA_SOS.1[1] CE
F.ADMIN 8
0x22 0Ox2B

F.SERVICE CE
0x21 OX7E 0x22 0x2B

® FIA_SO0S.1[2]
FIA_SOS.1[2] SNMP
F.ADMIN SNMP Privacy

8 95 ASCII 0x20

F.ADMIN-SNMP SNMP
8 95

ASCII 0x21 OX7E

8 92 ASCII

Authentication

Authentication

0x20 OX7E
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FIA SOS.1[3]
FIA_SOS.1[3]
F.ADMIN
0x21
0x5C 0x5D

HDD
HDD
OX7E

FIA _SOS.1[4]
FIA SOS.1[4]
FADMIN
OX7E
F.BOX
0x22
F.PRINT
0x22

0x22 0x2B

ox2B

ox2B

FIA_SOS.1[5]
FIA_SOS.1[5]
FADMIN
F.BOX

FIA_SOS.2
FIA_SOS.2
FADMIN
F.BOX

FIA_UAU.2[1]
FIA_UAU.2[1]
FSERVICE CE

FIA_UAU.2[2]
FIA_UAU.2[2]
FADMIN

F.ADMIN-SNMP
MIB

SNMP

20 83

ASCII

0x22 0x28 0x29 0x2C Ox3A 0x3B 0x3C Ox3E 0x5B

8 93

1010
1010

1010
1010

Privacy

ASCII
ASCII 0x20

ASCII 0x20

Authentication

0x20

OX7E

OX7E
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® FIA UAU.2[3]
FIA_UAU.2[3]
FPRINT

® FIA UAU.2[4]
FIA_UAU.2[4]
F.BOX

® FIA UAU.6
FIA_UAU.6
FADMIN HDD
HDD

F.SERVICE CE

® FIA_UAU.7
FIA_UAU.7 “o
FADMIN

F.SERVICE CE

1 o CE
F.PRINT

F.BOX

® FIA_UID.2[1]
FIA_UID.2[1]
F.SERVICE

® FIA_UID.2[2]
FIA_UID.2[2]
FADMIN
FADMIN-SNMP  MIB
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® FIA_UID.2[3]
FIA_UID.2[3]
FPRINT

® FIA_UID.2[4]
FIA_UID.2[4]
F.BOX

® FIA USB.1
FIA_USB.1
FPRINT
) D"
F.BOX
) D"

® FMT_MOF.1[1]
FMT_MOF.1[1]
FADMIN

F.ADMIN HDD

F.ADMIN
F.SERVICE HDD
HDD HDD

® FMT_MOF.1[2]
FMT_MOF1[2] SNMP
FADMIN SNMP

F.ADMIN-SNMP SNMP SNMP

® FMT_MOF.1[3]
FMT_MOF.1[3]
F.SERVICE
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® FMT_MSA.3
FMT_MSA.3

F.PRINT

® FMT_MTD.1[1]
FMT_MTD.1[1] SNMP

F.ADMIN SNMP
F.ADMIN

SNMP

F.SNMP-ADMIN SNMP

® FMT_MTD.1[2]
FMT_MTD.1[2]
FADMIN
FADMIN

F.BOX

® FMT_MTD.1[3]
FMT_MTD.1[3]
FADMIN
F.SERVICE

® FMT_MTD.1[4]
FMT_MTD.1[4] SNMP

FADMIN
SNMP
® FMT_MTD.1[5]
FMT_MTD.1[5] CE
F.SERVICE CE
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® FMT_MTD.1[6]
FMT_MTD.1[6] SNMP
FADMIN
SNMP
F.SERVICE
SNMP

® FMT_SMF.1
FMT_SMF.1
FADMIN
>
>
TSF
SNMP

TSF
SNMP

HDD

» SNMP Privacy Authentication

MIB

F.ADMIN-SNMP

» SNMP Privacy Authentication
» SNMP

F.SERVICE

> CE

>

>

>

» SNMP Privacy Authentication
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HDD
HDD
HDD

F.BOX

>
F.ADMIN
>

>

» SNMP

® FMT_SMR.1[1]
FMT_SMR.1[1]
FSERVICE CE

® FMT_SMR.1[2]
FMT_SMR.1[2]
FADMIN
F.ADMIN-SNMP

® FMT_SMR.1[3]
FMT_SMR.1[3]
F.BOX

® FPT_RVM.1

FPT_RVM.1 TOE

F.ADMIN

F.ADMIN-SNMP

F.SERVICE

F.BOX

F.PRINT

F.HDD HDD

Privacy

SNMP

Authentication

Privacy Authentication

TSP

HDD
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“ HDD ”

® FPT_SEP.1

FPT_SEP.1

F.ADMIN

F.ADMIN-SNMP SNMP

F.BOX

F.PRINT

F.SERVICE

® FNEW_RIP.1
FNEW_RIP.1 TSF

F.OVERWRITE-ALL HDD

TSF
NVRAM SNMP HDD
OFF

® FIA NEW.1

FIA NEW.1  TSF

FHDD HDD HDD HDD
HDD
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8.3.2. TOE
TOE

F.ADMIN

F.SERVICE CE

F.PRINT

F.BOX

F.ADMIN-SNMP SNMP

F.ADMIN HDD

F.ADMIN

8 92 8 93 8 95
20 83
3
1010 TOE 1010
6.2 SOF-
5.1.2 TOE
SOF-
8.3.3. TOE
TOE IT TOE
8.3.1
8.3.4.
EAL3 6.4
TOE
8.4. PP
ST PP
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