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® O.PUBLIC-BOX
FDP_ACC.1[1] FDP_ACE.1[1] ID
FIA UID.2[5] FIA UAU.2[5]
FIA UAU.7 1 “
FIA AFL.1[7] 5
FIA AFL.1[6] 1 3
TOE
FMT_MTD.1[3]
FIA_ ATD.1 FIA USB.1 ID
FDP_ACC.1[1] FDP_ACFE.1[1] ID

FMT_MSA.1[2]

FMT_MTD.1[4]
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FIA SOS.1[5]
FIA S0S.1[6]
FIA SOS.2
FMT_MSA.3[1]
ID
FMT_MTD.1[5]
set.admin
set.service
FMT_SMR.1[2] FMT_SMR.1[4]
FMT_SMF.1
® O.SECURE-PRINT
FDP_ACC.1]2] FDP_ACFE.1][2] ID
FIA UID.2[4] FIA_UAU.2[4]
FIA UAU.7 1 “oo
FIA AFL.1[7] 5 FIA AFL.1[5]
3
TOE
FMT _MTD.1[3]
FIA_ ATD.1 FIA USB.1 ID
FDP_ACC.1[2] FDP_ACFE.1][2] ID

ID FMT_MSA.3[2]
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FMT_MTD.1[8]

FIA SOS.1[5]
set.admin
set.service
FMT_SMR.1[2]
FMT_SMFE.1
® O.CONFIG
SMTP
SMTP
MFP

FDP_ACC.1[1] FDP_ACF.1[1]
FDP_ACC.1[2] FDP_ACF.1[2]
FDP_ACC.1[3] FDP_ACF.1[3]

FDP_ACC.1[3] FDP_ACF.1[3]
SMTP
MFP

FMT_MSA.1[1]
FMT_MTD.1[2]
FMT_MTD.1[3]

FMT_MSA.1[2]

ID SNMP

FMT_MTD.1[4]

FMT_MTD.1[7] SNMP

FMT_SMR.1[3]

DNS

FDP_ACC.1[3] FDP_ACF.1[3]
DNS

HDD

HDD
DNS
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FMT_MOF.1[1]

HDD
FDP_ACC.1[3] FDP_ACFE.1[3]
HDD
FIA SOS.1[4] HDD
HDD
FIA UAU.6 HDD
CE FDP_ACC.1]3] FDP_ACFE.1][3]
HDD
MIB
SMTP DNS MFP
MIB SNMP
FIA UID.2[2] FIA_UAU.2[2] MIB
FIA AFL.1[3] 1 3 MIB
TOE
SNMP
FMT _MTD.1[3]
FMT_MTD.1[3] SNMP FIA S0S.1[2]
SNMP
SNMP FMT _MTD.1[11]
SNMP FMT_MOF.1]2]
set.admin
set.service
FMT_SMR.1[1] FMT_SMR.1[2]
FMT_SMF.1
® O.OVERWRITE-ALL
HDD NVRAM

FNEW_RIP.1
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® O.CRYPT-KEY

FCS_CKM.1
SHA-1 128bit
SHA-1
SHA-1
6 TOE
® O.CHECK-HDD HDD
HDD
TOE
FIA_NEW.1 TOE HDD
® OE.CRYPT HDD
TOE
HDD
FCS_COP.1[E] FIPS PUB 197
HDD
® OE.LOCK-HDD HDD
TOE
HDD MFP
MFP
FIA_UAU.2[E] HDD  HDD
FIA_AFL.1[E] 5
® OE.FEED-BACK
TOE
PC MFP

FIA_UAU.7[E]

HDD
HDD
HDD
FIPS 180-1
128bit
HDD
HDD
IT
AES 128bit
IT
TOE
HDD MFP
HDD
IT
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set.admin
set.service
» set.admin
FIA UID.2[2] FIA UAU.2[2]
FIA UAU.7 1 “oo
FIA AFL.1[7] 5
FIA AFL.1[2] 1 3
OFF/ON
TOE
FMT_MTD.1[3]
FTA SSL.3
FMT _MTD.1[3]
FIA SOS.1[1] FIA SOS.[6]
FIA SOS.2
FMT_MTD.1[6]
FIA UAU.6 FIA AFL.1[2]
1 3
OFF/ON
TOE
FMT _MTD.1[11]
FMT_SMR.1[1] FMT_SMR.1[2]
FMT_SMF.1
» set.service
FIA UID.2[1] FIA UAU.2[1]
FIA UAU.7 1 “oo
FIA AFL.1[7] 5 FIA AFL.1[1]
1 3 CE
OFF/ON TOE
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FMT_MTD.1[3]

CE FIA_SOS.1[1] CE
FMT_MTD.1[9] FIA_UAU.6
FIA_AFL.1[1] 1 3
CE OFF/ON
TOE
FMT_SMR.1[1]
FMT_SMF.1
FPT_ RVM.1 FPT_SEP.1
2
2
8.2.1.3. IT
ST FNEW RIP.1  FIA_NEW.1
° FNEW_RIP.1
FNEW _RIP.1 FDP_RIP.1
TSF
TSF
FNEW FDP
RIP
° FIA_ NEW.1
FIA_NEW.1 FIA UID.1 FIA_UID.2
HDD TOE
TOE
1 FIA NEW
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FIA_UID

FIA_UID

8.2.1.4. IT
2 FNEW_RIP.1 FIA_NEW.1 CcC 2
TSP
EAL3
EAL4
8.2.15. 1T
IT CcC 2
ST
11 11T
N/A Not Applicable
ST CcC 2 ST
FCS_CKM.2 or FCS_COP.1 FCS_COP.1[E]
FCS_CKM.4
FMT_MSA.2 FCS_CKM.4 FMT_MSA.2
FCS_CKM.1
TOE
FDP_ACC.1[1] FDP_ACF.1 FDP_ACF.1[1]
FDP_ACC.1]2] FDP_ACF.1 FDP_ACF.1[2]
FDP_ACC.1]3] FDP_ACF.1 FDP_ACF.1][3]
FDP_ACC.1 FDP_ACC.1[1]
FDP_ACF.1[1] FMT_MSA.3 FMT_MSA.3[1]
FDP_ACC.1 FDP_ACC.1[2]
FDP_ACF.1[2] FMT_MSA.3 FMT_MSA.3[2]
FDP_ACC.1 FDP_ACC.1[3]
FMT_MSA.3
FDP_ACF.1]3] FMT_MSA.3
FIA_ AFL.1]1] FIA UAU.1 FIA UAU.2[1]
FIA_AFL.1]2] FIA UAU.1 FIA UAU.2[2]
FIA_ AFL.1[3] FIA UAU.1 FIA UAU.2[2]
FIA AFL.1[4] FIA UAU.1 FIA UAU.2[3]
FIA_AFL.1[5] FIA UAU.1 FIA_UAU.2[4]
FIA_AFL.1]6] FIA UAU.1 FIA UAU.2[5]
FIA_AFLA[7] FIA UAU.1 FIA _UAU.2[1] FIA UAU.2[2] FIA_UAU.2[3]

FIA UAU.2[4] FIA UAU.2[5]
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ST cc o
FIA_ATD.1 N/A
FIA_SOS.1[1] N/A
FIA_SOS.1[2] N/A
FIA_SOS.1[3] N/A
FIA_SOS.1[4] N/A
FIA_SOS.1[5] N/A
FIA_SOS.1[6] N/A
FIA_SOS.2 N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA_UAU.2[3] FIA_UID.1 FIA_UID.2[3]
FIA_UAU.2[4] FIA_UID.1 FIA_UID.2[4]
FIA_UAU.2[5] FIA_UID.1 FIA_UID.2[5]
FIA_UAU.6 N/A
FIA UAU.7 FIA_UAU.1 FIA_UAU.2[1] FIA_UAU.2[2] FIA UAU.2[3]
- FIA_UAU.2[4] FIA_UAU.2[5]
FIA_UID.2[1] N/A
FIA_UID.2[2] N/A
FIA_UID.2[3] N/A
FIA_UID.2[4] N/A
FIA_UID.2[5] N/A
FIA_UID.2[6] N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMF.1 FMT_SMF.1
FMT_MOF.1{1] FMT_SMR.1 FMT SMR.1[1] FMT SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MOF.1{2] FMT_SMR.1 FMT_SMR.1[2]
FDP_ACC.1or FDP_IFC.1 | FDP_ACC.1[1]
FMT_MSA.1[1] FMT_SMF.1 FMT_SMF.1
FMT_SMR.1 FMT_SMR.1[2] FMT_SMR.1[3]
FDP_ACC.1or FDP_IFC.1 | FDP_ACC.1[1]
FMT_MSA.1[2] FMT_SMF.1 FMT_SMF.1
FMT_SMR.1 FMT SMR.1[2] FMT SMR.1[4]
FMT_MSA.1 FMT_MSA.1[1] FMT_MSA.1[2]
FMT_MSA3[1] FMT_SMR.1 FMT_SMR.1[3]
FMT_MSA.1
FMT_SMR.1
FMT_MSA.1
ID
FMT_MSA.3[2]
FMT_SMR.1
FMT_MSA.3.2[2]
FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[1] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[2] FMT_SMR.1 FMT SMR.1[2] FMT SMR.1[3]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[3] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1{4] FMT_SMR.1 FMT SMR.1[2] FMT SMR.1[4]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[5] FMT_SMR.1 FMT_SMR.1[2] FMT_SMR.1[3]
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ST cc 2 o
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[6] FMT_SMR.1 FMT_SMR.1[1] FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[7] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[8] FMT_SMR.1 FMT_SMR.1[3]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[9] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.I101 | e\ smira FMT SMR.1[2] FMT SMR.1[5]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[11] | FMT_SMR.1 FMT_SMR.1[1]
FMT_SMR.1[2]
FMT_SMF.1 N/A
FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FMT_SMR.1[3] FIA_UID.1 FIA_UID.2[3]
FMT_SMR.1[4] FIA_UID.1 FIA_UID.2[5]
FMT_SMR.1[5] FIA_UID.1 FIA_UID.2[6]
FPT_RVM.1 N/A
FPT_SEP.1 N/A
FTA_SSL.3 N/A
FNEW_RIP.1 N/A
FIA_ NEW.1 N/A
FDP_ITC.1 or FCS_CKM.1 | FCS_CKM.1
FCS_CKM.4
FMT_MSA.2 FCS_.CKM.4  FMT_MSA.2
FCS_COP.1[E]
TOE
FIA_AFL.1[E] FIA_UAU.1 FIA_UAU.2[E]
FIA_UID.1
FIA_UID.1
MFP HDD
FIA_UAU.2[E] HDD IDE
FIA_UAU.7[E] FIA UAU.1 FIA_ UAU.2[2] FIA UAU.2[3] FIA UAU.2[5]
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8.2.1.6.IT
IT
12 1T
N/A Not Applicable
IT
FCS_CKM.1 N/A N/A FMT_MOF.1[1] N/A
FDP_ACC.1[1] N/A N/A FMT_MOF.1[1] N/A
FDP_ACC.1[2] N/A N/A FMT_MOF.1[1] N/A
FDP_ACC.1[3] N/A N/A FMT_MOF.1[1] N/A
FIA_UAU.2[2] FMT_MSA.1[1]
FDP_ACF.1[1] FIA_UAU.2[3] FMT_MSA.1[2] FMT_MOF.1[1] N/A
FIA_UAU.2[5] FPT_SEP.1
FIA_UAU.2[2]
FDP_ACF.1[2] FIA_UAU.2[3] FPT_SEP.1 FMT_MOF.1[1] N/A
FIA_UAU.2[4]
FIA_UAU.2[1]
FDP_ACF.1[3] FIA_UAU.2[2] FPT_SEP.1 FMT_MOF.1[1] N/A
FIA_AFL.1[1] N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A
FIA_AFL.1[2] N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A
FIA_AFL.1[3] N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A
FIA_AFL.1[4] N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A
FIA_AFL.1[5] N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A
FIA_AFL.1[6] N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A
FIA_AFL.1[7] N/A N/A FMT_MOF.1[1] N/A
FIA_ATD.1 N/A N/A FMT_MOF.1[1] N/A
FIA_SOS.1[1] N/A N/A FMT_MOF.1[1] N/A
FIA_S0S.1[2] N/A N/A FMT_MOF.1[1] N/A
FIA_SOS.1[3] N/A N/A FMT_MOF.1[1] N/A
FIA_SOS.1[4] N/A N/A FMT_MOF.1[1] N/A
FIA_SOS.1[5] N/A N/A FMT_MOF.1[1] N/A
FIA_SOS.1[6] N/A N/A N/A N/A
FIA_SOS.2 N/A N/A N/A N/A
FIA_UAU.2[1] FPT_RVM.1 FMT_MTD.1[9] FMT_MOF.1[1] N/A
FMT_MTD.1[3]
FMT_MTD.1[6]
FIA_UAU.2[2] FPT_RVM.1 FMT_MTD.1[7] FMT_MOF.1[1] N/A
FMT_MTD.1[11]
FMT_MTD.1[1]
FIA_UAU.2[3] FPT_RVM.1 FMT_MTD.1[2] FMT_MOF.1[1] N/A
FMT_MTD.1[7]
FMT_MTD.1[3]
FIA_UAU.2[4] FPT_RVM.1 FMT_MTD.1[7] FMT_MOF.1[1] N/A
FMT_MTD.1[8]
FMT_MTD.1[4]
FIA_UAU.2[5] FPT_RVM.1 FMT_MTD.1[5] FMT_MOF.1[1] N/A
FMT_MTD.1[7]
FIA_UAU.6 N/A N/A FMT_MOF.1[1] N/A
FIA_UAU.7 N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[1] N/A N/A FMT_MOF.1[1] N/A
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IT
FIA_UID.2[2] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[3]
FIA_UID.2[3] N/A EMT MTD.a(10] | FMT-MOF[1] N/A
FIA_UID.2[4] N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[5] N/A N/A FMT_MOF.1[1] N/A
FIA_UID.2[6] N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A
FIA_USB.1 N/A N/A FMT_MOF.1[1] N/A
FMT_MOF.1[1] N/A N/A FMT_MOF.1[1] N/A
FMT_MOF.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_MSA.1[1] N/A N/A FMT_MOF.1[1] N/A
FMT_MSA.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_MSA.3[1] N/A N/A FMT_MOF.1[1] N/A
FMT_MSA.3[2] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[1] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[3] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[4] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[5] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[6] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[7] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[8] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[9] N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[10] | N/A N/A FMT_MOF.1[1] N/A
FMT_MTD.1[11] | N/A N/A FMT_MOF.1[1] N/A
FMT_SMF.1 N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[1] N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[2] N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[3] N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[4] N/A N/A FMT_MOF.1[1] N/A
FMT_SMR.1[5] N/A N/A FMT_MOF.1[1] N/A
FPT_RVM.1 N/A N/A FMT_MOF.1[1] N/A
FPT_SEP.1 N/A N/A FMT_MOF.1[1] N/A
FTA_SSL.3 N/A FMT_MTD.1[3] FMT_MOF.1[1] N/A
FIA_ NEW.1 FPT_RVM.1 N/A FMT_MOF.1[1] N/A
FNEW RIP.1 N/A N/A N/A N/A
FCS_COP.1[E] N/A N/A FMT_MOF.1[1] N/A
FIA_AFL.1[E] N/A N/A FMT_MOF.1[1] N/A
FIA_UAU.2[E] N/A N/A FMT_MOF.1[1] N/A
FIA_UAU.7[E] N/A N/A FMT_MOF.1[1] N/A
FDP_ACF.1[1]
FDP_ACF.1[2] FDP_ACF.1[3]
FIA_UAU.2[2]
FIA UAU.2[2] FPT_RVM.1
FDP_ACF.1[3]
FIA_UAU.2[1]
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FIA_UAU.2[1]

FIA_UAU.2[5]

FIA_UAU.2[3]
FIA_UAU.2[4]

HDD
HDD

FMT_MSA.1[2]
ID

FPT_SEP.1

FPT_SEP.1

CE

FPT_RVM.1

FDP_ACF.1[1] FIA_UAU.2[3]

FDP_ACF.1[1]

FIA_UAU.2[3]
FIA_UAU.2[5] FPT_RVM.1

FDP_ACF.1[2]

FIA_UAU.2[3]
FIA_ UAU.2[4] FPT_RVM.1

FIA_NEW.1 FPT_RVM.1

FMT_MSA.1[1]
FPT_SEP.1

FDP_ACF.1[1]

3
FDP_ACF.1[2]

FDP_ACF.1[3]
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CE FMT_MTD.1[9]
FIA_UAU.2[1]

FMT_MTD.1[6]
FMT_MTD.1[11]

FIA_UAU.2[2]
SNMP
SNMP FMT_MTD.1[3]
FMT_MTD.1[7] FMT_MTD.1[11]
FIA_UAU.2[2]
FMT_MTD.1[1] FMT_MTD.1[2]
FMT_MTD.1[7]
FIA_UAU.2[3]
FMT_MTD.1[8]
FMT_MTD.1[7] FMT_MTD.1[3]
FIA_UAU.2[4]
FMT_MTD.1[5]
FMT_MTD.1[4]
FMT_MTD.1[7] FIA_UAU.2[5]
ID
ID FMT_MTD.1[10]
MFP
FMT_MTD.1[3] FIA_UID.2[3]
FMT_MTD.1[10]
FIA_UID.2[6]
FMT_MTD.1[3]
FTA SSL.3

MIB
FMT_MTD.1[3]
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FIA_ AFL.1[1] FIA_AFL.1[2] FIA AFL.1[3] FIA_AFL.1[4] FIA_AFL.1[5] FIA_AFL.1[6]

FMT_MOF.1[1]

TOE
FNEW _RIP.1 TOE
10

8.2.2.

TOE MFP

LAN
3.3 TOE TOE
TOE
SOF-

8.2.3.1T

TOE

TOE
TOE
EAL3
EAL
8.2.4.1T
IT
IT
° FDP_ACC.1
MFP
° FNEW _RIP.1

10
FIA AFL.1 TOE
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° EAL

ST

8.3. TOE

8.3.1. TOE

8.3.1.1.

TOE TOE

13 TOE

TOE

TOE

TOE

TOE

TOE

NINav'4

TOE

dINNS-NINQY'd

30INHG3S'4

g3sn'd

Xogdg'd

INI-dd’d

TIV-3LIIMEINO S

1dAdO'd

aaHd

13S34°4

FCS_CKM.1

FDP_ACC.1[1

—

FDP_ACC.1[2

—

FDP_ACC.1[3

—

FDP_ACF.1[1

FDP_ACF.1[2

— | |—

FDP_ACF.1[3

FIA_AFL.1[1]
FIA_AFL.1[2]

FIA_AFL.1[3]

FIA_AFL.1[4]

FIA_AFL.1[5]

FIA_AFL.1[6]
FIA_AFL.1[7]

FIA_ATD.1

FIA_SOS.1[1

— [—

FIA_SOS.1[2

FIA_SOS.1[3

—

FIA_SOS.1[4

FIA_SOS.1[5

—

FIA_SOS.1[6

—

(.
o | o |0 0|0 0|0

FIA_SOS.2

FIA_UAU.2[1]
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TOE

TOE

NINav'4

dINNS-NINQY'd

30INHG3S'4

g3sn'd

Xogd'd

INI-Ed'd

TIV-3LIIMEINO 'S

1dAdO'4

aaHd

13S34°4

FIA_UAU.2[2

—

FIA_UAU.2[3

—

FIA_UAU.2[4

(e

FIA_UAU.2[5

—

FIA_UAU.6

FIA_UAU.7

FIA_UID.2[1

FIA_UID.2[2

FIA_UID.2[3

FIA_UID.2[4

FIA_UID.2[5

—_ = =S = —

FIA_UID.2[6

FIA_USB.1

FMT_MOF.1[1]

FMT_MOF.1[2]

FMT_MSA.1[1

FMT_MSA.1[2

FMT_MSA.3[1

FMT_MSA.3[2

FMT_MTD.1[1

FMT_MTD.1[2

FMT_MTD.1[4

FMT_MTD.1[5

FMT_MTD.1[6

FMT_MTD.1[7

FMT_MTD.1[8

]
|
]
]
]
]
FMT_MTD.1[3]
]
]
]
]
]
]

FMT_MTD.1[9

FMT_MTD.1[10]

FMT_MTD.1[11]

FMT_SMF.1

FMT_SMR.1[1

FMT_SMR.1[2

FMT_SMR.1[3

]
|
]
FMT_SMR.1[4]

FMT_SMR. [5]

FPT_RVM.1

FPT_SEP.1

FTA_SSL.3

FNEW_RIP.1

FIA_NEW.1
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8.3.1.2.

TOE

® FCS_CKM.1

FCS_CKM.1
F.CRYPT

® FDP_ACC.1[1]
FDP_ACC.1[1]

F.ADMIN

F.BOX

® FDP_ACC.1[2]
FDP_ACC.1[2]

F.ADMIN

F.PRINT

® FDP_ACC.1[3]
FDP_ACC.1[3]
SMTP

F.ADMIN

F.ADMIN-SNMP

F.SERVICE

® FDP_ACF.1[1]
FDP_ACF.1[1]

HDD

DNS

MFP

TOE

HDD

DNS

HDD

HDD

SMTP

SHA-1 128bit
MFP
SMTP
MFP
DNS
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F.ADMIN

>

>

F.BOX

> 1D

® FDP_ACF.1[2]
FDP_ACF.1[2]

F.ADMIN
>
F.PRINT
>

>

® FDP_ACF.1[3]

FDP_ACF.1[3] HDD
SMTP DNS MFP
FADMIN
> HDD
> SMTP DNS MFP

F.ADMIN-SNMP

> SMTP DNS MFP

F.SERVICE
> HDD

® FIA AFL.1[1]
FIA_AFL.1[1]
F.SERVICE CE
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F.RESET

® FIA_AFL.1[2]
FIA_AFL.1[2]
FADMIN

F.RESET

® FIA_AFL.1[3]
FIA_AFL.1[3]

F.ADMIN-SNMP

F.RESET

® FIA_AFL.1[4]
FIA_AFL.1[4]
F.USER

F.RESET

® FIA_AFL.1[5]

FIA_AFL.1[5]

F.PRINT

F.RESET

® FIA_AFL.1[6]
FIA_AFL.1[6]

OFF/ON

OFF/ON

SNMP

MIB

OFF/ON

OFF/ON

OFF/ON

TOE
1 3
TOE
MIB
1 3
TOE
F.ADMIN
1 3
TOE
F.ADMIN
TOE
F.ADMIN

SNMP

MIB
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F.BOX

F.RESET OFF/ON TOE
F.ADMIN

® FIA_AFL.1[7]
FIA_AFL.1[7]
F.SERVICE

F.ADMIN

F.USER

F.BOX

F.PRINT

® FIA ATD.1
FIA_ ATD.1
F.BOX ID
FPRINT ID

® FIA SOS.1[1]
FIA_SOS.1[1] CE
F.ADMIN 8 92 ASCII 0x21 OX7E
0x22 0Ox2B

F.SERVICE CE 8 92 ASCII
0x21 OX7E 0x22 0x2B

® FIA_SO0S.1[2]
FIA_SOS.1[2] SNMP
F.ADMIN SNMP Privacy Authentication
8 95 ASCII 0x20 OX7E
F.ADMIN-SNMP SNMP Privacy Authentication
8 95 ASCII 0x20 OX7E
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® FIA_SOS.1[3]

FIA_SOS.1[3]
F.ADMIN
OX7E 0x22 0Ox2B
F.USER
OX7E 0x22 0Ox2B
® FIA SOS.1[4]
FIA_SOS.1[4] HDD
F.ADMIN HDD

0x21 OX7E
0x5C 0x5D
® FIA SOS.1[5]
FIA_SOS.1[5]
F.ADMIN
OX7E 0x22 0Ox2B
F.BOX

0x22 0Ox2B
F.PRINT

0x22 0Ox2B

® FIA_SOS.1[6]
FIA_SOS.1[6]
FADMIN
F.BOX
F.USER

® FIA SOS.2
FIA_SOS.2
FADMIN
F.BOX
F.USER

® FIA UAU.2[1]
FIA_UAU.2[1]
FSERVICE CE

92 ASCII 0x21
92 ASCII 0x21
20 83 ASCII

0x22 0x28 0x29 0x2C Ox3A O0x3B 0x3C Ox3E 0x5B

1010
1010
1010

1010
1010
1010

93 ASCII 0x20
93 ASCII 0x20 OX7E
93 ASCII 0x20 OX7E
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® FIA UAU.2[2]
FIA_UAU.2[2]
FADMIN

F.ADMIN-SNMP SNMP Privacy

MIB

® FIA UAU.2[3]
FIA_UAU.2[3]
F.USER

® FIA UAU.2[4]
FIA_UAU.2[4]
FPRINT

® FIA_UAU.2[5]
FIA_UAU.2[5]
F.BOX

® FIA UAU.6
FIA_UAU.6
FADMIN

F.SERVICE CE

® FIA_UAU.7
FIA_UAU.7 "
FADMIN
F.SERVICE
1 “ o CE
FPRINT

F.USER

Authentication

HDD
HDD

CE
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® FIA_UID.2[1]
FIA_UID.2[1]
F.SERVICE

® FIA_UID.2[2]
FIA_UID.2[2]
FADMIN
FADMIN-SNMP  MIB

® FIA_UID.2[3]
FIA_UID.2[3]
F.USER ID

® FIA_UID.2[4]
FIA_UID.2[4]
FPRINT

® FIA_UID.2[5]
FIA_UID.2[5]
F.BOX

® FIA_UID.2[6]
FIA_UID.2[6]
F.USER

® FIA USB.1
FIA_USB.1
FPRINT
) D"
F.BOX
) D"
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® FMT_MOF.1[1]
FMT_MOF.1[1]

F.ADMIN
F.ADMIN HDD
F.ADMIN
F.SERVICE HDD
HDD HDD

® FMT_MOF.1[2]
FMT_MOF.1[2] SNMP

F.ADMIN

F.ADMIN-SNMP SNMP SNMP

® FMT_MSA.1[1]
FMT_MSA.1[1] ID

F.ADMIN
F.ADMIN

F.BOX 1D

® FMT_MSA.1[2]
FMT_MSA.1[2]
FADMIN

F.BOX

® FMT_MSA.3[1]
FMT_MSA.3[1]
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F.ADMIN

F.BOX

ID

® FMT_MSA.3[2]

FMT_MSA.3[2]

F.PRINT

FMT_MTD.1[1]
FMT_MTD.1[1]
FADMIN

FMT_MTD.1[2]
FMT_MTD.1[2]
FADMIN

F.USER

FMT_MTD.1[3]
FMT_MTD.1[3]

F.ADMIN

F.ADMIN

SNMP

ID SNMP

F.ADMIN

ID SNMP

F.ADMIN
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F.ADMIN-SNMP SNMP SNMP

® FMT_MTD.1[4]
FMT_MTD.1[4]
FADMIN
FADMIN

F.BOX

® FMT_MTD.1[5]
FMT_MTD.1[5]
FADMIN
FADMIN

F.BOX

® FMT_MTD.1[6]
FMT_MTD.1[6]
FADMIN
F.SERVICE

® FMT_MTD.1[7]
FMT_MTD.1[7] SNMP

F.ADMIN
SNMP

® FMT_MTD.1[8]
FMT_MTD.1[8]
FPRINT

® FMT_MTD.1[9]
FMT_MTD.1[9] CE
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F.SERVICE CE

® FMT_MTD.1[10]

FMT_MTD.1[10] ID
FADMIN ID
F.USER
MFP ID

® FMT_MTD.1[11]
FMT_MTD.1[11] SNMP
FADMIN
SNMP
F.SERVICE
SNMP

® FMT_SMF.1
FMT_SMF.1
FADMIN
>
>
>
TSF
SNMP

TSF
SNMP

HDD
ID ID or

YV V V V

ID
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>
» SNMP Privacy Authentication
>
>

MIB

F.ADMIN-SNMP

» SNMP Privacy Authentication
» SNMP

F.SERVICE

> CE

>

>

» SNMP Privacy Authentication

HDD
HDD
HDD

F.USER

> MFP
ID
F.BOX

>

>

>
F.PRINT
>
F.ADMIN
>

>

» SNMP Privacy Authentication

® FMT_SMR.1[1]
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FMT_SMR.1[1]
FSERVICE CE

® FMT_SMR.1[2]
FMT_SMR.1[2]
FADMIN
F.ADMIN-SNMP SNMP Privacy Authentication

® FMT_SMR.1[3]
FMT_SMR.1[3]
F.USER
F.USER FBOX F.PRINT

® FMT_SMR.1[4]
FMT_SMR.1[4]
F.BOX

® FMT_SMR.1[5]
FMT_SMR.1[5]
F.USER

® FPT_RVM.1
FPT RVYM.1  TOE TSP
FADMIN
F.ADMIN-SNMP
F.SERVICE
F.USER
F.BOX

F.PRINT

F.HDD HDD HDD
“ HDD ”

Copyright © 2006 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
100/ 102



bizhub C252 / ineo” 251

® FPT_SEP.1
FPT_SEP.1

F.ADMIN

F.ADMIN-SNMP SNMP

F.USER

F.BOX

F.PRINT

F.SERVICE

® FTA SSL.3
FTA SSL.3
FADMIN

F.USER

® FNEW_RIP.1
FNEW_RIP.1

F.OVERWRITE-ALL

NVRAM SNMP

OFF

® FIA NEW.1
FIA NEW.1  TSF

F.HDD

HDD
HDD

HDD

HDD

TSF
HDD

TSF

HDD
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8.3.2. TOE
TOE
F.ADMIN
F.SERVICE CE
F.PRINT
F.BOX
F.ADMIN-SNMP SNMP
F.USER
F.ADMIN HDD
F.ADMIN
8 92 8 93 8 95
8 92 20 83
3
1010 TOE 1010
6.2 SOF-
5.1.2 TOE
SOF-
8.3.3. TOE
TOE IT TOE
8.3.1
8.3.4.
EAL3 6.4
TOE
8.4. PP
ST PP
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