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HiRDB/Single Server Version 7 07-03-10
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O.1&A

O.ACCESS_CONTROL

O.ACCESS_PRIVILEGE
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OEN.SERVER_HARDWARE
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OEN.HIiRDB_CLIENT

OEN. ADMINISTRATORS
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OEN.DATABASE_ADMINISTRATOR

OEN.AUDITOR

OEN.AUDIT_VIEWER

OEN.PASSWORD

OEN.SECURITY_PARAMETER

8-1

A.OS_ACCOUNT OS
OEN.OS_ACCOUNT
OEN.OS_ACCOUNT
(0N

A.REMOTE_OPERATION
OEN.HIRDB_SERVER_CONFIG
OEN.HIiRDB_SERVER_CONFIG HiRDB

HiRDB TOE

A.SERVER_HARDWARE
OEN.SERVER_HARDWARE
OEN.SERVER_HARDWARE HiRDB

A.NETWORK
OEN.NETWORK
OEN.NETWORK HiRDB
HiRDB HiRDB

A.TELEGRAM

OEN.HIiRDB_CLIENT
OEN.HIiRDB_CLIENT HiRDB
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HiRDB
< HiRDB / Run Time Version 7 HiRDB / Developer’s Kit Version 7
< UAP SQL

A. ADMINISTRATORS
OEN. ADMINISTRATORS

OEN. ADMINISTRATORS HiRDB
A.PASSWORD
OEN.PASSWORD
OEN.PASSWORD TOE DB
DB TOE

T.ILLEGAL_CONNECT
O.1&A OEN.PASSWORD

O.1&A TOE TOE DB
TOE DB
TOE DB
DB
OEN.PASSWORD DB

T.UNAUTHORIZED_ACCESS
O.ACCESS_CONTROL
O.ACCESS_CONTROL TOE DB DB

T.UNAUTHORIZED_PERMISSION_MODIFY
O.ACCESS_PRIVILEGE O.DATABASE_ADMINISTRATOR
O.ACCESS_PRIVILEGE
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O.DATABASE_ADMINISTRATOR
DBA DBA

P.ACCESS_PRIVILEGE
O.ACCESS_PRIVILEGE OEN.SCHEMA_OWNER

O.ACCESS_PRIVILEGE TOE

OEN.SCHEMA_OWNER TOE

P.DATABASE_ADMINISTRATOR DBA
O.DATABASE_ADMINISTRATOR
OEN.DATABASE_ADMINISTRATOR
O.DATABASE_ADMINISTRATOR TOE DBA
DBA TOE DBA

OEN.DATABASE_ADMINISTRATOR DBA TOE
DBA

P.AUDITOR

O.AUDIT OEN.AUDITOR
O.AUDIT TOE

OEN.AUDITOR

P.AUDIT_VIEWER
O.AUDIT OEN.AUDIT_VIEWER
O.AUDIT
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OEN.AUDIT_VIEWER

P.SECURITY_PARAMETER
O.1&A OEN.SECURITY_PARAMETER

O.1&A TOE
DBA
OEN.SECURITY_PARAMETER DBA TOE
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8.2.
8.2.1. TOE
TOE

8-2

TOE

TOE

TOE

8-2

TOE

TOE

O.I1&A

O.ACCESS_CONTROL
O.ACCESS_PRIVILEGE

O.DATABASE_ADMINISTRATOR

FAU_GEN.1

FAU_GEN.2

FAU_SAR.1

FAU_SAR.2

FAU_SAR.3

FAU_SEL.1

FAU_STG.1

FAU_STG.4

0[0]|0|0|0|0]|O]|O |O.AUDIT

FDP_ACC.1

FDP_ACF.1

FIA_AFL.1

FIA_ATD.1

FIA_SOS.1

FIA_UAU.2

FIA_UID.2
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FIA_USB.1

FMT_MSA.1

0
0

FMT_MSA.3

FMT_MTD.1
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FMT_SMF.1 o o|o|o
FMT_SMR.2 o| ol o
FPT_RVM.1 o| o o
FPT_SEP.1 olo|o|o|o
FPT_STM.1 o
8-2 TOE TOE
TOE TOE

O.I&A TOE
FIA_AFL.1 FIA_ATD.1 FIA_SOS.1 FIA_UAU.2 FIA_UID.2

FMT_MSA.1 FMT_MTD.1 FMT_SMF1 FPT_RVM.1 FPT_SEP.1

FIA_AFL.1 TOE
FIA_ATD.1 TOE DB
FIA_SOS.1 TOE
FIA_UAU.2 FIA_UID.2 TOE
FMT_MSA.1 TOE DB
FMT_MTD.1 TOE

DBA
FMT_SMF.1 TOE TSF
FPT_RVM.1 TOE TOE
FPT_SEP.1 TOE TSF
TSF

O.ACCESS_CONTROL
FDP_ACC.1 FDP_ACF.1 FIA_ATD.1 FIA_USB.1 FMT_MSA.1

FMT_MSA.3 FPT_RVM.1 FPT_SEP.1

FDP_ACC.1 FDP_ACF1 TOE DB
DB
FIA_ATD.1 FIA_USB.1 TOE DB
DB
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FMT_MSA.1 TOE
FMT_MSA.3 TOE
FPT_RVM.1 TOE
FPT_SEP.1 TOE  TSF
TSF

O.ACCESS_PRIVILEGE
FIA_ATD.1 FIA USB.1 FMT_MSA.l FMT_SMF1 FMT_SMR.2

FPT_SEP.1
FIA_ATD.1 FIA_USB.1 TOE DB
DB

FMT_MSA.1 TOE
FMT_SMF.1 TOE
FMT_SMR.2 TOE
FPT_SEP1 TOE  TSF
TSF

O.DATABASE_ADMINISTRATOR DBA
FIA_ATD.1 FIA_USB.1 FMT_MSA.l FMT_SMF1 FMT_SMR.2

FPT_SEP.1
FIA_ATD.1 FIA_USB.1 TOE DB DBA
DB
FMT_MSA.1 TOE

DBA DBA
FMT_SMF.1 TOE DBA
FMT_SMR.2 TOE DBA TOE
DBA
FPT_SEP.1 TOE  TSF
TSF
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FAU SAR.3 FAU SEL.1 FAU STG.1 FAU _STG.4 FIA_ATD.1 FIA_USB.1 FMT_MSA.1
FMT_MTD.1 FMT_SMF.1 FMT _SMR.2 FPT_RVM.1 FPT SEP.1 FPT_STM.1

FAU_GEN.1 TOE 5-1

FAU_GEN.2 TOE

FAU_SAR.1 TOE

FAU_SAR.2 TOE

FAU_SAR.3 TOE

FAU_SEL.1 TOE

FAU_STG.1 TOE

FAU_STG.4 TOE

FIA_LATD.1 FIA_USB.1 TOE DB
DB

FMT_MSA.1 TOE

FMT_MTD.1 TOE

FMT_SMF.1 TOE

FMT_SMR.2 TOE

FPT_RVM.1 TOE

FPT_SEP.1 TOE  TSF

TSF

FPT_STM.1
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FPT _RVM.1
FPT _SEP.1
FPT_STM.1
o CcC 2
CcC 2
CcC 2
8-3 TOE
8.2.4.
FPT_RVM.1 TSC FIA_UAU.2
FIA_UID.2 FDP_ACC.1 FDP_ACF.1
FAU_GEN.1
FPT_SEP.1 TSF
TOE
8.2.5.
FAU 8
FIA_UID.2 FMT_MTD.1 FPT_STM.1 TSP FPT_RVM.1 TSF
FPT _SEP.1
FIA_UID.2 FAU_GEN.2
FMT_MTD.1 TSF
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FMT_MSA.1
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FPT_RVM.1 FPT_SEP.1
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FAU_GEN.2
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FPT_RVM.1 TSP
FPT_SEP.1 TSF

FMT 5

FPT_RVM.1 FPT_SEP.1
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FPT_SEP.1 TSF

TSF
TSF FPT

FPT_RVM.1 TSP

8.2.6.
5-7

FAU_SEL.1
TOE

FAU_STG.4
TOE

FDP_ACF.1

FIA_AFL.1
TOE
FIA_ATD.1

FIA_USB.1

FMT_MSA.1
TOE
FMT_MSA.3

TOE
FMT_MTD.1
TOE
FMT_SMR.2
TOE

TSF

FPT_SEP.1 TSF
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TOE
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SF.AUD.GEN
SFAUD.TBL

SF.AUD.FIL

SFACC.TBL

SF.I&A.CON

SF.I&A.HOW
SFI&A.LCK

SF.PRV.CTL

TOE

TOE

8-4

TOE

TOE

FAU_GEN.1
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TOE
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SF.AUD.GEN TOE

FAU_SAR.1

SF.AUD.TBL
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FAU_SAR.2

SF.AUD.TBL

SF.AUD.TBL

FAU_SAR.3

SF.AUD.TBL

SF.AUD.TBL TOE

FAU_SEL.1
SF.AUD.GEN

SF.AUD.GEN TOE

FAU_STG.1

SF.AUD.TBL

SF.AUD.TBL TOE
DB
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FAU_STG4
SF.AUD.FIL

SF.AUD.FIL TOE

FDP_ACC.1
FDP_ACF.1
SFEACC.TBL

SEACC.TBL TOE FDP_ACC.1.1 FDP_ACF.1.1
FDP_ACF.1.2
63 64 65 FDP_ACF.1.2

FIA_AFL.1
SFI&A.LCK

SFI&A.LCK TOE

FIA_ATD.1
SF.PRV.CTL SFAUD.TBL

SEPRV.CTL SFAUD.TBL TOE DB
FIA_SOS.1
SF.I&A.HOW
SF.I&A.HOW TOE 6 15
30
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FIA_UAU.2
FIA_UID.2
SF.I&A.CON

SF.1&A.CON TOE DB
TOE

FIA_USB.1
SF.I&A.CON

SF.1&A.CON TOE DB

FMT_MSA.1
SEPRV.CTL SFAUD.TBL

SE.PRV.CTL TOE

SF.AUD.TBL TOE
FMT_MSA.3

SE.PRV.CTL

SE.PRV.CTL TOE

FMT_MTD.1 TSF

TOE

SFAUD.GEN SFAUD.TBL SF.PRV.CTL

SF.AUD.GEN TOE

SF.AUD.TBL TOE

SE.PRV.CTL TOE
DBA
FMT_SMF.1

SFAUD.GEN SFAUD.TBL SF.PRV.CTL
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SEPRV.CTL SFAUD.TBL TOE FMT_MSA.1
SFAUD.GEN SFAUD.TBL SF.PRV.CTL TOE  TSF FMT_MTD.1
FMT_SMR.2
SFE.PRV.CTL
SEPRV.CTL TOE
DB TOE DBA

FPT_RVM.1 TSP
SF.AUD.GEN SF.I&A.CON SFACC.TBL

SF.AUD.GEN TOE
SF.1&A.CON TOE TOE
SFACC.TBL TOE

FPT_SEP.1 TSF
SFAUD.GEN SFAUD.TBL SFAUD.FIL SFACC.TBL SFI&A.CON SF.I&A.HOW
SFI&A.LCK SF.PRV.CTL

TOE

FPT_STM.1
SF.AUD.GEN

SF.AUD.GEN TOE
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