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1. ST
ST

1.1. ST

TOE:

cC

ST CcC

Canon iR5570/iR6570 Series Encrypted Printing Software-B1 Security Target
2005/3/29

V1.12

Canon iR5570/iR6570 Series
Encrypted Printing Software-B1 Version 1.01
Canon iR5570/iR6570
B1 Version 1.01

CANON iR image RUNNER PDL MFP
IC LIPS UFR PCL

Common Criteria for Information Technology Security Evaluation, Version 2.1, August
1999
1999 8 2.1
13 1 1.2
-0210 2
-0407
CCIMB Interpretations — 0407

EAL2
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1.2. ST

ST TOE

Security Target

TOE Canon iR5570/iR6570 Series Encrypted Printing Software-B1

1.3. CC

TOE CcC
cC
CcC
EAL2
ST PP

1.4.

1-1

PDL

Page Description Language

PDL

PDL

PC (ON)

PDL

PDL

PDL

MFP

MFP

PC

TOE
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PC

(ON)

TOE
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2. TOE

TOE

2.1. TOE

TOE
e <Add-in
Windows

o <MFP

TOE

TOE

>

MFP<Canon iR 5570/iR 6570

2.2. TOE
PC
PC
PC
e PC
[ ]
TOE
[
[ ]
TOE
>
<Add-in
HASH <MFP
2.3.2.

PC

PC

PDL
PDL

PDL
TOE

PDL

PC
MFP
SSL SSH
<Add-in > <MFP
<Add-in > <MFP >
IC
IC
IC
PDL
HASH IC HASH
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1 <Add-in > <MFP >
[ IC Card R/W ] r N
IC Card R/W
4 N\
IC
PDL IC
\_ J
4 N\
AN Y,
4 N\
PDL
IC IC
PDL S )
PDL HASH
Car R/W IC
1:
TOE <Add-in > IT IC
TOE
TOE <MFP > IT IC
PC MFP Ethernet LAN USB
TOE 2.3.2.
<Add-in >
e PDL
[ ]
<MFP >
e PDL
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2.3. TOE

TOE
2.3.1. TOE
TOE
TOE <Add-in > <MFP >
<Add-in > <MFP >
2-1
2-1
IC 1ISO7816 IC
<Add-in > 2-2
2-3
2-2 <Add-in >
PC CPU Windows PC
oS
IC IC IC
2-3 <Add-in >
OS Windows XP Professional/Home Windows XP Professional/Home Edition
Edition
Windows 2000 Professional Windows 2000 Professional
SP4 SP4
Canon PCL5e/5c¢ Printer Driver for Canon LIPS4 Printer Driver for Microsoft
Microsoft Windows Version 6.60 Windows Version 10.40
Canon LIPS LX Printer Driver for
Canon UFR Il Printer Driver for Microsoft Windows Version 1.20
Microsoft Windows Version 1.20
Canon UFR Printer Driver for Microsoft
Windows Version 1.30
<Add-in > | Encrypted Secured Print Driver Add-in Add-in
for Client PC Smart Card Support for Client PC IC Version
Version 1.10c 1.10c
IC IC
<MFP > 2-4
2-5
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2-4 <MFP >
MFP iR 5570/ iR 6570
512MB
Expansion Bus-C1 PCI C1
USB Application Interface Board-D1 USB D1
IC IC IC
2-5 <MFP >
<MFP System Software System Software
>
IC SSO IC Card Smart Card SSO IC Card Smart Card
<MFP >
Canon PCL5e/5¢ Printer Driver for Canon LIPS4 Printer Driver for Microsoft
Microsoft Windows Version 6.60 Windows Version 10.40
Canon UFR Il Printer Driver for Canon LIPS LX Printer Driver for
Microsoft Windows Version 1.20 Microsoft Windows Version 1.20
TOE <Add-in > <MFP >
2.3.2. TOE
TOE <Add-in > <MFP >
<Add-in >
PDL
TOE PDL
TOE
/
ST
<MFP >
<Add-in > PDL
HASH <MFP >
<MFP >
IC PDL IC
PDL PDL
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PDL HASH
HASH <Add-in > PDL HASH
PDL
TOE PDL
TOE
PDL
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3. TOE

3.1.

A.PRODUCTS: TOE
TOE TOE
<Add-in > <MFP >
IC
<Add-in >
PC
IC
0s

IC
<MFP >
MFP
512MB

IC
IC

A.IC_CARD: IC
IC

ASETTING:
<Add-in > TOE

3.2.

T.WIRETAP_DATA: PDL
PC PDL

T.PRINTOUT:
<MFP > TOE

T.MISUSE:
TOE PDL
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3.3.

Copyright(C) 2005, Canon Inc. All rights reserved.

Page-14



Canon

TOE

4.1. TOE

O.CONFIRM_PRINTJOB:

TOE <MFP

O.ENCRYPT_SEND:
TOE <Add-in

O.SETTING:
TOE <Add-in

4.2.
4.2.1. IT

OE.ENCRYPT_KEY:

IC PDL

OE.ROLE:
(ON)

OE.DECRYPT_KEY:

IC

4.2.2. non-IT

OE.PRODUCTS:
TOE
<Add-in
IC
<Add-in >
PC
IC
0S

IC
<MFP
MFP

PDL

PDL

MFP

PDL
PDL

TOE
TOE

> <MFP >

PDL <MFP

TOE /

PDL HASH
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512MB
IC
IC
OE.SETTING
<Add-in > TOE
OE.IC_CARD IC

IC
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TOE IT

a,b,c
<Add-in > <MFP >
<Add-in >
A <MFP > M
5-1 TOE IT

5-1

A FCS_CKM.1A
FCS_CKM.4A
FCS_COP.1Aa
FMT_MOF.1A

<Add-in

FCS_CKM.4M
FCS_COP.1Ma
FCS_COP.1Mb
FDP_IFC.1M
FDP_IFF.1M
FMT_MSA.3M
FPT_RVM.1M

TOE

<MFP

IC FCS_COP.1AD
FCS_COP.1Ac

oS FIA_UID.2A
FMT_SMR.1A

<Add-in

FCS_COP.IMc

IT
>
)

<MFP
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5.1. TOE
TOE
5.1.1. TOE
TOE
TOE CcC 2
5.1.1.1. <Add-in >
5.1.1.1.1. FCS( )
FCS_CKM.1A
FCS_CKM.1.1 TSF [ ]
[ ]
[ ]
5-2
Triple DES .
PDL 168bit
AES .
PDL 256bit
[FCS_CKM.2
FCS_COP.1 ]
FCS_CKM.4
FMT_MSA.2
FCS_CKM.4A
FCS_CKM.4.1 TSF [ : | [ NULL
1
[FDP_ITC.1
FCS_CKM.1 1
FMT_MSA.2
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FCS_COP.1Aa
FCS_COP.1.1 TSF [ 1 [
] [
1] [ ]
5-3
PDL Triple DES FIPS PUB 46-3 Triple DES 168bit
PDL AES FIPS PUB 197 AES 256bit
[FDP_ITC.1
FCS_CKM.1 ]
FCS_CKM.4
FMT_MSA.2
5.1.1.1.2. FMT ( )
FMT_MOF.1A
FMT_MOF.1.1 TSF [ :TOE n .
] [ 1
FMT_SMF.1
FMT_SMR.1
5.1.1.2. <MFP >
5.1.1.2.1. FCS( )
FCS_CKM.4M
FCS_CKM.4.1 TSF [ ] [ :NULL
1
[FDP_ITC.1
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FCS_CKM.1 ]
FMT_MSA.2

FCS_COP.1Ma

FCS_COP.11 TSF [ ] [

1 [ ]

5-4

PDL Triple DES FIPS PUB 46-3 Triple DES 168bit
PDL AES FIPS PUB 197 AES 256hit

[FDP_ITC.1

FCS_CKM.1 ]
FCS_CKM.4
FMT_MSA.2

FCS_COP.1Mb

FCS_COP.11 TSF [ ] [

1 [ ]

5-5

PDL
HASH

FIPS PUB 180-2 SHA-1

[FDP_ITC.1
FCS_CKM.1 ]

FCS_CKM.4
FMT_MSA.2

5.1.1.2.2. FDP ( )
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FDP_IFC.1M
FDP_IFC.1.1 TSF [ ]
[ ]
5-6
FDP_IFF.1
FDP_IFF.1M
FDP_IFF.1.1  TSF [ -
1 o
]
5-7
<MFP > PDL
HASH
PDL
HASH
FDP_IFF.1.2  TSF
|
1
5-8
<MFP > PDL
HASH PDL HASH
FDP_IFF13 TSF [ ]
FDP_IFF.1.4  TSF [ ]
FDP_IFF.15 TSF 3|
1
FDP_IFF.16  TSF | _

_1]
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FDP_IFC.1
FMT_MSA.3

5.1.1.2.3. FMT (

FMT_MSA.3M

FMT_MSA3.1 TSF SFP
[ 1]
FMT_MSA.3.2 TSF
FMT_MSA.1
FMT_SMR.1
5.1.1.2.4. FPT TSF
FPT RVM.1IM TSP
FPT RVM.1.1 TSF  TSC
5.1.2.
ST SOF-
TOE
5.1.3. TOE
TOE
TOE EAL2
EAL2

5-9

TSP

CcC

cCc 3

: EAL2

ACM

ACM_CAP.2
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ADO ADO_DEL.1, ADO_IGS.1

ADV ADV_FSP.1, ADV_HLD.1, ADV_RCR.1
AGD AGD_ADM.1, AGD_USR.1

ATE ATE_COV.1, ATE_FUN.1, ATE_IND.2
AVA AVA_SOF.1, AVA_VLA.1
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5.2.1.1. <Add-in > IT

5.2.1.1.1. FCS ( )

FCS_COP.1Ab

FCS_ COP.1.1 TSF [ ] [

1 [ ]

5-10

PDL PKCS#1 RSA 1024bit

[FDP_ITC.1

FCS_CKM.1 ]
FCS_CKM.4
FMT_MSA.2

FCS_COP.1Ac

FCS_ COP.1.1 TSF [ ] [

1 [ ]

5-11
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PDL HASH FIPS PUB 180-2 SHA-1
[FDP_ITC.1
FCS_CKM.1 ]
FCS_CKM.4
FMT_MSA.2
5.2.1.1.2. FIA( )
FIA_UID.2A
FIA_UID.1
FIA UID.21 TSF TSF
5.2.1.1.3. FMT ( )
FMT_SMR.1A
FMT_SMR.1.1 TSF [ ]
FMT_SMR.1.2 TSF
FIA_UID.1
5.2.1.2. <MFP > IT
5.2.1.2.1. FCS(
FCS_COP.1Mc
FCS_COP.1.1 TSF [ ] [
] [
1 [ ]
5-12
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PDL PKCS#1 RSA 1024bit
[FDP_ITC.1
FCS_CKM.1 ]
FCS_CKM.4
FMT_MSA.2

5.2.2. 1T

TOE IT
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TOE
6-1 TOE <Add-in > <MFP >
6-1
= SF.A.ENCRYPT FCS_CKM.1A, FCS_CKM.4A, FCS_COP.1Aa
5
= A
f,’: SF.A.SETTING FMT_MOF.1A

SF.M.CONFIRM_PRINTJOB

FDP_IFC.1IM, FDP_IFF.IM, FMT_MSA.3M, FPT_RVM.1M,
FCS_COP.1Mb

SF.M.DECRYPT

<MFP

FCS_CKM.4M, FCS_COP.1Ma

SF.M.CONFIRM_PRINTJOB HASH ST
SOF-
6.1.1. <Add-in >
SF.A.LENCRYPT: PDL
FCS_CKM.1A, FCS_CKM.4A, FCS_COP.1Aa
TOE PDL <Add-in > <MFP > PDL
TOE Triple DES AES
Triple DES
PDL 168bit PDL
FCS_CKM.1A
168bit PDL PDL FIPS PUB 46-3
Triple DES FCS COP.1Aa
PDL NULL FCS_CKM.4A
AES
PDL 256bit  PDL
FCS_CKM.1A
256bit  PDL PDL FIPS PUB 197
AES FCS_COP.1Aa
PDL NULL FCS _CKM.4A
<MFP > PDL PDL
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<MFP >
PDL HASH
PDL PDL HASH IC
<MFP >
PDL
PDL HASH
PDL
SF.A.SETTING:
FMT_MOF.1A
TOE
/ FMT_MOF.1A
TOE MFP PDL
6.1.2. <MFP >
SF.M.CONFIRM_PRINTJOB:
FCS_COP.1Mb, FDP_IFC.1M, FDP_IFF.1IM, FMT_MSA.3M, FPT_RVM.1M
PDL HASH
<MFP > IC PDL
IC
PDL FIPS PUB 180-2 SHA-1
HASH FCS_COP.1Mb
PDL HASH PDL
HASH
FDP_IFC.1M, FDP_IFF.1IM, FMT_MSA.3M, FPT_RVM.1M
SF.M.DECRYPT: PDL
FCS_CKM.4M, FCS_COP.1Ma
TOE SF.A.ENCRYPT PDL SF.M.DECRYPT PDL
<Add-in > <MFP > PDL
<MFP > IC PDL
IC PDL
TOE Triple DES AES
Triple DES
168bit PDL PDL FIPS PUB 46-3
Triple DES FCS_COP.1Ma
PDL NULL
FCS_CKM.4M
AES
256bit PDL PDL FIPS PUB 197
AES FCS_COP.1Ma
PDL NULL
FCS_CKM.4M
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TOE 5.1.3.
TOE
6-2

ASE Security Target
ACM_CAP.2 | Encrypted Printing Software-B1 Configuration Management
ADO_DEL.1 | Encrypted Printing Software-B1 Delivery Procedures

<Add-in > Readme.txt
ADO_IGS.1 <MFP > B1

<MFP > Encrypted Printing Software-B1 Installation Procedure
ADV_FSP.1
ADV_HLD.1 | Encrypted Printing Software-B1 Security Development
ADV_RCR.1
AGD_ADM.1 | <Add-in >Help

<Add-in >Readme.txt
AGD USR.1 | <MFP >

<MFP > Encrypted Printing Software User’s Guide
ATE_COV.1 Encrypted Printing Software-B1 Test Plan

Encrypted Printing Software-B1 Test Report
ATE_FUN.1
ATE_IND.2 TOE
AVA_VLA1 o . ]

Encrypted Printing Software-B1 Vulnerability Analysis
AVA_SOF.1
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7. PP
PP
7.1. PP
PP
7.2. PP
PP
7.3. PP
PP
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TOE
TOE
8-1
<
'_
5
)
—~ N =
olo %2
Slz|z|g|o|w
D ISIE|lw|E |3
= < B & =
a Qg |2 |E|=
(< | < ||+ |F
O.CONFIRM_PRINTJOB X
O.ENCRYPT_SEND X
O.SETTING X
OE.ROLE X
OE.ENCRYPT_KEY X
OE.DECRYPT_KEY X
OE.PRODUCTS X
OE.SETTING X
OE.IC_CARD X
8.1.1.

T.WIRETAP_DATA
O.ENCRYPT_SEND OE.ENCRYPT_KEY
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O.ENCRYPT_SEND TOE PDL
PDL PDL OE.ENCRYPT_KEY IC
T.PRINTOUT

O.CONFIRM_PRINTJOB OE.DECRYPT_KEY
O.CONFIRM_PRINTJOB TOE <Add-in >
PDL HASH <MFP >

OE.DECRYPT_KEY PDL
HASH

T.MISUSE
O.SETTING

O.SETTING <Add-in > TOE

8.1.2.

A.PRODUCTS
OE.PRODUCTS

TOE TOE
A.IC_CARD
OE.IC_CARD
IC
A. SETTING
OE. SETTING OE.ROLE

OE.ROLE OE.SETTING
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8.2.
8.2.1.

8-2

8-2

TOE IT

O.CONFIRM_PRINTJOB
OE.ENCRYPT_KEY
OE.DECRYPT_KEY

O.SETTING
OE.ROLE

FCS_CKM.1A

FCS_CKM.4A

X | X | X | O.ENCRYPT_SEND

FCS_COP.1Aa

FMT_MOF.1A X

FCS_CKM.4M

FCS_COP.1Ma

TOE

FCS_COP.1Mb

FDP_IFC.1M

FDP_IFF.1M

FMT_MSA.3M

X | X | X | X | X | X|X

FPT_RVM.1IM

FCS_COP.1Ab X

FCS_COP.1Ac X

FIA_UID.2A X

IT

FMT_SMR.1A X

FCS_COP.1Mc X

O.CONFIRM_PRINTJOB

FCS_COP.IMa FCS_CKM.4M FDP_IFC.IM FDP_IFF.IM FMT_MSA.3M FPT_RVM.IM
FCS_COP.1Mb

Copyright(C) 2005, Canon Inc. All rights reserved.
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<MFP >
FCS_COP.1Mb PDL HASH
FDP_IFC.1IM FDP_IFF.1M
PDL HASH PDL
HASH
FCS _COP.1Ma PDL PDL
FCS_CKM.4M PDL
FMT_MSA.3M
FPT_RVM.1M
O.ENCRYPT_SEND
FCS CKM.1A FCS CKM.4A FCS _COP.1Aa
PDL <Add-in > PDL <MFP > PDL
PDL
PDL <Add-in >
FCS_CKM.1A TOE PDL PDL
FCS COP.1Aa PDL
FCS _CKM.4A PDL
O.SETTING
FMT_MOF.1A
FMT_MOF.1A TOE /
OE.ENCRYPT_KEY
FCS COP.1Ab FCS_COP.1Ac
FCS_COP.1Ab IC PDL
FCS COP.1Ac IC PDL HASH
OE.ROLE
FIA UID.2A FMT_SMR.1A
FMT_SMR.1A oS
FIA _UID.2A oS 0S
OE.DECRYPT_KEY
FCS _COP.1Mc
FCS_COP.1Mc IC PDL
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8.2.2.
TOE PC
TOE PC
TOE TOE
EAL
8.2.3.
8-3
cc ST ST
*
8-3
cc ST
FCS_CKM.2 FCS COP.1 | FCS_COP.1A
FCS_CKM.1A FCS_CKM.4 FCS_CKM.4A
EMT_MSA.2 FMT_MSA2 *
FDP_ITC.1 FCS CKM1 | FCS_CKM.1A
FCS_CKM.4A FMT_MSA.2 FMT_MSA2 *
FDP_ITC.1 FCS CKM.1 | FCS_CKM.1A
FCS_COP.1Aa FCS_CKM.4 FCS CKM.4A
FMT_MSA 2 FMT_MSA2 *
FMT_SMF.1 FMT_SMF.1 *
FMT_MOF.1A FMT_SMR.1 FMT_SMR.1A
FDP_ITC.1 FCS CKM1 | FCS_CKM.1A
FCS_CKM.4M FMT_MSA.2 FMT_MSA2 *
FDP_ITC.1 FCS CKM.1 | FCS_CKM.1A
. | Fcs copama FCS_CKM.4 FCS_CKM.4M
o FMT_MSA.2 FMT_MSA2 *
FDP_ITC.1 FCS CKM.1 | or-Ted =
— . — . *
FCS_COP.1Mb FCS_CKM.4 Egg_gm}1 -
FMT_MSA.2 _CKM.
FMT_MSA.2 *
FDP_IFC.IM FDP_IFF.1 FDP_IFE.IM
FDP_IFC.1 FDP_IFC.IM
FDP_IFF.IM FMT_MSA3 EMT_MSA 3M
FMT_MSA.1 FMT_MSA1 *
FMT_MSA.3M VT SMR L TSR 1A *
FPT_RVM.IM
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cc ST
FDP ITC.1 FCS CKM.1 FOP_ITC.1 *
—_ * —_ ’ *
FCS_COP.1Ab FCS_CKM.4 Egg‘gimﬁ x
FMT MSA.2 = '
- FMT_MSA.2 *
FDP ITC.1 FCS CKM.1 FOP_ITC.1 *
—_ * —_ ’ *
FCS_COP.1Ac FCS_CKM.4 Egg‘gimﬁ x
FMT MSA.2 = '
- FMT_MSA.2 *
FIA_UID.2A
|_
= | EMT SMRIA FIA UID.1 FIA UID.2A
FDP_ITC.1 Fes.ckm1 | o-Ted
—_ * —_ ’ *
FCS_COP.1Mc FCS_CKM.4 Egg‘gimiﬁ *
FMT MSA.2 - '
- FMT_MSA.2 *

FMT_MSA.3M FMT_MSA.1 FMT_SMR.1

FMT_MSA.3M <MFP
> PDL HASH
PDL HASH FMT_MSA.3.2
FMT_MSA.1
FMT_SMR.1

FCS_CKM.1IA FCS CKM.4A FCS_COP.1Aa FMT_MSA.2
FCS_CKM.IA FCS_CKM.4A FCS_COP.1Aa PDL

PDL
TOE

FMT_MOF.1A FMT_SMF.1

TOE
8-4

cc TOE
FCS_CKM.1A | a)
FCS_ CKM.4A | a)
FCS_COP.1Aa N/A
FMT_MOF.1A | a) oS
FCS_CKM.4M | a)
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cc TOE
FCS_COP.1Ma N/A
FCS_COP.1Mb N/A
FDP_IFC.IM N/A
FoPIFFAM | Y )

a)

a)
FMT_MSA:3M | b) SFP K
FPT_RVM.1M N/A
FMT_SMF.1 TOE
FCS_CKM.4M FCS_COP.IMa  FMT_MSA.2
FCS_CKM.4M FCS_COP.1Ma PDL
PDL IC
PDL
TOE
FCS_COP.IMb  FDP_ITC.1 FCS_CKM.1 FCS_CKM.4 FMT_MSA.2
FCS_COP. 1Mb Ic HASH HASH
FCS_COP.IAb  FDP_ITC.1 FCS_CKM.1 FCS_CKM.4 FMT_MSA.2
FCS_COP.1Ab  IT PDL
PDL IC IC
TOE

FCS_COP.1Ac  FDP_ITC.1 FCS_CKM.1 FCS_CKM.4 FMT_MSA.2
FCS_COP.1Ac  PDL Ic HASH HASH
FCS_COP.IMc  FDP_ITC.1 FCS_CKM.1 FCS_CKM.4 FMT_MSA.2
FCS_COP.1 Mc PDL
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PDL IC IC
TOE
<Add-in > <MFP >
<Add-in > PC
FMT_MOF.1A
<MFP >
FPT_RVM.1M FDP_IFC.1IM FDP_IFF.1IM FMT_MSA.3M
MFP TOE
FMT_MOF.1
FAU
8.2.4.
ST SOF-
TOE PC MFP
SOF-
8.3.1.
TOE TOE 8-5
8-5 TOE TOE
< c | 2 >
313|235 2|2|=|=|5|3
2l2|slel2|s|slo|El2|2
D E' el I = | 5 E' =
3183181818 |8|a|a|=|k&
LL LL LL L LL LL LL LL LL L LL
SF.A.ENCRYPT X | X | X
SF.A.SETTING X
SF.M.CONFIRM_PRINTJOB X | X | X | X | X
SF.M.DECRYPT X | X

FDP_IFC.IM FDP_IFF.IM FMT_MSA.3M FPT_RVM.1IM

SF.M.CONFIRM_PRINTJOB
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SF.M.CONFIRM_PRINTJOB <MFP
PDL HASH
HASH

FCS_CKM.1A
SF.A.ENCRYPT

SF.AEENCRYPT  Triple DES AES
Triple DES PDL

PDL

AES PDL

FCS_CKM.4A
SF.A.ENCRYPT

SF.A.ENCRYPT Triple DES AES

FCS_COP.1Aa
SF.A.ENCRYPT

SF.A.EENCRYPT  Triple DES AES
Triple DES 168bit PDL
Triple DES
AES 256bit  PDL
AES

FMT_MOF.1A
SF.ASETTING

SF.ASETTING TOE

FCS_CKM.4M
SF.M.DECRYPT

SF.M.DECRYPT Triple DES AES

FCS_COP.1Ma
SF.M.DECRYPT

> IC
PDL
168bit
256bit PDL
PDL NULL
PDL FIPS PUB 46-3
PDL FIPS PUB 197
PDL NULL
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<MFP > IC PDL
IC PDL
SF.M.DECRYPT Triple DES AES
Triple DES
168bit PDL PDL FIPS PUB 46-3
Triple DES
AES
256bit PDL PDL FIPS PUB 197
AES
FCS_COP.1Mb

SF.M.CONFIRM_PRINTJOB

SF.M.CONFIRM_PRINTJOB  <MFP >
<MFP > IC PDL
IC PDL HASH

8.3.2.

ST SF.M.CONFIRM_PRINTJOB
SOF- ST SOF-

SF.M.CONFIRM_PRINTJOB SOF-

8.3.3.

TOE <Add-in > SF.A.SETTING

PC
SF.A.ENCRYPT <Add-in > PDL
SF.M.DECRYPT <MFP > PDL
PDL

SF.A.ENCRYPT SF.M.DECRYPT

SF.M.CONFIRM_PRINTJOB <MFP > IC
PDL HASH PDL
HASH

8.3.4.
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EAL2 8-6
8-6 TOE
T e T R P B T U T e 0 T (I (R R s I e
Cldlglal@le| 2|25
SlwWw Bl |2|o|ajao|5/2|d|0
g = S]] ] = <) Z| 2| 2
=| 0| O oo
w3 883|338 ke sS
< €| ||| C|C|C| || <
Security Target X
Encrypted Printing Software-B1 X
Configuration Management
Encrypted Printing Software-B1
Delivery Procedures X
<Add-in > Readme.txt X X | X
<MFP >
B1 X
<MFP > Encrypted Printing
Software-B1 Installation Procedure
Encrypted Printing Software-B1
L X | X | X
Security Development
<Add-in > Help X | x
<MFP >
. X | X
<MFP > Encrypted Printing
Software User's Guide
Encrypted Printing Software-B1 x | x
Test Plan
Encrypted Printing Software-B1
Test Report XX
TOE X
Encrypted Printing Software-B1 x | x
Vulnerability Analysis
Encrypted Printing Software-B1 Configuration Management TOE
ACM_CAP.2
Encrypted Printing Software-B1 Delivery Procedures TOE
ADO_DEL.1
<Add-in >Readme.txt TOE <Add-in >
ADO_IGS.1
<MFP > B1
<MFP > Encrypted Printing Software-B1 Installation Procedure TOE <MFP
> ADO_IGS.1
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TSF

Encrypted Printing Software-B1 Security Development TOE
ADV_FSP.1

Encrypted Printing Software-B1 Security Development TOE
ADV _HLD.1

Encrypted Printing Software-B1 Security Development TOE

ADV_RCR.1
<Add-in >Help <Add-in >Readme.txt TOE <Add-
> AGD_ADM.1
<Add-in >Help <Add-in >Readme.txt TOE <Add-
> AGD_USR.1
<MFP > <MFP
> Encrypted Printing Software User’s Guide TOE <MFP >
AGD_ADM.1
<MFP > <MFP
> Encrypted Printing Software User’s Guide TOE <MFP >
AGD_USR.1
Encrypted Printing Software-B1 Test Plan Encrypted Printing Software-B1 Test Report
TSF ATE_COV.1
Encrypted Printing Software-B1 Test Plan Encrypted Printing Software-B1 Test Report
ATE_FUN.1
TOE ATE_IND.2

Encrypted Printing Software-B1 Vulnerability Analysis
AVA_VLA1

Encrypted Printing Software-B1 Vulnerability Analysis TOE
AVA_SOF.1

EAL2
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