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2 AES

AESO0OO0OO0O00DOOOOO0ODOCOOO0OOCOOOO0ODODOODOOOODOOOOODODOOOO
gboboboboboobooboooooon

o KAT-Text: Variable Plaintext(Ciphertext) Known Answer Test

KAT-Key: Variable Key Known Answer Test
KAT-GFSbox: GFSbox Known Answer Test
KAT-KeySbox: KeySbox Known Answer Test
MMT: Multi-block Message Test
MCT: Monte Carlo Test

gbobobobobobobobooboooobooobooboooooo

2.1 000000000 (*.par)
0O 1: AESO0D00000000
’ oo oo \ oo
(0D0) | [Algorithm Name] AES
000 | [Function Name] Encryption
[Modes of Operation] ECBO CBCO OFBO CFB10 CFB8O CFB1280 CTR
ooooooo 1o
[Bitlength of Key] Do00o0o0o0O128000 192000 256
[Number of Blocks for MMT] MMTOOOODOO
[Key for MMT] MMT 0O 0O
[IV for MMT] MMT O 1V
[Plaintext for MMT] MMTOOO
[Number of Inner-loop for MCT] MCTOOOOOOOOO
[Number of Outer-loop for MCT] MCTOOODOOOOO
[Initial Key for MCT] MCTOOOOOO
[Initial Plaintext for MCT] MCTOODOOOOO
[Initial IV for MCT] MCTO IVOOOO
[Initial Value of Counter for MMT] | MMT OOOOOOODO (Moded CTROODOODO
0000o0oooooooon)
[Initial Value of Counter for MCT] | MCTOOOUOOODO (ModeO CTROODOODO
0oooooooooon)
[Bitlength of Counter] 0000000OnO (MedeO CTROODOUODOOO
oooooooooo)
go [Function Name] Decryption
[Modes of Operation] gooooo
[Bitlength of Key]
[Number of Blocks for MMT]
[Key for MMT]
[IV for MMT]
[Ciphertext for MMT] MMTOOOO
[Number of Inner-loop for MCT] gpoooog

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial Ciphertext for MCT]

MCTOOOOOOOO

[Initial IV for MCT]

[Initial Value of Counter for MMT]

[Initial Value of Counter for MCT]

[Bitlength of Counter]

googooo




22 000000000 (*.req)

02 AESO0O000000O0(OO0O)

IEEN 00 | 00
(00) | [Algorithm Name] AES
000 | [Function Name] Encryption

[Modes of Operation]

ECBO CBCO OFBO CFB10O CFB8O CFB1280
CTROOOOOODO 10

[Bitlength of Keyl]

0000000128000 192000 256 [10 0
0oo)

[Bitlength of Counter]

000000000 [100000] (Mode CTR
O00000000OO0OO0oooooooon)

[Key for KAT-Text]

KAT-Text OO [160000]

[Plaintext for KAT-Text]

KAT-Text 000 [160000]

[IV for KAT-Text]

KAT-Text 0 IV [16 000 0]

[Counter for KAT-Text]

KAT-Text 00 OO0 [160000] (Mode O
CTROODOOOOOOODOODOOOOOOO)

[Plaintext for KAT-Key]

KAT-KeyOOD [160000]

[IV for KAT-Key]

KAT-Key O IV [16 000 0]

[Counter for KAT-Key]

KAT-Key 00000 [160000] (Mode O
CTRODDOO0OO0O0O0D0O0000O0D0000)

[Key for KAT-Key]

KAT-Key OO [160000]

[Key for KAT-GFSbox]

KAT-GFSbox 00 [160000]

[Plaintext for KAT-GFSbox]

KAT-GFSbox OO0 [160000]

[IV for KAT-GFSbox]

KAT-GFSbox 0 IV [16 0 0 0 0]

[Counter for KAT-GFSbox]

KAT-GFSbox00000 [160000] (Model
CTRODOOO0OO0O0O0D0DO00000D0000)

[Plaintext for KAT-KeySbox]

KAT-KeySbox 000 [160000]

[IV for KAT-KeySbox]

KAT-KeyShox 0 IV [16 0 00 0]

[Counter for KAT-KeySbox]

KAT-KeySbox 00000 [160000] (Mode
O0CTROOODODODOODODOODOOOOOONO)

[Key for KAT-KeySbox]

KAT-KeySbox 00 [160000]

[Number of Blocks for MMT]

MMTOOOOOO [100000]

[Key for MMT]

MMT OO [160000]

[IV for MMT]

MMTOIV[160000]

[Initial Value of Counter for MMT]

MMTOOOOOOOD [160000] (Mode O
CTROODO0O0000000000OOO000)

[Plaintext for MMT]

MMTOOO [160000]

[Number of Inner-loop for MCT]

MCTOOOOODOOOO [1o0o00O0O)

[Number of Outer-loop for MCT]

MCTOOOOOOOODO [lo0o0o0]

[Initial Key for MCT]

MCTOOOOOO [160000]

[Initial Plaintext for MCT]

MCTOOOOOOO [160000O)

[Initial IV for MCT]

MCTO IVOOODO [160000]

[Initial Value of Counter for MCT]

MCTOODOOODOOO [160000] (Mode O
CTROODO0O0000000000O0O0000)




0 3: AESO00O0O0D0O0OO0OO0 (OD)

IEEN 00 | 00
(00) | [Algorithm Name] AES
OO [Function Name] Decryption
[Modes of Operation] oooooo

[Bitlength of Keyl]

[Bitlength of Counter]

[Key for KAT-Text]

KAT-Text 00 [160000]

[Ciphertext for KAT-Text]

KAT-Text 0000 [160000]

[IV for KAT-Text]

KAT-Text O IV 16000 0]

[Counter for KAT-Text]

KAT-Text) 00000 [160000] (Mode O
CTROOO0O0O000000O0OOO0O0000)

[Ciphertext for KAT-Key]

KAT-KeyO O QOO [160000]

[IV for KAT-Key]

KAT-Key O IV [160000]

[Counter for KAT-Keyl

KAT-Key 00000 [160000] (Mode O
CTROOOODOOOOODODOODDOO00O0)

[Key for KAT-Key]

KAT-Key OO [160000]

[Key for KAT-GFSbox]

KAT-GFSbox 00 [160000]

[Ciphertext for KAT-GFSbox]

KAT-GFSbox O OO0 [160000]

[IV for KAT-GFSbox]

KAT-GFSbox 0 IV [160000]

[Counter for KAT-GFSbox]

KAT-GFSboxO O OO0 [160000] (ModeO
CTROOOOOOOOOOODOOOOOOO)

[Ciphertext for KAT-KeySbox]

KAT-KeySbox OO OO [160000]

[IV for KAT-KeySbox]

KAT-KeySbox O IV [160000]

[Counter for KAT-KeySbox]

KAT-KeySbox 00000 [160000] (Mode
OCTROOOOOOOOOOODOOODOOON)

[Key for KAT-KeySbox]

KAT-KeySbox 00 [160000]

[Number of Blocks for MMT]

[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

gbooooo

[Ciphertext for MMT]

MMTOOOO [160000]

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

gooooo

[Initial Ciphertext for MCT]

MCTUOOOOOOOO [160000O)

[Initial IV for MCT]

[Initial Value of Counter for MCT]

gbooooo




2.3 FactsOO OO (*.fax)

0 4: AES Facts 0000 (00OD0)

IEE oo \ 00
(00) | [Algorithm Name] AES
000 | [Function Name] Encryption

[Modes of Operation]

ECBO CBCO OFBO CFB10 CFB8O CFB1280 CTR
obooooo 10

[Bitlength of Key]

gboooooi128000 192000 256

[Bitlength of Counter]

000000000 (ModeO CTROODOODOOO
oooooooooo)

[Key for KAT-Text]

KAT-Text OO

[Plaintext for KAT-Text]

KAT-Text 0O O

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text OOO0O0O (ModeO CTROODOUODOODO
Oooooooooon)

[Ciphertext for KAT-Text]

gobobobooboobooboon

[Plaintext for KAT-Keyl]

KAT-Key OO O

[IV for KAT-Keyl]

KAT Key O 1V

[Counter for KAT-Key]

KAT-KeyOOUOOO (ModeO CTROOOOOODO
O0o0oooooooon)

[Key for KAT-Key]

KAT-Key 0O

[Ciphertext for KAT-Key]

goboboboboobooboon

[Key for KAT-GFSbox]

KAT-GFSbox O O

[Plaintext for KAT-GFSbox]

KAT-GFSbox O OO

[IV for KAT-GFSbox]

KAT-GFSbox O IV

[Counter for KAT-GFSbox]

KAT-GFSbox OO OOO (Moded CTRODOOODO
00o00ooooooooon)

[Ciphertext for KAT-GFSbox]

ggbogbobooboobooooboon

[Plaintext for KAT-KeySbox]

KAT-KeySbox 0 00

[IV for KAT-KeySbox]

KAT-KeySbox O TV

[Counter for KAT-KeySbox]

KAT-KeySbox OO OO0 (ModeD CTROODODO
00o0ooooooooon)

[Key for KAT-KeySbox]

KAT-KeySbox 0 0

[Ciphertext for KAT-KeySbox]

obooooooboooooooon

[Number of Blocks for MMT]

MMTOODOOO

[Key for MMT]

MMT O 0O

[IV for MMT]

MMT O IV

[Initial Value of Counter for MMT]

MMTOOOOOODODO (Mode CTROOOODDO
0ooooooooooon)

[Plaintext for MMT]

MMT OODO

[Ciphertext for MMT]

MMTOODDOOO

[Number of Inner-loop for MCT]

MCTOOOOOOOOO

[Number of Outer-loop for MCT]

MCTOOODOOOOO

[Initial Key for MCT]

MCTOOODOO

[Initial Plaintext for MCT]

MCTOOODODOOO

[Initial IV for MCT]

MCTO IvOoOoOod

[Initial Value of Counter for MCT]

MCTOOOOOOOO (Moded CTROODOOODO
00oooooooooon)

[Ciphertext for MCT]

MCTOOODODO




0 5: AES Facts0O OO (OO)

] oo oo \ oo
(0D0) | [Algorithm Name] AES
oo [Function Name] Decryption
[Modes of Operation] oooooo
[Bitlength of Key]
[Bitlength of Counter]
[Key for KAT-Text] KAT-Text O O

[Ciphertext for KAT-Text]

KAT-Text OO OO

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text 00000 (ModeO CTROOOOOOO
O00oooooooon)

[Plaintext for KAT-Text]

uboooboooobobooood

[Ciphertext for KAT-Key]

KAT-Key OO OO

[IV for KAT-Key]

KAT-Key O 1V

[Counter for KAT-Key]

KAT-KeyOO O OO (ModeO CTROOOOOOO
O00oooOooooon)

[Key for KAT-Key]

KAT-Key 0 O

[Plaintext for KAT-Key]

uooobooooboooood

[Key for KAT-GFSbox]

KAT-GFSbox O O

[Ciphertext for KAT-GFSbox]

KAT-GFSbox OO OO

[IV for KAT-GFSbox]

KAT-GFSbox 0 00O

[Counter for KAT-GFSbox]

KAT-GFSbox OO OO0 (ModeO CTROOOOO
Oooooooooooon)

[Plaintext for KAT-GFSbox]

gboogboobobbooboon

[Ciphertext for KAT-KeySbox]

KAT-KeySbox 0 0 00

[IV for KAT-KeySbox]

KAT-KeySbox 0 IV

[Counter for KAT-KeySbox]

KAT-KeySbox OO OO0 (Moded CTROOOOO
O00oooooooooon)

[Key for KAT-KeySbox]

KAT-KeySbox 0

[Plaintext for KAT-KeySbox]

gboooboobobbooboon

[Number of Blocks for MMT] oooooo
[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

[Ciphertext for MMT] MMTOOOO
[Plaintext for MMT] MMTOOOOO
[Number of Inner-loop for MCT] oooooo

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial Ciphertext for MCT]

MCTOOOOOOODO

[Initial IV for MCT]

[Initial Value of Counter for MCT]

uboogog

[Plaintext for MCT]

MCTOOODO




24 000000000 (*.rsp)

0 6: AESO0O0O0O0O0OO0ODO(0DOO)

[ 00 ] 00 \ 00
(00) | [Algorithm Name] AES
000 | [Function Name] Encryption

[Modes of Operation]

ECBO CBCO OFBO CFB10 CFB8O CFB1280 CTR
obooooo 10

[Bitlength of Key]

0000000128000 192000 256 (10000
O]

[Bitlength of Counter]

000000000 [00000] (ModeD CTRO
00000000000000000)

[Key for KAT-Text]

KAT-Text 00 (16000 0]

[Plaintext for KAT-Text]

KAT-Text0OO 16000 0]

[IV for KAT-Text]

KAT-Text O IV 16000 0]

[Counter for KAT-Text]

KAT-Text 0000 [160000] (Mode D CTR
000000000000000000)

[Ciphertext for KAT-Text]

Oo0oooooooooooooooo (160000

[Plaintext for KAT-Key]

KAT-KeyOOO 160000]

[IV for KAT-Key]

KAT-KeyO IV[160000]

[Counter for KAT-Key]

KAT-Key0OOOO [160000] (Moded CTR O
00000000000000000)

[Key for KAT-Key]

KAT-KeyOO [160000]

[Ciphertext for KAT-Key]

oooooooooooooooooo [eouoo]

[Key for KAT-GFSbox]

KAT-GFSbox OO [160000]

[Plaintext for KAT-GFSbox]

KAT-GFSbox 000 [160000]

[IV for KAT-GFSbox]

KAT-GFSbox 0 IV [16 000 0]

[Counter for KAT-GFSbox]

KAT-GFSbox 00000 [16 D000] (Mode O
CTRO0O0OUOO0OO0O0DODDO0OOOOOOOO)

[Ciphertext for KAT-GFSbox]

0000000000oU0oooouoo leooog]

[Plaintext for KAT-KeySbox]

KAT-KeySbox 000 [160000]

[IV for KAT-KeySbox]

KAT-KeySbox 0 IV [16 0000

[Counter for KAT-KeySbox]

KAT-KeySbox 00000 [16 0000] (Mode O
CTRO0OO00DO0O0O0DU0ODDO0OOOOOOOO)

[Key for KAT-KeySbox]

KAT-KeySbox 00 [160000]

[Ciphertext for KAT-KeySbox]

0000000000oUuooooUoo leooog]

[Number of Blocks for MMT]

MMTOOOOOO 100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT]

MMTOOOOOOOO [160000] (Moded CTR
000000000000000000)

[Plaintext for MMT]

MMTOOO [160000]

[Ciphertext for MMT]

O000OMMTOOOOOOOODO [160000]

[Number of Inner-loop for MCT]

MCTUOOOOODOOOD [100000]

[Number of Outer-loop for MCT]

MCTUOOOOOOOOO [100000]

[Initial Key for MCT]

MCTOOOOOOD [160000]

[Initial Plaintext for MCT]

MCTOOOUOOOO [160000]

[Initial IV for MCT]

MCTOIVOOOO [160000]

[Initial Value of Counter for MCT]

MCTOOOOOOOO [160000] (Moded CTR
000000000000000000)

[Ciphertext for MCT]

000ooMCTOUOOOOOOOD [160000)




07 AESO00000000 (0D0)

| OO 00 [ 00
(O00) | [Algorithm Name] AES
oo [Function Name] Decryption
[Modes of Operation] oooooo

[Bitlength of Key]

[Bitlength of Counter]

[Key for KAT-Text]

KAT-Text OO [160000]

[Ciphertext for KAT-Text]

KAT-TextOOOO 160000]

[IV for KAT-Text]

KAT-Text 0 IV [16 000 0]

[Counter for KAT-Text]

KAT-Text 00000 [16 0000] (Mode 0 CTR
000000000000000000)

[Plaintext for KAT-Text]

00000000000000000 (160000

[Ciphertext for KAT-Key]

KAT-KeyOOOO 160000]

[IV for KAT-Key]

KAT-KeyO IV [160000]

[Counter for KAT-Key]

KAT-KeyOOOOO [160000] (Moded CTRO
00000000000000000)

[Key for KAT-Key]

KAT-KeyOO [160000]

[Plaintext for KAT-Key]

00000000000000000 (160000

[Key for KAT-GFSbox]

KAT-GFSbox 00 [160000]

[Ciphertext for KAT-GFSbox]

KAT-GFSbox OO OO (160000

[IV for KAT-GFSbox]

KAT-GFSbox OO OO (160000

[Counter for KAT-GFSbox]

KAT-GFSbox 00000 [16 000 0] (Mode O
CTROODODDOO000000D0000000)

[Plaintext for KAT-GFSbox]

00000000000000000 (160000

[Ciphertext for KAT-KeySbox]

KAT-KeySbox O OO0 [16 0000

[IV for KAT-KeySbox]

KAT-KeySbox 0 IV [16 000 0]

[Counter for KAT-KeySbox]

KAT-KeySbox 00000 [16 0000] (Mode O
CTROODOODDOO000000D0000000)

[Key for KAT-KeySbox]

KAT-KeySbox OO [16 000 O |

[Plaintext for KAT-KeySbox]

O000000000o00ooo0ooo 160000

[Number of Blocks for MMT]

[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

ugboogog

[Ciphertext for MMT]

MMTOOOO 160000]

[Plaintext for MMT]

O0oOoMMTOOOOOOOO [160000)

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

oooooo

[Initial Ciphertext for MCT]

MCTOOOOOOUODOO (160000

[Initial IV for MCT]

[Initial Value of Counter for MCT]

uboogog

[Plaintext for MCT]

O00O0MCTOUOOOOUOOD [160000]




2.5 000000 (*.out)

O & AESODODOOOO
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
gbobooboobooooboboobooboboooobooboobooboooDooD
OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon



