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2 128-bit RC4

128-bit RC4 0D O0OOODOOODOOOOODOOO0OO0O0ODDOO0ODOODOOOODOODO
gbobobobobooooboooooooogon

e KAT: Known Answer Test

e KAT-Text: Variable Plaintext(Ciphertext) Known Answer Test
e KAT-Key: Variable Key Known Answer Test

e MCT: Monte Carlo Test

gboboboobooobooooooooooooooooon

2.1 000000000 (*.par)

O 1: 128-bit RCAOD OO OOODOOO

IEEN 00 00
(00) | [Algorithm Name] RC4
000 | [Function Name] Encryption
[Data Length for KAT] OKATODOOOO

[Number of Inner-loop for MCT] | MCTODOOOOOOODO
[Number of Outer-loop for MCT] | MCTODODOOOOODO

[Initial Key for MCT] MCTOOOOOO

[Initial Plaintext for MCT] MCTODOODOOODOODO
00 [Function Name] Decryption

[Data Length for KAT] oooooog

[Number of Inner-loop for MCT]
[Number of Outer-loop for MCT]
[Initial Key for MCT]

[Initial Ciphertext for MCT]




22 000000000 (*req)

0 2:128-bit RC400O 0000000

IEEN oo 0o

(00) | [Algorithm Name] RC4

000 | [Function Name] Encryption
[Data Length for KAT] 0 KATOOOOO [100000]
[Key for KAT-Text] KAT-Text OO [16 0000]
[Plaintext for KAT-Text] KAT-Text OO [160000]
[Plaintext for KAT-Key] KAT-Text OO0 [160000]
[Key for KAT-Key] KAT-KeyOO [160000]
[Number of Inner-loop for MCT] | MCTOOOOUOOOO [100000O]
[Number of Outer-loop for MCT] | MCTOOOOOODODOO [100000]
[Initial Key for MCT] MCTOOOOOD [160000]
[Initial Plaintext for MCT] MCTOOOODOO [160000)

oo [Function Name] Decryption

[Data Length for KAT]

0 KATOOOOO [100000]

[Key for KAT-Text]

KAT-Text D0 [160000]

[Ciphertext for KAT-Text]

KAT-Text 0000 [160000]

[Ciphertext for KAT-Key]

KAT-Key DOOO [160000]

[Key for KAT-Key]

KAT-Key 0D [160000]

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

gooooo

[Initial Ciphertext for MCT]

MCTOOOODOOOO [l60000)




2.3 FactsOO OO (*.fax)

O 3: 128-bit RC4Facts 0 O OO

IEEN 0o 00
(00) | [Algorithm Name] RC4
000 | [Function Name] Encryption
[Data Length for KAT] OKATOOOOO
[Key for KAT-Text] KAT-Text 00O
[Plaintext for KAT-Text] KAT-Text 0 OO
[Ciphertext for KAT-Text] KAT-Textx OO OOODOOODO
[Plaintext for KAT-Keyl] KAT-Key O OO
[Key for KAT-Key] KAT-Key O O
[Ciphertext for KAT-Key] KAT-KeyOOOOOOOODO
[Number of Inner-loop for MCT] | MCTOOODOOODOOO
[Number of Outer-loop for MCT] | MCTOOOODOOOODO
[Initial Key for MCT] MCTOOOOOO
[Initial Plaintext for MCT] MCTOODOOODO
[Ciphertext for MCT] MCTOoOoOoooooo
oad [Function Name] Decryption
[Data Length for KAT] OKATOOOOO
[Key for KAT-Text] KAT-Text 0 0O

[Ciphertext for KAT-Text]

KAT-Text OO OO

[Plaintext for KAT-Text]

KAT-Text OO OQOOO0O0O

[Ciphertext for KAT-Key]

KAT-KeyO OOO

[Key for KAT-Key]

KAT-Key O O

[Plaintext for KAT-Key]

KAT-KeyOOOOOQOOO

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

gbooooo

[Initial Ciphertext for MCT]

MCTOOOOODOO

[Plaintext for MCT]

MCTOOOOODOO




24 000000000 (*rsp)

0 4: 128-bit RC40DO0 0000000

IEEN 0o oo
(00) | [Algorithm Name] RC4
000 | [Function Name] Encryption
[Data Length for KAT] 0 KATOOOOD [100000]
[Key for KAT-Text] KAT-Text 00O [160000]
[Plaintext for KAT-Text] KAT-Text D00 [160000]
[Ciphertext for KAT-Text] O0D00KAT-Text DOOODOOOO0O 160000]
[Plaintext for KAT-Key] KAT-KeyO OO [160000]
[Key for KAT-Key] KAT-KeyO O [160000]
[Ciphertext for KAT-Key] OO0OO0KAT-KeyOOOOOOOOO [160000)
[Number of Inner-loop for MCT] | MCTOOOOOOODDOO [100000]
[Number of Outer-loop for MCT] | MCTOOOOOODODOO [100000]
[Initial Key for MCT] MCTOOOOOO [l6000O0O]
[Initial Plaintext for MCT] MCTOOOODOD [160000]
[Ciphertext for MCT] oooOoMCTOOOOOODOOO [16e000O0O)
oad [Function Name] Decryption

[Data Length for KAT]

0 KATOOODOOO [100000]

[Key for KAT-Text]

KAT-Text 00 [160000]

[Ciphertext for KAT-Text]

KAT-Text 0000 [160000]

[Plaintext for KAT-Text]

O0D0D0OKAT-Text UOOOOOOO 160000)

[Ciphertext for KAT-Key]

KAT-KeyOODD [160000]

[Key for KAT-Key]

KAT-Key OO [160000]

[Plaintext for KAT-Key]

O0O0OO0OKAT-KeyOOOOOOOO [160000]

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

gbooooo

[Initial Ciphertext for MCT]

MCTOOOODOOOO 160000]

[Plaintext for MCT]

OoooMCTOOODOOODOO [160000]




2.5 000000 (*.out)

0 5: 128-bit RCAD OO0 0O
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
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OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon



