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2 DH(dhHybridOneFlow)

dhHybridOneFlow 00000000000 OOCOOO0OO0OO0ODOOOODOOOOOOOO
gbobobobobooboboboboboob

O 1. o00ooooon
aooad gooooodoon
M_Kdf_ANSI942_771SHA1 ANSI X9.42 KDF with SHA-1 based on ASN.1
M_Kdf_ANSI942_771SHA224 | ANSI X9.42 KDF with SHA-224 based on ASN.1
M_Kdf_ANSI942_771SHA256 | ANSI X9.42 KDF with SHA-256 based on ASN.1
M_Kdf_ANSI942_771SHA384 | ANSI X9.42 KDF with SHA-384 based on ASN.1
M_Kdf_ANSI942_771SHA512 | ANSI X9.42 KDF with SHA-512 based on ASN.1
M_Kdf_ANSI942_772SHA1 ANSI X9.42 KDF with SHA-1 based on Concatenation
M_Kdf_ANSI942_772SHA224 | ANSI X9.42 KDF with SHA-224 based on Concatenation
M_Kdf_ANSI942_772SHA256 | ANSI X9.42 KDF with SHA-256 based on Concatenation
M_Kdf_ANSI942_772SHA384 | ANSI X9.42 KDF with SHA-384 based on Concatenation
M_Kdf_ANSI942_772SHA512 | ANSI X9.42 KDF with SHA-512 based on Concatenation
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...$100000000000000000000 pgenCounter 100000 [100000]
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...4100000000000000000O000 hOOOOOO l60000O)

PQC)

...f200000000000000O0O0O0OO 160000O]
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...t200000000000000O00UO0O0OO SEEDOOUOOOOO I6000O0O]
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...t200000000000000000000 pgenCounter 100000 [100000]
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2.1 000000000 (*.par)
0 2: DH(dhHybridOneFlow) 000000000
EE 0o | 0o
(00) | [Algorithm Name] DH dhHybridOneFlow
000 U | [Function Namel Key Sharing U
[Bitlength of p] OpO00O0O
[Bitlength of q] 00000
[Bitlength of SEED] p,qU000000000O00OODO
[Seed S] SEEDOO0D0O0O0O0O0OOOODOODO
ooooOo
[Bitlength of Seed S] Seed SOOODODO
[Seed x] Og0o0C0OC0OOoOOOOOoooooooooo
oooOo
[Bitlength of Seed x] Seed x OO OO0
[KDF] ooooogooo
[Otherinfo for KDF] 0000000000000 Otherinfo
[Bitlength of Otherinfo for KDF] | UOOOOOOOOOOCOO Otherinfo O
ooood
[Bitlength of Keying Data] O0oo0O0ooooooo
[Number of Keying Datas] ooooooog
000 V | [Function Name] Key Sharing V
[Bitlength of p] Op00000
[Bitlength of q] qOo0oog
[Bitlength of SEED] p,q00000D0DO0O0O0O0OODO
[Seed S] SEEDOODOO0OOOO0OOOODOODOO
ooooo
[Bitlength of Seed S] Seed SOOOOO
[Seed x] oo0OOCOOOoOO0OOO0oO0oOoOooooooo
oooO
[Bitlength of Seed x] Seed xO0O0O0O
[KDF] ooooogooo
[Otherinfo for KDF] OO0O0O0O0O0DOOO0OOgg Otherinfo
[Bitlength of Otherinfo for KDF] | O OO0OO0OO0OO0O0DODOODO Otherinfo O
oooO
[Bitlength of Keying Data] oooooooooo
[Number of Keying Datas] ooooooog




0 3: DH(dhHybridOneFlow) OO0 OO0OO0O00O (OO)

oo \ oo \ od
(ono) [Algorithm Name] DH dhHybridOneFlow
ooooo [Function Name] Public Key Validation
[Bitlength of p] OpOD0OOO
[Bitlength of q] qOO0ono
[Bitlength of SEED] p,qO0 000000000000
[Seed S] SEppOoo000fooooogooooogooo
g
[Bitlength of Seed S] Seed SOODODODO
[Seed x] go0oo0oUoUoooooooopooooooo
O
[Bitlength of Seed x] Seed xO0OOOO
[Number of Public Keys] oooooooooo
[Rate of Fail Data] ooooooooooooog
oooono [Function Name] Key Generation

[Bitlength of p]

OpO00000

[Bitlength of g]

¢0oooo

[Bitlength of SEED]

p,qUOO000O0DOO0ODOODO

[Seed S]

SEEpDOO0O0O0O0OC00OCODOO0O0OOOoOooggo
g

[Bitlength of Seed S]

[Number of XY Sets]

oobooboboboobd 0000 y0O0000

gooooobooog

[Function Name]

Domain Parameter Generation

[Validation Method]

gboboooolio2o00b0ob1o0o00o0od

[Bitlength of p]

OpO0O0000

[Bitlength of q]

¢0oooo

[Bitlength of SEED]

pgO000000000000

[Number of PQG Sets]

000000000 (pg,9) 000

gbooobooooboon

[Function Name]

Domain Parameter Validation

[Validation Method]

ooboboogooboio200000 10000000

[Bitlength of p]

Op00000

[Bitlength of q]

¢0oooo

[Bitlength of SEED]

p,qO0000000OOOOO

[Number of PQG Sets]

000000000 (pg,9) 000

[Seed S]

SEEpOOoOoOoOooooboooooogooogo
O

[Bitlength of Seed S]

Seed SOOOODO

[Rate of Fail Datal]

gobooboooboood




22 000000000 (*.req)

0 4: DH(dhHybridOneFlow) 0 0 0000000

00 | 0o | 0o
(00) | [Algorithm Name] DH dhHybridOneFlow
000 U | [Function Namel Key Sharing U
[Bitlength of p] 0pO00000 100000]
[Bitlength of ql qOO000 [100000]
[PQC] 000000000 pqg[l60000]
[KDF] ogooooon
[Otherinfo for KDF] 0000000000000 Otherinfo [16
00o00]
[Bitlength of Otherinfo for KDF] | U0 OOOOOOOOOQOO Otherinfo O
0000 [100000]
[Bitlength of Keying Datal 0000000000 [loooo0j
[Number of Keying Datas] O0oooooo 1ooooo]
x1! 00000 Static 0000000 2 [160
0O00]
*[r]l 00000 Ephemeral 0000000 7 [16
00o00]
Iyl? D0000O00 Static000 (0000
000)[160000]
000 V | [Function Name] Key Sharing V

[Bitlength of p]

0pO00000 [100000]

[Bitlength of q]

¢00000 [100000]

(PQG]

000000000 p,q,¢[160000]

[KDF]

obooooobon

[Otherinfo for KDF]

0000000000000 Otherinfo [16
oooo)

[Bitlength of Otherinfo for KDF]

0000000000000 Otherinfo O
0000 100000]

[Bitlength of Keying Data]

0000000000 [loooo0]

[Number of Keying Datas]

00000000 [1oooog]

| [x12

00000 Static0000000 z [160
0oo0]

| y12

0000000 Static000 y (z000
0Dooo)[60o000]

SE

0000000 Ephemeral 000 ¢ [16 O
O00]




1. [Number of Keying Datas| 0 O Static0 000000 [x] 0 Ephemeral 0000000 [r]
0 StaticOO0O [y 000000000000

x]

...41000 StaticOOODODOOCODOOOOOO

[r]
...£1000 Ephemeral ] 000000000000

[v]
...#1000 Static00DOO0OOO0OO

x]

...42000 StaticOOODODOOCODOOOOOO

[r]
...£2000 Ephemeral ] 000000000000

v]
...$2000 Static0O0DOO0OOOOO

2. [Number of Keying Datas] 0 0 StaticO0 00O D00O0O [x] O StaticO 00 [y] O Ephemeral
000 fjooo0o0oooooooon

]

...41000 StaticOOODODOOODOOOOOO

[v]
...$1000 Static00DOO0OO0D0OO

[t]
...§11000 Ephemeral 00O OOOOODO

x]

...t2000 StaticOOOOODOOOOOOODO

[v]
...£2000 Static00DOO0OODOOO

[t]
...£2000 Ephemeral 000000000



0 5: DH(dhHybridOneFlow) OO0 OO0O0O0O00O (OO)

00 | 00 | 00
(00O) [Algorithm Name] DH dhHybridOneFlow
ooooo [Function Name] Public Key Validation
[Bitlength of p] 0pO00000 100000]
[Bitlength of ql 00000 [100000]
[PQG] 000000000 p,q,g [160000]
[Number of Public Keys] | 0000000000 [100000]
E 000 y[160000]
ooooo [Function Name] Key Generation

[Bitlength of p]

0pO00000 [100000]

[Bitlength of q]

¢00000 100000]

[PQG]

000000000 p,qg[160000]

[Number of XY Sets]

00000000000 z0000y000
00 [100000]

gopooooboogd
ao

[Function Name]

Domain Parameter Generation

[Validation Method]

gooooooolg200000 10000
gog

[Bitlength of p]

0pO0O0000 [100000]

[Bitlength of q]

¢00000 100000]

[Bitlength of SEED]

SEEDOOOOO [100000]

[Number of PQG Sets]

000000000 (pq,g)000 (10000
0]

gooooobooon
HRN

[Function Name]

Domain Parameter Validation

[Validation Method]

gboogoboolig20bo0nbo 10000
godg

[Bitlength of p]

0pO00000 [100000]

[Bitlength of q]

¢00000 [100000]

[Bitlength of SEED]

SEEDOOODOO [100000]

[Number of PQG Sets]?

000000000 (pq,g)000 (10000
0]

[PQG] 000000000 pq,g[160000]
[SEED] p,¢00000000 [160000]
[pgenCounter] p,q0 000000 [100000]

(h]

h[160000]

1. [Number of Public Keys| DO 000 yO000000000OO0OO

[v]

...t100000000000D

[v]

...f200000000000O

2. 000000000000000 [Number of PQG Sets| 0 0 [PQG]O[SEED]|O[pgenCounter|
b 0DO0DO0O0O0000[MO00 200000000000




2.3 FactsOO OO (*.fax)

0 6: DH(dhHybridOneFlow) Facts 0 0 O O

HEEEE 00 \ 00
(Ooo) [Algorithm Name] DH dhHybridOneFlow

000 U | [Function Name] Key Sharing U
[Bitlength of p] OpO0OO0OO0O
[Bitlength of ql qUooono
[PQG] ooooooooo p,q,9
[KDF] ooooooono
[Otherinfo for KDF] 0000000000000 Otherinfo
[Bitlength of Otherinfo for KDF] | DU O OOO0O0O0OOOOMN OtherinfoO0000O0O

| [Bitlength of Keying Data] oooooooooo

[Number of Keying Datas] ocooooood
[x]! OO0000 StatieOO0OO0OO0O0OO o
[x]! 00000 Ephemeral 0000000 r
[yl? 0000000 StaticO00 yxO0OODOODO)
[Keying Data]! ooo

000 V | [Function Name] Key Sharing V

[Bitlength of p]

Op00000

[Bitlength of q]

¢0oooo

[PQG]

000000000 p,q,9

[XDF]

gboooboogno

[Otherinfo for KDF]

OO0O0o0o00o0oooogdd Otherinfo

[Bitlength of Otherinfo for KDF]

OO00o0o0oo0oooooOgd OtherinfodOD0O0OO

[Bitlength of Keying Data]

goooboooogon

[Number of Keying Datas]

oooooooo

| [x12

OO0O000 StaticOO0O00OO00OO o

[yl?

0000000 StaticOO0 y (x000000O0O)

|12

0000000 Ephemeral 000 ¢

[Keying Data]?

goo

1. [Number of Keying Datas] 00 Static0 000000 [x]0 Ephemeral 0000000 [r]
O StaticOO O [y] O [Keying Data)| 000000000000

]

.. 41000 StaticOODOOODOOOOOOODO

[r]

...41000 Ephemeral O O0O0O0O0O0O0O0O0O0OO

[v]
...$1000 Static00DOO0OO0D0OO

[Keying Data]
...g200000000000AO

x]

...42000 StaticOOODODOOODOOOOOO

[r]

...£2000 Ephemeral 0000000 OO0OOODO




[v]
...$2000 Static0ODDOOODOOOO

[Keying Data]
...f2000000000000

. [Number of Keying Datas] 0 O Static0 000000 [x] 0 StaticO OO [y] O Ephemeral
000 [t) O [Keying Data] 100000000000

]
...£1000 Static00O0D00O00O0DO0O0OO

[v]
...$1000 Static0O0DOO0ODOOOO

[t]

...£1000 Ephemeral 00O OO0OO0OO
[Keying Data]
...g1o000o000oooooo

x]

...42000 StaticOODODODOOCODOOOOOO

[v]
...$2000 Static0O0DOO0OO00OO

[t]
...£2000 Ephemeral 000000000

[Keying Data]
...f2000000000DO00O



0 7: DH(dhHybridOneFlow) Facts 0 0 00 (O O)

00 \ 00 \ 00
(ono) [Algorithm Name] DH dhHybridOneFlow
goooo [Function Name] Public Key Validation
[Bitlength of p] OpO0O0OO
[Bitlength of q] qOOooono
[PQC] 000000000 p,g.9g
| [Number of Public Keys] | 0000000000
[yl! obody
[Result]! gobobooooooooooooobobo1oooon
RN
ooooo [Function Name] Key Generation

[Bitlength of p]

OpO00000

[Bitlength of q]

¢Ooooo

[PQG]

000000000 p,q,9g

[Number of XY Sets]

uobooboboboobdz0000y0OO0OO0O

gooooboooobg
ao

[Function Namel

Domain Parameter Generation

[Validation Method]

gbooboboblio200b0b0 10000004

[Bitlength of p]

Op00000

[Bitlength of q]

¢ooooo

[Bitlength of SEED]

SEEDOO0000

[Number of PQG Sets]

00000000000000 p,q,9000

gboooboooog
uo

[Function Name]

Domain Parameter Validation

[Validation Method]

ooboooooboio200000 10000000

[Bitlength of p]

Op00000

[Bitlength of q]

¢ooooo

[Bitlength of SEED]

SEEDO0000

[Number of PQG Sets]?

000000000 (pq,9) 000

[PQG] Oo0oooooog pg,g

[SEED] p,q000000O0OO

[pgenCounter] p,q0 000000

[h] h

[Result] gddooooobooooooooboogogno

oooo1oo0oooo

1. [Number of Public Keys| 00000 [y 0000000 [Result)] 000000000000

[v]

...g100000000000

[Result]

...f1000000000oooooo

[v]

...t200000000000

[Result]

...f2000000000000C00

2. 000000000000000 [Number of PQG Sets| 0 O [PQG]O[SEED]|0[pgenCounter]
[0 [Result) D0 OD0D00O0O0MODO0 200000000000

10




24 000000000 (*.rsp)

0 8: DH(dhHybridOneFlow) 000000000

HEEE 00 \ 00
(ono) [Algorithm Name] DH dhHybridOneFlow
000 U | [Function Name] Key Sharing U
[Bitlength of pl] OpO000O0 [10000O]
[Bitlength of q] ¢OOo0o (100000
[PQC] Static00OUODOO0O0O p,q,9 160000]
[KDF] oooobooon
[Otherinfo for KDF] 0000000000000 Otherinfo 16000
0]
[Bitlength of Otherinfo 0000000000000 Otherinfod OO0
for KDF] O [100000]
[Bitlength of Keying 0000000000 00000]
| Datal
[Number of Keying Datas] | 00D 0OUOOOO [100000]
[x]! 00000 StaticO0OO0OOOO z[l60000]
[r]! 00000 Ephemeral 0000000 7 [1600
i 0o
[yl! O0D000O00 Static 000 y(e0O0OD0O00D)
i 160000]
[Keying Data]’ 0000000 [160000]
000 V | [Function Name] Key Sharing V

[Bitlength of p]

OpO00000 [I00000]

[Bitlength of q]

(00000 100000]

[PQG]

000000000 pg,g[160000]

[KDF]

goooboooon

[Otherinfo for KDF]

0000000000000 Otherinfo (16000
0]

[Bitlength of Otherinfo
for KDF]

0000000000000 Otherinfo 0000
0 100000]

[Bitlength of Keying
Datal
[Number of Keying Datas]

O000000oUoo [1ooooo)

00000000 [oooog]

| [x12

00000 Statie 0000000 z[160000)

| y12

0000000 Static 000 y (000000
0)[60000]

S

0000000 Ephemeral 00O ¢ [160000]

[Keying Data]?

0000000 16eooog]

11




1. [Number of Keying Datas| 0 O Static0 000000 [x] 0 Ephemeral 0000000 [r]
O Static 00D [y] O [Keying Data] 000000000000

x]

...41000 StaticOOODODOOCODOOOOOO

[1]
...£1000 Ephemeral ] 000000000000

[v]
...#1000 Static0O0DOO0OOO0OO

[Keying Data]
...t2000000000000

[x]
...#2000 Static000O0D00O0D000OO0O

[r]
...42000 Ephemeral 0000000000000

[v]
...£2000 Static0ODOOOOOOO

[Keying Data]
...f2000000000000

2. [Number of Keying Datas] 0 O Static0 000000 [x] O StaticO 00 [y] 0 Ephemeral
00D [t] O [Keying Data] 000000000000

x]
...£1000 Static00O0D0000O0O0O0OO

[v]
...£1000 Static0O0DOO0ODOOOO

[t]
...£1000 Ephemeral 000000000

[Keying Data]
...g1000000oooooo

]
...#2000 Static000O000O0D0O0OO0O

[v]
...£2000 Static0O0DOOOOOOO

[t]

...82000 Ephemeral 0 O0O0OOOOOO

[Keying Data]
...f20000000000O00O
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0 9: DH(dhHybridOneFlow) OO0 OO0O0O0O00O (OO)

00 \ 00 \ 00
(ono) [Algorithm Name] DH dhHybridOneFlow
goooo [Function Name] Public Key Validation
[Bitlength of pl] Opl000O0O [10000O]
[Bitlength of ql (0oo0oo [oooog]
[PQC] 000000000 pgg[l60000]
| [Number of Public Keys] | 00 OO000 [100000]
[yl? D00 y[160000]
[Result]! uobooobooobooooboooooboont
gooogod
ooooo [Function Name] Key Generation

[Bitlength of p]

OpO00000 [I00000]

[Bitlength of q]

(00000 100000]

[PQa]

000000000 pg,g[160000]

[Number of XY Sets]?

oooobobooobod 0000 y0OO0000

| [XY]

O0oo0ooood x,y[l60000]

oooooooono

[Function Name]

Domain Parameter Generation

00 [Validation Methodl]

goboboooobolioc200000 10000000

[Bitlength of p]

OpO00000 [00000]

[Bitlength of ql

(00000 100000]

[Bitlength of SEED]

SEEDOOOOO0 [100000]

[Number of PQG Sets]?

000000000 pqg000 [100000]

" [PQal

0000000000000 p,q,g[160000]

| [SEED]

0000p,¢q00000000 160000]

B [pgenCounter]

O0000p,q000000D0 [100D000O)

| [h]

OO0O0OA[60000]

Oo0ooooooo [Function Namel]

Domain Parameter Validation

oo [Validation Method]

oobobooooboio200000 10000000

[Bitlength of p]

OpO00000 l00000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]

SEEDOOOOO [100000]

[Number of PQG Sets]?*

000000000 (pg,9) 000 [100000]

| [PQG]

000000000 pq,g[160000]

| [SEED]

p,q0 0000000 [160000]

B [pgenCounter]

0000000 [100000]

| [n]

h[160000]

B [Result]

gbbuodabooogoboooobooooobooaoo
goooobOoobo 1000000

1. [Number of Public Keys| 00000 [y|D0000000 [Result)] 000000000000

[v]
...4100000000000

[Result]
...t1000000000000000

[v]
...4200000000000

[Result]
...t2000000000000000

13




2. [Number of XY Sets] 0000 [XY]0DOOOOOOO XY]OOOOOOOOO 20000
yOz0y00020000000

[XY]
...t10000000000 «O00000DO
...t1000000y000O00DO

[XY]
...420000000000 2000000

...f2000000y00000O
3. 000000000000 OOd [Number of PQG Sets] 0 000 [PQG]O [SEED]O [pgen-

Counter|0[h) 00D O0O0O00O0OO0OO 10200000000000000000000OO
gooooon

IEEEEEEEER 00000000 |
o011 [PQG], [SEED], [pgenCounter]
oo 2 [PQG], [SEED], [pgenCounter|, [h]

4. 000000000000000 [Number of PQG Sets|] 0 O [PQG]O[SEED]O[pgenCounter|O
(b0 [Result) 0000000000 O00 200000000000
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2.5 000000 (*.out)

0 10: DH(dhHybridOneFlow) O OO OO0
| 00 | 00
[Algorithm Name] | O OO
[Function Name] oooooog
[Results] oooo

e JIDODOUOOOO(Results] D OKOOOODOO

e JOUOUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl] DODO
gboooboobooobooboboobooboboooobooboobooboooDooo
00 (NeO#0000000000)0000C0ODOOOO0OOODOOODOOODODOOOOO
gboboboobooboobobooboboobobobobobooboboobobo
gboogboboooobooooobooboooboo 1booboobooooobooboooon
gooon

e 10D DODNDDIDUIIOODOODOUOUOUOODODDODODDDDOUODODODOUOUOOODODODDODO
O000000ooooo0O0 (NG ODooOooooooooo
NG(#10 : y = gAx mod p ?)
o000 ybgOxO0p0 y=¢"mod p0 0000 0O0O0OODOOO0OOOOOOODODOO
0oooooooooooooooooooo
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