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2 CccMUon

CCMO Counter with Cipher Block Chaining-Message Authentication CodeD 0000 OO0
00000000oooOo0O0o00OoooooooOoooOoo
gogooooobboobbbooooooooooboooon

e VADT: 000 associated data 00 00 OO (The Variable Associated Data Test)
e VPT: 0000000 DOOOO (The Variable Payload Test)

e VNT: 000 nonce 000000 (The Variable Nonce Test)

e VIT: JJUDDODDOOOOODOOODOODODO (The Variable Tag Test)
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M_BlockCipher_AES AES

M_BlockCipher_ CAMELLIA Camellia
M_BlockCipher CIPHERUNICORN_A | CIPHERUNICORN-A
M_BlockCipher HIEROCRYPT_3 Hierocrypt-3
M_BlockCipher_SC2000 SC2000




2.1 000000000 (*.par)

O2.ccMO000Dogoogon

= 00 \ 00
(00) | [Algorithm Name] CCM
gogd [Function Name] Encryption

[Block Cipher]

ccMOOogoopoooooooooooo

[Bitlength of Key]

obooooooi128000 192000 256

[Seed] oooodoooooooooooogogooga
oooooo

[Bitlength of Seed] Seed DO ODODO

[Number of Payloads for VADT] VADTOOOOODO

[Key for VADT] VADT OO

[Bitlength of Nonce for VADT]

VADT O nonce U0 O OO

[Nonce for VADT]

VADT 0O nonce

[Bitlength of Associated data for VADT]

VADT 0O associated data 0 0000

[Number of Payloads for VPT]

vProoooono

[Key for VPT] vPT OO
[Bitlength of Nonce for VPT] VPT O nonce DO OO0
[Nonce for VPT] VPT O nonce

[Bitlength of Payload for VPT]

vpTrooooooon

[Number of Payloads for VNT]

vNTOOOoOOoOgno

[Key for VNT]

VNT OO

[Bitlength of Nonce for VNT]

VNT O nonce D OO OO

[Number of Payloads for VTT]

viToooooo

[Bitlength of Tag for VTT]

viToODOODOOooOoooooooo

[Key for VTT] VITOO
[Bitlength of Nonce for VTT] VTTO nonce 0O OO0
[Nonce for VTT] VTT O nonce




03 CcCMUODOUOOOOOODOoooo (Ooo)

IEEN oo | oo
(00) | [Algorithm Name] CCM
OO [Function Name] Decryption

[Block Cipherl]

ccMbOoOoOoooooobboooooo

[Bitlength of Keyl]

gbooooboi28000 192000 256

[Seed]

obooooboboboobooboobon
ooooogog

[Bitlength of Seed] Seed0ODODOO

[Number of Ciphertexts] oooooO

[Bitlength of Tag] 00o000ooooooood
[Bitlength of Payload] ooooooon

[Rate of Fail Datal

gooooooooon




22 000000000 (*.req)

04 coMOOOOnDoooooon

[ 00 | 00 00
(0D0) | [Algorithm Name] CCM
000 | [Function Name] Encryption
[Block Cipher] ccMUOOooooooooooooood
[Bitlength of Key] 0000000128000 192000 256 (1000
00]
[Number of Payloads for VADT] VADTOUOOOOO [100000]
[Bitlength of Tag for VADT] VADTOOOOOOOOOOoOoooo [1o0oo
0)
[Key for VADT] VADTOO [160000]
[Bitlength of Nonce for VADT] VADT O nonce DO DOODO [100000]
[Nonce for VADT] VADT O nonce [16 00 00]
[Bitlength of Associated data for VADT] VADT O associated data 00000 [10000
O]
[Associated datas for VADT]' VADT O associated data [16 00 O O]
| [Bitlength of Payload for VADT] VADTOOOUOOODOO [100000]
[Payloads for VADT]! VADTOOO [160000]
[Number of Payloads for VPT] VPTOOOOOO [lo0000]
[Bitlength of Tag for VPT] VPTOUOOOOOOOOOOOOO [100000]
[Key for VPT] VPTOO [160000]
[Bitlength of Nonce for VPT] VPTO nonce 00000 [100000]
[Nonce for VPT] VPT O nonce [16 00 00]
| [Bitlength of Associated data for VPT] VPT O associated data0 0000 [100000]
[Associated datas for VPT]? VPT O associated data [16 000 O]
| [Bitlength of Payload for VPT] VPTOOOOOUOOO [1o0000]
[Payloads for VPT]? VPTOOO [160000]
[Number of Payloads for VNT] VNTOOOOOO [100000)
[Bitlength of Tag for VNT] VNTOOOOOOOOooooooo [1ooooo]
[Key for VNT] VNTOO [160000]
[Bitlength of Nonce for VNT] VNT O nonce 0000 [100000]
[Nonces for VNT]? VNT O nonce [16 000 O]
[Bitlength of Associated data for VNT] VNT O associated data 00000 [100000]
[Associated datas for VNT]3 VNT O associated data [16 00 0 O |
[Bitlength of Payload for VNT] VNTOOUOOOOOO [1o0000]
[Payloads for VNT]® VNTOOO 160000]
[Number of Payloads for VTT] VITOOOOODO [100000]
[Bitlength of Tag for VTT] VITOOODUOUOOOOOOOO [1ooooo|
[Key for VIT] VITOO [160000]
[Bitlength of Nonce for VTT] VITO nonce 00000 [100000]
[Nonce for VTT] VTT O nonce [16 000 O |
| [Bitlength of Associated data for VTT] VTT O associated data0 0000 [100000]
[Associated datas for VIT]? VTT O associated data [16 000 O]
[Bitlength of Payload for VTT] VITOOOOOOOO [100000]
[Payloads for VTT]* VITOOO 160000]
O
1. [Number of Payloads for VADT| D OO OOOOO0OO0OO
2. [Number of Payloads for VPT| D DO 00000000
3. [Number of Payloads for VNT| OO OOOODOO0OO00OO
4. [Number of Payloads for VIT| OO OOOO0O0OO0O00OO




05 CCMUOODOODOOOODOOODO (OO)

IEEN oo | oo
(00) | [Algorithm Name] CCM
OO [Function Name] Decryption

[Block Cipherl]

ccMbOoOoOoooooobboooooo

[Bitlength of Keyl]

0000000128000 192000 256 [10
0ooo]

[Number of Ciphertexts]

000000 [100000]

[Bitlength of Tag]

0000000000000 [100o0o0o]

[Bitlength of Payload]

0000000 [100000]

[Keys]!

0 [60000]

[Bitlength of Nonce]

nonce 00000 [100000]

[Nonces]!

nonce [16 0 00 O]

[Bitlength of Associated data]

associated data0 0000 [100000]

[Associated datas]!

associated data [16 0 0 O O]

[Ciphertexts]!

000 160000]

0

1. [Number of Ciphertexts] D00 O00O0O00O0OO




2.3 FactsOO OO (*.fax)

0O 6: CCMUOOO FactsOO OO

I oo \ oo
(00) | [Algorithm Name] CCM
000 | [Function Name] Encryption

[Block Cipher] ccMOUOOOoOOooDoooooooooo
[Bitlength of Key] DooQoOoOoOO128000 192000 256

| [Number of Payloads for VADT] VADTOOOOODO
[Bitlength of Tag for VADT] vADTOOOOooooooooooo
[Key for VADT] VADT OO
[Bitlength of Nonce for VADT] VADT O nonce U0 O OO
[Nonce for VADT] VADT O nonce

| [Bitlength of Associated data for VADT] VADT O associated data 00000
[Associated datas for VADT]! VADT O associated data

| [Bitlength of Payload for VADT] VADTOUOOOOOOO
[Payloads for VADT]! VADTO OO
[Ciphertexts for VADT]! VADTOOOOGOGOO

| [Number of Payloads for VPT] VPTOOOOOO
[Bitlength of Tag for VPT] vpToOoooOOoOoOoooooooo
[Key for VPT] vpT OO
[Bitlength of Nonce for VPT] VPT O nonce DO OODO
[Nonce for VPT] VPT O nonce

| [Bitlength of Associated data for VPT] VPT O associated data 0 0 000
[Associated datas for VPT]? VPT O associated data

| [Bitlength of Payload for VPT] vPTOOOOOOOO
[Payloads for VPT]? vpToono
[Ciphertexts for VPT]? VPTOOOOODODO

| [Number of Payloads for VNT] VNTOOOOOO
[Bitlength of Tag for VNT] vNTOOOoooooooooooo
[Key for VNT] VNT OO

| [Bitlength of Nonce for VNT] VNT O nonce DO OO0
[Nonces for VNT]? VNT O nonce

| [Bitlength of Associated data for VNT] VNT O associated data 0 0000
[Associated datas for VNT]3 VNT O associated data

| [Bitlength of Payload for VNT] VNTOOOOOOOO
[Payloads for VNT]3 VNTOOO
[Ciphertexts for VNT]3 vNTOOOOOoOoOO

| [Number of Payloads for VTT] viToooooo
[Bitlength of Tag for VTIT] viToODOOoDOOoooooooooo
[Key for VTT] vVITOO
[Bitlength of Nonce for VTT] VTT O nonce 0O OO0
[Nonce for VTT] VTT O nonce

| [Bitlength of Associated data for VTT] VTT O associated dataO0 0 00O 0O
[Associated datas for VTT]* VTT O associated data

| [Bitlength of Payload for VTT] vIiTOoOoOoOoOoOoooo
[Payloads for VTT]* vIToono
[Ciphertexts for VTT]* vVvIiTooooooo

U

1. [Number of Payloads for VADT| D OO OOOOO0OO0OO
2. [Number of Payloads for VPT| D DO OOO0OO0O00OO
3. [Number of Payloads for VNT| OO OO0OOO0O0O0O0O
4. [Number of Payloads for VIT| 0O ODO0OOOO0OODO
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0 7:CCMODOO FactsOO OO (ODO)

IEEN 00 | 00
(00) | [Algorithm Name] CCM
OO [Function Name] Decryption
[Block Cipherl] ccMOObDOooOobDooooooooo
[Bitlength of Keyl] Uogoooboo128000 192000 256
" [Number of Ciphertexts] oooooO
[Bitlength of Tag] 0000000000000
[Bitlength of Payload] ooo0oooQd
i [Keys]! O
[Bitlength of Nonce] nonce J 0000
i [Nonces]! nonce
[Bitlength of Associated data] associated data 0 0 00O O
i [Associated datas]! associated data
i [Ciphertexts]! oo0
i [Payloads]? oo
g

1. [Number of Ciphertexts| 0 0000000000

2. [Number of Ciphertexts| D00 0000000000000 O00O0OO[Payloads|0000
googg INvALIDODDODOOOO



24 000000000 (*.rsp)

08 ccMOooooogoogoon

[ 00 ] 00 \ 00
(00) | [Algorithm Name] CCM
gogd [Function Name] Encryption

[Block Cipher]

ccMOotoooooogooooooooo

[Bitlength of Key]

0000000128000 192000 256 (10000
O]

| [Number of Payloads for VADT]

VADTOOODOOO [100000]

[Bitlength of Tag for VADT]

VADTOOOOOOOODODOOOOO (100000

[Key for VADT]

VADTOO [160000]

[Bitlength of Nonce for VADT]

VADT O nonce 00 OO0 [100000)

[Nonce for VADT]

VADT O nonce [16 00 0 0]

[Bitlength of Associated data for VADT]

VADT O associated data0 0000 [100000]

[Associated datas for VADT]!

VADT O associated data [16 000 0O]

[Bitlength of Payload for VADT]

VADTOOOOOOODO [100000)

[Payloads for VADT]!

VADTOOO [160000]

[Ciphertexts for VADT]!

O00O0OVADTOOOOOOOOO [1e000O0O]

| [Number of Payloads for VPT]

VPTOOOOOD [100000O)

[Bitlength of Tag for VPT]

VPTOOOOOODOOODOOOODODO [100000]

[Key for VPT]

VPTOO 160000]

[Bitlength of Nonce for VPT]

VPT O nonce 00000 100000]

[Nonce for VPT]

VPT O nonce [160000]

[Bitlength of Associated data for VPT]

VPT O associated data0 0000 [100000]

[Associated datas for VPT]?

VPT O associated data [16 0 00 O]

[Bitlength of Payload for VPT]

VPTUOOOOOOOO [100000]

[Payloads for VPT]?

VPTOOO [160000]

[Ciphertexts for VPT]?

O00ovVPTUOOOOUOOOOO [160000]

| [Number of Payloads for VNT]

VNTOOOOOO [100000]

[Bitlength of Tag for VNT]

VNTOOOOOOOOOOooOooOo ljoooog]

[Key for VNT]

VNTOO [160000]

[Bitlength of Nonce for VNT]

VNT O nonce 00 OO0 [100000]

[Nonces for VNT]?

VNT O nonce [16 D000

[Bitlength of Associated data for VNT]

VNT O associated data D00 00 [100000]

[Associated datas for VNT]3

VNT O associated data [16 00 0 O]

[Bitlength of Payload for VNT]

VNTOOOOOOOO [1o000Q]

[Payloads for VNT]3

VNTOOO [160000]

[Ciphertexts for VNT]3

O00O0OVNTOOOOOOOOO l6e000Qg]

| [Number of Payloads for VTT]

VITOOOOOO [1o0000]

[Bitlength of Tag for VTT]

VITOOODOOOODODOOOOOO0O (100000

[Key for VTT]

VITOO [160000]

[Bitlength of Nonce for VTT]

VITO nonce JOOO0 [100000]

[Nonce for VTTI]

VTT O nonce [16 0 0 0 0]

[Bitlength of Associated data for VTT]

VTT O associated data 00 000 [100000]

[Associated datas for VTT]*

VTT O associated data [16 00 O 0]

[Bitlength of Payload for VTT]

VITOOODOOOOO [100000]

[Payloads for VTT]*

VITOOO [160000]

[Ciphertexts for VTT]*

O000ovVITOOOOOOOOO 60000]

O
1
2. |
3. |
4. |

Number of Payloads for VADT| O OO OO0O0OO0O0OO
Number of Payloads for VPT| 0O O 0O0OO0OO0O0O0O
Number of Payloads for VNT| O O OOOO0O0OOO00OO
Number of Payloads for VIT| D OO OO0OOO0OO0OO




09 CcCMUODOOOOOOODOOOO (OO)

IEEN 0o 0o
(00) | [Algorithm Name] CCM
OO [Function Name] Decryption
[Block Cipherl] ccMbOoOooooooooboboooooo
[Bitlength of Keyl] 0000000128000 192000 256 (10000
0]
[Number of Ciphertexts] 000000 [1o0o0o0j
[Bitlength of Tag] 0000000000000 [1000o0]
[Bitlength of Payload] 0000000 [1o0o000)
| [Keys]! 0 [160000]
[Bitlength of Nonce] nonce 00000 [100000]
| [Nonces]! nonce [16 0 00 O]
[Bitlength of Associated datal associated dataJ 0000 [100000]
| [Associated datas]! associated data [16 0 0 00|
| [Ciphertexts]’ 000 160000]
| [Payloads]? 000000 [160000]
0

1. [Number of Ciphertexts]| 0 0000000000
2. [Number of Ciphertexts| 0 D0 0000000000000 000OO0O[Payloads]0000

OO0 INnvALIDDODOOD0OO
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2.5 000000 (*.out)

0 10: ccMOOODoooooo
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
gbobooboobooooboboobooboboooobooboobooboooDooD
OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon
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