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2 00000000 HMAC_DRBG(NIST SP800-90)

00000000 HMACDRBG(NIST SP800-90) (Recommendation for Random Number
Generation Using Deterministic Random Bit Generators (Revised) - NIST Special Publication
800-90) DOOODOU0UO0OOOOODODODUUOOOODOOODOODODOODODODOO

ggodooobobobobbtbtooooooooooooon

e VST: The Variable Seed Test
e MCT: Monte Carlo Test
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M _Hash_SHA1 SHA-1
M _Hash_SHA224 SHA-224
M _Hash_SHA256 SHA-256
M _Hash_SHA384 SHA-384
M _Hash_SHA512 SHA-512
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0 2: 00000000 HMAC.DRBG(NIST SP800-90) 000000000
00 00 \ 00
000000 | [Algorithm Name] HMAC_DRBG (NIST SP800-90)

[Function Namel]

PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

vSToOooooOoooooobooooo

[Key for VST]

VSTOO KeyO (D0OOOODODOO)

[Bitlength of Additional
Input for VST]

VST OO Additional Input 000 0O

[Additional Input for
VST]

VST OO Additional Input O

[Reseed Counter for VST]

VST O 0O Reseed Counter O

[Bitlength of Random
Number for MCT]

MCTOODOOOOOOOOOOOOOO

[Key for MCT]

MCTOO KeyO (00DOOOOODO)

[V for MCT]

MCTOO VO (0000O0O000)

[Bitlength of Additional
Input for MCT]

MCT 00 Additional Input 000 00O

[Additional Input for
MCT]

MCT O O Additional Input O

[Reseed Counter for MCT]

MCT O 0O Reseed Counter O

[Number of Loop for MCT]

MCTOODOOOOO
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[Algorithm Name]

HMAC_DRBG(NIST SP800-90)

[Function Namel]

PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

VSTOOOOOOOOO0OO0O000000 [100
0oo)

[Key for VST]

VSTOO KeyD (0DDO0OO0O0O0O) (16000
O]

[V for VST]

VSTOO VO (DO0OO0DO0OO00)[1e00o0o)

[Bitlength of Additional
Input for VST]

VST U O Additional Input 00000 [1000
00]

[Additional Input for
VST]

VST O O Additional Input 0 [16 000 0]

[Reseed Counter for VST]

VST OO Reseed Counter 0 [100000]

[Bitlength of Random
Number for MCT]

MCTOOOOOOOOOOODOOO0O0O0 [100
0o0]

[Key for MCT]

MCTOO KeyO (000O00000)[16000
O]

[V for MCT]

MCTOO VO (00O0O00O0O00)[160000]

[Bitlength of Additional
Input for MCT]

MCT OO Additional Input 0 0000 (1000
00|

[Additional Input for
MCT]

MCT 0O O Additional Input 0 [16 D00 O]

[Reseed Counter for MCT]

MCT OO Reseed Counter 0 [100000]

[Number of Loop for MCT]

MCTOOOOOOO [100000]
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[Algorithm Name]

HMAC_DRBG(NIST SP800-90)

[Function Namel]

PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

vSToOooooOoooooobooooo

[Key for VST]

VSTOO KeyO (D0OOOODODOO)

[V for VST]

VSTOO VO (00000000)

[Bitlength of Additional
Input for VST]

VST OO Additional Input 0 00 00O

[Additional Input for
VST]

VST OO Additional Input O

[Reseed Counter for VST]

VST OO0 Reseed Counter O

[Random Number for VST]

vSToOooooooo

[Bitlength of Random
Number for MCT]

MCTOOOOODOOOOOOODOOOO

[Key for MCT]

MCTOO Keyd (00ODO0OODO)

[V for MCT]

MCTOO VO (00000000)

[Bitlength of Additional
Input for MCT]

MCT O 0O Additional Input 00 00O

[Additional Input for
MCT]

MCT O O Additional Input O

[Reseed Counter for MCT]

MCT O 0O Reseed Counter O

[Number of Loop for MCT]

MCTOOOOODOO

[Random Number for MCT]

MCTOOOOOOOO
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[Algorithm Name]

HMAC_DRBG(NIST SP800-90)

[Function Namel]

PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

VSTOOOOOOOOO0OO0O000000 [100
0oo)

[Key for VST]

VSTOO KeyD (0DDO0OO0O0O0O) (16000
O]

[V for VST]

VSTOO VO (DO0OO0DO0OO00)[1e00o0o)

[Bitlength of Additional
Input for VST]

VST U O Additional Input 00000 [1000
00]

[Additional Input for
VST]

VST O O Additional Input 0 [16 000 0]

[Reseed Counter for VST]

VST OO Reseed Counter 0 [100000]

[Random Number for VST]

O00oO0ovVSTOOOOODOOO e00D0O]

[Bitlength of Random
Number for MCT]

MCTOOOODOOOO000000000 [100
0oo)

[Key for MCTI]

MCTOO Keyd (DODOODOOOO) 16000
O]

[V for MCT]

MCTOO VO (00000000)[160000]

[Bitlength of Additional
Input for MCT]

MCT OO Additional Input 0 0000 [1000
00|

[Additional Input for
MCT]

MCT O O Additional Input 0 [16 000 O]

[Reseed Counter for MCT]

MCT OO Reseed Counter 0 [100000]

[Number of Loop for MCT]

MCTOOOOOODO [10000O]

[Random Number for MCT]

OoooMCTOOOOOODOO [160000]
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[Algorithm Name] | O OO

[Function Name] oooooog

[Results] oooo
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