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2 DH( dhStatic, dhEphem, dhOneFlow)

dhStatic dhEphemO dhOneFlow 000 0000000000000 O0O0C0O0O0O0OO0OOO
gooooooocoobHOODODODOO0ODOO0000O00OAlgorithm NameO OO OO OO OO
Algorithm Name U D OO DODOOO0OOO

e DH dhStatic
e DH dhEphem
e DH dhOneFlow

gboboobooobboobooobobooooa

O 1. o0u0ooodao
ooad gooooodoon
M_Kdf_ANSI942_771SHA1 ANSI X9.42 KDF with SHA-1 based on ASN.1
M_Kdf_ANSI942_771SHA224 | ANSI X9.42 KDF with SHA-224 based on ASN.1
M_Kdf_ANSI942_771SHA256 | ANSI X9.42 KDF with SHA-256 based on ASN.1
M_Kdf_ANSI942_771SHA384 | ANSI X9.42 KDF with SHA-384 based on ASN.1
M_Kdf_ANSI942_771SHA512 | ANSI X9.42 KDF with SHA-512 based on ASN.1
M_Kdf_ANSI942_772SHA1 ANSI X9.42 KDF with SHA-1 based on Concatenation
M_Kdf_ANSI942_772SHA224 | ANSI X9.42 KDF with SHA-224 based on Concatenation
M_Kdf_ANSI942_772SHA256 | ANSI X9.42 KDF with SHA-256 based on Concatenation
M_Kdf_ANSI942_772SHA384 | ANSI X9.42 KDF with SHA-384 based on Concatenation
M_Kdf_ANSI942_772SHA512 | ANSI X9.42 KDF with SHA-512 based on Concatenation
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...$100000000000000000O000 hOOOUOOOO l60000O)

PQG)

...f{200000000000000O0O0O0OO 160000O]
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]
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2.1 000000000 (*.par)

0 2: DH( dhStatic, dhEphem, dhOneFlow) 000000000

HEE 00 | 00
(00) | [Algorithm Name] GELREEEED
ooo [Function Name] Key Sharing
[Bitlength of p] OpO000O0O
[Bitlength of q] qO0O0o0on
[Bitlength of SEED] p,qU00000000O00O0OO
[Seed S] SEEDOO00O0ODOODOODOOOODODOO
gooodn
[Bitlength of Seed S] Seed SOOOODO
[Seed x] ggoobobobooouooboboooon
gogo
[Bitlength of Seed x] Seed x OO OOO
[KDF] gooooobon
[Otherinfo for KDF] 0000000000000 Otherinfo
[Bitlength of Otherinfo for KDF] | UUODOOUOOOODOOODOO OtherinfoO
gogd
[Bitlength of Keying Datal O000o0oooooo
[Number of Keying Datas] oooboooo
00000 | [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of q]
[Bitlength of SEED]
[Seed S]
[Bitlength of Seed S]
[Seed x]
[Bitlength of Seed x]
[Number of Public Keys] oooboooboo
[Rate of Fail Data] gooooooooooooo
00000 | [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

[Bitlength of SEED]

[Seed S]

[Bitlength of Seed S]

gooooo

[Number of XY Sets]

gboooboobobode-z0000900
ooo




0 3: DH( dhStatic, dhEphem, dhOneFlow) D00 O0O0O0O00O (OO)
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[Algorithm Name]

(0000000)

gbooobooooboon

[Function Name]

Domain Parameter Generation

[Validation Method]

gbooooobooiio200000 10000000

[Bitlength of p]

[Bitlength of gl

[Bitlength of SEED]

gboooog

[Number of PQG Sets]

000000000 (p,q,9)000

gboooboooooon

[Function Name]

Domain Parameter Validation

[Validation Method]

oboboooobooio200000 10000000

[Bitlength of p]

[Bitlength of ¢]

[Bitlength of SEED]

gboooog

[Number of PQG Sets]

000000000 (p,q,9)000

[Seed S]

SEEDOODO0O0O0OCOCODOOOOOOOOOoOoo
O

[Bitlength of Seed S]

Seed SOOODODO

[Rate of Fail Datal]

gobooobobooon




22 000000000 (*.req)

0 4: DH( dhStatic, dhEphem, dhOneFlow) 000000000

| 00 | 00 00
(0O) [Algorithm Name] (00O0D00o0)
ood [Function Name] Key Sharing
[Bitlength of p] OpO0000 [100000]
[Bitlength of q] 00000 [10000D0]
[PQG] 000000000 p,q,g (16000
0]
[KDF] ogooooooo
[Otherinfo for KDF] O00o00oo0oooooogn Other-
info [160 00 0]
[Bitlength of Otherinfo for KDF] | DO OOO0O0O0O0OODOOQO Other-
info0 0000 [100000]
[Bitlength of Keying Data] 0000000000 ooooo)
| [Number of Keying Datas] O00O000ooo [100o000]
[x]! O000O000o0oUOO«z(1600
00]
e 0000000000y (16000
O]
oooono [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of q]
[PQG]
| [Number of Public Keys] 0000000000 ooooo)
[y1? 000y [160000]
ooodno [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

(PQG]

gooooo

[Number of XY Sets]

00000000000 z0000
y0OOOO 100000

goboooboogod

[Function Name]

Domain Parameter Generation

0o

[Validation Method]

goboobooolig2000001
gbooooon

[Bitlength of p]

0pO00000 [100000]

[Bitlength of q]

¢00000 [100000]

[Bitlength of SEED]

SEEDO0OOODO [100000]

[Number of PQG Sets]

000000000 (pq,9) 000
[100000]




1. [Number of Keying Datas]| 00 00 000000000000O
[x]
...g100000000000D0O00C0CO0

[v]
...41000000000000

[x]
...£20000000000000000

[v]
...42000000000000

2. [Number of Public Keys| 00000 yO0D00O00O00O0O0O0OO

v]
...41000000000000

[v]
...42000000000000



0 5: DH( dhStatic, dhEphem, dhOneFlow) D00 000000 (OO)

0o | 0o | 0o
(00O) [Algorithm Name] (boooooo)
0O00b0obOobO | [Function Name] Domain Parameter Validation
OO [Validation Method] 0ooooooolo200000 10000

goo

[Bitlength of p]

OpO0000 [100000]

[Bitlength of q]

¢0D000O0 [100000]

[Bitlength of SEED]
[Number of PQG Sets]!

SEEDDODOOOO 100000]

000000000 (pqg9) 000 [10000
0]

" [PqQa] 000000000 p,qg 160000]
[SEED] p,q00000000 160000]
[pgenCounter] p,q0 000000 [100D000O]

(h]

h(160000]

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]O[pgenCounter|O]
W O0000D00000O0[MO00 200000000000




2.3 FactsOO OO (*.fax)

0 6: DH( dhStatic, dhEphem, dhOneFlow) Facts 0 0 0 O

00 \ 00 \ 00
(0o) [Algorithm Name] (Doooooo)
ooao [Function Name] Key Sharing
[Bitlength of pl] OpOD0OOO
[Bitlength of ql U000
[PQG] Oo000oo0o0o0o0o0 p,q,g
[KDF] gooooooo
[Otherinfo for KDF] O0oooooooooood Oth-
erinfo
[Bitlength of Otherinfo for KDF] | UOOOOOOOOO0OOO Oth-
erinfo00000O
[Bitlength of Keying Data] O0o0oooogoo
[Number of Keying Datas] oooooood
[x]! 000000000000 «
[yl? 0000000000 y
[Keying Data]!l ooO
ooooo [Function Name] Public Key Validation
[Bitlength of pl] oooooo
[Bitlength of ql
| [PQG]
[Number of Public Keys] ooooooogoo
[yl? 000y
[Result]? oooooooooOOoDOoOOO
oo00100o0ooo
ooooo [Function Name] Key Generation
[Bitlength of p] oooooon
[Bitlength of q]
[(PQG]
[Number of XY Sets] OO000o0o0o0o0DooOd 2000
OyO0ooon
OO00O00o00oO00d | [Function Name] Domain Parameter Generation
ud [Validation Method] googboooboigz2zooonon
1000o00gd
[Bitlength of p] OpO00O0OO
[Bitlength of q] qOOoOono
[Bitlength of SEED] SEEDOOO0OOO
[Number of PQG Sets] gooboooobobooo
p,g, g 00

1. [Number of Keying Datas] 0 0 00 0O [Keying Data] 000000000000

]

...t1000000000O0000000O

[v]

...g100000000000

[Keying Data]

...t100000000000D




]
...$20000000000000000

[v]
...4200000000000

[Keying Data]
...g200000000000AO

. [Number of Public Keys| D0 0D0O [y|]00000000 [Result) 000000000000
[v]
...4100000000000

[Result]
...t1000000000000000

[v]
...4200000000000

[Result]
...t2000000000000000



O 7: DH( dhStatic, dhEphem, dhOneFlow) Facts 0 0 00O (O 0O)

oo \ oo \ oo
(ono) [Algorithm Name] (00oooog)
Joooooooo [Function Namel Domain Parameter Validation
og [Validation Method] Oo0o0ooooOolbo200000 10000000

[Bitlength of p]

Op00000

[Bitlength of q]

¢0oooo

[Bitlength of SEED]

[Number of PQG Sets]!

SEEDO00000

000000000 (pq,9) 000

" [Paal 000000000 pgg

| [SEED] p,q00000000

B [pgenCounter] p,q0 000000

| [h] h

| [Result] 00000000000000000000 000

oooo1oooooo

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]|O[pgenCounter|O]
[0 [Result) D0 0D0D00O0O0MWODO0 200000000000
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24 000000000 (*.rsp)

0 8: DH( dhStatic, dhEphem, dhOneFlow) 000000000

00 \ 00 \ 00

(0o) [Algorithm Name] (Doooooo)

goao [Function Namel Key Sharing
[Bitlength of pl] OpO000O0 [10000OO]
[Bitlength of q] ¢OoOo0o (100000
[PQG] 00o00o0ood p,qg[l60000]
[KDF] ooooooono
[Otherinfo for KDF] 0000000000000 Otherinfo (16000

0]
[Bitlength of Otherinfo 0000000000000 Otherinfod OO0
for KDF] O [160000]
[Bitlength of Keying 0000o00Doo0o 160000]
| Datal
[Number of Keying Datas] | 00D 0OUOOOO [100000]
[x]? 000000000000 z[160000)
[yl? 000o0o0oDoo0o0yl6e0D0OO]
[Keying Datal]l 000o0o00D [16e0000)
ooooo [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of q]
| [PQG]
[Number of Public Keys] | 000000 [100000)
[yl? 000y[160000]
[Result]? o0oo0ooO0oooooooooooooOoOoot
o0oooo
ooooo [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

" [Pac]

gboooog

[Number of XY Sets]

00000000000 20000y00000
[looooo]

| xy1?

ooooooood x,y[l60000]

ooooooooo
go

[Function Namel]

Domain Parameter Generation

[Validation Method]

goboboogoobolio200000 10000000

[Bitlength of p]

OpO00000 [00000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]

SEEDOOODOOD [I00000]

[Number of PQG Sets]*

000000000 pq,g000 [100000]

| [PQG] 0000000000000 p,q,¢g[160000]
[SEED] 0000p,¢00000000 160000]
[pgenCounter] 0000p,¢q0000000 100000]

(h]

O0O0OA[160000]

11




1. [Number of Keying Datas] 0 0 00 0O [Keying Data] 000000000000

]
...410000000000000000

[v]
...4100000000000

[Keying Data]
...§10000000DO0DOODO

]
...420000000000000000

[v]
...4200000000000

[Keying Data]
...f2000000000000

2. [Number of Public Keys| 00000 [y|]0 0000000 [Result)] 000000000000
vl
...410000000000OO0

[Result]
...t1000000000000000

[v]
...4200000000000

[Result]
...f200000000000000O0

3. [Number of XY Sets] 0000 [XY]0OOOOOOO [XY]OOOOOOOOO 0000
yO 20y00020000000

[XY]
...$10000000000 2000000
...$1000000y000000

[XY]
...4200000000002000000

...$2000000y000000
4. 000000000000000 [Number of PQG Sets| 0 000 [PQG]O [SEED]O [pgen-

Counter|0 [h) 00000000 DOOO 102000000000000000000O000OO
gooboooo

]DDDDDDDD\ 00000000 \

001 [PQG], [SEED], [pgenCounter]
o0 2 [PQG], [SEED], [pgenCounter], [h]
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0 9: DH( dhStatic, dhEphem, dhOneFlow) D00 000000 (OO)

oo \ oo \ oo
(ono) [Algorithm Name] (00oooog)
Joooooooo [Function Namel Domain Parameter Validation
og [Validation Method] Oo0o0ooooOolbo200000 10000000

[Bitlength of p]

OpO00000 l00000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]
[Number of PQG Sets]!

SEEDOOOOO [100000]

000000000 (pg,9) 000 [100000]

[PQG] O00000000 pgg[l60000]

[SEED] p,q00000000 [160000]
[pgenCounter] p,qUO0000O0 [l000COO)

[h] h[160000]

[Result] goodoobooobuoooboooboboooo

goooobOoobo 1000000

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]|O[pgenCounter|O]
[0 [Result) D0 0D0D00O0O0MWODO0 200000000000
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2.5 000000 (*.out)

0 10: DH( dhStatic, dhEphem, dhOneFlow) 0 0000 O
| 00 00 |
[Algorithm Name] | O OO
[Function Name] oooooog
[Results] o000

e JIDODOUOOOO(Results] D OKOOOODOO

e JOUOUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl] DODO
gboooboobooobooboboobooboboooobooboobooboooDooo
00 (NeO#0000000000)0000C0ODOOOO0OOODOOODOOODODOOOOO
gboboboobooboobobooboboobobobobobooboboobobo
gboogboboooobooooobooboooboo 1booboobooooobooboooon
gooon

e 10D DODNDDIDUIIOODOODOUOUOUOODODDODODDDDOUODODODOUOUOOODODODDODO
O000000ooooo0O0 (NG ODooOooooooooo
NG(#10 : y = gAx mod p ?)
o000 ybgOxO0p0 y=¢"mod p0 0000 0O0O0OODOOO0OOOOOOODODOO
0oooooooooooooooooooo

14



