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2 00000000 DRBG based on block ciphers in CTR mode

00000000 ODRBG based on block ciphers in CTR mode (Information technology -
Security techniques - Random bit generation, ISO/IEC 18031) 0000000000 OOOO
gogooobobobobodoooooobon

ggodooobobobobbtbtooooooooooooon

e VST: The Variable Seed Test
e MCT: Monte Carlo Test

gbboobooboobbooboooboooboobooboa
goboobooobboobooboobooobooo

U 1l.g0oggoogn
gobooooogo gooooboooo

M _BlockCipher_TDES | 3-key Triple DES
M _BlockCipher AES AES
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[Algorithm Name]

CTR_DRBG(ISO/IEC 18031)

[Function Name]

PRNG

[Block Cipher]

PRNGOOOODOOODOOOODOO

[Bitlength of Keyl

uboboooboooboooo

[Bitlength of Random
Number for VST]

VSTOOOODOOOOOO000 (0000000
ooo)

[Key for VSTI]

VST OO Key O

[Bitlength of Additional
Input for VST]

VST OO Additional Input 0O 000

[Additional Input for
VST]

VST OO Additional Input O

[Reseed Counter for VST]

VST O O Reseed Counter O

[Bitlength of Random
Number for MCT]

MCTOOOOOOOOOOOO (000000
0ooo)

[Key for MCT]

MCT OO Key O

[V for MCTI]

MCTOO VO (D0OO0OO0OOOOOOOOooO)

[Bitlength of Additional
Input for MCT]

MCT O 0O Additional Input 00000

[Additional Input for
MCT]

MCT O O Additional Input O

[Reseed Counter for MCT]

MCT O 0O Reseed Counter O

[Number of Loop for MCT]

MCTOOOOODDO
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0 3: 00000000 DRBG based on block ciphers in CTR mode DO 0000000
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[Algorithm Name]

CTR-DRBG(ISO/IEC 18031)

[Function Name]

PRNG

[Block Cipher]

PRNGOOOODOOODOOOODOO

[Bitlength of Keyl

O000o00oO0o0ooooO ooooo)

[Bitlength of Random
Number for VST]

VSTOOOODOOOOOO000 (0000000
0oo)[00000]

[Key for VSTI]

VSTOO KeyO [160000]

[V for VST]

VSTOO VO (0000000000000)[16
oooo)

[Bitlength of Additional
Input for VST]

VST O O Additional Input 00000 [1000
0o]

[Additional Input for
VST]

VST O O Additional Input 0 [16 0000 ]

[Reseed Counter for VST]

VST O O Reseed Counter 0 [100 00 0]

[Bitlength of Random
Number for MCT]

MCTOOOODODOOOOOO0O (000000
DoOoOo)[l0oo0o000]

[Key for MCT]

MCT OO KeyOd [160000]

[V for MCT]

MCTOO VO (0000000000000)(16
oooo)

[Bitlength of Additional
Input for MCT]

MCT O 0 Additional Input 00000 [1000
0oj

[Additional Input for
MCT]

MCT OO Additional Input 0 [16 000 0]

[Reseed Counter for MCT]

MCT O O Reseed Counter 0 [10000 O]

[Number of Loop for MCT]

MCTOOOOOOO [100000]
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0 4. 00000000 DRBG based on block ciphers in CTR mode Facts 0 0 0O O
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[Algorithm Name]

CTR_DRBG(ISO/IEC 18031)

[Function Name]

PRNG

[Block Cipher]

PRNGOOOODOOODOOOODOO

[Bitlength of Keyl

uboboooboooboooo

[Bitlength of Random
Number for VST]

VSTOOOODOOOOOO000 (0000000
ooo)

[Key for VSTI]

VST OO Key O

[V for VST]

vsSTOO vO (OOOOOoOoooooooo)

[Bitlength of Additional
Input for VST]

VST OO Additional Input 000 00O

[Additional Input for
VST]

VST OO Additional Input O

[Reseed Counter for VST]

VST O 0O Reseed Counter O

[Random Number for VST]

vSToODooooooo

[Bitlength of Random
Number for MCT]

MCTOOOOOOOOO0OO0O0O (000000
oooo)

[Key for MCT]

MCT OO Key O

[V for MCT]

MCTOO VO (DOOoooooooooon)

[Bitlength of Additional
Input for MCT]

MCT O 0O Additional Input 00 00O

[Additional Input for
MCT]

MCT 00O Additional Input O

[Reseed Counter for MCT]

MCT O 0O Reseed Counter O

[Number of Loop for MCT]

MCTOOOOODO

[Random Number for MCT]

MCTOOOOOOOO
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[Algorithm Name]

CTR-DRBG(ISO/IEC 18031)

[Function Name]

PRNG

[Block Cipher]

PRNGOOOODOOODOOOODOO

[Bitlength of Keyl

O000o00oO0o0ooooO ooooo)

[Bitlength of Random
Number for VST]

VSTOOOODOOOOOO000 (0000000
0oo)[00000]

[Key for VSTI]

VSTOO KeyO [160000]

[V for VST]

VSTOO VO (0000000000000)[16
oooo)

[Bitlength of Additional
Input for VST]

VST O O Additional Input 00000 [1000
0o]

[Additional Input for
VST]

VST O O Additional Input 0 [16 0000 ]

[Reseed Counter for VST]

VST O O Reseed Counter 0 [100 00 0]

[Random Number for VST]

O000vVSTOOOOODOOO le0000O]

[Bitlength of Random
Number for MCT]

MCTOOOOOOOOOOOO (000000
0000)[100000]

[Key for MCT]

MCT OO KeyD [160000]

[V for MCT]

MCTOO VO (0000000000000)([16
0ooo]

[Bitlength of Additional
Input for MCT]

MCT OO Additional Input 0 0000 (1000
00]

[Additional Input for
MCT]

MCT O O Additional Input 0 [16 D00 O]

[Reseed Counter for MCT]

MCT OO Reseed Counter 0 [100000]

[Number of Loop for MCT]

MCTOODOOOOO [100000]

[Random Number for MCT]

O00oMCTOOOOOOOO [16000O0O)




2.5 000000 (*.out)

0 6: 00000000 DRBG based on block ciphers in CTR mode 00O OO 0O
| 00 00
[Algorithm Name] | OO O
[Function Name] oooooono
[Results] ooon

e JODODOUODOIResultsl]J OKOOOODOO

e JOOODOOUOI[Results] DO DOOOODOONGODOODOOOOOO [Results] OO0
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