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2 DSA FIPS 186-2

DSAFIPS 1862 00000000 OCO0O00OOOOO0OO0OOOOOOO0OODOODOOOO
goooooooooboooooobgoooobooboon

e RGT: Random Generation Test(OO OO OO0 OO0O0O0O0O0O00O0O0OOOOOO(QODOO
000)0000000000UTOO0O0O0O0O0O0ODUOUODODOODmWOOooooO)

gbboobodgbooboboobooobooobooboobod
gboboobooobooobobooooobooon

01000000000
\DDDDDDDDD\DDDDDDDDDD\

| M_Hash SHA1 | SHA-1

0000000000000 00000000SEEDOOcounter 000000000 OOOO
000000 [PQG)DOOOODOOOO
PQG)
...1100000D00DO00DbOO0bOO0bOOoOOoon
[SEED]
...1100000000O00DO0ODO0ODOO0O0OO0OO0 SEEDODOOOODOO
[counter]
...11000000000D0O0DO0DO0DO0D0O0 counter 000000
PQG]
...f2000000000DO0DO0ODOOOO0O
[SEED]
...12000000000D00D0O0ODO0OOOO0OOSEEDODOOOODOO
[counter]
...12000000000D00D0O0DO0OO0ODO0O counter00O00OO0O



2.1

000000000 (*.par)

O 2: DSAFIPS 1862000000000

00 \ 00 \ 00

(0oo) [Algorithm Name] DSA FIPS 186-2
ooodooooon [Function Name] Domain Parameter Generation

0o [Validation Method] Oo0o000o00o010o0o0oooooao

[Bitlength of p]

Op00000

[Bitlength of gl

¢0oooo

[Bitlength of SEED]

p,qUO00O00000OO0O0OO

[Number of PQG Sets]

000000000 (pg,9) 000

gbooooboooobg

[Function Name]

Domain Parameter Validation

ao [Validation Method] ooooooool1ooooooon

[Bitlength of p] OpO000O0O

[Bitlength of gl qOOooono

[Bitlength of SEED] p,qUO0O0000DOODOOOO0O

[Number of PQG Sets] | OUODOO0O0O00 (pq,9) 000

[Seed 8] SEED 000000000 DOO00OO
oooooo

[Bitlength of Seed S] | Seed SOOI UTODO

[Rate of Fail Datal goboobboobooobooooo
0o

oooono [Function Name] Key Generation

[Bitlength of p]

Op00000

[Bitlength of gl

¢0oooo

[Bitlength of SEED]

p,qUO0O00000DOO00OOO

[Seed S]

SEEDO0D00000000OO0DOODOO
gboooog

[Bitlength of Seed S]

Seed SOOODOO

[Number of XY Sets]

0000 z,y00000




0 3: DSAFIPS 1862000000000 (0DO)

oo oo \ ogd
(o0o) [Algorithm Name] DSA FIPS 186-2
0000 | [Function Name] Sign
[Bitlength of p] OpOOOOO
[Bitlength of q] qOOooono
[Bitlength of SEED] p,q0 000000000000
[Seed S] SpEpEpOooooooooooooon
gooooo
[Bitlength of Seed S] Seed SOOOODO
[Seed P] oo0o0oooooooooooooo
goooooooooo
[Bitlength of Seed P] Seed POODOOO
[Seed K] gobooobooboboobboooo
gooono
[Bitlength of Seed K] Seed KOOOOO
[Hash] goooo 0o 0o 0o o oo oo
M_Hash SHA1 0O OOO0O
[Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] oooo
[Number of Signatures for RGT] rRGrooooooooooo
0000 | [Function Name] Verification
[Bitlength of p] ooooooo

[Bitlength of q]

[Bitlength of SEED]

[Seed S]

[Bitlength of Seed S]

[Seed P]

[Bitlength of Seed P]

[Seed K]

[Bitlength of Seed K]

[Hash]

[Bitlength of Plaintexts]

[Number of Plaintexts]

[Seed of Ephemeral Keys]

oobo0 k0O0O0bDOo0ooooooo
gbooobooobon

[Bitlength of Seed of Ephemeral Keys]

Seed of Ephemeral Keys 00 00O

[Rate of Fail Datal]

obooooooooooon




22 000000000 (*.req)

0O 4: DSAFIPS 1862000000000

00 \ 00 \ 00

(ono) [Algorithm Name] DSA FIPS 186-2
oooooooon [Function Namel] Domain Parameter Generation

oo [Validation Method] O0o0o0oooo [ooooo)

[Bitlength of p]

0pO00000 [I00000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]

SEEDOOOO0OD (100000

[Number of PQG Sets]

000000000 (pg,9) 000 [100000]

gbooooboooog

[Function Name]

Domain Parameter Validation

od [Validation Method] ooooooo [ooooo)
[Bitlength of pl 0p00000 00000]
[Bitlength of ql (00000 [00000]
[Bitlength of SEED] SEEDO0O000 [00000]

[Number of PQG Sets] 000ooooooo (p,g,e) 000 [100DD0OO]

[Pqc] 000000000 p,qg[160000]

[SEED] p,q00000000 160000]

[counter]! p,q0 000000 [1I00000O)
ooooo [Function Name] Key Generation

[Bitlength of pl] OpO0000 [I00D0O0DO]

[Bitlength of q] qUOOO000 [100000]

[PQC] 000000000 pg,g 160000]

[Number of XY Sets] 0000 2,y00000 [100000]
oood [Function Name] Sign

[Bitlength of pl] OpO00000 [10000D0]

[Bitlength of q] qUOOO000 [100000]

[PQG] 000000000 pg,g[160000]

[Hash] O0o00oooooO00d M_Hash SHA1TOODOOOO

[Private Key] 0000000 [60000]

[Bitlength of Plaintexts] 0000000 [10oooo)

[Number of Plaintexts] 0000 [oooo0]

[Plaintexts]? 00 [160000]

[Number of Signatures for RGT] | RGTOUOUOODODOUOODO [1I00000]
oooo [Function Name] Verification

[Bitlength of p] oooooog

[Bitlength of q]

[PQG]

[Hash]

[Bitlength of Plaintexts]

0000000 [10oooo)

[Number of Plaintexts]

0000 [100000]

[Public Keys]

000 160000]

[Plaintexts]?

00 160000]

[Signatures]?

00.1000000 s00000000000[16
oooo)

1. 000000000000000 [Number of PQG Sets| 0 0 [PQG]O [SEED]O [counter]

goooboo

2. [Number of Plaintexts] D000 (10000 10000) 00000 (100001000
O)oooooo




2.3 FactsOO OO (*.fax)

O 5: DSA FIPS 186-2 Facts 0 0 0 O

00 \ 00 \ 00
(ono) [Algorithm Name] DSA FIPS 186-2
oooooooooog [Function Name] Domain Parameter Generation
[Validation Method] oogooooo
[Bitlength of p] OpOO0OOO
[Bitlength of q] gOOoooo

[Bitlength of SEED] SEEDDOOOOO
[Number of PQG Sets] ooooooooo (p,g,9)000

00O00dOoooo0o00d | [Function Namel Domain Parameter Validation
[Validation Method] gogoooo
[Bitlength of p] OpO0000O0O
[Bitlength of q] gOOooono

| [Bitlength of SEED] SEEDDOOOOO
[Number of PQG Sets] |0 OJOO0O0OOOOO (pgqg9) 000

[PQG]* 000000000 p,q,9
| [sEED]! p,¢00000000
| [counter]? p,q0000000
| [Result] 00000000000D0000000
ODo0000O0D 1000000
ooooo [Function Namel \ Key Generation

(00D00DDO0D0O0DDO0OOoOoooon)

1. 000000000000000 [Number of PQG Sets] O O [PQG]O [SEED]O [counter]D
[Result) 000000



0 6: DSA FIPS 186-2 Facts 1 000 (00)

’ oo \ oo \ oo
(Ooo) [Algorithm Name] DSA FIPS 186-2
0000 | [Function Name] Sign
[Bitlength of p] OpO0OO0O0OO
[Bitlength of q] qUOO00OO
[PQG] oooooo0o0o0 p,q,9
[Hash] ooooo 0o o o o oo o
M_Hash SHA1OOOOOO

[Private Key] ooooooo
[Public Key] ooo

| [Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] oood
[Plaintexts]' oo
[Number of Signatures for RGT] | RGTOOOOOOODODOOO

0000 | [Function Name] Verification

[Bitlength of p] ooooooo
[Bitlength of q]
[(PQG]
[Hash]
[Private Keyl] ooooooo

| [Bitlength of Plaintexts] ooooogoo
[Number of Plaintexts] oooo
[Public Keys]? oono
[Plaintexts]? oo
[Signatures]? oo. 100000 -0 sO00000O0

N ooooo
[Results]? ooooboooobogoobooong

001000000

1. [Number of Plaintexts| 0000 (10000 10000)000000

2. [Number of Plaintexts)] 10000 (10000 100000)000 (10000 10000)0
00 (1000010000)0000000000 (10000100000000)000
00O



24 000000000 (*.rsp)

O 7 DSAFIPS 1862000000000

go

\ 00

|

guo

(00)

[Algorithm Name]

DSA FIPS 186-2

gbooooooooboo

[Function Namel]

Domain Parameter Generation

[Validation Method]

0000000 (100000

[Bitlength of p]

0p00000 [I00000]

[Bitlength of q]

(00000 100000]

| [Bitlength of SEED]
[Number of PQG Sets]

SEEDOOOOD [I00000]

000000000 (p,g,g9) 000 [10
oooo)

| rpgal! 0000000000000 p,q,g [16
B oooo)
[SEED] ! 0000p,¢00000000 1600

ooj

[counter]!

0000p,¢0000000 (10000
0]

obooooooooboo

[Function Namel]

Domain Parameter Validation

[Validation Method]

O0Oooooo [1oooog]

[Bitlength of p]

0p00000 [I00000]

[Bitlength of q]

(00000 100000]

| [Bitlength of SEED]
[Number of PQG Sets]

SEEDOOOOD [160000]

000000000 (pg,9) 000 [10
oooo]

EOE 000000000 p,q,¢[160000]
| [SEED]2 p,00000D000 [160000]

| [counter]? p,q0000000 [100000]

| [Result]? 000000000000000000

oboooboooboboobooo11ooo0o
oo

goooo

[Function Namel]

Key Generation

[Bitlength of p]

0Op00000 [I00000]

[Bitlength of ql

(00000 100000]

Pac]

000000000 pg,g[160000]

[Number of XY Sets]

0000 2,y00000 [100000]

[xy13

000000000 «,y [160000)

0

1.000000000000000 [Number of PQG Sets] 0 O [PQG]O [SEED]O [counter]
googoon

2. 000000000000000 [Number of PQG Sets] 0 0 [PQG]O [SEED]O [counter]O]
[Result] 000000

3. [Number of XY Sets] 0000 [XY]0OODDOOOD [XY]OODOOODOOO 0000
yUOz0y000 20000000

[XY]

...410000000000 000000
...t1000000y0O000D0O

[XY]
...t20000000000«00000O
...f2000000y00000OO



0 8 DSAFIPS 1862000000000 (0DO)

] oo \ oo \ oo
(ono) [Algorithm Name] DSA FIPS 186-2
0000 | [Function Name] Sign

[Bitlength of p] OpO0O000 [I00000]

[Bitlength of q] ¢qO0O000 [1o00O0O]

[PQG] 00U0o000oo0dp,qg[l60000O)

[Hash] goooo 0o o o o oo oo
M Hash SHA1OOODOOOOO

[Private Key] oooooog le0onoo

| [Bitlength of Plaintexts] oooooog jljoocooo

[Number of Plaintexts] 0000 oooog]

[Plaintexts]! 00 [160000]

[Signatures]® ooboogoo. 1ocobogoo -0 sg0O
O000ooooopenoono)

[Number of Signatures for RGT] | RGTUOOUOOOODOOONODOO
O]

[Signatures for RGT]? OoOoORGTOOOOOO OO. 10
gooor-rgsoobgogogogn
[160000]

0000 | [Function Name] Verification
[Bitlength of p] ooooooo

[Bitlength of q]

[PQG]

[Hash]

[Bitlength of Plaintexts]

O0ooooo [1ooooog]

[Number of Plaintexts]

0000 [100000]

[Public Keys]®

000 [160000)

[Plaintexts]®

00 160000)

[Signatures]®

00.100000»0s000000
0000O0[60000)

[Results]?

gobooboooboooooboooo oo
gooobo10000b0

1. [Number of Plaintexts) 1000 (10000 10000)000 (10000 10000)0

gooono

googdg.

. [Plaintexts]| 0000 10000000000000O0 [Number of Signatures for RGT] O O

[Number of Plaintexts] 0 D000 (10000 100000)000 (10000 10000)0
00 (10o0o10000)ooooo0ob0oo0o (10000 10o0oooOooD)0oooo
00000 O[Number of Plaintexts] 0 20 O 0 O[Public Keys] 0 0 0O 0O 10 O O[Plaintexts]
0000 1000[Signatures] 1000 1000000000000 000O0O[Results]000
010000000[Public Keys]DOOO 200 0[Plaintexts] 0 0 0 0O 20 0 O [Signatures]

O000020000000000000000(Results] 0000 200000000




2.5 000000 (*.out)

0 9: DSAFIPS 1862000000
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
gbobooboobooooboboobooboboooobooboobooboooDooD
OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon

e JIUJ0D0DOODDUDODDODUUODDOOUUDODDODOUDODOODOO (NG)OOODO
oooooooo
NG(#10 : y = gAx mod p ?)
NG(#10: 1 <=x<=¢1,1 <=y <=p-27)
NG(#10 : yAq =1 mod p ?)
DOOOONG(#10: y=gAxmod p?) 00000 y0OOOODOOD z:000000000
Oplg0000000O0y=¢"modpl0U0O0O0O0O0OOOOOODOOOOOODOODOO
Joooooobooboooooooao

10



