Better Life
withIT

&
n
I|

)
2
S

luu I|||| !

BOHBPRAMBNTAVSL(SHAETARE)
H)F1SLTERER

JRILITBUE NGk LR H#EERAE (IPA)




BT REXTM/\—tFxa)T1 A\

® OT (HlfEFAT) &IT ([FE&AMT) MG ICHBKMBVERAF I e LTHL.
)= =2y TIREDEBHERND. LX) TAFEFARBREEDAREET
5, MHEXRDOY A /N—EF 1) TARWRDOPKELRD A

a7y ariL
XYNT—OFBR

R - SR

oy alb

o HME-RF¥IZE%
"HEITETLTW
KETOEFRESR

o O/ DBARLHME B OESRRETIL -
o WEROEBELIBEMDIFEE REEAIMEDIRER
EETEADEYAH YAN—HEICLDEE
o WEHBOO—KTYTL DEEHILIE
BERNIROEH

HERDBKIRGL DT

o EEAVISICNTDE
B EEBhEFRDOMET

o AVIUTFUNEERORIG
EET R At DBR

© Information-technology Promotion Agency, Japan Industrial Cyber Security Center of Excellence




e

O [k . EELLEODREEBEIIRIGIHYEL?ECHBEAMZIEIAZTR

@ 77/AV—(0OT:IT), ¥RIAVMNEDVRADBFABRANICERNT FREDOMN —=VY

0 FHBUFITADHESHARLRNILEDLENONS LRI ZEETIOVTINETER

0 FHEENBHIGEVWEECOEZAAFRTILLII.FEEROVRATLEREELEER R
T L% {H A

® BHDMNTLARILDEFI)TFARED/I/\IDESEABMIC, B EEMKEEDE

ENL——V T REE

:
B\ EvS = = = p |

FHIAS— TRIAVMNETRZR IREH bﬁ_&%iz@ﬂlmfﬁb\ﬁﬁi’c\fﬁﬂﬁk E

N etz e BEYTSAFI— ERSUERERL ||

! Y N BHIF 5 EF2YTAPETRRITH T B .

| 1

| [RRYRTLE |y mscsrsuao0 | [ OBARERECD ...y Bns. gEEEL . ||

|| o RERBEE SURNEAR BEN—=27 by FLARILD AR ,
------ e ~.
v B Ammicswsuzomme ch A% A BEBE LD REE. :
:(%%%BF?%) LIS IR RDIER Q XV TARROES/ SEFFERFT, B 75 ERF5A

. I SEE SLBM BRYAFLABMARSOR | :

| g ENOIEENEBPIDERENF— e LTHA 5 .

|

N—tF2!) 74 DIRBICEY S A 218

© Information-technology Promotion Agency, Japan Industrial Cyber Security Center of Excellence 2




FRAL VYT —O (EcHEEDH)

78 | 88 | 98 | 108 | 1A J 126 | 1A | 23 | 38 | 48 | 56 ] 68

o_ . RNV e
7247 — RN—299) / Nl o
(LR Eb) > (ERERE) > (féﬁ@%) > FavToN >
| PYRR-TRIAY N RIE >
FOTTvSaF Ry NT—5 (BTEN) >
R—2v ) BB DO F T o EF 7 R\ ZHAE D T o B
OTBE &R - R RN —> 3 F 3k — 2 OTRHEH M- R L— 3V FEFID—R
ITt'=\=:L'J7—4:| i |Tt=\:3—'}7"f:| 2

T4 —H3E
o ITEF2YFAEBEELOT X ) T A2 E

- LNILEDYE
—>v R

o HIEVATLEXF2I)T4. TEX2)T4.BCPEDEZ AEBENICES
o 2~3VFZRIIAHMNT, LEFMAFDII—R%20—7—av L TEE
7 R/ 2 HARS
s BESFICBIIRZEBRNAN —=V I RVEZOERICLZELZMEDOR L
o EEADHFHNS2DER
EEZEI7OVTYMNER
o TRNVZHBEFTTEBLAMBECEREZEN L. JIL—TE LUIXMBEANTEOH EDE
¥ AN—tx1)T1%T—TELEBICRYED

© Information-technology Promotion Agency, Japan Industrial Cyber Security Center of Excellence




ERIAL VY —Q HYF215 L (EEEEZEOH)

iy,
©
Sl

s ’
I |
‘ i . (0 !l

|
|i

£)

%
1y
I

H

7’54U— ~N—=3v9) 4 JIV¥
Bac = S 27 LEBD HIIS 25 LAD HIIS A> NEEDTFL | BEAOEEEE
- E1-SiERER ol 107 (R o0EsR W (T BN U7 BIBOnS  [re———
- 32T INERRER pr— - - 0B &F
-VIhoIy Bl | -GS AT LCFIUTHL - B S EBRIN -3
ko7 i \ - BUREIRT AR - BT 5> Me RV SR
-9 % 25 (e e R e AL TyrER & e
BRI AT AtF 1T B - | - RRRL—33> = Iﬂg@ﬁﬂ%ﬁﬁ’/_ﬁg’
- [BIREF1UT(ER SO BSOS & -URGSFUAREE &
- CF 15 (AT —
- IBIREF 1T a0 BRI BRMGIETIIT 0TS 5> NITS ;Z'Efﬁi% " zﬁg;z%{ﬂmscmmu -
- BEEMR LT S, =TS, A - EERET RIS 1 _ - i
BT % ON|| 2L | ey’ wmasusn  -Jov EREEEE  -BPEBCM
BUES A7 30| saRasnon PR TR & e 4 B
- 1S 27 LTI AR [P BT DPE IR ENRR Y 51> 25 LBCPiitE I N e kA
5 | - RrEBEONE IS | g5y w@*‘ a AT LREE %gﬁrllmwscmam,ﬁa
- T0I5TIES -BCP| - 2R -=me- - -IETE — o
3 -%ﬁg:jx;zgé;’ﬁ -2 | T - FAMYRIBEE - WHHFY NI —VREE - BIR gmms 25 iR
O -®h-07-%70Fv - BREUZ CERMGIE - BCPIFR (IEC62443) S/ RUL-RERYH %
S -EERSRTLLOEL F R Esosay § - OUbER & CPEPELER - (3kneemRI-2)
=127 I+ S
| B A7 )7 B IT-OT(CES3RM(CRITZT 3 ayT
- WIS 27 MBI SBRO y |- EHERBSAGPIREBHEL. HECF1U70, BREFUF REHMCF1U7(CESHNTOR (URIER,
fﬁgj - 3oy, | BEBE WAL TFIUTARUS—RE) | FBi- (R (MIBEF1UT(RE) | BRI XTLICEANZ AR
ol N 237 | i BRECEPIROMT, B SRR,
S A5 LT HMS 2T LtF1)57( | OTRIORIAtEREx: [l HESATANOBEE W4/ YR 10TFH TR
& EROLHOITEE T35 Nl KIFAQIEAR - (R IR
-tk 2UT I - IS AV NSEE -UROSHTURDEHE - DTSATR
A i |7 |-z - BB PRI - NWEF1U51 -UZDEIB (PORBHEA. S
- TFIVTAIRERUZ(CSMS, 41 -t(#gé’:f&i-%iﬁ -Webt+1l71 & - INEE1R4A0 MEEE) %
) (RO Vet = EEEBYIN, THY - IREOR S —
i V71| emnne ORI -giﬂbgg*tﬁ:FJUi( Py WS AT LN TS
T LR J-R 7;)(‘\ b E\. 3 —,(E ~ -%S)IRT('( SITUNEEN  pEEET 1227 > MIEER
- IS 27 NE S B >2-3>7547>2_BUD N -ToTtFaU7y (. © - BHIFAZ
Bye e - IR -CSIRT (EIE) B-E%) % SAVIFINISEE %
-SEMHEER % -tFWFRI- & -TTRE-ER-EE F
BAEEBAEN B EFIRARL CORIERRE B ORISR DXt | DRI
CRE) (BRHN-ARITNE] _ mpmmste i 5¢ G4/t 1T DTS MedA e 41U | -ALIoT,559K, DLTS0t+1
-1cs-CerT  TIRTSystem X g ngsm (> 75004/ 1—tFaU7(cay - ICSIWG F4-@| UrERELE
Eﬁggm PyPare - {Z5LILCyber Week pjmste | - EKBROBLEANS. 14 KS
- ague e o)0— % T2 A E,
Sacoty Dot~ EBBVRY/URIEIREH, 1 J-z | 1~
e RIBEBINTVAAY M) CHIA NBCLES 123040
YRS | - ErrFa T - SEATEIEY 5 ST e iy -tFTaAE TS
>‘4;£ -5§f§gng£')§4&ﬁi@5f$urg - MARRSAVN % :j,bﬁ{/;i{)ﬂ(j’ ik NSy %= U (IR fE
=B =)

© Information-technology Promotion Agency, Japan Industrial Cyber Security Center of Excellence

ZEREJOyIIb

IN=T/EATOSTI

(HSEBRE)

- ZBENTFAU-D5TR

INORCERECOAHZE
AUT. FIL—TBULIEA
[CTEEYAN—tF1)71
(CRI 9 ZERREARICET T
T—NEESHTEOHED.
BRIRICIE. 2T
- (BHEETETRE
DIYASAY NEP LFEH)
BEFLTIOSIINS—Y
[CTEDFEAEABORER
RIRES,



FRAL VY —Q BEEEOH)

@ H)FaTLTIE . YL/ Y—DEE COEZ EZEDIFN. EERZCHY IT7L VRS,
BAEEDET1—ILRT—IH BRI ERE G TR E3RETOELICH T DERA, SoHIEEE
SR OF 91 I AR E D SSE I kY, —EREE) .

| 73 | e8| 98 | 108 | 118 | 128 | 18 | 28 | 35 | 47 | 58 ] o7 SN

NERMEERARER 7/12,26,8/2 (FE) %ﬁﬂﬁ'ﬁ SRR 12/2(##F) IoPAIEfE
- AR A FN

HNERHEERARER 7/11,26,8/2 (#%)11) %ﬁBﬁE 82852 1 /20 (i)

ZBEWTL1EER 7/12,26,8/2 (=) DHS 301 Training 3/16-20(7 XA 744 K)

BHRERE | 9/23-24(75V R /%))
[ AMERIEEREE 10/18,11/15,12/18 (RR)
A ERER 58 10/28 (S 1)

L BARERE 112/2-3((FYR AVKY)

CSS2019 10/21-24 (Kl = VEY:
A / (i) AN AN—EF2YFT1 VR ﬁ% Eﬂﬁ&é‘é
/| CODEBLUE2019 10/29-10/30 (%) P4 3/18-19(%%) ARYVKN

-BlackHat Europe 2019 12/2-5((F)Z2 OV KYV)
[\ S4x208777V¥21/20-23(F 45 701U )
/| Hardening 2020 1/24-25 (g &%)

SCIS2020 1/28-31 (7=%0)
AR

BlackHat Asia 3/31-4/3
A VHAR=I R —FRA-H VX))
A FRAIZESM(WINHMTH) A HEES FHEENSIPANEIR ==

© Information-technology Promotion Agency, Japan Industrial Cyber Security Center of Excellence 5




ENEEMEEDEEN —= T BEEgom)

® BAANARYTLRNILDEXFI)FTAWED/INTDES. BAEEREEDAIREKE~BH
ELTBADEELX1) T(RBEEMBEEDEEN ——V T 5 EHE,

1V RXIEFIgRT BR M/ —HEAREE

® HAXDEMRICLBFHEI RATLADOYAN—F2)T4ICEATHIEZEELT.1VRK
YEthigmE i AR M/N—EE ] (48R) &£,

@ HRAMBHRTOVSLDZEECIZICINA. 7T REFMIBO140E - #hign o,
HAN—CF2 ) T1 5B BGHECENETEEZE ZILLHETIEBE(VISEEESE
MNS358 DS,

BMCBIIBREEYAMN—EF1) T ZEICERODRERS

° 77/7\(/\'»,}1’&&&%(25&%)
Y AN—t X2 T DEFZEEDLENLEGEADIERE, I/HD My T LR
B AMEDRYNT— VA BETZ-HDTSVAREEEAE N, SHEEZ208HN
257.—”]0 vt
TSV ADHEHEAARIL. R BEAITOEEEIC. FAM/NN—EF 1) F4EMAR 5
NoDEHEEZIT. BRI AIT o,

° 'f=\'—')7\(I:I/I~/)/JT2 EE (2R
HEBFOHA/N—EF1) T B IBRVEAE REEDBNDIERME, HL 0 RN
Ny TRV FDAMED IR YN —VEEA N E LER, SHEE 437 E] G
2D,
o AFXYROHFFHLE] (DIT.NCSCARE) ICLDEBECEHEIHERDEENLYY—R B
AT ADERPAEZ T AV FAR—2 a3V A T4 R TCEFHN R ERER R LT,

© Information-technology Promotion Agency, Japan Industrial Cyber Security Center of Excellence 6




EEETRERANT QD (morEEom)

575 b B R

HYITBHIH)FaT A

Ptk IEE

(s
LN

L\ RRABREREASRAS
by s s

« EESEEICLDYA/NN—tFal) T (152
RICZ20FE L E. HAN—FEX2 )71 A\MBEK
IC10ELL EICh=YHESE,

« RAKEFI)TABEMAERAEEEICHM/N—1
Fal) T EREELAHE BRESEEE
AEBEZEEIME (TU-T) ICBIT5H A
N—tFxa1 ) T1FEEBEDEEZ2013F &
Y%, 204D EFREAEZ K IL,

o TRIRBARYA/N—)RIETFIFTD/20IC,
BRI EALATHEREESA YOIy
FIVARDODEE M %572,

« XYRNT—0 X2 T DEFIZELE

- BN AN ROEEEAE

- EERRYA/NN=1)RVEEREH]

- EEMICEVWLNRTWSRYNT—J %)

T1FE

« EEMICAVSNTWSY RV 5l E %
s B AV TVMNDOREER REBPLUVEE

ICHITBBREEICH G LIV YTV MR
Fi&

© Information-technology Promotion Agency, Japan Industrial Cyber Security Center of Excellence



EEETRERANT @ (morEEom)

o BE-HUEHFE FRNICT) IPV6Y R T LG
Witz —RE27#D. IGNOERAEITY. 2
EXRVNT—ICET A EENICHRESE, [
FERNATTADERBREEERRYNT—)
DIER- ERRREZR D,

o SEFEIEEIEY AT AEXL) T4ICBEETAEE
AHCEFNLTHY, ERR24FITIT AT ZR
HEHIEY AT LX) T2 Y—
(CSSC) b EIFICERBE L TS|, FlfEH > X
TALAEFI) A DRI EEFICEIDE R K
REFICRAOLTWS,

55 BB BYETZAH)Fa1T A
lJ\JPF MR s o — — s
R HB A . %Uﬁﬂ/ZTAjZ:\:JUT’f&EHH
R « NTYRNEF YT FvICBTEEZHLUOEE

e RERN—2aVICBEATRERPLIVEE
o YRAFLRRXN—avICEETREZHLY

e OFX VT EZH)VJICEATRERSLUE

F.I»EEI
TPV IICETREESLIVEE

BEBF ARSI UHERMICET28HELT
e N AN

© Information-technology Promotion Agency, Japan Industrial Cyber Security Center of Excellence



IPA

EEETRERANTQ (EotrEEm)

5 il B PEE HYTEA)F154
BEBER A net A o
%EEI%j{? *j:’%l#%sl- ° 77/|\§éﬁﬂﬁ+§éﬁiﬁyéﬁéii

Al #E . B 2T AR
- BROM
« TOERGHE EEENERMRIBFTH . MR IS I
B, 201 1 EICIREELRHES A7 Lt N
F1YFAREY R TA— RIS ELUE, 14 77 "

ROBREWFRZFR ML M/ —EF2) « BERVRVEEXETE
TARRICHESE, e YZH-O32=H—aY

o FUTINAWVL WIS EWSBFICENDDITE

EOEME BT R7 AEBYICL ARy PP BEM
WOERE C. ZLBREITTREERED - « AT VNOAT VY —

DY A/N—tFX1)FT1%RE5T,

- SHAIBESIEHFEES T O ABEER, SIPEEA
VISDEFL)TAAMEREER, D5FWT
OY ) MEEE AR EZFEE,

AT VRIARVYRI AT A
STHBD (M., HROW)
HBLATFLBE R

© Information-technology Promotion Agency, Japan Industrial Cyber Security Center of Excellence 9




EEETREAANT @ (morEEm)

« —fEtHEAJPCERTO—T4R—avty
H—ICBWTRBAEM I —TIR—Tv—,
BT 7 RN —%5RF{EL. BRIBHRDINE.
AT BRFEEICHKSE,

o ER27TENLIF. RRAZBHRFRD
Fa7 BRI SRS EERE | DAY
N—=¢LTCHIN—KRBOERKERIRIE
(SiISOC TOKYOH A /X\—=L V) #RERE/\&E
MICIIE £ EHARICEDAMEREES
ISy E VI RER M) T EDFE
i % £ HE.

55 Rl B R HYITZH)F25 A
K IR N
RS HEHE "T/ZTA%ﬁ )
AR . XYNDI—OtFa)T

e« EXal)FaA4ITF Y NERANEE] (CSIRT)
« ATV YRYVY
e TXalF4HEEBLIITORATLDOEEER-

RFRE

o [TANFY ARV E RS

TAVIIORITRIAV N HREE

T¥al) F4BEER

X7 nrss3Ivy
ZRIEHREEAT—LRVEEN B RS L
WEH

WEI—ROH

© Information-technology Promotion Agency, Japan Industrial Cyber Security Center of Excellence 1 O



