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ABSTRACT.

In this paper, we examined the current security status of Internet infrastructure with special

focus on wide-area routing, domain name service and directory service. These services form the base of the

Internet infrastructure and their trustworthiness is implicitly taken for granted by users, applications, and network

administrators. But this trust is misplaced in the absence of secure protocols and practices. We have pointed out

this lack of awareness in the protocol designs and their implementations. We have discussed the areas that need

urgent attention to make the Internet secure and reliable.
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