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FH/80%

KA : BINER P81 :+Xxa)7+4 (ERGE EMLAILY

1.

HEREexXa) T«

(B4#F]
> fFHEx=2V T 0RM, F2T7, EEMEZERL, sEIISHT 5,

> EHEECAT 5 R, Wit L EARRTFHEOBERER L, BEICSHT 5,
> fFWEx=V 7 ICHETEANOREE, LA, 5, TomeERTs 2L
T, EOLS BB EIETE o2 ERL, SEICEHT 5,

(1) BTHREX21UTs1DEWNEERA
B O (Confidentiality), 584 (Integrity), WA (Availability) ZHE(%,

HEFF T D LIk o T, BA BB BIER AT L ENERERHEL, FERV AT LDOE
A ED D AR5,

e M (Confidentiality), 8@k (Integrity), wIHME (Availability), =
IEME (Authenticity), EHALBBIPE (Accountability), 5 #B51E (Non-
Repudiation), {E#HME (Reliability), ZJEMIHH, X2 U T 4 A TH A
(BEFaT A TFTHAL), TITANRNT—=NATHA

(2) EHEEX LT DEEN
HEDRy FU—=7ITtE, BEICE > TEREF 2 U 7 1 OKED S S GO

[ B2 % 2 L, S AT ABEO SR EEOFR e H T WREMEDR H D Z LD,
HmEx=2l 7 0 OEERZHRT S,

FEEG] wviE, Bk, WesshE, o o8 — o
3) BB

O EE o

THEREPEI R DX 7 B A PR 5,

FEEGI e, SSE, SeRE OB, W, BA, RETZ®R, B 20 TEL, &
by, TT—, IF XL, EURAA—AZ (BEC), MEFRFAR, HHME 7
U AMORBIE, WK, Wi, BHR, FEMM, Y—svrrzro=7Y
7, EHRIRZ, WO, Bk, EmE, NERE, BETS, NS OEH, BhA,
WA —)L (ARL), AL (2T 28, KB~ hL (Attack Vector), HEE
XIRAEE (7% v 7% —7 = A : Attack Surface)

@ ~nu=7 - RET0Z T A
“NY =T s RNET 0T T MO L T OIRDFENEEHET D,

AVEa—HUALR, v aTA LR, T—h Ry bk (Ry bxv b, =5k
BAERI T A4 )L A (RAT : Remote Access Trojan), C&C H— ), =7 kw7,
UNR—=2x)b, haADOKE, AL 0T, FUoHATT, F—of—,
N—hrXy §, Ny RT7, AT NVAHEM (RVE—T7 4978, AZE—T 4
v 7ANEN), T7ANVVASRL T 2T, 2/ ATaA ha—R, =J7AxA7aAg

%> b
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(4) HasstE
B AT L OFHREF 2 U T 0 (2B 5 KK, 1TERE - 55 0 5 DMk T ORI,
WEEB~OARRIER £ OMasatE 2 HiF+ 2,

BEB| N7, v )T ok, ARIMEEIE, RESFERIORM, v R—IT, Ny 7
7 TT—, A - HEMR - 77 ' AKIEOARME, SR AR, SNAT—RO
SN P:‘— }‘ nunﬁ@kﬁu Egrﬁi&OD:F‘jCT@{%f i‘{m, L= Xj‘/ij/f DY
=2, OWASP Top 10

(5) FEDA H=XL
REATA P FAET 2ERN, WHARECE2EREX=Y 7 1 Fik - FHORELH LTS
T= b DEEIEAG D& 2 77 % FRT B,

FREEBI ~EDNTAT o (&, B, EX(b), IRUELIE TR, R,
DAL EREER A

w)Kﬁﬁwﬁﬁ WEDEE
WAL o WRE O, K OERENARIE - J05R - BB AT O B8, Hih, %
— v EHET 5,

A7 VT NXT 4, Ry bo—F—, NI, WL, FEEL, e, 4—7
v, S8ER, —EZE (XTATZIAR—Tal), NITTLERA, W
AN=Tr VXL, V=% AL BERETI T, FANR—FLTFxz—1,
MITRE ATT&CK, MITRE CAPEC ( Common Attack Pattern Enumeration and
Classification)

(7) HBF&
TR 2T b, MRS MEAASDORIER T2 & FIEZ BT 5,

FREER - FFELCR, fREY (T— b7 —R) K, VN T— b T - R
2 O A VAR—T—TNIKE, NRRU—KNJZANKE (JVULT Iy VAS
T4 7)
A AYA NAZ Y TT o (K, KL, DOM X—R), 7 a AHA k
VIZANT74—=V=x2V, 2V I V% yFx T, RIATAALA XTI m—R,
SQL A > =r7 gy, HITP ~o XA P73 g, 0S a~x KAV =7
vay, FALZ Y RTIA—HL, Ry TrFd—nR—Tua—, F—F LUK
A L7 N OESM

- 3 (Man—in—the-middle) %, MITB (Man—-in—the-browser) X%, & =&
Bk (A—72 V=), IP AT =T 47, DNS Fv v alfA=0, 7
AT (A TIEDY), ByvvarnATVyvr, Byiar ID D
B E . (Session Fixation) W%, VL AKE, NAASL 70740 7H,
2 B IIELE R (Multi-Factor Authentication Fatigue Attack)

+DoS (Denial of Service : —E RAHE) E DDoS WE (= /LF X7 LA
1%7>), DRDoS X%, TCMP Flood %%, Smurf K%, U 7 L7 g L IEE DNS /K
BOWE (T LY T RAALVRE), 7V TN xy o7

< FERSRITZEE (APT (Advanced Persistent Threat), /KERAISFITZEE o0 Hy Al
W\ EHy), SEORA A=

- BuTAKE, YA RF v X VHE (7 XANKE, To—THE X1
VIWEE, BNRNTRERE), =7 X¥x v ST HHE, y—EAKOY T
r7 =7 OMREORER (RLO (Right—to-Left Override) OHEM, F—F U
JLNOERIEDY), N—T g ra—)LoNy 7Y
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<Al ZEMA LW (ERKE - 7 o7 - 0 TE LML, v Ly

=7 (RNUT o (HFE)) D4R, AT LAOMEIHVER ROMRIIED), T
A —T T A7, BRI 7V (Adversarial Examples), w7 bAoA ¥
z7vay, T—EARAR=T, BTNA L N=TUa VIR A=y
T HERI S

WO (7 TV T Y, R— FAF ¥ 1ED), RaaS (Ransomware
as a Service), 7T TN L—T ALk

(8) 1FHREFxal) T+ ICEET HEH

@ B
B BIET 5 =01V BB RS EAH O M & BT 5, %72, WEBLOME, 1\
RIRME I RO, F58E TS 5.

FREBHI CRYPTREC W5 750 % b, W70 (BE{l (HE60), 105 (H54E), Semibns 5
FA (@), AN S (AR, ), RSA K5, P?Eﬁﬂn‘?ﬁi%
(ECDSA), #4k4, Diffie-Hellman (DH) #4452, w5 REME (PFS :
Perfect Forward Secrecy), /~A 7 U v N5, PRILEHF 5 (ntu EAT X 5,
AEAD : Authenticated Encryption with Associated Data), FAE4Er (BFEIL),
FERHE (B, ERAR S ), BT, M&E RS (PQC (Post
Quantum Cryptography : ffif & 1 Ft H KT 5) 1Y), /v v = B9% (SHA-256
(SHA-2), SHA-3, —J7mk, 35 g RINEEE, 285 RINEEMEIEDY), 7o
v 7 5= (AES (Advanced Encryptlon Standard), Camellia 1Z7>), KFEF|HE
— K (CBC, CTR IE2Y), A MU —LAKFS (KCipher-2 1A, RERE, AR,
SRS, ELECAE K, %%TQEL%IEBE%% (PRNG), ##EH, A L —UKERE L, 7
7 A AL, fERhit, €A, Ty s F =y, SSL/ILS WEERREEY
ARIAy, DALy R, 5HEE (A—%—55), BEEE (v bk

X2 U7 q), BEHRENLEN, HEENLEM

© R
nunEOD%i*’E, 'fj:'fﬂ%( 4‘2:‘:134( ﬁ%’ﬁ&%%ﬂ:jﬁé Tz ED &L 9 fﬁnunff*ﬁﬁ‘]‘i))ﬁﬁb\%néﬁ)
FORESLANT DM 2 RER 3 2 0 2 BT 5,

RER] 7orBEs (BLE, BRI, WL FUXVEL, 7TV REBL, S—T
BH, NIUFI T BL, A LAE LT (BAREE), AvE—UXAY
AN, AXAv—IFGE, MAC (Message Authentication Code : A & — EREEF
kkﬁ) HMAC, CMAC, 74 > 7V K, FT¥ LUV VARNS ARGE, VAT
mqu a— KA = /7 I/T/fT/rnmnE

@ ﬂ:‘l )EH%‘E‘LN?
MAFBIED T2 IZHIH S o Bt O, (LiA, R z2Em %,

REF| =71 (FIfA#E ID L2 U—K), 77®2&H, IC H—F, PIN 22— R,
Kerberos J72, LDAP %— X CORGE, Vo ¥ A LXAT— K, ZEFERIE (FLlE,
A, EIR), ZBRMEERGEE, /82U — R L Z#3F (FIDO UAF, FIDO U2F, FIDO2,
WebAuthn, Passkeys), EMV 3-D % =7 (3D &x%=7 2.0), 74T T 4T A
#PE (OpenlD Connect, SAML), IdP (Identity Provider), IDaaS (Identity as
a Service), U A A, CAPTCHA, AAA (BREE, /e[, ThovT 4 v
7), eKYC (electronic Know Your Customer)

@ AFRREELAN
FIRAHGBICA A S D 8t D —>TH 5 L MGERERAT OFH, (LA, Rz B4
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2.

50

FREEB S ki (Sl S & — > RBGE, RCMRRGE, HHRGE, MBGRILIENY, {TBEs
1%1 (F”‘fj(nunE %%nuu 3753) ZKJ\*E 4 (FRR) ﬂﬁ)\x)\4 (FAR)

® NBRfEFE
PKI (Public Key Infrastructure : ABRSEJLAR) OffHA, Hi, &S EZ2EET 5,

FAEEMI PKI (Public Key Infrastructure : APR#EESE), 5 U X LFEHE (APIS#ETEHRA
), V—FEAE, F7A N7 U — (BEOKER), FHCAGERE, H— NGE
HE, 7747 FEAE, a— K1 = /7£%E,CM(%NHRMe
Revocation List : sFBAZERZHY A k), OCSP, CA (Certification Authority : 32
GE ), VA (Validation Authority ) , GPKI ( Government Public Key
Infrastructure : BURFERAERAE), BCA (Bridge Certification Authority: 7'V
v VEREESE), ITU-T X.509, FEBHE S ZMEE, 72 =27 ~, CP/CPS
(Certificate Policy/Certification Practice Statement), CAA (Certificate
Authority Authorization), FEPAE B #3817 (SCEP : Simple Certificate
Enrollment Protocol, ACME : Automatic Certificate Management Environment),
CA/Browser Forum

HHEexa ) T+ EE

(B#]

BHRtx= ) 7T A BHEHOZZXHFEESL, SECNATS,

U R G LMl Ze E0FE, FIEEZERL, SEINHT S,

BHREx2 T MO EZ T EEEL, BECNHET S,

BHREX 2T 458 (FREeX=2V 7R U —2E0HBRNERE) 0B/,
ExFHEBEL, BEISHT S,

BHREX 2T 4~ AL R AT L (ISMS) REHREF 2 VT ¢ IR T 2%
DMOIEAEDE 2 J7, fFHEx 2V 7 oMk - EORFLERBL, SEICSHT
Do

YV V VY

v

M) "X T+ EE

MR O HRE =2 U 7 1 R 2 R D OGNS KT 572018, HHREFda VT 48

HoOBEZT, EWEEREDRENR LIRS 5,

Bt )7 4R TS EROEE, HHEE, VARV AL b
(JIS Q 31000), B, @Mt X=V T 0 FG, HREXF2VT 44TV R,
THY Ly NEE, FIRFET 7B AMEOER (need—to—know (F/MEFR) OJFANZ
N, 7537 Ry —EROEMTLEETNL, EXa2VTFsx2a) I 7R, HEE
FERZ T U R —EZORMARICB T 2B REF =2V 7T 1, A=A V=

(2) YR 5HT & il

O TFEHREFEDORAE
HHREX=2V T4 VAT TEAA L NEOEHREX =2 T 4 U AT RSICHE 20, 1R
EHE (B AT A, F—%, XEI)) ZHELCEET AL 2T 5,

@ THHGEDEHEEME e
B, seeE, T%@@@ﬁ# BHREEOREEMEZMFT L, HHREELRET O
OIZ, EDONIZEEIESWTIEREEL DT L 2 L 28R+ 5,

M, sEArE, RN, EWEEOIE
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@ U A7 OFfEE
A U7 EWEFEZ I B GBI RTT 2 U A7 OFEZ RS 5,

FREERI e, BHTHRK, MBSOk, AWK, )27 OE (FSL—va T
NIRRT, T T4 F == VA7, I —ERFHOU 227, SNS 12X B1E
WBEOV R, HBIFRY 2 71E0), XU, ~NF—F, T AAHF—R,
SERMTARRASE, BAlE, 3 A MER

@ HREX2V T VR TEAAL b

UAZ %HFEL, ZOV AT DELRLT IRNERICELLEICEZ VB REEE
B SUTEERICHIRE L TY A7 LoV ZRE L, MBS EDTZ Y A7 R EREIZHESL
P AT O Z & A PRET D,

B VA7 M () A/ SRERE, BREX2 )T ) AT T AR Y FEERTS
TOOHEKE), VA7 L~L, VJRI< R NU v T A, URIFRAEHE, VATH,
VA TEAA MOT R (VURATEEE, URAZ0H, UAZFHME), U A
7 ke, U ATEEE, VAT OEESHT, VAT OERRSH

® fEHtEx= )T 1 ) AT RIS
Rt x2U T4 VR TEAA L FORRZERE LT, WUREHREX=2U T4 U R
7 RIS ORI ARE L, € ORI O IR LR E IR A RE S D 2 & 2 BFT 5,

FEG] VAravbn—n, YURI~AYD, URT Ty A Fr v T, A _—RR,
VA7 EGkE, U RIHE (VA8 URAIZHE), VAZRA, U ATEL,
FRRR U A7, U A7 xbhinatE, VA BEE, VAV ala=/lr— g

3) fFHEX) T 1 e
FEAR SR EE 7R (B 20X, faR TR E) 1T FREICH AT, HREX= U7 ¢ ik
(ke L=t X2V 7 OERAZHEEICT L0070t R) o FE G~ Y
A2 NV AT MTHAIAT B 2 PR T 5

FEESI BEFEOXy, BERSIERE (227 ¢ Yz —gHl), EIHGHE, K
FEIH, Ny 77 v 7LD R, HERROFHETFIE

4) HHEEF1)THRE (FEtEX) T4 R) O—Z2ETHBARE)

=2 7 FHICBTSEREX2 VT 4R —0 K, B0, Fhtx=
T4 RY = o T HRNEE 2 BT S, £, MO HREF= U T 4 B, EEDD
- BELFIE, B2 )T 0 dPRAER EARSRINCED D T L 2 BT 5,

BB fmte=y 7« b, Bt VT B, e Fa )T o RHERE,
WA PRAIRE, RS EERE, SCEEERRE, BRtXa2 T AT b
RHSHEE (Y = 7 BEREORIGIED), EHEY )T 4 HEOHE, 75
A=Y v (RASHRRE T ED), W, SROBR, AHHOR
B, B OBE, BAERORE, SROERTEHE, Y- Y AAT A THA R
FA4 v (SNSFIHAY »—)

5) BHREXIUTAIRTOAY MO RT L (ISHS)
MR B T 2R =2 ) 7T o EEHOKEZED, ML, dEL T ISMS
(Information Security Management System: [EFHREZF 2V T 4 ~RI AL RV AT L) D
A % BT 5

FBEEGI ISuS EMEPE, V—x— v, FHm, A, 74—~ AL (M,
TRV AY MBI, BGE (REG K OVEIEAE, frckE), A
B, THREx =) 7 ¢ BHR GHARREBER, ARUEBER, WEayig sk, B
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3.

FAEBIR), EHESRY A7 (PBh, Mk, ZIE), A " —tFx=2 U7 & GR
A, BAEE, R, xS, fEIH), AR, ISMS @A MEREMHIEE, ISMS FRGE, JIS Q
27001 (ISO/IEC 27001), JIS Q 27002 (ISO/IEC 27002), &Mt x = U T 1 H 3
F A (JIS Q 27014 (ISO/IEC 27014)), JIS Q 27017 (ISO/IEC 27017)

(6) XY T BRIZCBITDIVOTY FER
AL UT L MNREENSIRRE TCO—HEDO 7 —ThiHA[ Ty NEMEHET 5,

AT AN R T (B EEZA, NIT—Y, AT MLV AR
VARG, e TERAR), TA XU

(7) BB ExXa) T« 488 - H4E8
RIET 7 & 2T Xk D EZAM OIS, BERBLEO-OOERS, Rtxr=a) T 2128 T5%
EIIEEN 72 E AT OB E X = U T ¢ ffk - AR O&E], KOS9 5 il 2 BfE 35,

EEAL

cEHREX 2V T A RAE, FREX2 Y T ¢ BhEMER (CSIRT, PSIRT, SOC
(Security Operation Center)), FHFEF~DREBERIHTEIN TWAZE D (abuse@
KA A4, noc@ KA A 4, security@ RA A 4), = b Ny h—

s A NRN—EF 2 VT o IR, AT A S—tF 2T 22— (NISO),

IPAE¥= VU7 &> & —, CRYPTREC, K[EE AZMERAAFZEAT (NIST), MITRE,
FIRST (Forum of Incident Response and Security Teams), JPCERT =—3 ¢
F—varkrd—, JCSIP (FA R—FERIFA =TT 7)), FA3—1
A% 2—F% (J-CRAT), Trusted Web HEEH}iES

OV a— X RET 7B RRHEIE, ara—X oA L ARHEIE, V7 K

U x 7 HEONEgSEREE I T A M HHIE, HlRtEX 2 T 0 — BRI,
BHREX =2 U7 ¢ b —ERBFEBEAE, FReXa )7 o - REHEEE
=R U RN, ISMAP (BUFIEHR Y AT LOdDEX = U T ¢ fHlHIE),
Y7 by T BB E OMTIERI R (ISO/TIEC 29147), MamaiEIE Bk FIE
(ISO/IEC 30111), NOTICE, SECURITY ACTION, fF#t = U T ¢ R —
rF—< w7, ISAC (Information Sharing and Analysis Center : &% = VU T
o IEHILA AR

(8) FHEF1)TICEHTHEE
= U7 ¢ ICBT D EYE, 2B 5,

FEG| = v a2 AR, ar Ea— X RET 7 AR, VT Ry

T~ 7 B E O Maga M EERF IR 2 B, BUFEREEOFHRE X2V 7 ¢
KIROTD O —HUERE, T AN—CFX2 VT A RETA KT, F/MEED
BHRExX 2T oW HA RTA, 1ol ¥F 2T 404 RTA42, AN
= TATHIN X2 VT AR T V=LY —, M a2

AT ADLEE R ELYE - fif@iE, PCI DSS, P A N—tF 2T 4 7L —LTU—
7 (CSF), NIST SP 800 ~ 1 —X

t¥al) T« BKifTEE

(B4F]

> X VT A BINRHEO R, EXT, BMHTEZERL, SECEHT 5,

() %2 YT« FHEEE
BREEDAEA L —RUS AR LX) T /] RO, vFa )T 1 KHEZMD
oDt Fx 2 VT ¢ o Be, &2 07, @ATiEZHRT 5,

FH &I

i, R = U T A HRREEE, B = U T o PRAEEE, fRAEL UL, JOMVP
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4.

(B 5E 2 2 — LR M OEREEHI ), Hé‘%% Va—nNDOtxa T ¢ BREFEIE
(FIPS 140), & > Wk, IT#AOFLECR T X2 7 0 BEY X |

(2) ISO/IEC 15408, 1SO/IEC 18045

EHREITE 2 VT ¢ OBLED, TR L7280 ROV AT AR RS
, ELSEEINTWSZ L E23liT % ISO/IEC 15408 (ZEL 27 F3A4F V7)) OWMMH
EEPRT 5,

CC (Common Criteria: 2EL 27 745 VU7, ISO/IEC 15408), PP (Protection
Profile : a5 7 v 37127 % A/)), CEM (Common Methodology for
Information Technology Security Evaluation : H:@EEHiJ7i%, ISO/IEC 18045),
EAL (Evaluation Assurance Level : BEfiff3FEL L), JISEC (IT ¥ =V T 4
PG K ONGRRIE )

3) WM RTLDEFXY) T 4 5l

FRRDOPFEERM A — F A —3 3 » KO S 25 & (IACS : Industrial Automation and
Control System) Z Xt L L7- CSMS (Cyber Security Management System : ¥ A /S—& % =
VF 4~ R PA RURAT L) ok, VAT AROEEAS L7508 X 2 U T 1 DR
I BT 5

CSMS i & PEREAmEIEE, CSMS FEFEREYE (IEC 62443-2-1), EDSA 3RGE, HEA L7
TV ANR—FX2 T4 2m ESEDRZDOT7 1L —LT—7

(4) Hz951EEEME
TEH > AT L OREsH Tk 2 -l L2 BE T 5,

FFIEEWJ JVN (Japan Vulnerability Notes), CVSS (Common Vulnerability Scoring

System : L@ M8 MEEEAL > A 5 &), CVE (Common Vulnerabilities and
Exposures : :i@ag5 k5] +), CWE (Common Weakness Enumeration : H:id@ffig5
P& A T — E), SCAP (Security Content Automation Protocol : ®% = U T ¢ %
TEiFm{LFNE), CPE (Common Platform Enumeration), KEV (Known Exploited
Vulnerability), MaggtEzlr, ~<x b — a3 7 A N, MagatEsiE 4l E (N
TR T 470 s TN

(6) %) T« EMIAHEN
YA N—BEEINPE T D AL, T 5720 ORIk 2B 5,

TAXIT (Trusted Automated eXchange of Indicator Information : FEZENHGAE|E
HEIRHATFNE), STIX (Structured Threat Information eXpression : Z@ifE A
Eibsw R X)), TLP (Traffic Light Protocol), IoC (Indicator of
Compromise), A>T U= A (0SINT 72 &) OF|H

EHEX1) T %K

(B4F]

> AM, HiAfR, HEOEX =2V T OME»SERES 2V T o REBEBEL, &
BT 5,

I

(1) FHREF1L) T+ XHRDOER

O AExF=2V T ¢ %R

ANEX 2T 55K E LT, NI R, RIE(TS, K#, Y—rx oo o=71J v
TREDY A BT DT DDHE LHIRR, FFHUT L THEZ R/NRICT 572
D ORISR A BRET 5,

.8-
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FIEEH] A5 D NERER L7 4 K4 >, %= ) 7 (5% (G, h
ff, AT 7R, HREX=2 U7 2 I8 BB A —/VICEET 2018, Ly
KF—LEEIE), BIEEFROE Y TLOE B, UBA (User Behavior
Analytics), UEBA (User and Entity Behavior Analytics), Ex=UTF 427 U7
T URA, WERFEK - ERE

@ Bty x =V T 1 %58

B %2 ) 7 AL LT, Y7 ho=T, F—F, P, $—sS, Ry hU—s %
CIBHRIR R A RS 5 Z LICL T, AT LBA%E, HEHEER CITHEPRET D
T EPT BT 5.

R Gt % = U 7 ¢ sPE ORI

77X TR, RNET 7B ARE, HREA VR, vvv T - RET R
7T LRE (AT 2T HRY T FOEBEN, vAT =T EERT 7 A VOEEIE
D), ZUHLAU=THE (T—FDONNy T v, 3-2-1 )b—/L, WORM (Write
Once Read Many) #EfE, A I 2—Z T A NRNv I 7 v ), w1 U=THHFE OF
A==y F U, EnAETE RAEWVEA), Ea—U X7 40 v ik,
REN= IV = TR T, BhMENT, SE9MEATIZD), *%lcﬁﬂﬁ, EAAL D Fik
(HEHEHIBR, v a— FEIRB/VHEIER, by7 (RhLA) a—FT 4o 7ED—
R FEDIED, k-EAR EORERFIEEZEZT), 772 AHIH, KW
TR AMEOER, v R, MEEsEEE (0S 7y T — b, MESEMHELET v s
Fh (BExX=2VT40%yF) oA, Y7 oo THERSHT (SCA : Software
Composition Analysis), SBOM (Software Bill of Materials) ZF)/A L 7=ag5E
BHIZN), xRy NU—IEH, T B AMORE, RABM, RAPIL, DMZ
GEREEH), MRy hU—2, B A= Web DX VT 1 (A —)VIE
Fb, A—VRREEXEK, RL 74 &Y 7 (Web 74 VZ V7)), arTy
VTN T, TaFk URdEn), #aimk (B ERE, A~v—hT7 4y, H
7Ly NERIED) OBXF2VT 4, "—RUz2TOEF2VT 4 (EFaT
L' A b, TPM (Trusted Platform Module), SED (Self Encrypting Drive : HLC.
EEib K4 7)), TNC (Trusted Network Communications : @mfE#E R > kU —
7)), ¥ =277 —1 (UEFI : Unified Extensible Firmware Interface), 7 —
B Ax 7, BrE{biZE (CE : Cryptographic Erase), 77 R¥—EZXDE
F¥aUT 4, loT OXx=2VT 4, HlHCATLOEX2 DT 4, BFENL,
FUINT LYy 7 A GEURARIEN), Al ozt =27 ¢ HilF (A
for Security), Al FDHLDEFHEFXR=2 U T 08T (Security for Al), HA
¥, HER Ov—F=r7), Ern b TANT XTI F v, BEANCT 4V
7" (Threat Hunting)

(E¥ =V T 8 - —E 2]

~ )NV U T XHEY 7 b, EDR (Endpoint Detection and Response), XDR
(Extended Detection and Response), MDR (Managed Detection and Response),
DLP (Data Loss Prevention), SIEM (Security Information and Event
Management), 7 7 A 7 U 4 —/L, WAF (Web Application Firewall), RASP
(Runtime Application Self-Protection), IDS (Intrusion Detection System :
ZRARHI S AT L), IPS (Intrusion Prevention System : {2 ABLIEY AT L),
UTM (Unified Threat Management : i BEH), o) A~ (RAU R K),
HEEV AN (Tuy 2 VRN, YWIxFXW, T~V Txr—NVAXTT
(AT, TH—IVAKRIT 47, SSL/TLS 727 E&F L —%—, MDM (Mobile Device
Management), CASB (Cloud Access Security Broker), CSPM (Cloud Security
Posture Management), SSPM (SaaS Security Posture Management), CWPP (Cloud
Workload Protection Platform), SASE (Secure Access Service Edge), Web 7

_9_
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A YL —3 3, SOAR (Security Orchestration, Automation and Response),
MSS (Managed Security Service)

@ MBI X =2 U T 1 KK

WEHIE X2 U T 4 XK E LT, AMBNDLDORA, #EE, KE, &H, HE, KRG,
18I, KKREPDIEWMI AT LaRi#E L, HHRS AT AOEEME, AEZHEET o7
D DOXR 2 BT D,

RASTS (Reliability, Availability, Serviceability, Integrity, Security),
RAS Heffy, MmEEmbKERAE, UPS, ZEAbHdN, AN —YOIT7—0 7, ~yy
YIEFRaVT S, ER2 YTV =0T, BN AT, EXa YT 1S},
TUFNARNy T A F—ay 7, fugEER, ANBREER, HWWEG, 2 U7
TAY « J VT AZ V=2, &@@E Ny 77w/, USB —, ¥X2 VT4 r—7
b, FRIEIAROE R, EEOYX 2 T 4 R o AV X EF

5. tFxal) T4 RERI

(B#]

> VAT LD, EHICBIT2EX 2T xRt T 0SS OfhfA, FAEH;
5, DIREEEL, BEDSHT D,

> Xy hU—7, T—HXR—RZEETLIZEX2 U T o RO A, FEERT
REERL, BEDSHT S,

> 77U r—vartXa T 4 ORROMMAE, FEEN, SIREEHBL, ®EIZ
IS5,

=
/jJ
b

\
=
NS

M Exa77oran
WET —ZDOWHE, RE#FEGAZ<EXa T 7 a ha/LofEE s 542 B iR 5,

IPsec (ESP, AH, IKE), SSL/TLS, STARTTLS, SSH, HITP over TLS (HTTPS), QUIC,
WPA2, WPA3, PSK (Pre—Shared Key), Enhanced Open, SMTP over TLS

(2) BBEE - FEerHdfy
e T E LIC L D ARIESER, T EAORERH AR FRAE - SR HEF OfEE & R A B
fFT %,
ANRBKIR (AT T A NE Y 7, AT R A A VFGE, SPF, DKIM,
DMARC, SMTP-AUTH, OP25B, IP25B, PGP (Pretty Good Privacy), S/MIME (Secure
MIME) 1%7%>), OAuth, DNSSEC, IEEE 802.1X, EAP (Extensible Authentication
Protocol), EAP-TLS, PEAP, RADIUS, Diameter

Q) 0SotEXxaTqa
0SDEXF2VT 40, X2V T 4 &2ML LT 0S THHEF 2T 0S OFA, FEEHT,
R BRI 5,
MAC (Mandatory Access Control : 5&fi| 7 7 & Af4#), RBAC (Role—Based Access
Control : B —/L_X— A7 7 & ZHIH), H/IEHE, ~F7 A5~ KOS

4 Yy b7—02€F2)T4
Fy MU= THARET 78 A, RIEFIM, $—E2ADBETRR EOBEBITHT S
XIROMAT, FeHTT1kE, DIREHFT D,

NIy R TANEY Y, AF— KTy N T 4B Y7, MAC 7 KL%
(Media Access Control address) 74”?)/?, TN =g — Y
AKX, Xy NU—27 T T ¢ v 708, WEEY—/8, NAT, IP v AU L— R
(NAPT), #R:F VLAN, VPN (U X—27uaxv K, R— 7+ U—F 4 7,

-10.
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12740 —F 7)), U "—A 73, DNSBL, DHCP A X—E L7, F v
U — 7 WEEstERAE, R— b AF v AL DB

(5) F—aR—REFa T4
Fm A NR= KT HARIET 7 A, RIEFM, Wi & OBEA~OREOMA A, Fik
Tk, R EEET S,
FEH] 57— 2 N RWEL, T R—RT 7RG, T R—ANY I T T,
o 7 OEUE

6) 7FUH5—avtexa)Tq
TIV =g 7 N2 TR T ARG T A7 7V r—yartxa )T 4D
KR O, FEHEHE, SR EERET S,

[FEEB] Web v A7 LDEF2 U T A HE, XTI OST IS, WEERERT

(Y —Aa— FErBURES (SAST : Static Application Security Testing), 7'&

7'F LOBHIRAE (DAST : Dynamic Application Security Testing), A v Z T 7

T4 T T TV r—vartda VT 4 A (IAST : Interactive Application

Security Testing), Web 7 U r—ra V7 by =7 OfsiglEmdE, 77

TNED), arTFEF=2VY T ¢, Same Origin Policy, CORS (Cross—Origin
Resource Sharing), /SATU— K7 I v 75K (YL, AL yF U 7IED),

Ny Typd—n~"=Ta—xK, 7aAY A NAZVTT 4T, SQL A ¥

=7 va xR (L —ARIEIED), cookie @ Secure JBMEFEE, HSTS (HTTP

Strict Transport Security), HSTS 7"V wm— K, CSP (Content Security Policy)

(1) =ILy = 7HEH
~V = TR O, AT = TR FEZBfRT 5, £, e~
v = 7 Wbk, iET AR ERET S,
BER] v PRy IR, ~n=—Fy b, A=—Xv b, Sy bRy TF v, AT
FRATY —v, WT R TN, TRy T, RN O (S —, #EEik, T
Sy HORE, ~V T =T xEY 7 bOEIEIEDY), PE (Portable Executable) 7
7 A, PE~y X—

(8) IoT SRTLDHKE - RARICHITHEF21) T«
LoT ¥ AT L, ToTHEZRDFREF « BARICOWTRIE SN BFOFEE - A R T A 2 PR
ERAR

REB] 7285 HROBSRES, 10T BRI 5% =) 7 4 ZFtOFI %, Iof &
X2 VT4 AL RTA
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KOEI: BWER 998 10: 2y b7—9 (BERZH B#fiLAIL4)

1. 2y bI2—9AK

(B4]

> LAN & WAN OfEfE A, 558, EXEEFEEVDRMET 20— ROFE, 82 ES
L, BEZSHT 5,

> A#RLAN &R LAN, se#a o 7, FEzER L, sEICCHT 2,

> [EREE, F—¥ &, BEREOBREER L, SEISHT S,

> AU HA—Fy MEIROLEM, BEEEEL, BECSHET S,

(1) BERY FT—Y OKRE
WEFR Y N =7 PRIEFEENER, Ry PV =T EEPELE LGS O EO

K& I 2HET 5,
Sy b —7 %4, ICT (Information and Communication Technology : & @[
F87)

(2) Ry b7—9 DEE L
LAN & WAN DAL 7, Frif, FERRER, EMEMN 2R 5, £/, WANZHRT 561
FIHT 2 BRBEFEE P ORES N TV O — 2 ORI & A BE T 2,

AU B —Fy = 2T a( K% (ISP), fERH, H%EEE 4, IDF
(Intermediate Distribution Frame), MDF (Main Distribution Frame), /X477~
b2k, [RIARASHARE, L Y—Ry U —7
(3) HHLAN
AR LAN DAL A, HERREER, Fa P95,
[Fihr—7 v, KOX#, 77 AN r—Tn
(4) #&# LAN
IR LAN DR 2, R, R A B 2,
FEEG] B, FAMNE, RN T ERARA L, AV TFARNFTIFE—F, TR
Ry 7E—F, SSID, BSSID, fEhusmARE, =56 UinARE
(5) Z#AK
[EHRASHL L R AR, Fra BAR T2,
/3> I, VoIP (Voice over Internet Protocol), SIP
(6) ERIZCBET HEHE
IR, 77— & &, EERMOBEREZEE L, 5 ohBfREsE, 7 —% &, R

BN DA ORI GELZ BT 5, £z, BET D NI 7 4 v 7 BNOLERREIR]
WE 2 F T 2 L2 BT 5,

RS ([BiXH ), bps (bit per second : B v b /%), EREAEE, B>y b
RV, T T gy B, R, R, 7—7 B (T =7 OHEKA),
T—7v, NIT v UGN, PEREREHMN

(N A28 —Fy bEi

J—RIZiE, HRCT—ELRABIPT RLARED Y TENDEZ LITL-T, fHAEBENA]
BEEMR-oTWDHI L, TRLVLAREHKT LRy hT—2T7 RLRALERART KL ADOEE],
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2.

IP Xy hDV—TF 4 T OEME, 1Pv6 O VEEME & B & Fifif4 5,

FEEGI 1Pv4, IPv6, T KL AV T, ZJu—LIPT RLRA, FI3A4_—FIP T KL
A, IP~AHL—FR, NAT, A—/"—L A Ry hU—2_  DNS, KAA>, FQDN,
TLD, QoS (Quality of Service : —ERHE), ZEXH R, NR—_( T, &
X2 UTFa7mban, 7747 74—/, RADIUS

F— 5 B8 & S

(B4]

Xy NI =0T —X%T7 7 F ¥ DEZT, BEME, HRZESL, SECLHT S,
frEFR L B O, FEEESEL, SEICSHT 5,

Xy NU— 7 Bt E O, FEEERL, SESHT S,

X v hU—2712B1F 5 REFOLHEEEOMML, HEMEESEL, &EICNHT
Do

\7\7\7\7

) 2YI—=DF7—FTIF~x

DO vy hU—7 hdRm Y

REM Xy MU — I HEROFRE, R, AR, WIS E 0 X 9 RIFETER S
L0, X hT— 5%%&!@ﬁ%%ﬁ%&%%¥iéoitﬂ:§%& B D EHEM L EE
B DEMEDE W2 FfET 5,

FREEB] A1 b= b (2 HURRIEEGE), YU, N2 Ry Y s
@ 0SI EAZHET v

SO WNEELI TENIORDXy NTU—I T —F%T 7 F ¥ ThHbH 0SI KASRET LD
K Jg OrRE, SEOROBEGRE BT 5,

REG| wEE, T2V V@, v NU—2E, T AK—LE, ke @, 7
Ve TF—vavE 7V r—varE

@ HEHELFH

WAN (28T 2 i8E 7 1 b 2 /VOERELS ITU-T IZB W CORESNTWD Z L 2 HfiET 5,

FAER| X V—X, Vi U—X, v )—X

(2) EEAR EER

Ty MU =7 THEA SN D RERROME, @E75X, K7 AR & R & BT 5,

Hm), Y-8, 4 &, WM (Wavelength Division Multiplexing : J&/47%#
yELTwACWAomm Vo7 70— ay, B, N7y ARH,
NHRIERR, AR, EIfE(E (PLO)

Q) Ry MI—Y R

LAN PNEEf6c, LAN [AJ#50, LAN-WAN S&e038E ORI, F5, SREORKRED, 0SI AAZ

BETND LEDRBITKIGT 202 BHfFET 5,

FEG| Vv —%, ~T, F A — REERE, Automatic MDI/AMDI-X, AA v I 7T,
Jo—%&, BIEERERE, LAY —2 (12) AA vF, LA¥—3 (L3) AA vTF,
TV, B R, FTAFLH—, Y A—RTRELPS, B [
S H—, A= 2YJ—, VRRP

4) f=iEHE

EZEHEDOMTT — X ZHEFIARET D 72O OHIEERE T d Dk H#H O A7, Rz
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3.

BHES 5,

Fe B Y LI, A—T 4 v TR, T a— I, R, ~— v 7 I,
avrryvar R, R=Vo7 /v o747 hK, HDLC, ~VF VU 7 F
g, FAFEE, KGR, axrzvarFR, axrsyarb xR, RN T4
F w7, CRC, "I U7 E, By FaADE, SN [, 77 7H#, 7L —A
[ 34

(5) AT4 7TV EARHE

T DEZGHECE Y M HER E A2 HET D MAC (Media Access Control : A5 4

7T AGE) O E R E BT D, £, TR AREOBR, 77t AH#EF
TEORKR 2T LALA 2 B 5,

CSMA/CD, CSMA/CA, h—2 18w, fEi%2

BEZ7ARaNL

[B#ZE)
> RFEHL T FaLTHD TCP/IP 28 0ST HASBBETF LD L DOREEOKRE S EH L
TWAD, FOEENIMMAEEEL, SEISHAT 5,

(1) Fabajéao42x—2

@ TCP/IP

TCP/IP % OSI BEAZBMET /LD 7 Mg & % SR8 5, K@i B9 %8, #@t LT
WHA BT 2—AEHEST 5, £72, RENRYT—EROR—F+EZ (T /) 7R
— N R EEHMRT D,

Ty N, Ny B —

@ F—2Y) DT a han
ARP 72 Y, TCP/IP X v hU—ZIZBWTHHEINAT—Z ) 7L~ L7 a haj
D&E], FEEZ BT 5,

RARP (Reverse Address Resolution Protocol : 7 RU AR L =22)1),
L2TP, PPP, PPPoE (Point to Point Protocol over Ethernet), IPoE (IP over
Ethernet), VLAN, IEEE 802.1Q, 7 w733  ARP

@ Xy hU—rEOFa haji
1P OfEl, Heez BRI 5,

IP7 KL, 7%y b7 FLA, 7%y hv27, YT RLA, L—F 4
Y7, a=%xy AL, Tr—FX*x¥x A K, vAFF¥ AL, ICMP (Internet
Control Message Protocol), ICMPv6, IGMP, CIDR (Classless Inter Domain
Routing), IPv6, IPv4/IPv6 IL{FHiffr (IPv4/IPv6 b7 AL —3 3 ),
IPv4/IPv6 F 2 T IV A X v 7, 6tod)

@ rFAR—RFEOTa kan
TCP & UDP D#E], HREZHMT 5,

R— bEZ, Vv NUHIE, #RISE, 71y ariR—h

G 7V =g rEoa han
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4.

HTTP, SMTP, POP, FTP, DNS 72 & Df%El, HEEEZ PRMFET 5,
TELNET, DHCP, IMAP, NTP, SOAP, RTP, HTTP/2, HTTP/3
® VT4 7a ban

N—T 477 a haLoiR, LIRS D,

OSPF, RIP, RIPng, BGP, MPLS

@D ILAWNEWNDA L ET =— A
A —HP % b, ML LAN, ISDN, PRI (Primary Rate Interface : | IREEA X 7 =—R)
728, LAN & WAN CTEH S 2RE\EW A 7 7 = —ZADEKE], HEEZ T2,

FAEE®HI| 10BASE-T, 100BASE-TX, 1000BASE-T, 10GBASE-T, IEEE 802.1la/b/g/n/ac/ad/ax,
Wi-Fi 4/5/6/6E, * > = Wi-Fi

CORBA
CORBA |7 0 /5 AEERFR Yy NU—7 7 a b a Vi Fed, BEsERES BRI BT
HYAT AREDOEBOEZ L L THATE S Z L 2T 5,

SEA T W, 7FA T N, ATV h—ER, UITRANTS
Jr—a v AT b

2y FD—O B8

[B4E]

> Xy N7 EREHROEHEE, FHAGEEESL, SECNHT S,

> Xy NT—ZEBEOE-HDOY—)L, Fu kaLoie, A4k, FIEEEEL,
BmEGSHT 5,

(1) ry b7—YVEREHE

@ fEpkE B
RERRIE WA ffERr L, AR Z ity DM E B OB L2 BT 5,

Ry NI — I RERL, N—U g
@ FEEEH

EEOBI, O, ST REEEOEE A BET 5.
FREEB EHICE, BEEOUIST, WEREORE, EIRRE, R, e
® tEREE

N7 T4y B EERERFROBEROSI R EIC L DRy N U — 7 OVERROE L, I
IRy T =27 RO — " OAM G TFIELZ R T 5,

BEB| T v s, AT ONS T s Rr ey, DNS Y — U R%kIE))

(2) 2y FO—VEREEY—IL

Fv N — 7 OEHEBICHH I N TWA Y — Lo —F ¢ U ¢ ORERE, (k7% BEfE

T %,

FHEE ping, ifconfig, arp, netstat, nslookup, ip, ss, dig, traceroute, syslog,
IPFIX (Internet Protocol Flow Information Export), /X7 v T+ F A P —
(tepdump, Wireshark 1Z7»)
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5.

(3) SNMP

X NI — 7 BERT O EERERT LI OO T e harTHD S\ & MIB
(Management Information Base : BWREEM-~N—R) ZHHA L N7 7 ¢ v 7 T 715 % PifiR

T 5,

SNWP =— x>k, SNWP BT — = >, MIB (Management Information
Base : FERHHN—R), get TR, put R, trap ZoK

4) FEERY F7—5

v MU =7 OFEBIEOHA T, FF, HERERZ BT 5,

Fy U 7, SDN (Software-Defined Networking), SD-WAN (Software Defined
WAN), OpenFlow, NFV (Network Functions Virtualization), VXLAN

v bI—9 A

[(B1E])

> A H—3 v bTHHENTWDEF A =L Web 72 EOMHA, K%, HEREEES
L, ®mEIZSHT,

AV TRy M7 AT Ry FOHMEAR, FEEESGL, RECHT S,

X T —7 0S OAEA, 5, WL EEL, sEISHT S,
REVLBEV— RO, 5%, s, HEFEZESL, BEISHAT S,
FENA NV AT DO A, FEEESL, BEICSHT S,

YV VV V

M A18—=2vF

O \E AN

B A=Y AT DI A—NY =R A= LT AT N THERENTEY, BELE
A—JUI A= NP — R0 B A — L — N~ L— R CEEINA A THL Z L, &
F A=)V AT DOKHR, BEEREAFET S,

SMTP, POP3, TMAP4, MIME, base64, HTML #—/sL (MHTML), Web #—/i

@ Web

WWWiEA v Z—xy b ETR‘ESNDINAN=TFTFZA DIV ATLTHY, Web¥—r3L

7747 h Web7Z70W) ZRMALTTZ7EATSHZ L, WebX—UIXHIML, XML 72 &

D~—27 7T v T FRETRIRIN, NA/—V 7 CHBEICHON—V 2R TEX 52 L0,

Web 77V r—3 a vy AT MO A, ¥, HREZHET 5,

HTTP, HTTP over TLS (HTTPS), CGI, cookie, URL, & w3 = > 1D, REST,
WebDAV, QUIC (Quick UDP Internet Connection)

@ 77 A NEk
FTP H— b7 54 7 v F OIS Web ~DHIATL TR OAART:, Hrisk, HHE 2 R
T2,

Ty u—R, ¥urua—\F, TIVT747F—FK, XNy 7E—F, TFTP
(Trivial File Transfer Protocol)

@ mETT
Web MBS TR SN HMNER R T ¥ DA, Rz BT 5,

AT, oy N

-16.

Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2023



2) 4132y b+
A Z =%y NOHIREZEENL Y N =7 OBEIISH LTcA » F T 23y SO,
Fris, FEREZ PR 5,

VPN, AHFEEEHE, 75— h P 7 FL A, NAT

Q) THVRFIRY
BEDOA L NI Ry NEFAESER LTcm 7 A NT %y O, R, HREZERT S,

EC (Electronic Commerce : EEFpEELS|), EDI

4) =*vy k7—%08
Fy N =7 EHCEEY—EADRMEAEFEMIITH) VY 7 h =T THDH Ry hT—2 0S
DAL, K, HREZHET 5,

ET7YV—ETIRR, 7 T4 T =B

(5) BEY—EX
REFEW2EE —EAOFSE, R, HEE, FIASM, — v 8RR O EFIHE L HiF
T D,
HABRY—E R, BBy —E R, 7y Ny —E R, 1P EiE, 1P B2
kb w27 A, IP-PBX, xDSL, FTTH, f2@EV—v X, EE@BEV—E X, LK
Ethernet, IP-VPN, XA k=7 4 — b, </ FHK—I 7

(6) BINALILVART LA

D EARALVBEY—E R
ENAVIBE Y — B RAOFHEH, FFE, V—ERER LOREFHEZBEMET D,
BEVREBIE FEH, EBBIKIEIEHES (WNO : Mobile Virtual Network
Operator), LTE, VoLTE, 5G (% 5 #AVBEhE(E T A7 A), @ —H /L 56, SA
(Stand Alone) 5=, NSA (Non-Stand Alone) HF=, v NI —r 2T 47,
Xy UTT VA= 3y, SIMA—FK, eSIM (embedded SIM), IMEL, ISM /3y
K, ¥ 7 GHz %5

@ AL NV AT DR H
FENRANT AT DO, R, WRELZHMET D,
MR, 7= s b Rob, HERR (EHER, A~— b7y, #7 Ly MK
E0), TV, T T 4 A
@ FSA LBE A
MR LAN b8, GRS T S D BRI O M a B 5,
N R == m— I, MINO, B SA VIS OB E LR (KRR,
eDRX, B =L T3 —3I7, K=< b (FUHFX—3), PSMIED)
@ IoT VAT LDXy NU—7
ToT VAT AMZil Lic v N U— 7 OF%, BET 52 8T 5,

LPWA (LTE-M, NB-IoT, Wi-SUN, LoRaWAN), IEEE 802.1lah (Wi-Fi HaLow), #%#
7’1 k=)L (CoAP, MQTT), NB-IoT (Narrow Band-I1oT), b7 =V 0, H5 =V M,
loT=)7xy hU—7
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(i 2)

[T L ~L 3] OO RO & % SIS EREE R (AP) LR%TY,
LTI AP /7/\7\O)Vﬂfe}%%0)iii‘%$ﬁ LTWET,

KH¥E3: BiERE Do T—2R—X HE#TLAIL3I)

1. —BZR—XARK
(BF]
> F—AR—Z2OFEHE, B, T—AXN—ZADETIN, 3 BAX—~vDEZ HFEEE
L, A7 2%,
> THANR—ZEHL AT LO BN, HEAEEL, AT,

(1) 7—4R—X

@O F—=F = ZADFMH & R

REWN LT = X=2ADOFHE, 7—FHMEOERE, v =— NROBEM T DT LR S
L DR, GALNIEEHINE TR 7T —# _N— 2 2@ IR L, HEHIEHT 5 2
& EERET D,

RDB (Relational Database : BAfT —&# X— ), HEHEMFT — % ~X— 2, HDB

(Hierarchical Database : @R 5F— % ~X— =), NDB (Network Database : ffg%

F—H~_—R), 00DB (Object Oriented Database : A7 ¥ =7 MMEAT — X ~X—

A), ML T —=HFR—R, BT —H_X—RA, R¥a A MEAT —FX—2, ¥

BT =2 R_X—=R, V7777 —=F_X—=Z, =N a—RF—FX—2Z, AR
TYT—HN—R

@ F=HRN—ADIFAXF—~T —F T/ F v BEAF—<HE)

F—HR=Z T, VAT LORAERLT 0 7T AN RET—FDEH MR F—
<), M T — 2 S (R AX—~), WENeT -2l (N AS—~) O 3 &
AT DL TTF = OMNMEEERD TS L, HFAX—~DOREFIELZHMT S,

BE| HeExF—~, SR x—~ @AF—<), NHFAF—v GLEAF—<)

® F—FR—ADF—HET /L
T =B R—=ADHE 72T — &R R T D20 0T — X T I)VORSE, B, Rl
FHTEDOINE, FrzBT 5,

REB| s —sTF, PEF— 2T, BRETL, BEESL, kv hT—2
ETN W@ETN), FI77ROT—2ETN (FaxT 47T 7, FYTILRA
F7)

@ BAfRET L

BARET MZEBWT, T—2REDXHIICREND DD, KOWK, BxT, BHOFR
ORI 2B T 5, iz, GALNTZEIINLT, HEOERGIEEZHEHL T —4
HigE A2 KRBT 52 L AT 5,

BEEH| BfR (Vr—ay), 270 (T, M), B B, 70— k), EBE, &
F(FALY), BRAF—~

(2) T—ER—RXEBIRT L
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2.

O T—HFR—=AEFH AT LOBEM
DBMS @ HH, RFEAIZHEEE S & 612, DBMSIC G PEEA, Mgl BURMINH 5 Z &, DBMS
DRV A MEREE T — &2 RX— ZAFECRSFICHIAT 5 2 & 2 8fiF T 5,

REG| 7—» ~— e, T2 SN — R RERRE, T — 2 S — RIRRE, (RA
RE, T — X M (R RgRE

@ [RIEFSEATHIE (e )
EEONT o7 arBN—2DTFT —HRXR—=Z|ZFIFIZT 7 v AT 5 & &I HE 22 I
TR D,

KooV rvary, nvr, Ty RayvZ, ACIDFitk, F—XiFEE

© FEEERIE
T A= A ZFEE DI LR E OREEREREE & BIE FIE 2 BET 2,

@ FT—HEX2VT4
TR EHHETOBRICERE 25X 2 U T RO O HEZERET 5,

® F—HR—2EE AT LAOFEE & B

REW 72T —HF RX—=2AEH L AT AOFE LR, BRT — 4 _X—REH AT AL
NoSQL DF — & R—2ZEFH L 2T AL DOiE, B> FTogEsmE, B 56e
RS B5,

BIERT — % ~_— 2 (MySQL, PostgreSQl, SQLite 1E7Y), NoSQL F— & ~_— 2
(Apache Cassandra, Apache CouchDB, MongoDB, Redis, Neo4j lE7»)

T—8 N—RERE

(B4F]

> THORNOEZFEERL, AT 5,

> FosN—AXORHOBLY, FIE, FEEERL, EAT5,
> FoFOERLOBM, FIEZERBL, SAT 5,

> TAN—AMEEROTFIE, SRR ERL, BT 5,

N F—422Hm

RREBIZE > TUERT =X 30, £T—HNEOLHIREWREREELZ L > TWDH )

EDGHT LM, REREE, FERFBEORETMZA LT —ZHAOERER L, 7—
BOMEATORDEZ a8+ 5, £iz, T—FETNVOERFETHD hy TFXTT
Ta—F LR NLT v T T T —F 2T 5,

FEG] 72 EEOHR, AZTF—%, F—EF v aFt

(2) F—5 R—A DA

O F—H _— AR TR
BRI, SMEEREE, WIERRREE, ST AMERK, TA L, BATICESLETOT—
2 R—ZBRO TR E FIE, FELERT 5.,
BEH| o 27 200, BERkER CETF—FETL, FHETL, WETF—FZETL,
BT — X ET IV, YT — 2 ET )V, BIREES], 3ElE, DOA (Data Oriented
Approach : 7 —X LT 7 —F)

@ F— 5 S ADWETT
BAHETIL, BRERTERSNET—FHA L, VA7 AR OBICRE L
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T—HIEBEE LD, THXHBEERERTDHZ LTS, £72, DBMS ITIKGF LA
WTF—Z O ARETSHFEL LT, E-R X2 UML 24 L-#kEEsE, B, o
FLH, B, h—T4FV7 4 Ax1, 15%, &xt%) REEHET D,

RG] WaT—2ETN, Nu s RN, T 4T 4, B VL—variy S

@ T —H R—ADFHHF

T A DEMESTIEDHE LN T —T7 L (R) HiHDEZF, EX—, px—7 L
OEE, —BEMERN (—EESR, SRER, AR E) oz EEss, £/,
Ea—DORERE L EREZHRT 5,

RSl T —2E7 L, BREE—F, BFrEGIEF, BlrESs, Kil, 74— F
(IEH), va—1R, Zr7AL, NULL, —EMHK), rasr—k3—

3) T2 OIERL

ERIEO BB EFIE, 51 ESIE, 52 AP, %3 ERREREZ2M8ET 5, £/, EM
DB ZF - Tz, BARBIRRRGEHRITKE U CTHRA G MR 72 E O Rl U, fRii7e
Ralt #2179 Z L 2 R 5,

| EaBIGR, HOREKICRE, HRBIEGE

4) F—AR—RAM/INTA+—T I RHH
ERD EF#A LD 72023 2 TIEF L 21T T, ROMAICH DR 2 8iET 57 L, X
T —~ U AEER LT — A R_N— AR OE 2 TR T 5,

JEEHUL

(5) T—E2R—XDMEKE

T AN ZADOYHEREN T, 77 B AR, RENROME DT —F X— A DKL
wM D Z LR T D, £, BRT 4 A7 RICRE SN BASLWmELT — 2 il oW T
—AE~DO~ y B TR, T2 = ZOYIREIRESE G D RO B A f R
2o

FEG] 7 A RBAMY, RET—ZED~Y LT, Ty AR, BT ey
G, WELAM S, MRS, 2oL yvay, FarFlyvaly, M
YR VN, AV RAEYF—HR—2R

(6) F—42 R—ZRDERFIE
T BN ARBEO W, AT =S O, TSR ADEE, TS OB, T
B R—= AL E DO HEDT — 2 _— 2 DVERRFNEZ BFET 5,
REG| s ~— g, Lo— FBR, BTBIMR, R, fEERIK, A v—
Ty R7 AN

(1) T—2 R—R O - EMA
T =2 N— ZADO MR G EZ B L, FHERTIRIC Z > TETF 2 —= 0 /iR R &0
RISRPMLETH D Z L BT 2,

FER| 7— 2 —ADEH - 75T

3. T3k
(E4F]

> BIRT — 4 R ADOF— 5 OREERERL, KT 5,
> FoHS—AEHOME, SWL XEERL, HHT5.
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(1) F—E2R—2DEE
BRT — A RXR—=2DF —Z OFEL LT, £AHKE (f, 72, & (Gum), BREE
N, HE, E, M, B R EEREET 5,

BALR K

O T —H_XR—RASEEOFEE

F— B X— A ZEEIX, DDL (Data Definition Language : 7 —# EFSZE) & DML (Data
Manipulation Language : 7 — X #ESHEE) 2 EllCKkBlEn b2 &, F/2, T HITIESAL
ZHM AT M S35 RS, o7 el I ASEmrOERATIESE AN H D 2
L ERBRT D,

FEH] 2EF7sal, HUARSQL, TV a— LS, a~vy FhR, 74—4, BaE (2
*V)

@ T—H_X—RAFFE (SQL)
(a) T— X EFSE
AX—=<, T—T ), Va—, WEMHRZEFRT D SAL LE2HETH, £/, T—
2 FIEIR, FEOOEZESE, Ea—08H (Bt a— L BHRmhes
E“:L F‘) %@ﬁ@‘ﬁ_éo

EF, Ca—FK, STFH, KR, B, —EMERR, SRR, AL,
JENULL %), 7 2 & AHME, CASCADE, TRIGGER

(b) 7 —XHEfESFE (SELECT 30)

BRENDHT — X ZBIRT 57912, SELECT I X A&aE0FiE, SExiEEL
T HEEITROFIDIRIN, FOFEA, BETWEEN X° IN 72 & OREESE, HE458%, s 1r—7
b, V4 Ry, WEZREZRS D,

ERRIM, SF — TR, M4, BIRAYE, MBERIRAE, v Ry

(c) ZDMDT — 2 BIEEFE
INSERT 3¢, UPDATE 3, DELETE 3C, GRANT 3C72 &0 SQL SC& BT 5,

(d) HELIAZx SQL

T — YV VEME, FE— Y VERE, BIEEELE O Y, AL SQL IZ X BT —H
TEDOHA A, R, FIREZEET S, £72, h—YABRECRBNT, I—YILDEHE
=, BEOBMA, KT, FHAREITO 72O SOL XL EEET D,

H— L
rSYH 3 nE

(B4F]
> T RN—AORBFEITHIE (P, EEREDOS XS, Az EnL, IS
¥ 2%,

> FIrY T a B, TR ARE LOTLOOEZR G EERL, AT,
> THAIKT LT 7 e AHEOLENE, RRORT 7w AERZERL, ISHT
50

(1) FIEFEITHIE (HEthsHIE)
T =2 DEEMEREOT-DIZ, BEONT YT v a URREIFICT =X R—=ADT — X &
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B2 2 DRI BRI SIS 2 FRFFEATHIE (PrhHE) OB 2Ry 5, £/,
ny 75X, BvT7xGA, 3Ty bA Y M, ZRIEIRZETHE MVCC) OffilAz B
ﬁg‘a—éo

Hny s, B0y, ny JRE 2 finyFrsTaban, Fy oy
7, Wait-Die 55, Wound-Wait 53, 2f=I v h AL b, ¥—FT 4 U—F, /
VI BE—=ZT N =R, 77y AU — K, [REEKYE, WE NIV a s,
TCC /X% —/, Saga /X¥—, AF¥ 2— (skew)

(2) BEEREE

PEEIf AT Ny 7T TN, WREHOE 2 T7, REEREERMOKIEE TRIE X
LU ANV DAEA A, T — 2 X—=ZADORHBREE O W, 7 7 & ZZhROMm EOIZD O
ke & D& 2 T7, MM 2B 5,

BB AT YT, BN IT VT, WIS I T T, BT T AN, Y
ARNT, T=EZFT 4L ), Vrx—FNTrA) (T Ty AN), Fzv
RA N, 7+ —=FVANY (=T U—FR), Ny 7U—=FJHNY
(= Xy 7)), % RUR=VHE, Ur—LbAZ—F, a—)L RAZ—]

Q) FSUTHLIaUER
F e B R— 2 TEBORAERREFCT 7 AT 50T, TP r g UAAEIZIE ACID
Btk 65 b 2 8, WoDRHEDE k245,

(4) T—RR—XDREMR £
F e B R ZA~DT 7Y AN EDOT=DIT, AT v 7 AEHMNIERTAE2 %28
ﬁ’l‘%jﬂéo

LT v s A, AR, 2= AT IR, UG REA VT v I A, B-
tree f VT VT A, B T AT T A, NyvafT I A, SN
YIAT IR, BREA T v T A

(5) F—E2ADT7 Y XH#H

MAHEZ LI, 72957 7 v AHHEZT O WEERN DL L, 77 B AMERE L
TIET = N— AT DR, 77— 2RI DR, 7 — 2 28T DR, 7
— AT OMERR ENRSH DT L, SALIC K DMHRDER EEE DT ELZHRT 5,

SIRHERR, #EAMERR, HIRHERR

5. T—AR—-RiEH

(B4F]

> TIAN—AOISHXE, ISHTEEERL, AT 5,

> BT —F_X—ZOFHHK, HRELZERL, ISHT 5,

> THRFEEHOMLMAL LT, VRN, 72747 aF U EERL, b
M4 %,

1) F—4R—2XDI:H
F—RZ T NTA, FT—XF<—hk, OLAP (Online Analytical Processing), T —Z% <A
=27, T=2EoN L TCANERT H2HEHIMOFHE, b OEMNBREESH AT A,
EEEBLL 2T L TN TWA Z &, ZOISHGIEEZHET 5,
OLTP (Online Transaction Processing), ETL (Extract/Transform/Load), ELT
(Extract/Load/Transform), T —X 7 L7, w75 —X&, UEEH S
AT b, EESART AT A
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(2) PET—E2R—R
BEOY A MIRE SN SEHT — 2 _X— 20K, R, B> EcoBEsEmE, ¥
A4 NETOT —Z RO A, BhET HHEE, £HT — X X—X L OFEWEIET D,

éa@@, IIALT Y Ry ya, a3y hAY M, 2 =y FAV R,
Sy b= U R, RIREETHEIE, VY A — 3y, KESE, EESH,
Z’%@ THL OKYE, mE), SBEEE, EEE, sk o rvay, 27
Uy 7 1A, OSI-RDA (Open Systems Interconnection—Remote Database
Access : F%ﬁﬁf(*”/XTAF'%EE@Lm BET— 2 _X—AT7 7%t R) 7 kan,
TRyl F e lBT AT =N AEH (kAT LTY XA,
Tr7AT VT 11 375’) ST L — 2T —7 (Apache Hadoop, Apache Spark
1E7>), CAP SEHR, BASE Hpi:, #5HRI&SHM, vy —FT 47

w)? 4 EREE
— X DOEM, BBRNE, WG, 57— &%ﬁﬁﬁétwmkﬁ(x&v X)) &
% ﬁ@btr AT 4 7vat e, V7 by TR ERTFICBIT DRk R E —
TTHNCEET DV RY Y 2 g5,

m IRDS (Information Resource Dictionary System : [HEHEIREEE T AT L), HHHL
757 A )V A5 A (HDFS (Hadoop Distributed File System), Ceph, GlusterFS
E0), 777 hT—HX—=R, VT 7LV AT —HR—R, T—HX—RH—
R, g7 —#, ST — %, EEELT —%, ANV =TT —4,
F—=H LA, KRKT—%%y b/ =)= (Apache Hive, Presto |F
)
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K784 FARBEMH o812 DX TLEARBEMN LI 3)

1. YRATLEHEE VIV IT7EHTES
[B4Z)
> VATFARG/XIEY T MU= TEEEROE LS, FE, FE BWERHEHEE
BL, WHT 5,

(1) PRTLEHEEDZRY
VAT LEMELRTIE, YATLOEROERE, VAT LEOERE, VAT LEMFEOFF
fii, A7 LEMFEORFVE2—2Rd 5 & L2HET 5,

(2) SRATLOERDOESR

D VAT LOEROEZROHEM
FIEBERE TN E LTERIN, FHORMEOER T U A ISV CTHRERY 7058
RETEHRT DL E2HFT D,

FREEB| FIHORSB, EHF YA, APL, GUL, A2 HT=—RAT 7 A/, F—ER

@ AT 2o BHE L et S
VAT MMED BEE, XREFH GHRER, MNRME) vE LD EEEET D,

Q) SRATLEHOES

O AT LOWEER CREN DER
VAT AOWREEM, MERREMFE L 0D 2 L EEMT D,

FEH] o 27 MERE(EE, LAKL RS D, AL—T o |

@ W - ML ORI RE OZE

FIHZE OEBRIFNE, ANHEIEREM, BIEEME AT 28 A=) DERR
E, XS, MR, RIHE O OESRFIEE VAT AR OIEB (xS E, HEICER
HT LRI S, Flz, BRMRT AT A0 BRI R AL EZRAE, o8 L CESZH
H L, 5W2H (Why, When, Where, Who, What, How, How much) O#l520>5 AMEIC SCE L4
HZ EEHRET D,

RG] MEAEEUE, T X N—REE, FANENE, BX 2 VT EE, BTENE, EA
gipk SEATIE, EARE, (RSP, AN, EERS, B®E, s B,
RSFOICEE, (RSFOHX A 7, CRUD~ U 7 A

@ Zoflo

AT ARERREAE, BRE R ONEEOHIFISAE, UX (User Experience) #E[E L 7-E{t
DETE, WEMEHEEREN (BART 2 VAT AR HMRERME TH D 2 & 2R3 5 A UE)
DEFR, HRBREOMRG R EEITH Z L 2RI 5,

BB rTEmEEELE, BN S T e — AR, SRR, AR, JRREREEME, i
%4 % BATHES) - PERE « EARF O FEIC KT DB (%7 p—~ v R EE) | UX
TYA L, AF=T VT VAT A

4) PRTLEHOFHHERUSLE 21—

VAT NEM A G T AR ORELA BT 5, Fo, VAT ABEHEREZEOEMEL, VA
T ADOBEE R OHHEENIEFTL E 2 —21T95 2 L Z2HE+T 5,
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FER] A OEBRATREE RO R L—H e T ¢), —EME, 7R RAREN, v
AT NFRFOEBLAEEE, GER K OMESFOEHAREN, L Ea—BNF, L=
— KR, T aT T AT —A

(6) VI Oz 7ERTEBEDERY

V7 M2 THEMERETIE, Y7 MU 2TOBEROEE, V7 MU =T EEOTEE, VT
MO =2 T EEOFAN, V7 b2 TEEORFE LV —2FET A Z & AR S,

6) VILIz7DHERRUVEHDES

O V7 =T OERKOEHOERD B

V7 N =T BEEERTIE, EESET L, WMELT—XETNAEER LT, VAT LEHE
BT DY 7 N 2T OER, V7 MU =TICROONDLEEE, BEH, A EF T 2—ARE
EREL, Y7 =T EEEEDD I EEEMRT S, £72, BHEROTDDOEEIHT
21X, DFD, E-R[X, UML 72 & Do, RELFEEZHEHT5Z L 28R T 5,

FEG| Tk (RN, BRIERL, Y7 b7 =T EHE - 7 A b — - EHRIEE A~
BEFATREME (FL—HYEY T 4), BAEFE), hL—YEUF o~ )7 A, X
THA 2, M (usability)

@ VT NI T OMEEHEEE F DA v Z T = — ZADHEEDRR
VT NI =T OBEREHAR L F DA v F T = — A RER AT D —#H OTEE) & B I
IR T B,

FEf| —~— A —A, 2—¥—2 +—VU—, “F VU, DFD, E-R ¥, UML, iEH kR
RITE—F, T RTLHE|, 72T ASEEHEERE, YTV AT LAV
2T 2 —RER, YITUATLAEEK, b—UERADER, FEHKEM, SER
M, ToT

T ey —
ST 10— 7 L AT AHOBED SR TT L L 8 T F AR R 5O
B RS, 75 T DR L DR 5,

R BT T v, MEET L, EBET Y 7, Tol, Bimmaxst, WRERG, (mZEK
i, THETV Y, VAT LREE T —, THER, THWE T—H
B, 7 —F_X—2AIT —ZHEFFOE, 2—Y—( v F T =—X, FIHEH
SCGEHE, FIRFE OBE IR

@ X2V 7 1 ZEOmH]
BEOFEREF 2V T 4 RY =B LTt F 2 U 7« BERBICB T 2 -G HRRI L Ok E
Frth 2088 E L CBENAN. 2 S 2158 &L W E FHZ BRI 2,

BRG] 1wty T o HE, bR VT B, bR a VT EBHN, A,
B, EEH (R/NBORAI, ZBE#E, © 27 A% —ER2~DT /&
ZHIR, ¥ AT DNOBEIS 6 S 5B R OF/AMER OB, 3%
(TR_A TV T 1, WEEFAVE (TN, etk (resilience))

® RSFHEDEE
B AATR D HTHERE DB N M OBLAFHERE DA IR T & M 2, BRI 2 8159 25
728 DFXGET L ORLE O VB 2 BET 5,

BRI o ENE, B CEREE, M, RN, BEIEME, B
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M VI rYz7EROFERULE 21—
WELEY 7 MU =7 BN AT AEFIZAEE L TWDHh, EBAgENRE, Y7 Y
=7 B R TET DO R, VT by = T EMEREOERE, AT AORSH KO
BENERTLE 2— %479 2 &L 2B 5,
REEB] W7 moEE TR RO M L— YT ), A, N,
FA RN, VT R =T VAT AOEBRATHEE, FL—HPEVTF 4~ Y2
2, AR OMESFOEBR AR, LEa—BME, LEa—hk, Tva7ir
A — A

(8) EBELSHOPRUERICAVLILFE

O eryr
V7 N =2 TIAINER SN T AN EALNC L, BT 5720120, FIAE»SD
ET7 VIR ENTHLZ L, T U EROFNE, E AR S,

FREG] 7V rEE, v YR

@ a—2khr—=
=R =R, —OOHEEERT DHTOOFNHEFEELE AT LORLYVRY Z2EXRT D
T2OICHWD Z &, ZORH%, B, 22— A7 —RA &R k2 iFET 5,

BEs| 7o r—, EE, -2 —2[

@ T I T v T ROETa hEAT

V7 Ny = T ERGHTICEWNT, SN A I, RO, EBATREMEZe & DOFE
iZATV, FRY ZSTEDICEY I T v IO T e N2 A TEERT D2 ENHDHZ &,
FEv I T T ROTa AT OREEERT S,

FEG] v N2 THEHE, \BEM T b2 A7, KR T e N2 AT

@ DFD
(BT AET X OWMIUCER L TCRIATHHAI, DFD 2 HT 5 2 & #Hfifd
50

@B 72 L7, FosTa—, Tubx, BRERIL, SMREE TR
FAT VT h, I=Ay s, BEERREME, MRS L, 72T 4 eT 4

® ER

FHTHOFREELL, FE (=T 107 1) EFEEOEE (JL—variy
7)) #RBT LA, ERREMEMNT L Z &2 MifT 5,

| =k, BIE, F— 2 fubEE
©® UML

FT Vel MERRFHOEMEL IR TLEE LT WM AH5 2L, WML THWAKE
OFEHE, S, UL 2 HWT Y 2T ADOHH A FRET 5 HiE4 BT 5,

75 AR, BfE B, u— g, Sy =R, TIT 4T (K, 2=
— 2], AT— kUK, V—HF AN, aXa=bhb—Ta XK, ARV RT
a—g8r, Ny Z 8NZ v, ariha—rua—, S EEEHOEESHE, =—
Ty MNEW, BTSN, JL—AU—V

@ 2—¥—2 L=V —
Y7 MU =T BT DGk L Ta—P—=A b= =055 T L 2B D,
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2.

AER| —vvs, a—F—2b—V—, RAr—=U—KAgr b, TOFI RNy

® oo FiE
F O, EBESHTRPELERICHN SN D FIELHFT 5,

REH| wiER (FvYarT—7N), Sysi, REEBK, REEBHHE

2

(B4#F]
> VAT LR/ XITY T by =T REOEZT, FIE, Fik, BEFHZERS
L, @HT %,

(1) SRATLEREDERY

VAT LWATHR, AT ARG, FUREACEE (HER OffR, ¥ AT ARIOF

fili, A7 LEEHORFEVE2—2RET 5 Z & 2HFET 5,

(@) YRT LA

O AT LEFOEM

VAT LFEEITCIE, VAT AEMEAN—~Ry T, V7 huT, FEEED ST,
FNOEEBRTHEDICHERVAT AOBRGMEZRETH &, VAT AERAAEN
FHHTEXDL), VAT REERER UBIRORRIITEED, R 2E M OYRSTFN T
XD E, VAT AEFRGTHBRCEE T REAEHRET D,

BER| ~— R =TS E, Y7 by = TR E, B R, FEE, MR,
IR T

@ N"—=Fy=7 - Y7bu=7 =X FEEOBEIENE
N—=FU=7, Y7 bru=T, Y—ER, FEEOWENTIZ, EHEDER, ERA,
B A MR EOBRINORETL, RIETDHZ L 2T 5,

AV E-R (B S e

@ N—FT = THERORE
FHEMECHEREEA I HESNT, TR 7+ —/L b b LT > FEkEF, Y — 3 OREERE 7,
BRI EEREIL, N— R THREZRET S Z L 2HET 5,

T—X%7 7 Fx, "N— R =T HEHE, laaS, PaaS, SaaS
@ Y7 MU= THERDOUE
VAT AOEFEE N A TETHET D), Y7 b =T Ry =V EEFIAT 50

mEDTE, AT LI MV =T OBRREZHRFIL, Y7 U= TREREZIRET D Z
& EEET D,

T—X%T 7 Fx, VI RNT2T VAT LESE, V7 =T HEHBE
® VAT L2 OPRE

RIS U THETRE, B A ERIRT L8, Web AT A, 7534 T h—N
VAT LIRE, VAT LAOWBE T ERETL, IRETDH I EEREET D,

[REEB] P, SRR, ~A /7 nY—ERT—%F I Fy, $—ERAvyia, ¥
—F%y N T L—h—, =RV AT —F%FT I Fx, Web VAT AL, 7IT7AT 2k
=N RAT AN, T hEAT, T=FETI, #Ela—F, ER X, =2—2F
— A, FIHBEOEEI R ORHED~ N v 7 A, A X T =— A, F—E X7
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i, FIE

© F—=H =2 KOWE
VAT LATHEAT 5T =S N2 O, EEEEZEEL TOURILIELV T ) r—va
VIREERRRIL, WETHZ L EBMET D,

RDB (Relational Database : BT —Z~X—=2), NDB (Network Database : @
F—H~_—R), 00DB (Object Oriented Database : A7 ¥ =7 MMEAT — X X—
A), XML 7= RX—=R, AV RAFY T ==, BT —H~X—2A, NoSQL T

(3) SRTLEHETR FDOEE

AT LEREHIHTL, /XTAﬁ T A NOFEH, 7 A NtHE, T NFEREO %
BEtL, VAT ADBKREZ 2T L TWAEMNE I AR T LV AT AAET A MEkkE
%Wﬁﬁézk%ﬁﬁﬁéo

F A N EREIE

4) 72T IO F ¥ RUSATLERDEMERUVLE 12—

RELET —FXT 7 F v KONV AT LAERN VAT LAEMHIZEHZ L TWDH ), FEBAHRE
L, VAT LEFREFHNLT HEEOREEEER L, /XTAwﬁﬁ%&ULm%ﬂiﬂfv
Ea—%1T7H5 2L 2R 5,

) WHmOBBTREE (MO M L—H e T ), —EM, REHEESHEO
WYME, V7 U= 7RO FEH ATRENE, ﬁ%&@%#@%ﬁT EPE, L E 2 —
S, vea—hFX, 7= 7 —%77F %

5) VI FIHYT7ERHADHERY
V7 R TEETIE, YT b= TakEr AR RASCEE (BER) OFER, YT Ry
T T REFOFE, Y7 by 2T RHOEF LV 2 —%2FEHT S Z L AEET S,

(6) V27 hoxT7eksEt
O V7 =T RE
V7 M= TRENTCIE, VT by =T ERERELZ KIS, BARBAORSEN G Y 7 Ry
TOREEE Y 7 N 2T ERORGEITOE, VI NV T EREY T N 2T =y
M (a7 Th) EFTHEIL, £V 7 =7 a=y FOWEE, Y7 MU x7 2=y MH
DOIFD FNECBERZ T D 2 L, V7 by = TG EER O, b FoREF
HABRT D,

FER| Misb, Y7 by =T EE, Y7 =T asy b, YT v =T asy MyE,
V7 b7 =y MERRMHRE, Y7 2T 2=y MNEA VX T =2 — AR
i, Y7 MU THREDTEOOT A NEA, HORMERE, Hah, AHIERE,
T &nﬂﬁ‘, ﬁBDD'ﬂZ, ﬁ%l“ﬂ

@ A H 7 x—AE

4/571~Xp1n1‘fi /7]\‘7177%14: %%%ﬁ k.-, Eé'ﬁzl‘i F[j/ci }Fﬁmu
N=RU =7 KOV 7 Y =T ORE, LB EZEE LT, Aﬁﬁ*’*%%ﬁbfﬁﬁb?&
b DT —ZICHET OWERRGET 21T O Z L 2 BET 5,

FIEEHI A DREMAEEN GUL WimRkAh METERRE, [EEREL, LAY MREL A
&7I_Zmﬁﬁﬁ’&4\/7ﬂﬁ’4/&7i_2%#,V7F7I7;:
v A E Tz —A, A XA T72—REB, XTFTHFAY, a—HF—( L FTx
— 2, WiEtER, T4 —bA——L A, US v FxvZ, IoT
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@ V7 Ny=T 2=y bhOT A NDKE

V7 by =T 2=y MERBRMTEEE TR SNEZERH 22 THZ LTI E D R
T 572012, 7 A NO#H, 7 A Mt#E, 7A MFREERL, Y7 bhv=Ta2=v D
T A MERREZERRT 2 Z L 28T 5,

FEH| 72 LEl, Fxv s VRN, KUA PRy AF A b

@ Vv }“717‘@% T A RNDERE

VT MU 2 T ERAETIR R ENESE 2T L TWAENE I D EHRT 57201
T A MO, 7AW, TANFREEREL, V7 MU= THRET A MEEEEZ (B
5 L aHfiFET D,

FEH] V7 by =T HAET A MU, FAMEE, Fzo s URN, TTv IRy TR
F 2N

(N VIrIz7EROFERULE 21—

VI N2 TERNY T FU 2T HEEZAELTNWDZE, YT MY TEZERLY 7 B
VT a=y NEONH—EMNREDY 7 by = T EREFMET HBOEEEZBRET S, F
72, Y7 MU= TEHEICOWT, fERRICVE2—%1T9 2 L2 BT 5,

[REEB] W moEE AR RO FL—Y e T ), S, NS,
RE BRI OO, 7 A b OEBL e, A K OMRSE O E L ATREME,
LEa2—2#F, LEa—k5K

8 YI2bHvxz7RHE
JIS X 25010 THESNTWA VAT AKRNNY 7 v = 78O SV Rtk 2 B U, Bt
EFCHR OB E R 2 BB T 5 2 L 2P D,

JIS X 25010, ISO 9000

O FHAREOMEET v
VAT DR L DBRICERT 2 Lo 0RME T D, RO EE TV A& PR
1%,

FREEGI A, 2tk RN, U A EReEE, R R

© #®WiLNEET IV
/XTA&U\/X IV 7 b= T RO MER (SRR D HE FTRER R L
WD ERER) 2N\ LMW EET VAT 5, £, ST
ﬁ‘éaa BEDEAN SR SN TS Z & 2B 5,

SRR HersiEatE, MhAEShEME, EMME, SAVE CEEM, EARMEE, T/eveY
4 1ED), hﬁi(T%i EHEPEIEAY), B¥ 2 )T 0, (REFHE (RFFE, R
BRPEIEDY), BN

(9) VI b+ 7HREFE

@ 7 A EF"L‘IJXH
T ARLEETTHECLD VYT MU 2 TEGEIOE 2 L FIRE BT 5,

@ 7—% LRt
F— S PORFTFEC LD Y 7 N Y = TRIOE Ly & FIREEET 5.

DOA (Data Oriented Approach : F—&H.[77ua—F), E-R[X, FE{K, B§E
ER b, —FE &P
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@ MG LGt

(a) FEREZTHI & HEIE(L

PEREE L G DO FIE (BREDVEW L, 7 —2 7 u— OBk, #RED 71—
T, FEE G L, Tr 7T LREREOIRE, BEREERROSCEAL), WS EBREHI LD
PRREDFIORMR, HEHFHZ MRS D,

PEE, BPEROREMME, ARG
(b) &L RT O Fik

HIEERGEF TRV b D FIEL LT, L, DFD, ik v — b, IREBERX
RENDHDLZ LT D,

FEGI JEYK, R, KL, NS (Nassi-Shneiderman : F v v v =4 #~2) M,
HIPO (Hierarchy plus Input Process Output), 7 wa v Z[X, XT7)LF¥— K,
PEEREE, (N> b hL—RK, V¥ 7 Vik UV—=xik

() Frr/T noOMELR
70 ST AOWEGREO A, EAMRE 2, FIEEIHT 5,
R GEEHE, BV 2 — L5
@ 47V xs MERRE
F7 Y=y MENREOE 2, FIE, FiEEEET 5,

BEEH] V7 b= TEIHER SOLID), 7T A, BRI TR, A—N—U TR, LA
ZUR, B, AV R, h7elb, YT T, K (S oY Z R,
Wb, BRI, 77 AM, MM, Sy r—, M, JRAERE, JRAERMY,
avsvay, Rk, B, O, ER

® KA A ErENEREE (DDD)
R A A VERENGR G OE 2 )7, FNE, FEZBEMRT 5,
RAALY, FAALVETIL, RAAfvalyr, avsrdA sy S, 2 EXH
AEHE, T AT 4, ATV N, —ER

(10) V7 bz 7ERDEKE

O V7 by TEHENEIDE 27

VT RN =T ERESETHEROEEIC, WY — U, MY AT OEN,
WLBRZHHRDIEY N, FIRFEH rTREETR, A EEORER EN S D Z L 2 R+ 5, 7z,
FEHE T L ORE BT D,

REG| 77 A NOFE, 77 ANDE], L a— RO, B

@ Fu 7T nhyEIETE
7'a 7T Lo EIO S ME R RS 5,

REG| 00T s, et BIFOAEN, ERAME, ABEES, REFE, ERM
11) ELa1—ILDHE

© HEIFE
SEIFEITE, T2 OWMNIIER LIEFEL T —2EIER LEFERDH Y, L
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WEDOTZREIZIE U TEBEO SR FEZMAEDE 5 2 &, oRIFEOME, Rz B
50

FHEEHI STS (Source Transform Sink) 43%|, TR (Transaction: NTF ¥ 7 3r) 43
$IJ’ ><1H %1:7*% /\£I; IJHH}EHXF' ) A/ETJZHXE+, _‘j-j}l/%%:/, %:‘J'I_‘Elﬁ'7oIj 7‘\.'7“A

@ LY
TV 2 /LOMNIHEOFHEEHEL LT, TV 2 — L ORERME (RE), BEE, Zhb
EMSZPE L DFALR, BIEOFHEIENE, Ednk & RO 720 OFHEIEEZ BT 5,

TV 2 — VORI, TV a2 — L OREEE, SEE, TV a— L EHNE, it
JBE Y 2 —/b, HEREROREIRME, TEMARSNE, T2 S, RS

©® TY 2 —/HIERDERK
BEY 2 — VHRRDIER D E 2757, FlE, &2 — M EROERICHW SN 5 FIEEL P
4 %,

ALK, PSD (Program Structure Diagram), DSD (Design Structure Diagram),
SPD (Structured Programming Diagrams), HCP (Hierarchical and Compact
description) ¥+ — K, PAD (Problem Analysis Diagram), {REH (T a v
T=TN), U—=ziE Vs YU, NS B, REHER, Tnr T 3v T
— 7

(12) &L B/AA
Y7 by =T Ok & R OLEME, Fan O &R, MG OREFE, V7
N =T Ry = VORI MIEEZ BT 5,

aUHE—RU R 2T, RUA RRY I A, TT5 s Ry AR 15 A4
75, FHEAL L RE— L H—F v, COTS (Commercial Off-The—
Shelf)

(13) 7—FTOF¥RE—>
T=XT 7 F xR —=FY T N TREEDNRE = ThDH L EORBEREE AT,
T=%T I F "I =R oM, BEFHEHET S,

MVC 5L

(14) FHA 2R —>
THA U RE = NIEICA TV =7 MERRFHIHW O, ARICET 3% —, S
BT B /8% — 0, IEAEVNCET 82— 0 3 FRBEICHEEIND Z L7 E OB M AE B E
2T, THA LR =V ERHT 258, BEFHEEZIHET S,

ARk, REYE, HREEVN, GoF
(15) LEa—

D LEa—0H - FIE
TV ey MEBIORIC RN 2B EET 57200 L Ea—0 BIE RS 5, %
o, LEa—EXEOMR, LEa—0FE (LEa—FRORE, L Ea—0ifikl
DWE, LE=—BMBEORH), LEa—EROTH~ORIIELE L5 FIETTbh
BT L REET S,

@ LEa—OxtglfEE
LB o2—O%E, EZA 0, HEZPRTS,
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3.

BES| =—Flvra—, FRMBELE2—, Afl#F~v=a2T7 b ta—, ET7 Lo
—, TYPA L Ea— S AT gy, BEFL—F—, TENFE Tr—
7 AN—, HFELEa2—

@ WO E H
LY o — CHERT % S S M3 O T8 B % BAE 5.
FAEEBI gt MERE, AR - BB, [EHEME, BREME, ZEME, EHAOARDME, HifeEs
PE, A EROME, EBATRENE, BIROATRME, BEME, BEDE

@ = Ofthod 2L VR Fik
WEST A 70 7T ORI L 57 —2 £, FIMEOFRLEEOINE R L,
L B 2 — LIS O 2 G PRIl O FIE 2 B 5,

FEh| v7ULs, Fur—h, Frus U AR
EE - HE

(B4F]
> Y7 b U=THEOEZT, FIE, Fik BEFHZESL, WHT D,

(1) RE-BEODH2RY

FAE - METIE, Y7 My =T 2=y FOMERR, T A NFIELAOT A T —F OIERR, Y
ZhyzT7a=y FOT A NOEN, FHAEHACEROER, V7 MU THET A NE
OFEH, V7 =T a— KEOT A MEROFEZ T 5 = & 2B 5,

BER| =—F 12/, TursILEE SurTadEk

2) Y7 Yz 7=y FOKER
OO a—F (TR, T r ST ASEOMBICE, Y7 by =T 2=y Mk
HEEEIC ST 0 /T I 75475 2 L 2T 5,
R &7 A M, B, s AL b, Tas T AR, TASY RN, F
—ZP, F—HR—X, MTET A b, EEETarF7I0T, EVa—n
IEl, BV a— gk, B ey s, WS e ST I, TR
N7 MNEmTa I I T

(3) Y7 rYz7a—FRUTR MEROFEELLE
VI MY eT a— RET A MERETET 2RO LAY 5, £, YT hu=Ta
=y FOMER, Y7 Ry =T o=y kT A NERi%, LEa—&T9 2L &5,
[FREEM] EBferfEtE, AN EME, PNE—EME, TR MERME, o—F 1 v/ HEROME
EEREOWYWE, V7 F 7= T HRAEKROT A N OER AN, B R ORSFOE
B[ e

4) a—T«1 VT84
a—F 0 U EEO B AT S, 72, a—F 4 U VEREIITEAICED L 9 N
RaeadObn, a—T 4V TIEREESFLIRVGARICED X 9 RRENE Z 502 BfEd 5,

BES| (T T—var, XA N, LA, BRILGS
(5) A—F 4 VIR EFE
a—F 4 U RRFEORME, FIAT AR, BEEEEFRT 5,
BEH| —=— FHlisE, A— AT, I RNA—F 4 X —, YU H T AN, TFA ],
TV —JRA vk
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(6) Aa—FLEa—

a— RLbEa—0ORH), HFIEZPMT 5, £/, a—F 4 VL FoTWHED, VT
b7 = TR EIC SN TV DD, RSSO0 R E B R 5 = & A HR
T 5,

ANY 7AW, a—RA AT gy, ET7a—Rbbta—, Ur—7 AL
—, YA ra~T v 7 EME

(N TRwT
TRy DIk, BEFHE, LT ANy ZEERIZY 7 P27 28ESETITO TNy
7 DR, BHERREY —VERWTET Ny 7 EE T 5,

FREEB| 7o JBREE, B, BT AL, TH—vay, FAYH, bL——,
AFwyTay b

8) YIZ2hY9T7aA=Zv rDFRHI

O FARNDOEW
V7 T =y hOTAML, Y7 MU TR TER LT A MEFRIZHE - TTT
VY, BERFHZWEZ L TWDANE O DL HERT 52 L 2R+ 5,

FEEMI| R, KB, BEESH, HAME (usability)

® T2 FOFIE

TANDBW, FEt, A7V a—, K, EHTHTANY =R EERELTT A
FEFE AN TC, WRICT A RHEHE, T A MT =X OMERK, T A MEREOHAEREDOT A M
TV, TARNEFEmL, 7 A MERZIFET 2 &) —EHOFIEZ RS 5,

BEB| 7oA N ik, 7oA M, 7R N (7R NREE, TR NTF—2RE), 7
ANET I, TANERE, 2=y T AN, Fxv I —FOER, V=
L—g—, Fu kAT

® T A hDOFEE L A
TANOBEM, FEhihik, BEFHEH, TAMNCHEHINDT A NY—/LO&E & BT
%o Flo, TAMOFATHRIZIE, T A MEROTLE, #RSH, TR 7T AOBESHR
VEEZ1TH 2 & 2 BRT 5,
FEG| 7 H, RIAN, AET, FAMF—H =R L—F—, FA MR ER
FiE (NTHRE, =T —BREk, NUERK), T FHBEE, T A hOMERE,
T A NBE, RMEBE ONF7EE), M—Sv VU7 o8, V7 b7 3
XFY 7 vy = TREFEO—EM, 2=y FOEENO—BME
@ TAMOFE
TANCTHWOND T T v IRy 7 RE, RUA MRy 7 AEOT A T —HF OVERRTT
LA BET 5,
ANY 7 AFH, TA R T— A, fnie, SRR, CHIESIHERE (decision
coverage), fEHSAEREHE (multiple condition coverage), RREHHAYHEHE,

MR, N v—v, [BAMESE, RESINE, BRRERERZ 7 71, =7 —HA
1, EBREEE, Ia—TFT—arT AN, FAALUHHT A
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4.

He - TA L

(B4F]
> VATLRO/XIZV T RUTRE VAT LROSXUTY T MY =T RREET
A+DEZT, FIE, Fik, BEFHZERL, SHT 5,

1) Y2,z T7HEDE2RY

V7 MU= THAETIE, Y7 MY THRAEFTEOERK, VT N TG, Y7 b7
a7 A Mo, FHEHCGEEOER, Y7 MU THREOFHE, Y7 MU= THAED
HFELVE2—, Y7 N THRGET A NOWEE Ei$ 25 2 & A BfET 5,

FEB] 7~ NEiE, 7 AR 7R RF—s

(2) YVIFII7HRETRAMDERY

Y7 N2 TREET A BT, Y7 U =T RGEET A b O, FIHHEHSCERE O B,
V7 MY =T HEET A RO, V7 U =T REET A b OIFE L B 2 — D FEE, BEADOX
%, WIAY 7 by =T RO FE 5 L 2 R 5,

FEL R EANVEYS L =

3) VI THE
V7 MU =THETIE, AT OEFICESNTY 7 My =T HEFTHAZFER L, S
NEY T My =T 2fEd 52 & 2iFET 5,

FEG] oA HNAT, EHREEE ()

4 YVIbozT7HETAE

VT N =THET A MIY 7 MU 2 TEEFCER LT A MERIZHES TITV, Y7 b
=T OMEERHERT LI L, YT MU THAET A NOERY, it TNE, P FEYE
PR D,

FHEHI 7 A NEHE, T A N (T A RNREE, TANT—XRY), Y7 U=THE
TAMREE, My TETUTARN, RMLAT T TAK, RIANR, RET,
TA Ry R, 6T A MREE, 7 A MEROCE, CEHLYE

B) YVINITTF7REIETAR K
VIZ RN TRGEET A NIV 7 N =7 BHERTER LY 7 MU = 7T BRI > TT
W, Y7 MU TRELEEBYICEB SN TWANERGEET 5 2 & 2BfiET 5,

RS 72 O (RET A b, JEMEEEEMET 2 b, MRET A b, AT AN, EF
2T 4T AN, BURTAN (VZbyvarT AR E), 77200, J
7 MU = T RGET A MG E

6) VI FIIT7HAERVY I bz 7HREET X MEROF

O T A MNEitkDOHX AT

T A NDOEMZITIL, T A MEROTEE:, RO EORHME, 7'v /7 ADBEIESH
BAYEEZITV, MEISNLTY 7 by TikeHE, FAEACEEZ2EHT 5 2 & 28
T 5,

@ V7 bv =T HE O
Y7 b =T RE Rl D BRO REL BT D,

RG] W5 R OB ATRENE (RO b L—3 U T 1), SN EE, P,
T A NEFRME, T A MEEROFEOMEINE, V7 by = TRIET A R OFEB A
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REME, T K OMRST O SR BL AT RENE

@ Y7 by =T RGEET A kO
V7 MU =T RREET A N AT D B0 EUEA BE S 5,

W L7 AT R B AT, VAT AFAROT 2 F O EB AN

(7 SRATLEEDRRY

VAT MRE T, VAT ARAERTEOIER, VAT AHE, VAT AHET A b OEl,
FIRHE A SCEF O F T, /XTAﬁ DR, AT LAHADO]F L E a—, VAT LWHGE
T A NOWEFE IS D Z L 2 BET 5,

N— R =TS E, Y7 b= TR E, FEE

8) PARTLRIETAIDARY

VAT LEIET A N TIE, VAT AREET A b DOEfE, VAT LD, VAT ARREET
A FOIEF VB 2 —OE, FIFAEACEEOES, BEAOIE, MAFRRRV AT LADHE
fifi, EH R OMRSFICH &M T AT L OWEF 2 FEi+ 25 Z & ZPFET 5,

AT L

9) LRTLEHE
VAT LEE T, AT AEFICESNTY AT AMEFTEAZER L, BEISh-T %
TAERETDH I BT D,

AT BN, FLREN (R

10) RTLHMETAE+

VAT LHET A MIVAT LR TER LT A MEERIZHES TITWY, Y7 bU =T HE
BihH, N—FT7 = T7HERGH, FEELROVLEIZS U TIEND VAT A2 E2THRAE LTIy
AT DINBEZR T L TN E DN EERT H I &, VAT ARET A FOFER R, E
i FNE, RO IENEE BET S,

T A NEHE, TA MU (T A MREE, TANT—HRY), VAT LAHAET A
NREE, T A MEROSCEN, SCELAYE

(1) PRTFLBRETA+
VAT MERET A MIV AT ABHER TER LIV AT DBEEICES TTY, Y AT A
DEAELBVICEHBEEINTWDENE ) DEfERT 5 2 &2 8iFET 5,
T A NOME (HEET 2 b, JEMEREZEMT X N, PEEET A b, AT AN, ¥
2VFA4TFAN, FURTARN (V2 LyiarTFARN), BREUTANREY), &
AT LRRET A b E

(12) SRATLHMEBRUIATLRIET R MEROFEE
O T A MNEfitcDO X A7

T A P DFE[MHKITIE, T A MEROGRE, MEOOIT R OGRHE, AT LADTF 2—=
TE2IT, MBS CLEOER 21T 2 & 2T 5,

@ VAT LA OFHM
VAT LA TRl A RSO REEEZ BT 5,

REES T = bERE, TR N FIEROVEREEOBEOINE, I LR~ O A, v
AT LRRRET A N ORI R, WA K ORST OEHLATREME, L E 2 —
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5.

@ VAT LAEEET A N ORI
VAT LRRET A N EFHIT A B O EUEE BRET 5,

FREEBI T % bR QRS O Y
BA - ZANZIE

(B4#F]

> VAT LAROSIEY T b =T OHEAROCRANKEDOE 2T, FIE, FiE
HBHEZEGL, ST 5,

> RUMHERET A L OEZT, FIE, Fik BEFEHZERL, IHT %,

(1) SYRATFLRUV/XUIVIFILTTDEADRERY
VAT AR XEY T R 2T OEAN (A=) T, VATLAKROS IV 7
b7 =7 OEAGFEOER, BEAZET D L 2EET S,

(2) SRATFLRUV/REVIFIITT7DRANZEDERY
VAT ARG XIFY T T 2T ORANKIETIE, REEORANL B2 =% AT
A O, N, BIFE~OBE RN O EEE T 5 2 & 2 HiFET 5,

R i

(3) RUMHERETALDERY
ZUVEMER T A R CIE, ZAMERERT A b OFEN, ZUMERZET A O ROEHRETT O
T L BT D,

4) |BA

D AT LRR/ LY 7 b7 =7 OEAGE OVER

VAT AR NEY T b =T OEANIZHNL ST, EREA~OBEAROFHIHO TV AT
LR/ IV 7 v =T OBITE ED L HITERT D DD, F—ZIRERLEE~DEE
e EORBEFREIIMD, A7V a— Lo NEED L D2 T D07 Y, HAGHE & 1ERK,
XEAT D & BT S,

REG] BAEE, BIEE (TR AROT—% OBIT, BIFRSFORMGELOR 7
Va L), EAREHEEYE, 2R b LRI O, BAEE, )T L—
2, WATRREIRG, EACE, —FBIT, BEBIT, BITY A —HL, BITL A
Th, BFVTIVIV—=R, TA—FJ—=2FTaAf AR

Q@ VAT LK/ IV 7 bU =T OFEANDFE

VAT LR SXNEY T Y 2T OBAGTHEIIE S TEAZIT) 2L, TOBROEESF
HEMMT 5, £72, VAT LR/ XY T My =T, T—F_X—R 2 LR THRE
SN E BV IO L2 TV, FATEREAZ BT 5 2 &, BARFOIERER R 2 30EL
THZ LT D,

FREEBI A FIE, EAH], FUHEM, o 27 @AM, EHY A b, R,
ERGE, Y7 by THEA
® FIfHE LR
SAF ARV EY T R = T OEATYS Y, FIRE S T A ER AR 5,

FREEGI A EIERE, #BEAN AT & (e-Learning, Web Based Training), m YA
T AT AR T =

-36.

Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2023



(5) BANZR

O VAT LR/ IV 7 b= TOZ AN L E2—ET AR

VAT LR/ TV 7 by =T OfEE L, BISEICIIZANL 2 =T A M e
XETDHE, ANV E2—T A NOEW, EOLIIZEMTIONEEMHTDH, F
7o, BUSEE, feFEOZ AN EEZT, AL Ea—, VATLARY/ FZY 7 by
=7 DFYVEMERT A O REEE LT, ZTANDOHER, T ANLEa—, T A NELT
W, fERESCE(LT S L AT S,

T ANFIE, SZANMERE, ZANT Z b, BRI, L

@ VATLIKO/ L7 b= T OMAEZ AN

VAT AR XEY T by =T OfFEE, BSEEIE, BRI TRINTEEBVICV AT
LR/ NIV 7 b =T R LTS Z EZMHAEICHRLTHMAL, ZIFTANSZ L
ZEET 5,

ZAKIEH], FIEBGRE OAE, WHEOBH AN HFEO R L—FE Y F
+£)

@ ZH R

VAT ALK XNEY 7 by =T ORI, BUSE TR LT, IR Ok RS 72 5#E
D= DB, ZEARMT 52 &, BUSFE I E O 25 0 TIRHI 0% 4iE, 2
BAlOGE, EExiTo 2 2B 5, iz, HEIWOBW, NE, Y, KH,
AEROFHN S LA BIRES 5,

HEAE I, BEINE O, BEFIMRSE], HE S RO L, BE
g4 A5 A (e-Learning, Web Based Training), H—727 %k VU v 7 OEERNE
D 4 BefEET L

@ FIAFERCERE FIRE~=271)

VAT AR RV T b7 2T OBREEDOER, 2 a—XEE VAT LERR
COFIEAFMPERCEE FIRE~=27 1) L LTXERT L L, FIHEHCEE
FIRE~=2T V) 1TV AT LAREFETY 7 b7 = 7T REEICE ER 2 ER L, BI%
DOHEITIZHE > THBETEH T 5 2 & BRI 5,

FEEFI EARE, FIREACEE (Do —F, 28E (Fa—h )TN, T4
L), KLASCESE, B SCERE, VAT ARAXE, YT =T HH
E, CEEOT A

(6) ZUMHERTR b
@O ZYMERERR T A b O
T LIZREEICB W TR AR T A FOFIRE £ T 5 Z & 22T 5,
FREED A rERERR S D g (BERFH), BET LMY, 2 UMEHGET A PO HRY,
PREDEYE (T SN DRER), EH T 2 %SGR T A bOfdk, BELET LA

X =TV T AT A (figk - il - Hay), SUMEMRT A N EET 572
D DEREE SR

@ FUPERERT A N DR R DS

WM T A Mok TSN A o> F o FEORIBEEZZTS L, F10 Ofi%
BT AL, RORYMERINIZVATLAEZDO N — B T o 2T 520 %
PiE4 5,
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6.

FEG| REAORAFRRE, RIEAR, KEE, WEEE, FAREIIORE, M
OB ATREME FHO S L—YE Y T 1)

@ ZYMREGRT A b OFETHIE
ZUMEMERR T A B THW D FEXIBIE L PRS2,

BEE| ERET AL, V7 Ry =T ORITRIN (N—FF A L, ERRET A N, FIF
HTF AN, AT AR, SN, FREUE - EEE, BERICLDERTE, v Iial
—va

RSP - BB

(B4F]
> WRTOBZT, A TROFRE, FIE HEFHZESL, SHT 5,
> BEEOEZT, FlE, BEFHEZERL, WHT S,

(1) RFDAERY

ST BHJR Y — B A LoUL 7 E OIRSTF A2 52T D0 FER, 15T &2 #1244 2 [0 ZHLES
EHAEF LT, RTFEEZRETH 22T 5, £, RFCIIREDORA, thiE,
BERENLIE TR 2p D% & LT, BEES AT AR/ TR Y 7 b = 7 DRtk 5
FFLODBIERLERZ1TH 2 L 2 BRI 5,

BB (RerFEE, fRAEORE, RITEOEBARES, BT AN, BRTAN (VL y
a VT AN, Ve YT, YR—22 =7V 7

(2) BEDARRY

BEHETIE, JEA M OESFOMBIC L > CHEETOLEEKZ D0, I BEEZITH VA
FTALELLIIY 7 MU =T ZHREORIEBIZL, v, BEEL TCHEMAICKEDZRVIREEIC L
T, EEREEICLEZD, RL7ZY, WOBRWE=D 352 L 28T 5,

BB MfkOTEH O (integrity)
) RFDE A TRURRE

PREFEED XL DICEMT D0, RTFOX A T ROIEHE, FOBORBESFIHE, EMNE,
EOFE N E BT 5,

FEEMI (PR, RATEOER, ~N— FY = TR, BEAR, RERST, SBEST,
TRHIRSE, SRS, SERAVIRSE, A v WA MESF, EWRSE, T4 794 2L
DA

4) RFOFIR

D R5F7 1 A PG O e

RSP BB D 7= D DU % AT 5 = & A BRT 5,

FEB| BIR T o200 ORTFICHEREENOSIME, FE R OFROER, FEE
HTEORST, ETIEEOEE, (R0 00 TEIER

@ R L OME E D537
RSP DT AT DR/ XL Y 7 b0 = 7 O ESCUE 2R A ffik 3~ 5 e 4 Pfg 4
60

BRG] FIEmE UTEEREO SN, FEOFEUIMEE, EIEEEORREO N

@ EEDFEN
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EIER S NR £~ 7248, BIEA ST iR 2 B 5,

FEH] BEET 2 AT AR/ LY 7 by = 7R SCEOWRE, SR, Mk
B, MBEORIE

@ TRSTF L E 2= RO/ Iz AN
BEISNIZVATARR/ XXV 7 NU =7 OBEMZRESCE T OERBEIT O 2 & % Mg
T 5,

BAER| BESNEIATARD/ XUEY 7 Y =T 058N (integrity)

® IR O FE

MO FFL LD T= 8, RG22 FEET 52 12X > T, WBARKOHH,
MR FESORAEDFREMZ BRI L, VAT LR/ LY 7 by =T DRESL~=2T )b
R EOUWETEATO 2 EEHMRT 5,

RG] o A7 AMEHEMED D OfEHTEE (FTA, FMEA, STAMP/STPA 1E743), M5BT
AHEME (RO hL—HE U T 1)

® BT
VAT LBITRO/ TV T N 2 TBAITOFNE, VAT LR XIEY T T =T D
FERVEDHERE, EH~DORER EBATOBROYEFHELBMHT 5,

BATRHE O SCEAL EREE, PAMRA R ~OBATRHME 22 £ O, HINREOWAT
& IRREEOIE L, BREEB~OBITO®A, BATHROWEE, BT,
IHEREEREE T — & OURFF & 2 MR

(5) BEXE
VAT LAROSANEY T DT =T OBARLEF R E N, REER STV AT AR
S LY T WU = T OBEFEO FIEEEfRT D,
6| Feitmio R, FesEitm/e L ORIAFE ~OmE, BHIHBREO W TER LRI
OHBE N, BIURERE~OBEFEOME, FEIEEET — ¥ O &7 7 & A HE
P DR
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X4 FAREW PHE13: VI MOz 7HRBEERN LAY

1. BRIO0+X - F&%

[BE]

> VI7 My THBE e RCET I FEDE XS, FHREESEL, IHT 5,

> TUXANDOE, 7o ANYT7 MU TBRRFIEOEZT, FEEESL, Ik
A7 %,

(1) VI +oz7HEFE

OV ANYEYE: %
V7 "o =T RBOYMRLWE R EODICHNONDE Y T F U = TEETILDE
Z2H5, VEMABEL, V7 NY TR ETVOESAE RS S,

U —H—TF—)VET ), T NFAETETI, TV ¥ A, DevOps,
MLOps, Y7 hw =77 uaXr7 h74 L, BEENET /L (Incremental Model),
HERHETT /L (Evolutionary Model)

@ 7TVx AN
U DEICHINC Y 7 U = TR ZAT O BERBBEFIETH LT Vv A NV ORHE A B
ﬁ;‘%j_éo

(a) 7V %A LVOWE
TVXYANOHEL LT, TVYANY 7 Ny =T BRFIEORER & 2R 5,

TOXANY T NI =2THRES, TO¥ANY 7 hT=T7DI120KH], P (=
JANY—ATar53IT), A F N, V=V T T TR, o—H—
FEREBRENBAZE (FDD), 7 A NEX@HBHFE (TDD), ~ vV ), A&7 a T v,
a—YP—Z h—VU—, INVEST, T =V T R—=h—, A LRy T A, N—
Ao Fx—h, _"avrg, €770 773007, Voyp s 2) 07, 500
20 (v hazx~Xr5 ¢7), KPT (Keep, Problem, Try), fkfiHoA 7 7 L —
vay (C1), Mkery7T UV NU— (CD), =¥ —FTF A4 X7 Vv A/ (SAFe,
LeSS (Large-Scale Scrum), Scrum of Scrums), DA (Disciplined Agile)

(b) XP (7 ARV —LT 0 rT7I0) ORI
XP (27 ANV —AT7 0TI 0) ORFFEERRT S,

EODffifE (23 a=tr—ay, YT, 74— RAyr, BR, 4E),
LEOTZ 7T 4 A, BEOTZ 757 4 A (5 A FNEEREIBA% (TDD), <7 7 nu s
SIS, Ve oYy, V—2a— ROWFEE, Mo o727 1—3
g (CI), YAGNL), BHEDOT T I T 4 A, EDTTIT 4 A, AT L—
I v

(c) AT T LDOEHH
AT T LAOFHS & RS 5,

FEEB| A7 T LF—Lh (Tay s A —F—, BRE, AT TLvAL—), ATV
kN, AZV U NTFTo=2T, TAV—RAITAH, ATV b BEa—, A7
YhhuAXRY T 4T, TaX T Ry rul, ATV MRy a4V
7 U AR
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@ DevOps
BAFE T — A LA T — AN L, ORI Y 7 b Y = TR AT 9 DevOps DFF
(g A VS

FEEHI CALMS 7L —2AU—72 (Culture (3Cfk), Automation (H®#EK), Lean (U —1),
Measurement (M%), Sharing (#:4)), SRE (Site Reliability Engineering :
YA Mt =TV ), A 77 L—ray (CD), #knT Y
AU — (CD), My 7 7 mA, 7 A MEREIBAFE (TDD), WA AT =TV
7', Four Keys (F7vA OHE, EHOY—RNZA L, EHEESER FHEHE
B (MTTR)), A7 — U7 ¢ (A[8LHIME), OpenTelemetry, DevSecOps

@ v—a— R/ —a— N%
B2 a—F 4 VT OHRCRERN R THLY 7 F U= T ORBENAfEL /b —a
— R/ —a— NBRORK, Fls, BEFRAHEMET D,

® Y7 bo=7HFMH

V7 bU =T ORRFEAEMERE R EOT-DIZiE, HabeBAARLETHY, Hn
bzt ZEC1E, HanlEEAA S D &) BRI - TRREHCIERIZ B A T L EE 23
bHHZ L, V72T RNy =V EENTLZLICE T, BARAENCHER B2 AT
REIC/2D 2 EaBf+ 5, £/, Y7 MU =T HEOMEE, R, EasEtoRA v
~Z BT D,

(a) HB&H DT & R
Y7 b U =T e O & R E B D,

RIS S, AT V= Nl (2T ATATTY), F—H W, T o AR,
WERE G LA, 7T v ARy 7 AL, R T A MRy 7 A, XT A
U w78, RN T A RNY L, 7 a— X RURT A, A—T v
AT W

(b) WREhREFDAE
EROFMMAA RIS U, REHEED B, AAZHMHT 5,

BER| Vo —NOMSIE, WRZYA R, FATFY, LB

® VR—RTT=T YT

RO Y 7 b U =7 T LT, EOHBGH R EOBHREHR LV NN—RAZ V=T
Vo NbnZ e, V=22 D=7 U U IO RICHESNT, TDOY 7 b =7 O
FEOFHA 72 Y7 My =T 203, WReT 5L, TORE MY PEMEZIRE T 5 FlHE
MNHDHZ L, FIRAFFEROICE>TE, VNR—=RA2 V=T ) I &2E LTV HIEA
b HI Ll EERBRT 5,

BEs| A, a—Lr 5o

D ~vvvary”
~ v a7 v Ak, EEROBMTIZL D API ZHAEhESZ T, FrLWn—E 2%
WETOLFETOHLZEZHMT L, £, v~ v aT v 70BN, HEME, SEET
DR, HEFHEAIMT D,
RSl S T—varvviaTry S, FoHvviarv s, uVysvyia
7T

® ENRNANT TV Ir—ary7 hy=T %

ENRANT TV r—ar )7 by THBEOTINE, BEFHREEET D,
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EANL A Web TF U r—2av YT hoxT, FAT 4T T TV r—vavy
T hoxT, "NATVy KTV = a7 =T, PWA (Progressive
Web Apps : 7l L w7277 7Y), User-Agent, 73— v g VER,
AR (T4 AT LA YA XNED) OEEE~OR S, 77V r— a7
N = TEHER OB - EEREOXS, TSV r—va YT Ny TR,
TV r—a Y7 Ny T AR

(2) H\iEEF&

KL 2 AT DROBMEIR BN (IR L Tt e B 2 ek L, F72, 70277 A0k
SERGIZT D OICHELFENHVWON D Z L, HE(LFEDE T, ¥E, FIE, %)
R, HEFHZHMHET S,

BEB RS, ERREMOREAL, (LT v — N, JREEEMX, HIPO (Hierarchy
plus Input Process Output), DED, Y 7 b7 = 7HEG

Q) BXF&E

X FiE (Formal Method) 1%, FEAMAARGIRSIHEAMEA L Tl — L IH - TR ICFLR
L, Y7 NU=TDREEEODDLIZDOTIETHDH L, ETNVOREEZTRT 5 LICE
HMEBWTWALZ L, ZOMHIERBREFETH S VDM-SL (Vienna Development Method -
Specification Language), VDM++D# x 77, Sz FifE4 5,

EF A, VDMTools, 7 ZEE, SPIN
4) ATRER

O V7 =T IAT7HA VT rER
SLCP (Software Life Cycle Process : Y7 " o =7 IA4 7% A 7 vFakvR) ORRE
EXUN T il AR

JIS X 0160, JIS X 0170, Fmt X, 7/F 4T 1, A7, BETatX,
Mg 7m Y2 b A F—=T V7TV R, TI=ZHAIRIAL N TRE R,
T =ANTaEA, TukAEE (Tailoring), A, EEEA, SLCP-
JCF (b7 L—21)

©@ 7uvARRAE

B L RSFO T v A&, WETDHICYT--T, VAT AR/ V7 by TR
AT O MR DO 7 a v ARRBAE OKEEZ BT 21D DORAEET AN H DL, TrEA
DHRES % 6 B TETE L CHELDIER, &7k L2 RE K HESLHE(L L~V OINE, LV &EkRD
LUV GET D T2 DB 7 7R PR 5,

FEEBI  JIS X 33001, JIS X 33020, MkOEWET nv R, FuvAYEH, Rafhr o
TR, Biishiz7atx, FHINEZ7TatvR, rsni-7atx, FHlA
REZR 7 mEX, HFLTWD T rER, M

2. SNebBAREE AR EE

[(E4]

> Y7 MU =T7HRBELETULELRDAMNMEEDCRS, EHOBN, B L 2ES
L, WHT %,

> Y7 hU=TRETRETREELCMNYEEDOREDT- OO FIHZERL, AT
60

(1) EFEEHE
RS2 Y7 MU =7 OFEEORBOBEZ TG ZBMRL, 70T haMET 25608
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BEREAERT S,
BB 70T A0EEE, WEEE
(2) HErgE®E
V7 by 7B TR TTHRA Lf:%éﬁﬂ%T%%%ff%f;&)mﬁ’:llﬁ%fiﬁ#?é V7 hy 7B

FERHME D b DR FF 2R T 2 LB E U GE1E, EHF#EE2Z T OMNERSH DL Z L%
BT 5,

FRERBI HraiE, WMIEMINE, W
}) St REE
V7 Ny =T RERHT, BN EZFA LRVY 7 by =T BRI LB E Ul

BEETA B REZTOLERHDZ L, EBELETA B RTOWTHEHEECHEH A
BN TA B A CHEINTENE LB WL YEHTINENDH L Z & 2 HET 5,

FAELH—, TR U—
(4) B

YT Ry =TT Y EORMBIMIE 2 BANRIC RE T D FEORE, AR, BE
Ha BRI %,

FER| =v—H—F, DRI, 7275 1~<—3 3>, CPRM, AACS

FARREEE

(B4F]
> BIEREOHRR, BT, BEHNR, FEEEGL, WHT 5,

(1) FARRIEEE
MR DT DIIE, BRAN—RFRY =7, Y7 72T, Xy hU—2, 2l
—H =72 EORRR Y — NV E R ERICEDOETHFT 5 2 L 2B T 5,

Wi, Y7 b =7 714 A, SCM (Source Code Management : Y — A =
— NEH), AT —V VT RE

(2) EEANR

C)%%ﬁﬁ%@ﬁﬁﬁﬁ
NRORBAEOT-OI21E, 2o a—X &, BIRIIE Y —/ 7 Vit 7B BREE O UE
ERNBETHDH &, itié/ﬂ?OD%@Jﬂtﬁfzﬁ@J TR, BRI L k%f%ﬂ“é

R ik

@ it —xEH

AL DR A T — 2 DO NN—V g VEE, Yuv e/ NCTORFEER, e
E, BEtT— X 2EHT L LR T D, 1, BERESCEAEHRNSEENTNDET
— 2, HENROOMOBH TR LZ02, R Lo SAN 2007 8 & i E
’&ﬁﬁé LIRS D,

FHRREE, 77 AMEERE, MR, VARV
® v— L EH
ZHEONNHIBIEDL D GE, HBICFHT Y —nonN—ra U RERDZ EiIzk-
T VERLT=Y 7 b =7 O HMMEORBENE U BTN HH 2 L 28R+ 5, £7-,
YV — VR T AR 2 U T 4 A— L DFAER Y, 2 — L ORINIC L - TR
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4.

DY 7 hU =T OFEEICEEE RETEZENBH 0T, FHTLY =A==V a
DRE—72 &Y —VEEET 5 2 L ZEFT 5,

KERRELH, N—T g V&R

@ TA B AEH

T A AFRHNGER LR NIARER NS 720, REFNITEETR & L THENL
EIDOMG LD Z LT 5, o, FAB L AONEZHFEL, THIRIZA A h—
NEERETA B ABEREWRT 272, WIEIEHN L TWLNE I naiRT 52
&R 5,

ARIEabe—, =g UEHE, Wi
BREE - FEEH

(B4#F]
> MREHLEAFEMOAR, Bx), FIEEZERL, SHT 5,

(1) WREE

HEREBETIE, V7 b =728 ED XD i B OB E bR TS T 50
&V O REREBIIA R ML L, T OREGEEDIAROEE O GIEZ W 60 Lic L CTEEZAT
DL BT D,

REB| V7 b= THREE, V7 Ry = TR H, SLCP (Software Life Cycle
Process : Y 7 "= T I 7V A 7T aR), HEEHEZ®R, X—2F57 14,
SBOM (Software Bill of Materials)

(2) EHEEHE

O HEERILOFEEE

BT 5>TWAH Y 7 M7 = TR B IZOWT, RSB A S L cElT5 2 &,
TuVx s MIBITAEEREE, KFON—T gy, BT L OSSR T S
NEZ BT D,

@ Y7 b= TR B OSEEVERGE
Y7 bU = THER B OFERER 2R s et L MBI AR e M E A IRE, RAETH ZE THD
&, KOEOBLEME BT D,

FER| —E, et

@ VU —REH O

V7 N = TR OFEEMENMERES N HBIE, VT b = TRBESCEOH LUK
DODHF R EDFHZITHOZE, Y7 MU =2TDa—RKRLEIY T v 72T OHGDHH
MRSF 5 2 L 2HfRT 5,

RG] —v o L, RS
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IROAVMR

RKOPEE: U —ERTRU AV E BHPHFI5: Y—ERIRTA M HEBTLARILLI)

1. Y—ERIRDAVF

[BE]

> Y—bER=XTALNOEW, BExFHFEEEL, @HIT 5,

> P —VE AR AL NV AT LAOMEN, Ehn, HERR ORISR ED S 2 5 2 ES
L, #WHT 2%,

(1) Y—ERIRDAVFOBENEERA

P—ERwRX DA M, EZEMETS20, - ROFENE, &Eh, BT, #2it
M OYEED -0 O OTEE S VG4, R L, 4L, —EORANTT R TH
DT L BRI D,

REH| %, PoERarR—RU b, P ARE, PEAYEIAC L, B
—ERATA YA I NORME GHENZZE, B&r, BT, @t o8

(2) H—EBRIRC AV N ORTFLOWEIL, =i #EFERUBGEHHE
P—BE AT R AL N UAT LB L, Fha L, HEEFL, MR ET 5 720 O
WX T ABREFEIHEICOWT, JISTHELTWASZ & 2HET 5,

FER| V—tAYHTRAL N RAT LA, B ROERFIE, FE, — b ARME,
JIS Q 20000 DHFIA&EE (1SO/IEC 20000 >V —X)

) ITIL

P —ERASTRXAL NDTL—LT—7 T, BUfE, 77727 NAZ X —RELTHRT
EHESN TS ITIL (Information Technology Infrastructure Library) O HMI, &z )7
LT 5,

(4) SLA
P —E R L ~YLEEZE (SLA : Service Level Agreement) X, V—ERARKRNZEDOEEIN
TR T =~ AERE LT, S EEEEOMOAEXETHDL I L 2HMT 5, £,
RFEW R —E A VL~V HEEZ BT D,
FAEEMI SLA, SLO, SLI, H—v AnlMtk, (MM, W — v B, JRERRH, +—Ee =2
B —ERAST R AL NV AT LD —< A

2. H—FERIRDAV I RTLOMERTER

(B4F]
> YP—ERYRXVAL VAT AOFHE R OEHOZERFHEZERL, BHT D,

(1) Y—ERIR DAY PR TLOHEEXE
P—EAY RV AL bV AT LAOFHEZAERK, Sk OHERFT 5 2 & ZBRT 5, KT,
P—EAZRY AL PV AT ARUY — EAOER &2 R 512 DI LB M2 IRE L,
MEFFS D 2 & BT D,
FAZEHI PDCA, JIS Q 9001, v YAV hV AT A, &K, HE, Rk, 23a=r—v
2y, CEL L7, Ak
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(2) Y—ERDFE
Y —EADQERFHZIE L, MAARLERLZFZEL T, LHEILRLEUH Y —E AKX
[TV — B AL HEORROERMENATT 21T 5,

FEH] V— b AOEREE, BFER, y—EAR— b7+ VA, PR [ TT
A, =t AOMRRE GHEid, BT, BET, FElkad)

Q) Y—ERDA2OJEERE

BEICHRMET 20— ROV TOXEN L ERE LT, P—EROEX LR ER O
Y= AMOKRFREREZRATAEREED T, =2 &2 a7 2ERL, #HEETs2L
PR S, £, HE, FHAEROCZOMOFERBEICH LT, P—E2A DX 07D
By~ 7 7 v A E T 5 Z L 2RSS,

Y-t 2N u s

4) EEERE
P—E R XA BV AT AOFBEICRBIT AERFHEN RS 2720, h—E 2R
BT DO SN TS EEAMRICERT 5 2 L 28T 5,

GREEEH (IT7Ey b~ A b (ITAM: IT asset management)), Y 7 k77
=TTy b= AN (SAM), T4 AR A K, JIS X 0164 >V —
=

(5) HBAER

MRl B 250, Rosk, W, BEFMOWGEL, —ERICEET HMEREEHT S
LTS, £, EOOLNIHRT, MEREROEMEZHREIEST S 2 &, BEITEL
T, WRHERAEMOY — A~ DA MEB TR REL 25 2 L BT 5,

FREEBI HEpkEE, MRS H (CD), HERUEH, SCEL S HERE® (B S
—H#_X—2Z (CMDB)), Wt (\N—T =3 v), WA —ZT A, WA, AR
#

(6) EXBFREE
R ER L, BEmETHER L, BEMXOCMMOFERRHE LOMOala=r—
a DO DOERD AL T HZ LB 5, £z, Y—ERAD/NNT —~< 2 ZHF KL
P—ERDOEEO L E2—21T, h—EREEEOHE, — BRI T 5 EHEFEOE %
1792 L 2Hfifd 5,
FEREH, BEMER BEENE, Vv AmEE, &

(7) y—ERURILEHE

P—ERA VLV EER, AR, ik OEHRT L7012, BEERIET 2 —eXizo0n
TSLA ZRAETHZERBRT S, 72, oL ORDOLNZMEET, —EAL~LH
FEIZHR D Lo T 4 —< U AR OEFEO B2 bz L, LE2—L, 5T 5,

HF—E AL UVER, — R LUV HEE, R LU T o —e

(8) #irEEE

SMEEE OFBLE LT, SMNBHAE & OBk, BRI E DT —~ A%
AT 5 2 L ABET 5, WEHaHE L OGRS & LTITEh T 2% 0EHE LT, —t
Z LYV BEER OBURE DA v 2 7 2 — AR EBTHODOEELELIERL, AET D
Zl, RUOORT p—< AT 5 Z L 2B 5,
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PSR (iR, AR, WEBHGE, HeE L LTITEIT MR, BN, T
KNy — > 7 OFA, SaaS, PaaS, laaS72 XD F 7 R¥—t 2DOF|H

(9) Y—EXDFREEBERUESHER

MBEEHOFHE T a2 2> TH—ERADTREZE N OSFEE T L, BH
IFH—ERICK L TR ARMBEEBRLOBERIRENTE L L TEATL 2L, RUH
ONMUOEDTZMRT, THEIZHES L TEBOERAZEMNR - ®EL, METHZLE=2—L,
B A ST 5 2 L CRBRT D,

FEA| RO THEEBKRODGER, MBEH, THER 2L #e, R,
F, PR, R, WUNEH, RATEEM (1C0)

(10) FEEHE
HOMEOEDLEET, =R TLHEOTELZREL, TEROFTELTHT S
Z&, ROV —EROFTEELOHE ZER LIRS T2 2 L 2B fiFT 5,

FER| HE, HEAE, FETH
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