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MRIEBERF T OHEEE/NNTH—T VAL, BRI EICKREKERD, RERFE. BITHDOURT
LITEEARTIESMNIERGHRRS A RYNT— I XF U NAIRELG D DL H S, BRH LT=E < DR
FEITOVTHMBLELR—FEBEHRBEOERZREITILDLHNIE. HRHLMEFEEIEET
SRLEARNGTEROAZRETHLDELH5,

MEMRFvF(E. JEDODNDIARL—TFTAV T RT LTI ) r—2aV ICEET HHE5HEE
BET D010 KIRBLIEEMET —2X—XEF AT 5, COMBHET -2 N—XF. XFvF+
DRFOMEFEERE CEALIIC HRICEHTIVENH D, — BT HEHRIVRONDE R
FoFEHEBHEO AR EARL—FEET L, (FLAEDHRBERF v VAT LEESE
DRESNIHEBHEEIEET DDITRIDOLR—ILERT 5. BRGNS, U3 332 Tl
BT 5L3IC. EBURAF v F DT LLERTEAED, —SOMRBUENRRINZNGE O, &
ATLIZFELGVRBENMREINSGELH D, FHEBIE. HEIRFvFICKVERSNT=T
A—=ILARSTAT (RS EEBENEELLEVDIZ, THBEADH D I LIRRAT H5E) DIRE
ZRAIDRAX v F TRIETEDLIIC. BHOBBERF v HREERAT I EERFTAETH
%, MESMER X v DFERAICEAT HFLLTR/AAX[ZDLNTIE, NIST SP 800-42[ %A T—2o 4
F2 YT 1T INMZBEIFE5 1RS> (Guidelines on Network Security Testing 2SN & 2,

MSBMHERAX v T TROEEEEIRA T D,
+ RYNT—=DLEDTIOTATEHRADRE
+ RAMEDTIT4TTHESELG Y —E X (R—k) DHRE
+ BRESNEARL—TAVTVRTLEEUVT IV r—avICBEET HHEHMEDRE

+ RANTZ TV r—2arERR) S —EL0EFa) TR O—DIEFESATLOENES
MOTAE

D EBMRAEvFERECRTTEE, RAVR T EOFHLLER MBS EKUENS DB IHEEET ADIZRID,
2L NIST SP 800-42 I http://csrc.nist.gov/publications/nistpubs/800-42/N1ST-SP800-42.pdf M AF TES,
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ESIERF v T2 FE-T. LV —23 DY IR 7 OBATREL /N FE X RATLDTY
TOL—FRREHETHIEHTED 2, SBIT, REDBY DL, BHSIN-HEHE DS EE H
[IBET AL HAT-RBERTyT1H5,

2.9.2 RyFOT DR

AT 774 Y RATLOBEMNEFEND, /Xy FAJE PVC O RTLEEBENA VX
— SNz FEEBMLTHREET DDITRIL D, /AW FATEF>THBO IR TLEERTS
CETBERERBHELO—EMHOEANEERLLIED, \yFOJTEEIE RD KD
IR AT REIZTR D,

+ VATALIZAVRAR=IENT=N\YTFEEFEETHEIZKY, S RTLITEYE/ N F DY
EOSERASN TLANEINEEHE(CHERTES,

+ BT I7AIINELETHIEIZKY., BfeART—ELEAEICKY/\yFAERIN T
ENEIHERERT S,

+ INYFHRBELA D R—=ILEN TSN EI D EIREET 5,

+ NUFFEEEZORDEFHICE>TLUADO/NNyFHNTEYIZAIBRSh-URIEL-YL T
WELAERERET Do

293 NYFLRLDFIVY

I K- T RRMER YT =V T DR, RRARD/IRYFLARILERIILIZLGE D
Hd. NlE. RIRFIDKRRCEERET 5100, RS -REO—AILTYTRVET—5
(VLAN: virtual local area network) 29 5, TERTES, ZLDEARETIX, BRAM
SESELGHEFME(OSOT TV T—2avDINyF | DMILARERY I I T DBEHEE) #5HRT5
I—Dx bERTT D RAMRYR DI —DIZHHELLSIET DL L—FLEEDRYNT—UHEE
FRARDI—C UMW SEREERT S, RRAMDAERICHELLZWNMEE O, BEIETH20D.,
TRARAD NNy FHEANTE THEWNCENHIBALIIESIZIX., Ry T—I# B IR N EfRE SO
= VLAN IZERE T 5, CNITKY ., HBREEIZ/ Sy FREBEADRANDNEITTEHNIEAE L HIR
LMD, RRAMEEHTHIENTES, VLAN LDRAMINYFARLIERAESNEE, FDOR
AME VLAN D410 EE DRV —2(CBEIMIZEEI SN S, VLAN ZEof-AiEE, TN
AIWRAMINYFEREITERALEZWESIZHEIZERTH S,

2.10 MEBHEICHTHIEERBON —=25

PVGIZHBDY IR DT AR [ZHEBFINTWBY I TDFHLLV Y FELIUERRIN
B EERT LA, BIGOEEENAUAVNIZEENTOVEW IR I TEFERTHIE
£85, PVGIZIEKY—fEMIZFEHONTNAY I I 7IZEZT )Y —ALNEW L EREEN
FIERLGEIZ. COLSTRRNEL S, COLSHRRTIE, WIBEOEEELFHLLV YT
MESEZHFET DAEICDOVNT, HEAEEDHBEF H>TLLIENTARTHD, REDERE
FBIZZDISBMEEESZDET. \YyFHERAOTOCRICEZDIHEHBRAEIMMDB, RIZEDE
BEE, 20232 232 THALEZBEDOESBES FUNNYFERADHD)Y—XIZDUNVT,
PVGHILRL—= T % R(THRETH D, ZEBIE. LEBICERTESIEA MO TINSIK
DEOY—ILEFELT,. BEEDMN —Z2TFT52ENTES,

2 CHRETIBE. RIS, R T—IR—ADRAF A F EYERAR—ZADAF v+ DIFINENTHD. AFvT
. TSV IR T7DRFEIZIFZEDED . ERMNICEASK - R EZHMEIBEELTHAN T LRIEEELH B,
MESBERAF v T DLR—FZEEET DAL, LIR—FDBIRAECHEBOERELHLBLLEDESAEZEFM-T
BWMELH D,
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SHIT RSN ABEREZEHSOMA TSIV ATLICERT HIEANEFINEITRTOIY
Fai—+t, EORBUEETOLREZHEITNETH D, coDIVRA—H(E /v FD
AVAR=ILOEDENDEBIEHEDEEREICET IERIRTEINETHD, CDOFILHE
PHETEERXERVVELT OO ERMTHERTIBE THS (MhHLINELY),

2.11 ##REIR

FHEMIL. BRI DRESEIE. /\vTF . BLUBBOREEHRISITONT, BEHNTIXELSL
F=IRBARIRER T O REER T DR ESAHDH. BEAONS 1 DDT7IO—FIF . RBDVATLE
BEQEFL)TAEFHEY R 5, EXTHPREELLSNNVFEIVHRBERI IL—T%
BB ETHS,

NYFBLUVRBHEERTOITSLDOERICET L2ERNGHESFERET. ROEEYTHS.

1.

2.

3.

8.

9.

FTARTODBEREMEEDIORUMNZERT DL,

NYFEFIVRBET IV—TE2EDIE,

Bt BERE. LU BBZREMICERT DL,
NyFERADOBEIEMZREL. BEITISCTREMGEAZITIC
BARNZNNYFETANT BT &

IA—TIA XL RERRET DRI LEINF/VFERY ) 21—2avEBATEIE,

BEHEET —IRN—R(ZLDEBE. TU3—TS54XAIF/IyFEBY—ILIZHETS) %
ERT 52,

VEIZSCTEHEHT7 IV r—avazERAT S8,
MeSStEMEIESNI=CLEREET DL,

10. ZETHBBITHLT, fEBUEOBEREBEDHEXICEHT N —Z0TZETITE,
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3. I\WFBLURBUHEEDEFLT ANIIR

DI av TR NV FBIUVIRBEAN VRTOT S LERELTERT HHEICDNTER
B9 5. IRTOMBIE. BBDNvFELUVRBUHEEITOISLODREZRICHEL, &

[SICTEBEHREZERT NETH D, CORIGHENLGVMGET . EARBIHKSN=EF
A)TAT—FTIFrTHOTH. RAPLMDOBADERTAZRIT VLI LD,

3.1 NIST SP 800-55 #ffiof=tzF 1T AN VXA DEHE

NIST SP 800-55[ /& #F £ i X 7L D=0 DtEF2 71 4T~ (Security Metrics Guide
for Information Technology Systems I Tld. £F¥ )T ANV RADEEEEHEDTOEREERBAL
TW5 2, ZOTOERERETHILICEY . BEFADEFL)T(OEERK. RS —, H&U
FiREHNBUMNEINERIT DIENTED, £, EF1TABEEBRADHEEDE L EZH
LY. R+ 20 tEX ) T+ BB RICHI IR EREZALHNIZTHDIZLEILD, SP 800-55
TlE, EX T ARV RADSEIFLGHERLTNAD ., Ny F B LUHETHFHEDBIEED AR Y
RIZEDOHBRBREICDONTIFEFELLEGRBALTULVEL, COXETIL, SP800-55% &/ EL T, /8y
FHELIUVHEEEICHNDIELIEEDATEES. TNOoDBIEEDRGFIZRET HRREIZDOLNT
BT %,

3.2 ANVORDEE

DI AVTIR N FELVRBEANI VADKEIZDONT, VAT LI EDHEDRIEL
DBEETHAYT 5. cCTULWDIVRATL LR EEROEELFREEOAKFHNLETHY. RL
BEELEBLOBEEZHL, EX 1T O=—XNKEMICEALTHY . BA—D—EMEERIR
BICHEAETH—EOBERBRMIT)EE, TOLX . 7TV r—av  BLUEETHITUY—X
T MTLBEALDIVEL—FERT EIFIROAL COXIGNTVRTLIEWSAFEDFEL
7 (. NIST SP 800-18 MIEMTEEINTLVD,

3.2.1 NYFBIUVHKEBEANIRDIESE

NOFBRVEFIEANI IR IT, KBEZTHMREEOE S, BEXLFRE., 8XUARD 3D
[CKRELDEEIND, COEVL VTR REITEDAN VADBIERT

3211 VATLNKEEZZITAAREMHDEEDAIE

MBI RBERITAMREMEDOESE. EROAEMEILHLHIBERIELTES, FHEBIT. BE
BNy FDH. EBEOH. BLURTEIN TS RYNT—IH—ERDBES AT LEAMTH
ETED, cMoDBAIEMEE. S RATLRAEDIAVE 2—2ZEI@ERIZERGEN ., TORRE. &
ATLEARDERERE T DRI SNEINETHD,

MIESNTWVENWET—2EZDEIG (LA L. AV E1—2L-UDMEBEOHLE) DEAM
EETHD HEHOH. RERAD/NFOH. BLULARASIN TSRV T—IH—EXDH
MBNFESRATLNMEASNDAREE NS E D, COLIGIELETEET DHE. LRRDIOLGET
—RERTETEHEN, VRATLANEEBTAVRIDEEREHSHIZTIDIZRIDENHMN S,
L7zh> T, MDAV E 21— TSN DI KREL D R T LI, RICKIITHEBR SN F/MREL
VAT LITERTEREMIZEF2UTAHEN, COZEIE, KEELD AT LMNNIELRS XT
LIZHERTEICEF ) T4 HWIEEZEKRLTULVEN, IRO-BRREIITH=HI2H EHDY
ATLDEX2)T4TOTSLDNRELLE T LHLEL. BIGZERATHIRETHD. Bl& (T

2 NIST SP 800-55 & http://csrc.nist.gov/publications/nistpubs/800-55/sp800-55.pdf MSA 2 O—KTE S,
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Ea—42&-YORBR/\VFREE) EERTHE VAT LBOLEREMNRMIITIZENTE
B MISNTWVEVWEDRRLEAGFZELLLARTHY . FREMMAENENELD=H., ¥
ATLZEIZBEIZSCTRAZREL, ARATRETH S,

SYDBIETIEH. KEENAVATLDAVE A —SDOBIEICEET IR TEDEHRS=HIZ
WWBERD, VATLDEX A TABRDT—XTI9F % (T7ATOA—ILEE) IZDNTIEEE
TRETIHEWD, INlE, SRTF LR AEEF 1) T EBRICESTRESNTLANESIMITH
MHhoF | VRATLADTRTOAVE 1—2DEX 1) TAEZHRTHENEERTHHINOTH
Bo CNIZES T, AERDFIZKAHEEFHLEY AR AICHILI-HEEN D AT LA
DITRTODAVEL—RIHEERIFTIELEEHSIENTES,

FEAEDVRTLATIH(EFESFLEBAT) LX) TAHNTRRICIEHERSINGZ N EWNSREIZT
5. VATLDEX A TABERDT7T—FTIOFYEEELGELL., BIEEZEHET D, Chik
Y. DRTLODNEBOBHEENSERICHBEZZTHAEERICOVNT, AELBIEEEZ/LIL
MNTEL, -EZIE. CD2FBBDRETIE, VAT LN ETELRI7AT79+—ILERBLTERS
NATREEMNE N EHIBT SN DG S L. AVE1—2DIfEFHHEDOE. FYET—IH—EXDH.
FIXBERG/NYTFDOEEERADDEILIILY,

VATLNRBEZZTHUREDSSICETIRADAETIE, VAT LADEF L) TAERDT
—XTIFYEBREITANETELGVA, BROAVEL—E2D X )TAT7—FTIF¥IZDT
FEETHIENZEELWMEELH D, 2EXE RYMT—IHGRICE O TERASNSBETNLH
BHIEBEDRIE. AVE1—B3D/N—=YF I IFAT I+ —IUIZE>TEDIILGERITAMNBHLES
NBGRIFHIVIGENIELH D, AVE 12D EF ) TAT—FTIVFYDERIZEOTH
BENBEASNLAREMENH L. COXIGHEEFIBEEICITINETH S,

IVIFDEH

DATLZEITRERNNYTFORDBIEL, To2—T A4 X [T/ FEEBY—)ILEZEALTLY
BHHAMTIE, SIFEFMEMNTTIATITENTES, TR RILGT —RIF/ Ny FEEY—)LIZELD
TEMICEOND-OTH D, BEG/NUFOHRIL, VATLNREZZ(THAREDEIEH
EILT D LTEETESHSIN BHEDEFA)TA/\VFICE>TEBESNSHEHEMEE 1 DDIHE
LHNIETERDBEELHY . RBUEDRLUELSESETTHLITREMENH SO, TORHRIFRS
NTWD, Tz, WS B/ FHFELLGOEBEN DRSNS EL B EDXSLHESEIEC
FUBBDIRINEES—A T RELG/N\VFORZRET ST TR VRIZRIET 5N
TERL, EVO-FENELS. CORIEBDRE L. NIFERARLIEAVE—NTER | L5
L=/ NvFOHEBRICAN, EELG/N\YFEEETHLWAYFOHREZLR T HETHESN
Do

HEFFIEDE

DRATLIEICHFRET HHMEBEOHDBIEX. HBIAREEZZTEHREEDEIZTALIRELL
TIFAEUTESH L. BEITIKIFE R, FEHEERFry—IILERAT BT Y—ILIZk
STRHELHIERAHE NSND 0. (FEAEDFEIDAN VAN FEREIND *, /1y F DA
EEFRRIC, BHEBILMREBEORZIEEZIHEL . AEICK > TRLUE (F(TRZEDEHE) &
DIEFEDEINE NEINEIRNETH D, ZHEBIIHBEEDORLUNELZTEML . TN TNDFRZIE
(FIERLNEDEHER) IIGCTHRBEDHEZANT T RETHDL, BE. B ET—IX—X
(National Vulnerability Database (http://nvd.nist.gov/) 7 &) | MEFEHERF v+, BELV/NyFARAUAE

% 2HLaY 291 B&U 332 TERT AL, EBHRFTYF 1L 100 /S—E U N EETHZHIFTIEEL, FEL
BORSEEARESINI=Y, FEITIHBENREIN LGN EEH D,
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—BRICES T, B OFHHES AT LN RESNEGA MEDELCARELSNFES AT L
FEELGD ChoDFHES AT L— R THEMSHERISH T ORBEDZELELL T
BT THS. BEOALDEZEL. MBEADEX 1) TAMVISANSIFYRT7—FTY

FrICBoLTEADRBUEEZRASNIZEICESOTDOHRALNITED, T, VAT LIZHT BHHE
BHOEEL. AYNT—I LDV AT LDOMEIZE S TLELGS(EE. 13— ybh 7ot
ATEDVATLTIE, EHEDRZISHIET),

FORT—0Y—EXIDH

KBEZZITAHARBEEDEIETT AN IVADREDOHIE. AT LI EIZETIN TS RYED
— Y —EZRDHDBAETHS 2, COANJIADEZIZHEDIE. BRDEYRT—9H—ER
FBENLEREBEDESERLTEY., DRATLATETENEZRYNTI—H—E 2O ¥ DEMIZ
FENEF ) TAIRIDNEKRT D, EWVSIEZATHD, KIRELVATLTEH, COEERET
BEIZEHST,. BREFIVFEIZBEVWTO) VAT LNRYN ) —OKREBEFZITAHRREEDE A D
MNo, Tl EHDURTLERNRIZ, R T—IH—EADBELLR T HET, fybT—9H
—ERENELCHESLTHEIAL TS RTLERE T DIENTEDS, TITA4T RV T—5
H—ERDHENZLNDENST, BT LLVATLEEEDEEMNE->TLSDITTIEAEL, L
M. FDEIGREETIEFZGAR, RELGRYNT =9 —EZANTRTAIITH>TNSIEE
BRI RETHS,

3.2.1.2 EFEx R

BHAENEFREISHLORBUERE - HEL. TRISHDL, BRI 5 2 HEENEE

B TEINERET BELEETHD, BBUA ARSI THLERFEAABSNBZETD
FIFRE S CME CRIMICE ot SHLESRI I E T £ BEEICH->TL S, IBTES

FHAABEOBEELL T, BBES LU SOFOREICET ZANBE. Sy FaRIE

T HRMEM, BLUBRADEREEICET HRULERD 3 2155,

BEFMEL LU N FDIFEIZET SATMEFE

CDANJHRIE, PVG AFLLETE M E X/ Y FOIEREMNSETICET 2E[ZERET 5.
COEREIE. M ELIF/ N\ FHRARIN-FHRANSIRED, COREEX. SESEL/\vFE
MestEE o T LTRBIRETHD, COBIEEICIX, PVGC NERDINEIFEARTIHE
B)Y—RETRTEDIRETHS,

IV FEFIZE T S AAEFE

CDANJIRIE AT LD ET BT RTO IT SR/ \FEERTHDIZEL-HEZE
ET D, COBERIL, PVGC A\ FDEHEZREL-FANSIEES, COBIEEX., PVG A, /8
YFNIEFEICAV A= ILEN = LR BEICREETES /N FIZTDVWTIERIRETH S,
COAIFIZIE. ROELIZEL- AL DOERBESHBRESHIRETTHS,

+ PVGIZ&B/\yFDRH

+ NYFOTARE

B RkybT—HH—ERDPRYET—IR—FDEEURIE. FNEFNELL0 ., HBHEBIERYNT—0F—E X DRy
FI—OR—FDBERZDEEIZ, EATITTEIILEERFATRETH D, zE2IE. 1 DDRYRT—IR—EHE
DY —ERIZEH>THAINTWSGEELH D, T, HEIT—ERD, EhDHY—ERLYEHBESN ST HEM
DIEEDITENMEE O, KYEBELGHEEERITLTLSEEEH5.
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+ EBEREEIOEX
+ NYFEAMEE

REEE. T 3—T A4 XATN\FEBY—)LOERFEIEHEBEDRF v (RRM—XER
IRT—=IR—=ZADEA) [ZE>TITITENTE D,

BEEREXA)TANFEEETEWNEF T4/ \0F TR, BE, BRNAERT S TOEZN
BIGY  BAIVTLEGLHMRENNH SO REITISCTHERED /N FITHLTRAEETTD
CENARTHS,

BEDERFEIZET S VG

DA O RIE, BB LT NIEHRSRVEZFELHYEHA S/ Sy FHARESN TULVALENSS
BICERING, COXSHIGE . HBIXRBEO BRI SHEBERET S-OITHEEZHIRT
- DBADERLEREZTHIZEEEL, COLOILBLEERK. ZLDIEE. I74T7 94—,
BFA—ILY—/N Web U—/\, FRTF7AI)LY—/\, T2 DMZ ADH—N\TIThnd. EHR
[2IE.BEDEFA—IRAI7AIL, BFA—ILER ., FYET—OR—b, BXUVH—N\TT1)
T—2avDEMEERIETAINZIDTNEENDGEENH D, COANIHI R, PVG HEFEH
DIEREB-FRANSHBTEIARMEINEHIN, RIASNIBFRETOBRBZEAET S, £<
DIESBHEICIEIREDBRERIDERN D, COANI VRIS AT LOEHETFED —E % *t
LT D,

BE.CNODEEIBRIBICITHONSO. ZULBHOAEY U TIVEBLIEITHLL, &F
WAEZDEEHZEZZNIL. CWODBRETOLREZTAMNT RETHY .. TAMNM —RXEELT
SR DAN) I REBBHENTES, BEZAETEIRATOLRDHIZERIZTT,

+ TTFATIA—IEFIIL—EADERER
+ YT —=ODE

+ RABLEROEBETERE

+ BFA—ILT LA HRAIDEM

+ aAVEa1—4DiER

+ BE~ORZBEM

DATLIZESTIH. TRAMDRREGDBRTAERANKRECR LSO COAN)VZDFERD
RECERLDAREMA H D, FHBIE. —BLE-TAMERZ/{LH-OIC, AIRELRYIFEED IR T
LRERERGTOCLREERTAETHD, BHlBE. BREROBREEORERICBLT ANIIR
ZREL ERARED—MELTEHET H2LICEY | REERTOERICHEITARDBERE L
WEEBZRALNITRETH S,

3.2.1.3 aAk

NFBFUVIEHEEEERIL. TOREEZZHOER O IIL—TTHETIIENZ LV H, aXE
DBIELHLL, PREEILIN-EED PVG M, Ny FOLXa) TR EEIEEATSE
LWSDONREBELGT—RATHD, LHL. [FEAEDHEBTIE. NvFBLUVEBMHEICHANDHS
EBIFERDT I —TTHEL, FEFTINEALHSN—F A LDOBEFTIETIFIZHY Y
ToNd, ARMIDNWTEHBITAREELRRAEMEIL 4 2H5. 1 2B IE/\wFHEIVHEHEMHES IL—
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TDARF. 2 DB EVAT AEBEE Y R—FOIRE, 3D BT H—TFA XAy F
BEURBHEEY—LOIRM 4 2B/ WFBLUREBHEETOTSLOTEEICEYSE
ELIAY S TUMIRIE S 10 DIARNTH S,

IV FEBLEMEFES /L—TDIAX

PVG DAVN—FBZICHET HEMNTE, H AL PVGC DY R—MNIBELTHEDES X
MICERERSNDT=0 . COREMER>NGYBEICIRGTES, EEREICHLTPVG OIXLD
EAMERY EEE PVGIT—EDEBERFSEHILITIOT. VATLEREDERENE
NETERSN-NERBLENEYNTHD, PVGC OEELBAENHETLT HMEHLH DN,
ZDEUNBEABRALCDANIRIZEDEIRETH D

SRTLEEEYR—FDIX

COREMEL. BE. EREICIREGIAENHLLD, EELBEETHS, THBBIE. VR T

LEBENERNSEFAVTAIZEOTRHHEFE T HLIITKOONTVVEVNRIZH D, £F
A)TFANYFELURBHEERICEOTHEIC DV TIEAZBELTHD, BB IT XU T
ADEBODIARNEBET 260D, EARNGRYBAERETHICLEEA T, DRATLERE

I2&KBNYFEIUVRBHEEEDIARMBIELRSZIZHS,

I R—TSA XA/ Vo FEB LU EEE S —/LDIAX

COBRIEMBIZIE, Ny FERY—IL, FBEERFTYY—IL, KfiZ51E Web R—%)L, fi55HET—4
R—=R, BLUONYFORILFERTZ) QT Y —ILEEH D, BAREY—IL EBAFHLY
— L. BEC(BABRRMIZFERTZ) QT 9HY—ILIEEOE, FEBIE. ZAKYIIT
INr—ODOBAMEEERMBRTFIARNERD S, RIZ. TRTOY IR 7 DEAEE (BVT
b7 DBEAMBOER) EEBMRSTFARANMEZ VIV 7OERMRTFIRCNDEER) ST . £/M
ORMEETET D, COANIREFERT BICIE. BV TR T I\ —D QA MEZH#E T
FHTE3DIC, FRRFIRNEMET S, VIO THNEHMIZT YT I L—REn b5
BlX. BAMEDORDYIZTYT T L—FliEEFERT 5,

BEOFHIRAN=BEHKDFHRTFOEEF+ZHLKO BAMEEETYITITL—F
ff+&.~ HEFE M AER) DAE

FEZIE. HABBICLLTOVYINIITAHDHET .

7vFTIL—F
fifits

‘ HETE RS ‘ ERRF

IA—TSA X @I/ yF
BEEYTRYTT $30,000 $15,000 45 $3,000
fEsstE R v+ $20,000 $10,000 3F $2,000

COMBTIE. MBUERF Y FHEIERICTVTIL—RTEFEEN. ToE2—T 354X MmlF/3y
FEEVILIZTZAFRICHLVDLDICUYEZ S FTETHAHLT S, BIEDOFRHARME,
($3,000+ $2,000) + ($30,000.7°4) + ($10,000.3) = $15,833 TH %
TasSLADTFEEDIXF

CORIEMETIE. Ny FELIVRBERBTOT I LN >EMNRUTHNITFLETEET O
FTRTDAVOTUR NYFERTOLRABRNRETEE IR TOMBE I FERIZES
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322 FAVSLOHERBEICELEBLANIADEAN

DRTL(FEFITEXF2T4TATSL) IZHLT, EQAN)VRIZEEFBEVNTIRMNEEIE
FTEINME, VAT L(FLFITEXF)TATOTSL) DfEBHEESEORRAEIZSLTRH BN
ETHS. KRREDENTOVSLTIH HBEZZTOT VW RTLANFET HREEELHLID
T.BHEEDEELEDAN) VADEBEIEMEETRETHD, RAEOTNIOTSLTIE,
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2HB. BATOERRIZEVWTIKOADEREER T D LICEY . FHBITHRELET DRSS
HOBEROL. ENICEOTYIMIITIZNVFEERTILEMDBOT ENTES, 5
MNFERET DR L. HAEBARICERTAEEROIATTRAVA, BRRETO
TRADERD 1 DIZYTRETHD, LI 1 DDERIT AVE—DHLOIESHIEICHT S/ \vFE
HIEETHD, FFERBUNEET HAREMEMEVR R ZRIRT 5-ODFEEZRDY R
Yo

+ HBOEXI)TAZHERITS-ODAZERELLEFERLETFIVII AN GHLIHRER
519 %, NISTTIX. I'Security Configuration Checklists Program for IT Products (IT%4 5
ODEFA)TAEREFIVIIRNTOT S L) I1HEEL, SESFLGARL—TA12T S
AT LTIV r—2a0 OFHEFAHDF v ANEIREL TLVS, NIST SP 800-70 (3,
COTATSLIZETHHATHY. #LLABIEATOT S LDOWebH A+
(http://checklists.nist.gov/) M5 AFTE3,

+ ME5stET—42~—X (National Vulnerability Database (http:/nvd.nist.gov/) % &) ZHFEL T,
BRELTWASHBDREADIETEEZEFHER T D, MEAL TV SR MICEFTNHMHEDIE
. RZE. BLUBERAND HFYHONTWVEWLWW I THEDZE L. M5EHE
DB (BEUNRYFOY)—R) ICHEZEETHIENE N =H. COHEFHFLEEN
ATELY,

+ HBAEOSVERZERIFTT S, J)—ALTHoHDZXWERIZE, BF. LYZDORA
DIESHBENFEET D CORIGHAITIIR/NNVFNBELRY, JRIIZELSN S HE
EAEL,

+ FYBMGRRERET S, 3K, HEE BIUY—EZANBRSIFE. NT B &
FUNYTFLEZEE TN HSH, BELUEDHBENBRYATEN-HADEAZTETLH
EEEET B, V—AL TS HDEWEELGARL—TAV TV RTLERRFT T ) r—
/3/0)%]\@ tOFAEORBLEERRETOLRICMYRAL ZENTELET. A

BERRYELE S,

+ BYRERFLEIEREF)T,HKAEEBESIEED 21— ILDFEEFIPS 140-2 47
E)IZENT ZHFEEAT D, FFMICDULVTIE. NIST SP 800-23[Guidelines to Federal
Organizations on Security Assurance and Acquisition/Use of Tested/Evaluated Products]& %
BaolL®,

+ BESEBEOTAMIE>TRIISNEVYIRNDIITERT S, RDREMEEFAICIE. VIR
DIF7DY—RAA—REFEMIRETHS ¥,

+ BRAYR—IENTWAYINIITDN—23V DHEERT D, FATFAIIINER AT
BWWYIRIITIZE, Y R—FENTOSFHLLWN—D3 0 TOARREN TS RFEA
BENDIENSZLY,

3 NIST SP 800-23 I http://csrc.nist.gov/publications/nistpubs/800-23/sp800-23.pdf MSA 2 A—KTE S,
¥ YIhI7Y—RO—RDOFEEIE. A YA BHRIZENDDHLT . FOLSIESHICIXIR AN ST, — &I
[E1THNTULVELY,

4-6


http://checklists.nist.gov/
http://nvd.nist.gov/

NyFBLUVRBHEETOTSLOEE

4.3 1ZEShTI-ERRDER

ITYY—RISHLTERELSN-BREERT DL ANV TFORE. TAMN BLUERITHNET
WRBEFEN, EX 21 TADRALICDENEZEVDLANILO—EENEREING ITVY—RITE
EDOEREFERTIBBTE. NFBLUVRBEEETOITSLOEENELH THEMDIE
ORXSTAEEICG D, KIREGHB THERERELELTORNES ., BN/ \yFELURSEME
BELIFIETRTRETH S (DL, FEREITTIRAMATLY),

BEOERIZ. ITVY—RADELRTIL—TUL—E, A—FT—ORT—3>, T7M LY —/\i
EVTELIZEREITRETH D, BB TV —REEDENTRELELEZLHODEED ITY
Y—REBERTIEICBNEEITEIRETHS, FPHINIEZELOHRIZIE, TVFI—Y
DIV—PRT—23a0, T7AINHY—I\ BEURYNT =DV TSANSIF Y DERER (JIL—4F
PORAYFHEE)DNH D, ZEDERIZIT. RDEBENEFENEENATEINS,

+ N—FOTT7OEHELETIL

+ FARL—TAVTVRTLDIN=230 89 F LA

+ AVRAR=ILENTWSELT T r—2ar N—2avEnNyFLARL)
+ ARLV—TAVIIRTLBLUVT I r—23>0DFa1)T48%%E

ZLDGE. INODBEELIN-BRITIETEESN . BROEEIEISMT 593 RXTODITYY
—RIZRMTEHIEMNTED FLWVAVE 2 —FIZEDRTEERM T SIEEE/N\—Foz 7 A
XBICHELEBIE. cOREBLRFBICEELT HLOWYYFEELEENRERICEAINSELD
(2§ RETH S, NIST Special Publication 800-70MTHZ Do D tF2 ) T158EFLT I+
TO0Sh—FwolXFFFEEFHFEE D=4 DF 5/ (Security Configuration Checklists
Program for IT Products—Guidance for Checklists Users and Developers I Tl&., 22Dt X 211) 7+
BREEXEILTIHDAEVGY—ILELGEHIEFA)TAHREFVIVACDEREFERICEAT S
HAFURERELTNS ¥,

4.4 EwX1)T14ERBEDN\VFEH

XA T REEREDON\yFHERAE. BISEYG/N\YFEERATAGEEICERTHGYEHETHS,
XAV TARFEREONYFERIZE ST, ERASNMHHEE—RIEESNLIN, Th LSS
BAZIZE > TMALONI-FIREMEDHAIEE JL—hF YR O\ IRT B E) (K, (FEAERRES
N, 12EZ 1L Code Red 1T —LDIGFEIZIE, BELIZDRTLIZNYIRTZLENT. TDE.
NimdaD —LMNENLD /NI TEERAL, BELLVATLIE, FEALEDIGE  BI+—Y
IRBEUVBAVAR—ILETIH. RETEETEIBRMONYITIVINETTRETHS ¥,
ZTNDTELGWNGEEIL BELEDRATLICNET HEBEEMNLGEREEE T H5-OICZTHHTE
EREMMBNERIND, NIST SP 800-61[ I E2—FtF2 T4 2T RIS 1R
(Computer Security Incident Handling Guide ll&. ¥ 3T 4> T RADOXIGERE LT
AT LOBIRICET 25— THD *,

¥ NIST SP 800-70 [X. ¥ UTAREF TV ALD Web H k (http://checklists.nist.gov/) N> AFETE 3,

¥ RUIRT IR HEIZE->TEF A TAHBREEIN OV E 21— AT LICHE#ITON-. FORDFET It
RETEEIZTHIMWENDEOTH S,

¥ R TCIEEDEBRICTRTO/NYFAEASN A A—CERELTEE, BICIDIEAH D, BT DEHND
WA A—DEREBESNIZVATLIZANZHE, T—E2EN\VITITDEVRTLIZETTHIENTED,

% NIST SP 800-61 & http://csrc.nist.gov/publications/nistpubs/800-61/sp800-61.pdf M5 AFE TES,

4-7



NyFBLUVRBHEETOTSLOEE

45 HEEH

NIST [&, A~ KBBHABIHL T, AT EIREB L DAVE 1—2 (LTI E—TSA X AT
INYTFEBY—ILEFERTHEEHET D, EANRBELHABTH-TH., AISADBEEES
Nf=\yFERAY—ILICBITIRETHS, BEIZERINI-OVE2—20, BEIbkSn- A%
TIIEFHASIFECTELWVWZDIZADAVE =R (T TSA T RAEEBREE) IZIE., 5IEHhE=FHE
TIN\YFEBERHTRETH 5,

I ARA—TS5AXAITINFEBY—IILEEATEE MBBICE>TOEFUTAIRIDHFT=IC
EFENBTREEN DD, XX REEN/NVFEBOFILEL>TWNSaVEL—FIZBAL.
I A—TS5AXAITN\YFEEBY— ILZEBEEDOI—FEHEMIZEHAITHY—ILELTRIETS
ATREMEN B S, FHBIX. T3 —TSAALRILDOTT)r—a DB ABICEHT NEIELE
BEEX1)TAFEICE O T, INEDVRID—EEEFTIDLENH S,

BB, BREMLAETIVI—TSAXRAIT /N FEBY—ILEBATRETHD, ik
Y, \yFERDEEMBEAIZEILEL, INSHTIL—TEF->TTOERDOBESCI—H LD
225 —2aV(CAT AREEMRIRTED, (FEAEDHEBTIE. N\vFEEBY—ILZEAT B
2. FTIERBERIN T RIMNT VAT LA BLURBEOBREE DU —/\BEICXYUBRIHh
BE—TS59YNTA—LDY—N\T7—LEXMRET D, CNHTET T 5E. RICHEBIE. < ILFT
SYRIA—LBE AZETHWNTRAIMNT VAT LA LAY—aVE21—4, BXUBISNEER
DIAVEA—3FHETHENS. FYEHLLOWEEICRYBED B ELAH D, BEILSN =/ FiEH
Y—ILABRTELGWARL—TFT AV TV RTLRT T r—2a0 D ED ., HlIsEER OV E
21— TIE. FEEICKDIAENDELLDBENH D, TDEIEHIELTIE, AHRAAD
AT L, EERHIEL AT L, EEESR. RBRUATLEELRHD, ZOLS3HFIVE1—FIZDL
T FEEON\YFHERATOCRIZET A SN -EREADFIENVBETHS, VAT
LREZELIVE1—421—HFE. BHREbOIAVE1—E~DEBEEREZEIDT IL—TIZ
BEZ1=Y. Z0T V=T ERMIZY IR I T DAV AR—ILOBFHZETo-UTBHEIZDINVT
BEEEZDINELNEN, ZOLSHBEX. RFHFOSa-r—Lay EEREREHEAN. &
FUBFETERERIVA—TSAXAITI\FEBY—ILDERICK>THEETRETHD,

VIO 7REOGEMIE. RACBHEKREZRFDEMDRAEIYLZ{DEHEEZRZ DD
2HB. BATOERIZEVWTIKOADEREE R T DI EICKY ., BT RRELET DM
MOHZEHOL, ENICEOTY IR TN\ FEERAT AV ERLES T ENTES, 258
A REE ST HAREMET, BRRETOLADERD 1 DITTRETHSH. 5 1 DDEXRIL,
N =D FHLOESEHEICH T 2/ FEHTEETH D,

BHBHANNVFBIVIRBHEERICETIFNEBRRHTESES L DOFEIK T YY—RIE
HESN-BREERTEIETHD BRISIRELLINTOIBBTIE. \vFELUVIRBENEE
HIOJSLDOEBRNEHLH TR DIEIRNTHEEIZL S, BREIZEEILL TULVEULKIREL
HBIEWNTE, BEMEN\YFEIVRBEERIIZIIFAETHD, FEBE ITIYV—X
ERDOENTRELENELEHDEED IT VY—REBEILTEHEIZENEMETEIRETHS,
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5. REBFO/N\YFEIUHEEERED)/—X

CIHE. REBRON\YFELUEBHERRGDFLAL FELTRLREAED US-CERT
(United States Computer Emergency Readiness Team) RIZ&E#&ni-, ERDIFTEAE L US-
CERTIZ&>TEEEINSN, CORFOXEEH ATV R(E NIST A5 EHEERL TN, CD
923V TIE US-CERT D/ FE LUV HHHEEERMAIT DOV TIRAT 5,

5.1 US-CERT National Cyber Alert System

US-CERT National Cyber Alert System &, Cyber Security Alerts, Cyber Security Tips, $& U
Cyber Security Bulletins @ 3 DD ZZEFLDHI-ELDTH D,

+ Cyber Security Alerts Cyber Security Alertsl&. & DEFa)ToRIRE. Me5BHE. LUV
ERTAICET ML) —GERETRYT D, T BKiTCHEBEL LGV R— L2 —
HROLEDI—HH KBNS EETFTH-HICETTELNEOHIERKDOBEE T,
Cyber Security Alertsl& http://www.us-cert.gov/cas/alerts/i s AF TE3,

+ Cyber Security Tips Cyber Security Tips(&. H#ff[CHELTLVEVLIVE2—21—HF D
=012, —RREGEF 1) TARREICDOWTEHRAL, ThNARZRIT 5. TR/A1R(E 1
DOREVIIZRET 5, FBHELGHENBBMDTENARIZELNEILEHEMN. ZET
[EHERHENELDTENARIE, TN LURNZAASh-ER(RELABTORA)ZHE
IZLTLV%, Cyber Security Tips(d http://www.us-cert.gov/cas/tips/Mio AF TE S,

+ Cyber Security Bulletins Cyber Security Bulletins(Z. 1 BRSO tF ) ToRIBEHL
WIESBHEDOBENEZRET S, T VRIZERT =00/ \VF, BE#EK. ZDE,I DX
S EBIRHE S B, Cyber Security Bulletins(d http://www.us-cert.gov/cas/bulletins/H s> A F
TE5,

5.2 CVE(Common Vulnerabilities and Exposures){Z#

CVE (Common Vulnerabilities and Exposures) iS5 14 8 R 1Z# P&, DITHMONTWBIFEAED
ITHESE ISR T HBMDFETHS, COEXEREED, EF1TAEROZLOBAFHRBEZIEL
ZIFANLN TS, US-CERTAEE£IEBZITL HfT M4 2 T EZE [EMITRE Corporationh34T
>TULV%, CVED— R BN &R http://cve.mitre.org/m > AF TE S, CVEIZBHF SN TS HESE
(. €453 5.3 TiBAY SNational Vulnerability DatabaseZ{# B3 5 & HZBEIZR R T=5,

CVE &, AVEa—4tFxa)T/4DaAZa=TIZL. U TOILDZERHET 5,
+ RITHONTODIEIEMEOBIERL X
+ FICAREINIEBEDETLSIED S
+ EAOBRBEICERTEI—EDRA

NISTIX. TEARYCVEIZXELI=MEHBHED) Y —REZEHT LA #ET S, CVEICHIG LT
X aYTFo RO —ERD—EIZDLVTIE. http://cve.mitre.org/compatible/Z S B D&,

¥ CVE &, B OZHEFKRICITFLRASATOEN, BEMICEESNAZELLTESFASN TV, NIST
SP 800-51[Use of the Common Vulnerabilities and Exposures (CVE) Vulnerability Naming Scheme )J(&
http://csrc.nist.gov/publications/nistpubs/800-51/sp800-51.pdf M5 AF TES,
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5.3 National Vulnerability Database

National Vulnerability Database (NVD) (&, US-CERTD I R T DM E B E REHA LIS
T —ER—RATHB, CDT—EXN—X(ZIE, /3> 5.4 TiREATHHMBHEATE, EHaY
5.1 TERBAL7=National Cyber Alert SysttmE @M EFEND FEDELMERIVOUERATEY.
A—HIFSFEIFHHMZFOMBUERRTES LA, A —FEHZDOBEH(RUF—4.
BEB . N—D30BFHE) O, B GRZIE. BET S2ERSEHE. fBEDOEHELL)
[CEDNWTHRETES, NVDIXEZ DCVEIHEDENZFIRET D, B2 OELMICIL, HEHEMHE
DEM (OB CHEBENAERINN—a VB EE2E0) L #E. \vF . BEUED
MESS T IZBEET BIENDYY—ZAAD) I WFEEH SN D, NVDIE. CVEHESS M fr R 4ZZEIZHI-
THY., COZEICENL-RRARER AV —RERET D, F-NVDIX, £33 55T
BT H0OVALEKIZKDBILEHEEHR—rF 5, NVDIL, US-CERTD e 5514 8RR & S R A
—rEHR—FF5EMTNISTIZE>TRESN ., EEIN TS, NVDIERERDICATHESE T
—AR— BB D%HETHY . hitp://nvd.nist.gov/ THIATES,

5.4 US-CERT Vulnerability Notes Database

US-CERT Vulnerability Notes Databaseld:. Ma35 14 (B9 HR L ENEZUNERL AR R ARG T —4
R—ATHBD, NODENEFEETEH LA, FEICEELIDITTIFEL, F1=, US-CERT
Cyber Security Alerts&L T/ 489 2 DI+ 7755 1E#HZ & A TLVELY, US-CERT Vulnerability
NotesTDRERIZZFH5AELMES X, US-CERT Vulnerability NotesD1i&EHREEH . thDEIFESE
HEBMERREDER—RALEENTOANVDEF->THEBEMEERET HELESS, US-
CERT Vulnerability Notes Databaseld http://www.kb.cert.org/vuls/mM SR TE S,

5.5 OVAL(Open Vulnerability Assessment Language)

OVAL (Open Vulnerability Assessment Language) I&. ¥ 2T EFARMNIVEL—2L AT LA
L OMRBECEEDBMEDEEEZTIVITEIAEICONTRINTEFRZEZRIRT 5-DDEEE
Thd, MfEHEEOCHRTEDEE., T A (XML (Extensible Markup Language) 2 X MOVALE %)
EHESTHAEND, COTAME TUFI—AFIATEHIEDL, FHREF 1T RO —E
RICREFTBHIEHTESD, OVALIT hitp://oval.mitre.org/ THIFATES,

5.6 H#EEH

NIST (&, ZARBAKBEBFCE>T—RICAASNTULAIEBEES LU/ Sy FERHD)Y—RX%F
FATHILEHET D, D) Y—RI(E, KEBRANAKIRELIAEEMEICET HIEHRD
Y—RELTEEFRAITRETHD, FHEBIE. XKEBFN LKL TLSHEIES KK/ SyFiE A
DY —RLEIAZE ML TWATHRO B SELERTRETH 5,

INED)Y—RIE VKOO DHETHRATED, AR BEMIE OVAL ICKDHEFTBHEDHF

E.CVE &K BHETEMND—ER K. £KLU National Vulnerability Database A CVE iz 5514
BHAD) DR ATRELGHEBERF v T DEALTRITTRETHD, BABITFE. — I

HEHESEE S —EXEEHRELTVSEETHL. KEBANRELERTHIERLELRBMHEEDS
=82, US-CERT Cyber Security Alerts £, NETHD, CNICKYEBEIBMNDZLEL VS
IS LT, B EREILSCENTES,
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6. WRBIUVELGHEZEEDEN

INYFERSTOEREHRFTHEZIE. PVG IZEBN\vFBRADEZ AEZERLTWSREIZE
BT E2DENDHD. TNUNDN\FERFEZEZHBTELEELHLIMN. FILELEDIEZFILE
RUE=NYFERDAERDEFRNTRDFEIRETHS, ChHDEZAICIE, MAERI Y
FIDER. N FELVIRHEEDER. /Ny FOEBEIBLTITOFE, BBAD/ \yFT—4X
— R INYTFDTAM, NYFOEM., /Ny FERADKRE. /\VFICEET AN —=2T Xy F DB
BEA,. BLUTIVr—avDEFEHNEENS,

R/MER OB ORR RO R G EEERE FHEBIETECACBEE LS/ Y TFER

DAEIZBITTRETHS, BRMESN Ny FBRDFE~NDBITIE. Y —EXDEPLET

ROMT DB DOIRELLERET . BBOHBEETITLTTI. cOf®, avEa—4tFa )T
(DIPHF L, ERIEENFH—ERLRELSNI-TRIMTETILOREHZEEBHIZEHS
RETH Do

NFERPIEEMOERIIRDEGEILIBFEICRZLILLHLN. HBRDOIMEEMEE—
ELTEBETRILE. TRANEADHE SN -/ FEATORIZL->TERIRTES, #kIE.
ALY FE LUV EE IO S LERINTHIETURATLAICE > TEULELAN LD L
Fa1)T1%, BREIMSTIIEL, TO7IT4T1HBFETER L3245, \yFO B EFT I
BRTFEHAEDDIIETHENMLETIHER. 1O TUMRIGICEPSN SR VV—X . &
FUEAMNMERFSINDIELT THD, COXEX, COEZETOYNVDOHSEFICRYEAT AL
DFFIZHEBIET TH D,

COXEICIE ABICEIHMBEMENRVFELIURBUEERTOISLOREEXIET SO0,
SFESFELHRBENREHIN TS, TLHHEFTHOENELUTICTRT .
INYFBLVIRBET IL—TE2HERE,

st BEHE. SLUERZRGEMICERTLIL,
NyFBRADOEBEIBLZREL. BEICGUTEBEMGZEAZITICE,
BARNINFETANT ST &,

IA—TS54XeFERRETHEEBILSN /Xy FERAY) 21—V FBATHIL,
DEICELTCEBEHT IV r—avaERAT L,
FTRTOERBMEED AR EERT BHIE,
ITYY—RIZRLTIEZE SN ERETESRVERTSIL,
MEBHEIMBEShI=CEERITHIE,

B ONYFELUGEBEHEEIOSSLOMREEEICIEL. LB TR EEES
WHRTHIE,

11. ZUTHMEICH LT, B HEDEREMEEDFEIZEAT I ——2T%F1T52E,
12. BONVFEIVEBHEEETOISLDOMREEHICTANT 52,
13. BEICHCTAREBRFAOMIBHEBICET )Y —REFHT L,

© © N oo o &~ w0 DN PRF

[EEN
o
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[/ Vo FPLUEEREETOTSADEEITHEONTNDELRMBLLUTICERT %,

fHRA—ETE

CVE

DMZ
DoS

FIPS
FISMA

IP
IT
ITL

NIST
NVD

OMB
OVAL

PDA
PGP
PVG
RPC

URL
US-CERT

XML

Common Vulnerabilities and Exposures

Demilitarized Zone
Denial of Service

Federal Information Processing Standard GE 315 AN IRK)
Federal Information Security Management Act GEFRIER X 1) T4 R AR
&)

Internet Protocol
Information Technology
Information Technology Laboratory (f&$R$x ftT SRS k1))

National Institute of Standards and Technology ( E El 37 12 # % T i 22 Ffr)
National Vulnerability Database

Office of Management and Budget {TERE 2T HE)
Open Vulnerability Assessment Language

Personal Digital Assistant
Pretty Good Privacy
Patch and Vulnerability Group (/X\yFE LU HE5EHES IL—7)

Remote Procedure Call

Uniform Resource Locator
United States Computer Emergency Readiness Team

Extensible Markup Language
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f+8xB—ME

[/ Vo FPLUEEREETOTSADEEITHEONTWNDELRRABEUTICERT %,

T r—az (Application) : I—HF Df=HIZT—42ENIEBT 5T —2 AN, BH. B, F(&
bﬂ_:)_}‘jol:l 7‘5Ao

1B 2T (Accreditation) : Z& &2 (certification) D BEF 1TV, RBATEAHLARILDYRID T TY
ATLDEREHEBEEENREIN-CLEZAKICEETSHT0ER,

EIEEIEMR (Administrative Access) : AV E1—2DARL—F AU T VAT LI LEELER
FEEERTEDRNZEL . AV 1—FF T TIVr—2ar~DEEGTIER, MEE1E-1E
root #EPR 1 LB EIEN D,

AT (Availability) : 1T YV —RIZHL T, RRBESN=A—FAEICT IR TESIEEZRAT
Hl&,

NV F7vT (Backup) : VAT LD T—RERIET T r—arOaE—, T—2hVEKE (L
BLEBSICHERTES,

& 52 (Certification) : Y AT LD EMTHIE S U FERMTHI 22 T BE D B IBER7EETE . ERAR
AITAEREXETHOICThN . FEDHRFBLUERENMEED X1 T1EHD VL E
EDRERB-LTLANAHERSNS,

B (Confidentiality) : RFRBSN TOVEVWERPTOERITH L THERIFRSNGNILER
Y AT,

R D FAEE (Configuration Adjustment) : 77— a3 DR EEZER T 5175, —ARMIEHERK
DFBICIE, Y—ERDEML FEDEE, J74T7 VA ILRADEELENH S,

¥R ZE (Configuration Modification) : T % B¢ 0 Ff & (Configuration adjustment) 12 £ 58,
ffa55tEREEO—F (Exploit Code) : MBEN L AT LIZCEBBMICRATESLIICTSHTAT I 4,

T7AT 94— (Firewall) : R b T — S BIEEHIRE LUBERT BT EI2E>T, AVE2—4F
T:(i*‘yblj_7%—:&75‘0)*“/#'7—7b\51§‘;§§¢,§,jD75A0

RAR(Host) : AV E 21— F =L IT #38 UL—4. RAYF ' —h DA T7AT7 94— IL1EE),
RRME [VRTLIDFARBERLRBETHS,

HRYRT4 9D A (Hotfix) : EF 2 T4/ 3y FIZx T % Microsoft D AEE.
T2 (Integrity) : FFHRD EHESABRESNI-L AN THFSNSZEERIETHIE,

IR (Misconfiguration) : Y 27 AMITEF 10T« L OB AEEHHT BT NAHEHBEE L
DY,

ARU—T 15 VAT L (Operating System) : AV E 21— 2% BESH AT ELHEHTOS S L,

\F (Patch) :BEFD VI I 7 ICEENLEEEMHRT H=OICHFESN BNk,
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& E & & (Remediation) : iS5 MEFEIE T 51T A, T-XBBEREETHITA. BEHEIZIL.
INYFDAVAM—IL  BHEEREDRARE. BEUVYVINIZTT7IVr—2a3o DT oAV AM—ILD
3fEEnEzLNS,

{&1E$& B &HE (Remediation Plan) : D AT LNEE TS 1 DU EDEBRF-IIMBIEE
WRIZ,BEHEEERRT H-HDFE. COFEIZIE, BF. BERCHRBIEERYKR=ODA
Tiavek BEHBEEERTHEEIEBLRNEENS,

JARY (Risk) FEDEBEIZI>THEDNRBIENBERSN L AREN.

& a1) 745 E (Security Plan) : fFEDERXICE RSN AT LICHLUTEREL., FTEIN T
(BEE BiffE. BEITERLD) X1 ) T+ EBROHEMEZLHBL-XE.

VAT L (System) EEDEELFEEEDQAHFHN LB THY. ALHKELEF LOBEEHES.
X A)TADZ—ZAAKEHICRLTHY ., B—D—RHITERRKRICHEET S —ED IT EE,
TOtX, 7TV r—ar  BEUBEETHYY—R, COLIBERGEKRTHEALLZWNES (.,
RAMIERETHD COREEERAITHEE. EL0DEREEALTLSM L, XARIZEST,
FIEART HIEICE>THLNIZT B,

AT LB BE (System Administrator) : AT LD ML EEEITI A,

S RT LA E (System Owner) : [ERFM S AT LOHOPZEICELT,. BB L, BERE. &
M. BEV(ZLDGE)FELDEEEFE DA,

BB (Threat) : VAT LIZEENEZSEETNAH S (MEFIXBRD) KREETER,

DAILA(Virus) : BEZH O TEREN  EROAVE1—3F XTI S LIZENDRENEH
DTOTIL, [FEAEDIAIILAIE AL DEEDEEDI—FEILBRELUVERIET 50D
FHEERLIZNAANZALEFESTLS,

RES81E (Vulnerability) : VIR Iz 7 DR AFIEIREICEENIRMEDS>E, XTI E
T2EM, SEIFLEB T, —RIZARSNI-MEBET —IN—XEF#IFL TS,

[E]58 5K (Workaround) 45 EDHEFEEICER T B BEERT 5012, VIO T7\vFr—2
FIEZDELDERFEMY—RISHLTITOERE R, BEKRTIE. EE. NV FEIEER
D) BARMLREBIZEESNT  ITYY—RARNDOEENHIRESNEZENZLY,

J—L(Worm) : EEDI—RD—FET. FICRvrT—IEKEN a0 E1—4Z ) RICT 51

D, SRR ERAL, BEREL, TOJS AR TRALADIEEFEEEZA LN S, aVEa
—ARVEI—VICRESTHECBERDOTOT S L,
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MFBEC—\FHLVHEHEHERED)Y—RADIEEE

CORERTIE, Ny FEIVHESHECEAT HIEREZREITOIEED )Y —RITDONT, ED KL
BAZEHRAT 5. AT DNV —RERISTRT,

.
.
.
.
L
L
L

Cl1

ANUH—D Web A bEIUPA—) T YR
H—R/X—F 1D Web H A+
HY—FN—FTADA—) VT )AB LV Z2—RTIL—T
MEsstERFvF

MEsstET —2N—X
IVA—TSAXRAIT I FERY—)L
ZDEIDBEIY—IL

RUHE—D Web YA rEKUA—) T YRE

RS —D Web A ME, LUV Y FICEATRERDY—RELTREILFEODNDEZ YA/ TH
BEEAD, NLDYAME, KEDFRZRHLTEY . \yFESLHO—FTB=HD—RK
RITIZHRS, RS —D Web A MZIE RO ESIEA) BB,

+

+

HWRERAREL. HEDILEZRLE DN TNDT IV r—av AU E =Ry F &)
—ZL T3,

RUZ—D Web MDA I A—RLIz/ AT ([, BEOI—RITFREIN TG
REEARLEL.

RUF—F, Z2LDHE. BT IV r—2avICEET SR BHEOER ERAE., /Ny
FRAVAR—ILPEAICEHTIETREST)ERSRET S,

ANUE—ICIE, BHERICET B OEMMBAH D,

R —0 Web B AMIIFRD &HEHKLH D,

+

REBNERMNMTONENGEELH L0 Y AMIEREICT I EALTHEET HIHEN
Hdo

YHR—FENDT R TORGEREET D-DIT BEICESTIHZLDARUE—D Web
YAEHRHTIVELDH D,

RO —DELFNYF N ERFTELETHRIEERELLSELGL =0 FHLL RS
DR L) —[THBEINGVAREMELH D, BT HRBECERADFRA. —F/—
TAD Web H AR OA—Y T AN TITERBINL TWSIEELH S,

RKFEARUE—DZLIE A=) T ANEEFELTHEY., EHEE. \vF. BLUEBEHICEATIEF
A=Ayt —UORBMER R A—FITEEL TS, CNHD A=V TYAMIBEDAL A —
MERINEETHAHLLVRBEEFE I —FICEMT 586, A—F IR —DEFX1)Tq
Web YA MZEHAMIZ 7 VAT ITEL . CNHED A=) T AMDR A (X, PVG OV AT L
EHENEHDARL —TAU T RTLOKELDT TV r—2a BB T 52012, ZLD
RUBE—=DA—=) G A EBEHELBITNIEESE WA REE A H D ETH D, MA T, AUA—
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ABEHDA—IT)ANER—r T4 B THEALESGRICIK BRELTORTLEEEL
A=Y GYRIDEDAYE—D% T R TEBRLIZY., T4LR) T LY HRTEEEN $H D, BEF
A—VEFRELGERFEANZALTIRHGN O, —RITANVE—FEBED/NYFEBFA—ILRMHAT
BRIETH_&FEN, EBLEF AL THRYFHAEBESNDBE (. BFA—ILICTAORILERD
FFoNERETHY. RIEB I A—LNZERLTHLHINZ. BRZFIVITARETH D,

C2 H—F/R—F4M Web HAk

H—R =T D/INIFELUHEFE Web B A~ 7TV r—2av AU d—EEEBERO YA
ENARUE—DFALRYLFHLNEREZIRME T IEELNHH. chiodD Web HAHIIF, #H2<
DRUF—PHRGENN—FTHEDE FEDARUF —PRGBITFHELIZED A H D, AT —(F
B IEDHRE/ VT (FIFXZDIEHDIEEEERDAE) DRI R T TH5ETRANZELS

HEHIENS D, F—RN—T4D Web YA DBRUFT —KYBEICHLOIEFEEZHRET S

CENZL, H—R/—FT14D Web HAMIT . RDELSLGA) D H D,

+ FLLESEIEICEY HEHRMN 2/ L) —[ZBFSN D,
+ HAMIEOTIE RDA) D H D,

- BHORA—PHGERNRELTWNDIGEE . VATLBEE (XEFRINED-DOIZH
ZLMD Web HAMZT7OERATIBENGZN(DEYIDIURM T avELY 1THSB),

- BEOHRBOTIVIF—LITFELTWS (BEGRD T —2OLEMNEESTITHFT
=6 VAT LEEBEDEERRENENSND),

b A—FITRBEFTLTORYATIE. ROAY VMBS,

- H—=RNR—TFTADA=) TR 2—RT =T ERBHDA) -V H D (I ay
C3%ZH).,

= TANBRITOTUIFFDAN=ZXLIZEY . A—FETEEDE L IIRFEZ T ER
LIEMNTES,

+ RUA—HPRTTIAROBERAZLIVEZITANLT N, RBEOFEMRTRSN ST
REMENH D,

b RUA—HEHLESELLNMERA RSN,
H—F/S—F1D Web B M=lt. ROLSET Ay 5.

b H—RRA—TADRYFOEIN . FHLEVERSAELZ T L, BEOI—FHE S
TR HEMEATEL,

+ S~/ \YFERICET S BEIGERNEONGN O BHD Y —REHRE
TEIBLENHD,

C3 H—KRNR—FoDr—) T NABLUVZ2—RTII—TF

A=YV YAROZa—RTIN—TE, EFA—NLEZFALEALYRAKXDEES IL—TTH 5,
holE, ACAFICELDEE D A—TOERRBDIGICHSTNS, —R/I\—FT1D A=)
GURROZ2—RT =T DRRXDA) YNNI ARUE—DA— DG ANERE D (RF—
MoA—HFAD)AZI2=r—a 0 LM R—LEBLDIZHL, VAT LEEEOZDIEFHD
— AWM ARTIAZ A= — a3V TEDRICHD, NICKY ., VRATLEBE(IE S DORBREH
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ALY, BRELEYTES, Za—XT I —TEA—YV T YRRD ELREWNIRD LS5 HIZH D,
Za—RTIWN—TE. TARKICIBOONF=A 23— EO AR HRDHZETHY . —EDFHE
EFRFEBWNERBETHENTERL, ZNITHL, AU TN RAMNME, A= LY —/NEL D F—FY
EADTOERBRENHBNIL, HTERETED, A=) JYALTIE, N RICKDEEDLSN
EDFIEMNETEETH S,

H—RNR—TFTA DAY TR 2—R T IL—TIZE RDESEA) I BH B,
+ VATLEBERTORRBMNAIRETHD,
+ DATLEBEMNREBMICERLGTNEGESLEOS MOEMADLELKTED,

+ VYRATLEBEMNEIHDANRDEERML (FEAL HED/NNYFICEET HRHENH D
MEIDR, NYFITE O TR ICHAENMEESN AN EINGEL) BEEZSIENTE
o

+ NYFH))—REINDETORBRNIRTENDGEELH S,
H—RNR—TFTA DAY T RO 2—RT =T IZUE RO ESETA) D H B,
+ VATLEBEHICEOTARTRVWAREDHLIEFA—ILHKREITEESNSD,

+ BRWCSEREZETHEHN RSN TOGOERICHLTARSN S EREMEAH S
(HEVATLICETIEMEL-VATLEEEL. [KADNELIBIZEDL AT LOM
BHEOEBEREAALIKRBEEEHEANDSAREELHD).

+ H—FR—TFTAOBEITOTSLORERE. ZOERBEORENHSNTHRIMNGS
NH5-6H. BEEDI—FIZZoSNSAREMEN =<5 5,

+ FEBSREFELE (R/AL)IZSHEnD,
+ APIEHEGIFHRARMSNDAIRENH D,

+ HANMITIEALERAMIHLTERTAZBBNICHEIT SECZH T (b~ DYY
IDMERSNDRIREIEN DD (VN FRBERADY AT LNEDHAMITIEALIEHE,
HENRETIEENLDHD).

C4 MEHERFrT

MR v F (X, ZLOBBTHRANORYEN I = LDOMBEUERTE T SEOIZEfEHN T
W5, MEFBHERFYFIE, KEONEZFRL—TAV T AT LT T r—2a v ICBEET Bf
BHEEETETH-OIC. KIEBLEEET —ARN—XEF AT, fEHEERT (2, RybT
—IRX N FERAMRF YT D 2F85FLH B, TV T—IRX T F & LN TSR —, [fz55
HDHBVINITT . BEVB-THESNE=Y—EREEETH=HIZFES, RRAFRAFvF(E,
BEDARL—FAVT LV RT LTI —a3  DREIRAPHRBUEEETET H=HIZFES, i
FHEXT YT OEMICONTIX, 9230 201 %SBOE,

MHEERF v I (T ROBEEERA TS,
+ MESBMEERRICHET S,
+ DRVICHESNTOHREZ T [EOEREICHET 55 EZRMT 5,
+ BRHESNEMEEEZEEBMNICEBET S,
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+ NR=2avDHEWIIrIITERET b,

+ HEOEFLITARIS—~DBEEMERIT B,

+ BESNEEHECETIEGLLR—FEERT D,
LAL. BESBMERFYFISIERDESIBHERLH S,

+ MESEHT —EN—RDOEHMGEHRITREFL TS,

+ TA—NLNARSTAITIS—HARVHERTRET MERALHD,

+ REDIRINT=IRST40INRET HARERELH D

+ RAMIMLY—EZTEE(DoS) NFELE T HAREMNH D (RFvFDTO—TNE (Lo
TORTLNERET V5901 THTENHB=0),

C5 MEBHET—EIR—X

Mg T —ARN—R (X BRI R T LICHEEZE5Z A5 MHICEAT 51EHRE . REATEELR TUL
ELF-EDTHD, cNoDT—EARN—XD%L(E, Web ET—BICABHSh TS, ZhibD Web
AMME, —RICY IR DT RUT —LITEBRDOY—R/IRN—T A& TEESN, VAT LE
BEPEX 1T EMRIZZEELGERZREBETLHIENTED, Tz, TNHD Web AR, [T
EAEDFARL—T AV T VAT LRI INII T T IV —2avEhN—352LIZ8HTINS,
YIRDITARUT —LIFEEFZRLE-O ARUF—(FER AT —LEEDH ST D IEH D)
RO TIRESALGWVERMSMEHRINDIELZLY,

T —IN—REHLVESEMEEZRILBEERET HERALH LM, ENIFEAIVNTEHY . T
A)UbTEH D, MESEEICET DIEHRN AL —ICRSNDLE VAT LEEENRYLD
— DX 1) TAHERERNSELI LT ELOTEELLLAREENH D,

HAMIEOTHERDELEICZDDESDEAH LM, MEHBHEET —FRX—RZ[E—MEIZRDE
HOFEBNEFN TS,

+ BBEOBE—HBEOMA. TNISIE. CVE 4. BBIEOEE. BBHEIBRIARK
ISHESN B EREE T ORBAREICEFIN B, BEURBH
DEBER AL —TAVTVRT L, 7T r—av, EEN—KST i EER
5.

+ BRFLEIT—RBEICETHFHLOER. RBEOEMSITIEL T 1 DORETE
EHNBERLHNIEL, . BROR—VITh=55535H 5. CORSIE. BEICHIiTH
BEENHD,

+ FRRER MRS DEBAOAHEICE T HF LR, — RIS BRI IVE—D/\vTF
VEHERYLT D Web YA ADNANRN—V U INEFEND BEZDENDEBIESE
AHHGEEEL. ThobEFND,

+ HBBEUOEA-—KHEOERPLHZYTHI—RCETHI1ER. T-IXEMTIEROMESS
HRIEA—FIBEINEHLDHAADYLY, CHEDIERIE. Ry FOBERABIE
FIRERRID) VAT LANERITADOHRIZEEINESHEATLEEBENET HE
FITRIZIL D, 2L, SN DEGEEER T HI5EE. AT LIZCERILGLMEENH
ELBEWKSICHRITERTHIE,
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BLT MEBMUT —IN—RFBREFATESIRLENGIV—AD 1 DTHS. B IEDIFHIN
FEEIDY—RITEFLTLSMEBICESTH EBUT —IN—X S A TRESN 5 — MM
BZ1—APREEREEDLOHTEELENZ D,

C6 IVA—TSAXMITN\YFEEY—IL

MBS IUVENICHET D/ FOHMSEZ KT TLNSIZH, FEETIAVEL—RIN\YF%E
BARTHIEFFETETERHICKY ., HTEEGYDDOHS, LIz >THEBO RSB DY AT L
X, IUE—TSAXAFNYFEBTOTSLIZCSMEBEIRETH D, TUF—TS514XMEIF/N

YFEBY— LXK, FONRYFERY)1—23v(2BMLTNRIVE1—SDRBEDHELEX
FroLl,. ZN6QAVEA—RIZRER/N\YFOZDIEAIDY I Iz T EHICET HIEHREIR M
T35, BBEE. COEREFE->T\YFEATOERERETES,

IA—TSAXEIFT/INYFEBY—)LIF, REC2DIZHFEEND 1 DFIT—C U EERATS
Y—ILTHY . £ 1 DEF T - bR FERALANY—IILTH D, ELoDT7IO—FDBEL. &
BIEAVAM=ILT BEDNBEF IR/ N\ FERMLI-FROVE1—42E, /NyFEA
DEBEENTOCREZHIETH=-HDALY—ILAEET .2 2NF7TO—FIZF. FhEFEnE
BIREEMEEMLHL . T—Uz U bEFERALGL/ S FEEBY—ILORRDA)IRE, /3y
FEAYV)1—23VIZB MY 5 1—RIZY I I T ISV E AV A= LT BB
WIETHDB, =L T—Cz U MELDY—IILIE RN T — O EBIEDO KN EEF/ T HHEN
HY., KIRELBRYRT—I DR X vV ZIFRVEFRIA NN SAREE L H S, — AT —D o hE(E
A4 56V1)1—23>TlE, KRBEGRYNT— V% KYSRICRF YU TE, EHONDdRIET—H
HEEELR/IMNETHEON., SMIEERATLIZYINIT7I—VI AV AM—ILLTEE
TEIBLELRDHD, TA—TS5AXMIT/yF@EAY) 12— 3> DFMIZONTIE, £9ar 4.1
THBALTWS,

BEMEESN Iz FEBY—IILOI—TA)TAE SETFLERUVFT—DOAFTED, Tk
FERATHILET. BHMOBBHERELLIRGY, v FELUVBEHERTO AN BT LS
N, COXEITRLEAAMFTVRF HEARVE—DI a7 ILOHRZEOKHYIZLELHL0
TR ENLEHET DD TH D,

C.7 ZODIZHhDBEHY—IL

RBEDHE. /SvFDVI)—R BLURBEERIEI—FDLFEENETHEEAKRELLG D
TW51=H. PVGC PLRTLEEEIZHLT, oS R—FLTWSL AT AICEY 5BHNEZB
BL-DRITA XL TRIT 5100, SEEFLY—IILOT TV r—av hMEREh TS, O
NoDY—ILIE AT —F = [E Y —F—ToIZEoTRESh TS, BEEORHALH NI 1
ERY DM ECEFMNDEGCRALH D,

CNBDBEIY—ILIZIE, RDESEA) VD BB,

+ BHBEEEHRIIARTHEIZKY BRT TV r—23 00 R—TA4V TV RT
LIZHRERETED,

+ VRATLEBEHICHLTITZ LA LIZEENERSIND (Web R=DIZT7 I ERTHLE
AIELY)

SNODBHY—IVIZIE RDESBTA)UDH D,

+ JAM(HEBNEOHY—ERADHER)
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FEHRORE (B —ADREL. ERELGHIFRT —HIN—RADOREITEAEND)
HEDY—E XIZEHF O IERFHE

XTI REORES (BBEE, ERALTVSARL—TIV T RT LT T r—
2AVEY—FN—TAIBADRELHSHT=O)
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FED—/\wF B XV B EEEDN) Y —R

LTO—EIZ, BREDMSEMEERELRY., —BGARL—TAU TV RT LT T ) r—ay
DINyFERR. AF ERALEYT ADITRITIIDYY—R (Y TR TR Web B A~z E) Dl

ETY,

—pg Ny FEEYILNYLT

VI T74
Altiris Patch Management Solution

Rs—

Altiris

‘ URL

http://www.altiris.com/products/patchmanagement/

ANSA

Autonomic Software,
Inc.

http://www.autonomic-software.com/patch.html

BigFix Patch Manager

BigFix, Inc.

http://www.bigfix.com/products/products _patch.html

BindView Patch Management

Bindview Corporation

http://www.bindview.com/Solutions/VulnMgmt/ManagePa
tches.cfm

C5 Enterprise Vulnerability
Management Suite

Secure Elements

http://www.secure-elements.com/products/

Ecora Patch Manager

Ecora Software

http://www.ecora.com/ecora/products/patchmanager.asp

eTrust Vulnerability Manager

Computer Associates
International, Inc.

http://www3.ca.com/Solutions/Product.asp?ID=4707

GFI LANguard Network Security
Scanner

GFI Software Ltd.

http://www.gfi.com/lannetscan/

LLC

Hercules Citadel Security http://www.citadel.com/hercules.asp
Software
HFNetChkPro Shavlik Technologies, http://www.shavlik.com/

HP OpenView Patch Manager using
Radia

Hewlett-Packard
Development Company

http://www.managementsoftware.hp.com/products/radia_p
atm/index.html

Kaseya Patch Management

Kaseya, Inc.

http://www.kaseya.com/prod1/pl/patch_management.phtm
|

LANDesk Patch Manager

LANDesk Software

http://www.landesk.com/Products/Patch/Index.aspx

LiveState Patch Manager

Symantec Corporation

http://sea.symantec.com/content/product.cfm?productid=3
0

ManageSoft Security Patch
Management

ManageSoft
Corporation Ltd.

http://www.managesoft.com/product/patchmanagement/in
dex.xml

Marimba Patch Management

BMC Software, Inc.

http://www.marimba.com/products/solutions/patch-
mgmt.html

NetlQ Vulnerability Manager

NetlQ Corporation

http://www.netig.com/products/vsm/default.asp

Opsware Server Automation System

Opsware, Inc.

http://www.opsware.com/products/serverautomation/patch
mgmt/

PatchLink Update

PatchLink Corporation

http://www.patchlink.com/products_services/patchlink_up
date.html

PolicyMaker Software Update

DesktopStandard
Corporation

http://www.desktopstandard.com/PolicyMakerSoftwareUp
date.aspx

Prism Patch Manager

New Boundary
Technologies

http://www.newboundary.com/products/prismpatch/prismp
atch_info.htm

SecureCentral PatchQuest

AdventNet, Inc.

http://www.securecentral.com/products/patchquest/

Security Update Manager

ConfigureSoft

http://www.configuresoft.com/SUMMain.aspx

Service Pack Manager

Gravity Storm Software

http://www.securitybastion.com/

Sitekeeper (Patchkeeper €2a1—)L)

Executive Software

http://www.execsoft.com/sitekeeper/sitekeeper.asp

Software Update Services

Microsoft Corporation

http://www.microsoft.com/windowsserversystem/updatese
rvices/evaluation/previous/default.mspx



http://www.altiris.com/products/patchmanagement/
http://www.autonomic-software.com/patch.html
http://www.bigfix.com/products/products_patch.html
http://www.bindview.com/Solutions/VulnMgmt/ManagePatches.cfm
http://www.bindview.com/Solutions/VulnMgmt/ManagePatches.cfm
http://www.secure-elements.com/products/
http://www.ecora.com/ecora/products/patchmanager.asp
http://www3.ca.com/Solutions/Product.asp?ID=4707
http://www.gfi.com/lannetscan/
http://www.citadel.com/hercules.asp
http://www.shavlik.com/
http://www.managementsoftware.hp.com/products/radia_patm/index.html
http://www.managementsoftware.hp.com/products/radia_patm/index.html
http://www.kaseya.com/prod1/pl/patch_management.phtml
http://www.kaseya.com/prod1/pl/patch_management.phtml
http://www.landesk.com/Products/Patch/Index.aspx
http://sea.symantec.com/content/product.cfm?productid=30
http://sea.symantec.com/content/product.cfm?productid=30
http://www.managesoft.com/product/patchmanagement/index.xml
http://www.managesoft.com/product/patchmanagement/index.xml
http://www.marimba.com/products/solutions/patch-mgmt.html
http://www.marimba.com/products/solutions/patch-mgmt.html
http://www.netiq.com/products/vsm/default.asp
http://www.opsware.com/products/serverautomation/patchmgmt/
http://www.opsware.com/products/serverautomation/patchmgmt/
http://www.patchlink.com/products_services/patchlink_update.html
http://www.patchlink.com/products_services/patchlink_update.html
http://www.desktopstandard.com/PolicyMakerSoftwareUpdate.aspx
http://www.desktopstandard.com/PolicyMakerSoftwareUpdate.aspx
http://www.newboundary.com/products/prismpatch/prismpatch_info.htm
http://www.newboundary.com/products/prismpatch/prismpatch_info.htm
http://www.securecentral.com/products/patchquest/
http://www.configuresoft.com/SUMMain.aspx
http://www.securitybastion.com/
http://www.execsoft.com/sitekeeper/sitekeeper.asp
http://www.microsoft.com/windowsserversystem/updateservices/evaluation/previous/default.mspx
http://www.microsoft.com/windowsserversystem/updateservices/evaluation/previous/default.mspx

YIMITT £ |
Systems Management Server

Microsoft Corporation

NyFBLUVRBHEETOTSLOEE

ARG — ‘ URL

http://www.microsoft.com/smserver/default.asp

SysUpdate SecurityProfiling Inc. http://www.securityprofiling.com/eng/products/sysupdate.s
html
UpdateEXPERT St. Bernard Software http://www.patches-management.stbernard.com/

Windows Server Update Services

Microsoft Corporation

http://www.microsoft.com/windowsserversystem/updatese
rvices/default.mspx

ZENworks Patch Management

Novell, Inc.

http://www.novell.com/products/zenworks/patchmanagem
ent/index.html

— B RL—F AT AT L

Web #AMEFI[E Web R—S& | URL
Apple
Apple Support http://www.apple.com/support/

Apple Downloads

http://www.apple.com/support/downloads/

BSD

FreeBSD Security Information

http://www.freebsd.org/security/index.html

Getting FreeBSD

http://www.freebsd.org/where.html

OpenBSD Security http://www.openbsd.org/security.html
Getting OpenBSD http://www.openbsd.org/ftp.html
Cisco

Cisco Product Security Incident Response

http://www.cisco.com/en/US/products/products_security vulnerability poli
cy.html

Improving Security on Cisco Routers

http://www.cisco.com/warp/public/707/21.html

Products & Services Security Advisories

http://www.cisco.com/en/US/products/products_security advisories_listing.
html

Technical Support & Documentation

http://www.cisco.com/en/US/support/index.html

Linux*

Debian GNU/Linux Security Information

http://www.debian.org/security/

Getting Debian

http://www.debian.org/distrib/

Fedora Download

http://fedora.redhat.com/download/

How to Download [Fedora] Updates

http://fedora.redhat.com/download/updates.html

Mandriva Linux Download

http://www.mandrivalinux.com/en/ftp.php3

Mandriva Security Advisories

http://www.mandriva.com/security/

Ubuntu Linux Download

http://www.ubuntulinux.org/download/

Ubuntu Support

http://www.ubuntulinux.org/support/

Microsoft

Microsoft Download Center

http://www.microsoft.com/downloads/search.aspx?displaylang=en

Microsoft Help and Support

http://support.microsoft.com/default.aspx

Microsoft Security Home Page

http://www.microsoft.com/security/default.mspx

Microsoft Security Notification Service

http://www.microsoft.com/technet/security/bulletin/notify.mspx

Microsoft Windows Update

http://windowsupdate.microsoft.com/

Security Bulletins

http://www.microsoft.com/security/bulletins/alerts.mspx

Novell

O ZORIFBEAFTREAABELO Linuk TAAME2—Y30v05b BUARDHIEDEDOMNRLTNS,
ENDTAAR)E 12— 322D Tl Distrowatch.com (http://distrowatch.com/) S B D &,
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http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
http://www.cisco.com/warp/public/707/21.html
http://www.cisco.com/en/US/products/products_security_advisories_listing.html
http://www.cisco.com/en/US/products/products_security_advisories_listing.html
http://www.cisco.com/en/US/support/index.html
http://www.debian.org/security/
http://www.debian.org/distrib/
http://fedora.redhat.com/download/
http://fedora.redhat.com/download/updates.html
http://www.mandrivalinux.com/en/ftp.php3
http://www.mandriva.com/security/
http://www.ubuntulinux.org/download/
http://www.ubuntulinux.org/support/
http://www.microsoft.com/downloads/search.aspx?displaylang=en
http://support.microsoft.com/default.aspx
http://www.microsoft.com/security/default.mspx
http://www.microsoft.com/technet/security/bulletin/notify.mspx
http://windowsupdate.microsoft.com/
http://www.microsoft.com/security/bulletins/alerts.mspx
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Novell Security
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URL

http://www.novell.com/products/security.html

Novell Support

http://support.novell.com/

Sun

Solaris Download

http://www.sun.com/software/solaris/get.jsp

Solaris Live Upgrade

http://www.sun.com/software/solaris/liveupgrade/

Sun Update Connection--Patches and Updates

http://sunsolve.sun.com/pub-cgi/show.pl?target=patchpage

SunSolve Online

http://sunsolve.sun.com/
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URL

7-Zip

7-Zip/lgor Pavlov

http://www.7-zip.org/download.html

ArchiveXpert

Concepts for Future

http://archivexpert.com/download/

PicozZip

Acubix

http://www.picozip.com/downloads.html

PKZip

PKWare

http://www.pkware.com/business_and_developers/support/updates
/

PowerArchiver

ConeXware, Inc.

http://www.powerarchiver.com/download/

PowerZip Trident Software Pty Ltd http://www.powerzip.biz/download.aspx

SecureZip PKWare http://www.pkware.com/business_and_developers/support/updates
[

Stuffit Allume Systems Inc. http://www.stuffit.com/

WinZip WinZip Computing http://www.winzip.com/downwzeval.htm

ZipMagic Allume Systems Inc. http://www.stuffit.com/win/zipmagic/

BFA—ILI347 b

Balsa

GNOME Project

http://balsa.gnome.org/download.html

Barca Poco Systems, Inc. http://www.pocosystems.com/home/index.php?option=content&ta
sk=category&sectionid=2&id=21&Itemid=38

Eudora Qualcomm http://www.eudora.com/download/

Eureka Email Eureka Email http://www.eureka-email.com/Download.html

GNUMail.app Collaboration-world.com http://www.collaboration-world.com/cgi-
bin/project/release.cqi?pid=2

GyazMail GyazSquare http://www.gyazsquare.com/gyazmail/download.php

i.Scribe Memecode Software http://www.memecode.com/scribe.php

InScribe Memecode Software http://www.memecode.com/inscribe.php

KMail Kmail http://kmail.kde.org/download.html

Mac OS X Mail Apple http://www.apple.com/support/panther/mail/

Mailsmith Bare Bones Software http://www.barebones.com/support/mailsmith/updates.shtml

Mercury Mail David Harris http://www.pmail.com/patches.htm

Transport System

Mozilla Mozilla http://www.mozilla.org/security/

Mutt Mutt http://www.mutt.org/download.html

Nisus Email Nisus Software http://www.nisus.com/NisusEmail/FAQ.php?PHPSESSID=0ba9f9
639672d1fdf836a97f3ad29383#HowUpgrade0S9

Outlook Microsoft http://office.microsoft.com/en-us/officeupdate/default.aspx

Outlook Express Microsoft http://www.microsoft.com/downloads/search.aspx?displaylang=en

&categoryid=7



http://www.novell.com/products/security.html
http://support.novell.com/
http://www.sun.com/software/solaris/get.jsp
http://www.sun.com/software/solaris/liveupgrade/
http://sunsolve.sun.com/pub-cgi/show.pl?target=patchpage
http://sunsolve.sun.com/
http://www.7-zip.org/download.html
http://archivexpert.com/download/
http://www.picozip.com/downloads.html
http://www.pkware.com/business_and_developers/support/updates/
http://www.pkware.com/business_and_developers/support/updates/
http://www.powerarchiver.com/download/
http://www.powerzip.biz/download.aspx
http://www.pkware.com/business_and_developers/support/updates/
http://www.pkware.com/business_and_developers/support/updates/
http://www.stuffit.com/
http://www.winzip.com/downwzeval.htm
http://www.stuffit.com/win/zipmagic/
http://balsa.gnome.org/download.html
http://www.pocosystems.com/home/index.php?option=content&task=category&sectionid=2&id=21&Itemid=38
http://www.pocosystems.com/home/index.php?option=content&task=category&sectionid=2&id=21&Itemid=38
http://www.eudora.com/download/
http://www.eureka-email.com/Download.html
http://www.collaboration-world.com/cgi-bin/project/release.cgi?pid=2
http://www.collaboration-world.com/cgi-bin/project/release.cgi?pid=2
http://www.gyazsquare.com/gyazmail/download.php
http://www.memecode.com/scribe.php
http://www.memecode.com/inscribe.php
http://kmail.kde.org/download.html
http://www.apple.com/support/panther/mail/
http://www.barebones.com/support/mailsmith/updates.shtml
http://www.pmail.com/patches.htm
http://www.mozilla.org/security/
http://www.mutt.org/download.html
http://www.nisus.com/NisusEmail/FAQ.php?PHPSESSID=0ba9f9639672d1fdf836a97f3ad29383#HowUpgradeOS9
http://www.nisus.com/NisusEmail/FAQ.php?PHPSESSID=0ba9f9639672d1fdf836a97f3ad29383#HowUpgradeOS9
http://office.microsoft.com/en-us/officeupdate/default.aspx
http://www.microsoft.com/downloads/search.aspx?displaylang=en&categoryid=7
http://www.microsoft.com/downloads/search.aspx?displaylang=en&categoryid=7
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Pegasus Mail David Harris http://www.pmail.com/patches.htm
Pine University of Washington http://www.washington.edu/pine/getpine/
PocoMail Poco Systems, Inc. http://www.pocosystems.com/home/
Sylpheed Sylpheed http://sylpheed.good-day.net/
Thunderbird Mozilla http://www.mozilla.org/products/thunderbird/
VM VM http://www.wonderworks.com/vm/download.html
FTP 9347k

BulletProof FTP Client

BulletProof Software

http://www.bpftp.com/download.php

CuteFTP Professional GlobalSCAPE http://www.cuteftp.com/downloads/cuteftppro.asp

Filezilla Filezilla http://sourceforge.net/projects/filezilla/

FlashFXP IniCom Networks http://www.flashfxp.com/download.php

FTP Voyager Rhino Software http://www.ftpvoyager.com/dn.asp

gFTP Brian Masney http://gftp.seul.org/

NCcFTP NCFTP Software http://www.ncftp.com/download/

SmartFTP SmartFTP http://www.smartftp.com/download/

Transmit 3 Panic, Inc. http://www.panic.com/transmit/index.html

WS_FTP Professional | Ipswitch http://www.ipswitch.com/support/WS_FTP/patch-upgrades.html
AVREUI Ay E—D T IS4 T Uk

AOL Instant AOL http://www.aim.com/download.adp?aolp=1

Messenger

GAIM GAIM http://gaim.sourceforge.net/downloads.php

Jabber Jabber, Inc. http://www.jabber.com/index.cgi?CONTENT_ID=503
Lumen Instant Novell http://www.novell.com/partnerguide/product/200671.html
Messenger

Miranda Miranda http://sourceforge.net/project/showfiles.php?group_id=94142
MSN Messenger Microsoft http://messenger.msn.com/Download/

Trillian Cerulean Studios http://www.download.com/Trillian/3000-2150-10047473.html
Vypress Messenger Vypress http://www.vypress.com/products/messenger/

Windows Messenger Microsoft http://www.microsoft.com/downloads/search.aspx?displaylang=en
Yahoo Messenger Yahoo http://messenger.yahoo.com/messenger/security/

RIWFATATA—T1T4

Flash Macromedia http://www.macromedia.com/downloads/

iTunes Apple http://www.apple.com/itunes/download/

QuickTime Apple http://www.apple.com/support/

Real Player Real http://service.real.com/realplayer/security/

Shockwave Macromedia http://www.macromedia.com/downloads/

Winamp Winamp http://www.winamp.com/player/free.php

Windows Media Microsoft http://www.microsoft.com/windows/windowsmedia/player/downl
Player oad/download.aspx

A1 REEMRLY—IL

Acrobat Adobe http://www.adobe.com/support/downloads/main.html

AppleWorks Apple http://www.apple.com/support/appleworks/

Microsoft Office Microsoft http://office.microsoft.com/en-
us/officeupdate/default.aspx?displaylang=EN

Microsoft Works Microsoft http://www.microsoft.com/products/works/downloads.mspx

NeoOffice NeoOffice http://www.planamesa.com/neojava/en/download.php



http://www.pmail.com/patches.htm
http://www.washington.edu/pine/getpine/
http://www.pocosystems.com/home/
http://sylpheed.good-day.net/
http://www.mozilla.org/products/thunderbird/
http://www.wonderworks.com/vm/download.html
http://www.bpftp.com/download.php
http://www.cuteftp.com/downloads/cuteftppro.asp
http://sourceforge.net/projects/filezilla/
http://www.flashfxp.com/download.php
http://www.ftpvoyager.com/dn.asp
http://gftp.seul.org/
http://www.ncftp.com/download/
http://www.smartftp.com/download/
http://www.panic.com/transmit/index.html
http://www.ipswitch.com/support/WS_FTP/patch-upgrades.html
http://www.aim.com/download.adp?aolp=1
http://gaim.sourceforge.net/downloads.php
http://www.jabber.com/index.cgi?CONTENT_ID=503
http://www.novell.com/partnerguide/product/200671.html
http://sourceforge.net/project/showfiles.php?group_id=94142
http://messenger.msn.com/Download/
http://www.download.com/Trillian/3000-2150-10047473.html
http://www.vypress.com/products/messenger/
http://www.microsoft.com/downloads/search.aspx?displaylang=en
http://messenger.yahoo.com/messenger/security/
http://www.macromedia.com/downloads/
http://www.apple.com/itunes/download/
http://www.apple.com/support/
http://service.real.com/realplayer/security/
http://www.macromedia.com/downloads/
http://www.winamp.com/player/free.php
http://www.microsoft.com/windows/windowsmedia/player/download/download.aspx
http://www.microsoft.com/windows/windowsmedia/player/download/download.aspx
http://www.adobe.com/support/downloads/main.html
http://www.apple.com/support/appleworks/
http://office.microsoft.com/en-us/officeupdate/default.aspx?displaylang=EN
http://office.microsoft.com/en-us/officeupdate/default.aspx?displaylang=EN
http://www.microsoft.com/products/works/downloads.mspx
http://www.planamesa.com/neojava/en/download.php
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OpenOffice OpenOffice.org http://www.openoffice.org/

StarOffice Sun http://www.sun.com/download/index.jsp?cat=Patches%20%26%2
OUpdates&tab=3

WordPerfect Office Corel http://www.corel.com/servlet/Satellite?pagename=Corel3/Downlo
ads/SupportDownloads

SSH 54Tk

OpenSSH OpenBSD Project http://www.openssh.com/

PUuTTY Simon Tatham http://www.chiark.greenend.org.uk/~sgtatham/putty/download.ht

ml

Reflection for Secure AttachmateWRQ http://download.wrg.com/

IT

SecureCRT VanDyke Software http://www.vandyke.com/support/index.html

SSH Tectia SSH Communications Security | http://www.ssh.com/support/downloads/

Web 7554

Camino Mozilla http://www.caminobrowser.org/

Firefox Mozilla http://www.mozilla.org/security/

Internet Explorer Microsoft http://www.microsoft.com/windows/ie/downloads/default. mspx
Konqueror KDE http://www.kde.org/download/

Mozilla Suite Mozilla http://www.mozilla.org/security/

Netscape Netscape Communications http://channels.netscape.com/ns/browsers/default.jsp
Opera Opera Software http://www.opera.com/download/

Safari Apple http://www.apple.com/support/downloads/safari.html



http://www.openoffice.org/
http://www.sun.com/download/index.jsp?cat=Patches%20%26%20Updates&tab=3
http://www.sun.com/download/index.jsp?cat=Patches%20%26%20Updates&tab=3
http://www.corel.com/servlet/Satellite?pagename=Corel3/Downloads/SupportDownloads
http://www.corel.com/servlet/Satellite?pagename=Corel3/Downloads/SupportDownloads
http://www.openssh.com/
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://download.wrq.com/
http://www.vandyke.com/support/index.html
http://www.ssh.com/support/downloads/
http://www.caminobrowser.org/
http://www.mozilla.org/security/
http://www.microsoft.com/windows/ie/downloads/default.mspx
http://www.kde.org/download/
http://www.mozilla.org/security/
http://channels.netscape.com/ns/browsers/default.jsp
http://www.opera.com/download/
http://www.apple.com/support/downloads/safari.html
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Apache Tomcat Apache Foundation http://jakarta.apache.org/site/downloads/downloads_tomcat.html
BEA Web Logic BEA Systems http://commerce.bea.com/index.jsp

Server

Borland Enterprise Borland http://www.borland.com/downloads/download_bes.html

Server

Flash Communication | Macromedia http://www.macromedia.com/support/flashcom/downloads_updaters.ht
Server ml

HAHTSsite HAHT Commerce http://www.haht.com/HAHTSsite/

IBM WebSphere IBM http://www.ibm.com/products/finder/us/finders?pg=ddfinder
Application Server

Interbase Borland http://www.borland.com/downloads/download_interbase.html
JBoss JBoss http://www.jboss.org/downloads/index

JRun Application Macromedia http://www.macromedia.com/support/jrun/updaters.html

Server

Oracle Application Oracle http://www.oracle.com/technology/software/products/ias/index.html
Server

Orion Application Orion http://www.orionserver.com/

Server

Pramati Server

Pramati Technologies

http://www.pramati.com/index.jsp?id=downloads_archive&product=ps
v

Sun Java System
Application Server

Sun

http://www.sun.com/download/index.jsp?cat=Patches%20%26%20Upd
ates&tab=3

Zope

Zope Community

http://www.zope.org/Products/

asRL—avy—n

GroupWise Novell http://support.novell.com/support_options.html

Lotus Domino IBM http://www-
132.ibm.com/content/home/store IBMPublicUSA/en_US/Upgrades.ht
ml

Novell Evolution Novell http://support.novell.com/support_options.html

SUSE Linux Novell http://www.novell.com/products/openexchange/download.html

OpenExchange Server

TeamWare Office

TeamWare Group

http://www.teamware.net/Resource.phx/download/index.htx

WebBoard

Akiva

http://www.akiva.com/downloads/index.cfm?id=webboard

Windows SharePoint Microsoft http://www.microsoft.com/windowsserver2003/technologies/sharepoint

Services [default. mspx

F—RR—ZH—N

DB2 IBM https://www-
927.ibm.com/search/SupportSearchWeb/SupportSearch?pageCode=SB
D&brand=db2

Informix IBM http://www-306.ibm.com/software/data/informix/support/

Microsoft SQL Server | Microsoft http://www.microsoft.com/sql/downloads/default.asp

MySQL MySQL http://dev.mysql.com/downloads/

Oracle Oracle http://www.oracle.com/technology/software/index.html

Pervasive PSQL Pervasive Software http://www.pervasive.com/support/updates/?product=psql

PostgreSQL PostgreSQL Global http://www.postgresql.org/ftp/source/

Development Group
DNS ¥—s\



http://jakarta.apache.org/site/downloads/downloads_tomcat.html
http://commerce.bea.com/index.jsp
http://www.borland.com/downloads/download_bes.html
http://www.macromedia.com/support/flashcom/downloads_updaters.html
http://www.macromedia.com/support/flashcom/downloads_updaters.html
http://www.haht.com/HAHTsite/
http://www.ibm.com/products/finder/us/finders?pg=ddfinder
http://www.borland.com/downloads/download_interbase.html
http://www.jboss.org/downloads/index
http://www.macromedia.com/support/jrun/updaters.html
http://www.oracle.com/technology/software/products/ias/index.html
http://www.orionserver.com/
http://www.pramati.com/index.jsp?id=downloads_archive&product=psv
http://www.pramati.com/index.jsp?id=downloads_archive&product=psv
http://www.sun.com/download/index.jsp?cat=Patches%20%26%20Updates&tab=3
http://www.sun.com/download/index.jsp?cat=Patches%20%26%20Updates&tab=3
http://www.zope.org/Products/
http://support.novell.com/support_options.html
http://www-132.ibm.com/content/home/store_IBMPublicUSA/en_US/Upgrades.html
http://www-132.ibm.com/content/home/store_IBMPublicUSA/en_US/Upgrades.html
http://www-132.ibm.com/content/home/store_IBMPublicUSA/en_US/Upgrades.html
http://support.novell.com/support_options.html
http://www.novell.com/products/openexchange/download.html
http://www.teamware.net/Resource.phx/download/index.htx
http://www.akiva.com/downloads/index.cfm?id=webboard
http://www.microsoft.com/windowsserver2003/technologies/sharepoint/default.mspx
http://www.microsoft.com/windowsserver2003/technologies/sharepoint/default.mspx
https://www-927.ibm.com/search/SupportSearchWeb/SupportSearch?pageCode=SBD&brand=db2
https://www-927.ibm.com/search/SupportSearchWeb/SupportSearch?pageCode=SBD&brand=db2
https://www-927.ibm.com/search/SupportSearchWeb/SupportSearch?pageCode=SBD&brand=db2
http://www-306.ibm.com/software/data/informix/support/
http://www.microsoft.com/sql/downloads/default.asp
http://dev.mysql.com/downloads/
http://www.oracle.com/technology/software/index.html
http://www.pervasive.com/support/updates/?product=psql
http://www.postgresql.org/ftp/source/
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BIND Internet Systems http://www.isc.org/index.pl?/sw/bind/
Consortium
djbdns D. J. Bernstein http://cr.yp.to/djbdns/install.html
Microsoft DNS Microsoft http://www.microsoft.com/technet/prodtechnol/windowsserver2003/tec
hnologies/featured/dns/default.mspx

Nominum Foundation Nominum http://www.nominum.com/open_source_support.php?stype=2&sind=2
NSD NLnet Labs http://www.nlInetlabs.nl/nsd/index.html
PowerDNS PowerDNS http://www.powerdns.com/en/downloads.aspx
BFA—ILY—N
602LAN Suite Software602 http://support.software602.com/updates/
ArGoSoft Mail Server | ArGoSoft http://www.argosoft.com/mailserver/download.aspx

CommuniGate Pro

Stalker Software

http://www.stalker.com/CommuniGatePro/

Eudora Internet Mail
Server (EIMS)

Glenn Anderson

http://www.eudora.co.nz/updates.html

Eudora WorldMail Qualcomm http://www.eudora.com/download/worldmail/

Server

Exim Exim http://www.exim.org/

IMail Server Ipswitch http://www.ipswitch.com/support/imail/releases/imail_professional/ind
ex.asp

inFusion Mail Server CoolFusion http://www.coolfusion.com/downloads/

Kaspersky SMTP Kaspersky http://www.kaspersky.com/productupdates/

Gateway for UNIX

Kerio MailServer

Kerio Technologies

http://www.kerio.com/subscription.html

Lotus Domino

I1BM

http://www-
132.ibm.com/content/home/store _IBMPublicUSA/en_US/Upgrades.ht

ml

MailEnable MailEnable http://www.mailenable.com/hotfix/default.asp

MailMax Smartmax Software http://www.smartmax.com/mmupgradecenter.aspx

MailSite Rockliffe http://www.rockliffe.com/userroom/download.asp

MDaemon alt-n Technologies http://www.altn.com/download/default.asp?product_id=MDaemon

Merak Mail Server

Merak

http://www.merakmailserver.com/Download/

Microsoft Exchange

Microsoft

http://www.microsoft.com/exchange/downloads/2003/default.mspx

Postfix

Wietse Venema

http://www.postfix.org/download.html

Sendmail (7 B k)

Sendmail, Inc.

http://www.sendmail.com/support/download/patch_page.shtml

sendmail (71— 7
)

Sendmail Consortium

http://www.sendmail.org/

Xmail

Davide Libenzi

http://www.xmailserver.org/

FTP 4—/%

ArGoSoft FTP Server

ArGoSoft

http://www.argosoft.com/ftpserver/upgrade.aspx

BulletProof FTP

BulletProof Software

http://www.bpftpserver.com/download.php

Server

CrushFTP Server CrushFTP http://www.crushftp.com/download.html
GuildFTPd FTP Server | GuildFTPd http://www.quildftpd.com/

Daemon

RaidenFTPD Raiden http://www.raidenftpd.com/en/download.html
Rumpus FTP Maxum Development http://www.maxum.com/Rumpus/Upgrades.html

Corporation

Secure FTP Server

GlobalSCAPE

http://www.cuteftp.com/gsftps/upgrade.asp



http://www.isc.org/index.pl?/sw/bind/
http://cr.yp.to/djbdns/install.html
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/featured/dns/default.mspx
http://www.microsoft.com/technet/prodtechnol/windowsserver2003/technologies/featured/dns/default.mspx
http://www.nominum.com/open_source_support.php?stype=2&sind=2
http://www.nlnetlabs.nl/nsd/index.html
http://www.powerdns.com/en/downloads.aspx
http://support.software602.com/updates/
http://www.argosoft.com/mailserver/download.aspx
http://www.stalker.com/CommuniGatePro/
http://www.eudora.co.nz/updates.html
http://www.eudora.com/download/worldmail/
http://www.exim.org/
http://www.ipswitch.com/support/imail/releases/imail_professional/index.asp
http://www.ipswitch.com/support/imail/releases/imail_professional/index.asp
http://www.coolfusion.com/downloads/
http://www.kaspersky.com/productupdates/
http://www.kerio.com/subscription.html
http://www-132.ibm.com/content/home/store_IBMPublicUSA/en_US/Upgrades.html
http://www-132.ibm.com/content/home/store_IBMPublicUSA/en_US/Upgrades.html
http://www-132.ibm.com/content/home/store_IBMPublicUSA/en_US/Upgrades.html
http://www.mailenable.com/hotfix/default.asp
http://www.smartmax.com/mmupgradecenter.aspx
http://www.rockliffe.com/userroom/download.asp
http://www.altn.com/download/default.asp?product_id=MDaemon
http://www.merakmailserver.com/Download/
http://www.microsoft.com/exchange/downloads/2003/default.mspx
http://www.postfix.org/download.html
http://www.sendmail.com/support/download/patch_page.shtml
http://www.sendmail.org/
http://www.xmailserver.org/
http://www.argosoft.com/ftpserver/upgrade.aspx
http://www.bpftpserver.com/download.php
http://www.crushftp.com/download.html
http://www.guildftpd.com/
http://www.raidenftpd.com/en/download.html
http://www.maxum.com/Rumpus/Upgrades.html
http://www.cuteftp.com/gsftps/upgrade.asp

r

NyFBLUVRBHEETOTSLOEE

R ‘ RS — ‘ URL
Serv-U FTP Server Serv-U https://rhinosoft.com/custsupport/index.asp?prod=rs
SurgeFTP NetWin http://netwinsite.com/cgi-

bin/keycgi.exe?cmd=download&product=surgeftp

Titan FTP Server

South River Technologies

http://www.southrivertech.com/index.php?pg=./download/index&pgr=.

[purchase/index
Vermillion FTP Arcane Software, Inc. http://www.arcanesoft.com/
Daemon
WS_FTP Server Ipswitch http://www.ipswitch.com/support/ws_ftp-server/patch-upgrades.asp
Web H—/\
4D WebSTAR 4D http://www.4d.com/products/downloads_4dws.html
AOLserver AOLserver http://aolserver.sourceforge.net/
Apache HTTP Server Apache Foundation http://www.apache.org/dist/httpd/
Commerce Server/400 | iNet http://www.inetmi.com/iseries/commerce/ptf.html
Jigsaw W3C http://www.w3.org/Jigsaw/
Microsoft Internet Microsoft http://www.microsoft.com/technet/security/prodtech/I1S.mspx
Information Services
RaidenHTTPD Raiden http://www.raidenhttpd.com/en/download.html

Roxen WebServer

Roxen Internet Software

http://download.roxen.com/4.0/

Sambar Server

Sambar Technologies

http://www.sambar.com/download.htm

SimpleServer: WWW AnalogX http://www.analogx.com/contents/download/network/sswww.htm
Sun Java System Web | Sun http://sunsolve.sun.com/pub-cgi/show.pl?target=patchpage
Server

Tcl Web Server

Tcl Developer Exchange

http://www.tcl.tk/software/tclhttpd/

Zeus Web Server

Zeus Technology

http://support.zeus.com/doc/zws/v4/supported versions.html



https://rhinosoft.com/custsupport/index.asp?prod=rs
http://netwinsite.com/cgi-bin/keycgi.exe?cmd=download&product=surgeftp
http://netwinsite.com/cgi-bin/keycgi.exe?cmd=download&product=surgeftp
http://www.southrivertech.com/index.php?pg=./download/index&pgr=./purchase/index
http://www.southrivertech.com/index.php?pg=./download/index&pgr=./purchase/index
http://www.arcanesoft.com/
http://www.ipswitch.com/support/ws_ftp-server/patch-upgrades.asp
http://www.4d.com/products/downloads_4dws.html
http://aolserver.sourceforge.net/
http://www.apache.org/dist/httpd/
http://www.inetmi.com/iseries/commerce/ptf.html
http://www.w3.org/Jigsaw/
http://www.microsoft.com/technet/security/prodtech/IIS.mspx
http://www.raidenhttpd.com/en/download.html
http://download.roxen.com/4.0/
http://www.sambar.com/download.htm
http://www.analogx.com/contents/download/network/sswww.htm
http://sunsolve.sun.com/pub-cgi/show.pl?target=patchpage
http://www.tcl.tk/software/tclhttpd/
http://support.zeus.com/doc/zws/v4/supported_versions.html
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BorderWare BorderWare Technologies http://www.borderware.com/support/
Firewall Server
Cisco PIX Cisco Systems http://www.cisco.com/en/US/support/index.html
CyberGuard CyberGuard Corporation http://www.cyberguard.com/support/index.html?lang=de_EN
DX Resilience Corporation http://www.resilience.com/support/support.html
Firebox WatchGuard Technologies, Inc. | http://www.watchguard.com/archive/service.asp
FireWall-1 Check Point Software http://www.checkpoint.com/downloads/index.jsp

Technologies

FortiGate Fortinet http://support.fortinet.com/
GB Global Technology Associates | http://www.gta.com/support/upgrade/
Kerio Server Kerio Technologies, Inc. http://www.kerio.com/ksf _download.html
Firewall
NetScreen Juniper Networks, Inc. http://www.juniper.net/customers/support/
Sidewinder Secure Computing Corporation | http://www.securecomputing.com/index.cfm?skey=246
SonicWALL SonicWALL http://www.sonicwall.com/products/gav_ips_spyware.html
Sun Cobalt Sun http://sunsolve.sun.com/pub-

cgi/show.pl?target=cobalt/index&nav=patchpage

Symantec Enterprise

Firewall

Symantec Corporation

http://www.symantec.com/downloads/
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Attack Mitigator

| RoB—

Top Layer Networks

‘ URL

http://www.toplayer.com/content/support/index.jsp

Bro

Vern Paxson

http://bro-ids.org/download.html

Captus Captus Networks http://www.captusnetworks.com/info/support/index.html

Cisco IPS Cisco Systems http://www.cisco.com/en/US/support/index.html

Cyclops e-Cop.net http://www.e-cop.net/

DefensePro Radware, Ltd. http://www.radware.com/content/security/serviceinfo/default.asp
Dragon Enterasys Networks, Inc. https://dragon.enterasys.com/

eTrust Intrusion Computer Associates http://www.my-etrust.com/Support/TechSupport.aspx

Detection

IntruShield Network Associates http://www.mcafee.com/us/downloads/default.asp

iPEnforcer iPolicy Networks http://www.ipolicynetworks.com/support/index.html

ManHunt Symantec Corporation http://www.symantec.com/techsupp/enterprise/select_product_updat

es_nojs.html

Mazu Enforcer

Mazu Networks, Inc.

https://supportcenteronline.com/ics/support/default.asp?deptID=735

NetDetector Niksun http://www.niksun.com/Support_Technical_Support.htm
Netscreen Netscreen Technologies http://www.juniper.net/customers/csc/software/
Proventia Internet Security Systems http://www.iss.net/support/

SecureNet Intrusion Inc. https://serviceweb.intrusion.com/

Sentivist NFR Security http://www.nfr.com/solutions/support.php

Snort Sourcefire http://www.snort.org/dl/

Sourcefire Sourcefire http://www.sourcefire.com/services/support.html
StealthWatch Lancope http://www.lancope.com/customers/
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http://www.borderware.com/support/
http://www.cisco.com/en/US/support/index.html
http://www.cyberguard.com/support/index.html?lang=de_EN
http://www.resilience.com/support/support.html
http://www.watchguard.com/archive/service.asp
http://www.checkpoint.com/downloads/index.jsp
http://support.fortinet.com/
http://www.gta.com/support/upgrade/
http://www.kerio.com/ksf_download.html
http://www.juniper.net/customers/support/
http://www.securecomputing.com/index.cfm?skey=246
http://www.sonicwall.com/products/gav_ips_spyware.html
http://sunsolve.sun.com/pub-cgi/show.pl?target=cobalt/index&nav=patchpage
http://sunsolve.sun.com/pub-cgi/show.pl?target=cobalt/index&nav=patchpage
http://www.symantec.com/downloads/
http://www.toplayer.com/content/support/index.jsp
http://bro-ids.org/download.html
http://www.captusnetworks.com/info/support/index.html
http://www.cisco.com/en/US/support/index.html
http://www.e-cop.net/
http://www.radware.com/content/security/serviceinfo/default.asp
https://dragon.enterasys.com/
http://www.my-etrust.com/Support/TechSupport.aspx
http://www.mcafee.com/us/downloads/default.asp
http://www.ipolicynetworks.com/support/index.html
http://www.symantec.com/techsupp/enterprise/select_product_updates_nojs.html
http://www.symantec.com/techsupp/enterprise/select_product_updates_nojs.html
https://supportcenteronline.com/ics/support/default.asp?deptID=735
http://www.niksun.com/Support_Technical_Support.htm
http://www.juniper.net/customers/csc/software/
http://www.iss.net/support/
https://serviceweb.intrusion.com/
http://www.nfr.com/solutions/support.php
http://www.snort.org/dl/
http://www.sourcefire.com/services/support.html
http://www.lancope.com/customers/
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StoneGate StoneSoft Corporation http://www.stonesoft.com/support/
Strata Guard StillSecure http://www.stillsecure.com/strataguard/support/updates.php
UnityOne TippingPoint Technologies http://www.tippingpoint.com/support.html
V-Secure V-Secure Technologies, Inc. http://www.v-secure.com/support/packages_bundles.asp
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Web YAk
Central Command Vexira AntiVirus

URL

Downloads

http://www.centralcommand.com/downloads.html

Latest Version Numbers

http://www.centralcommand.com/versions.html

Support

http://www.centralcommand.com/support.html

Computer Associates eTrust Antivirus

Computer Associates Security Advisory

http://www3.ca.com/securityadvisor/

Computer Associates Support

http://www3.ca.com/support/

Computer Associates Virus Information Center

http://www3.ca.com/securityadvisor/virusinfo/default.aspx

F-Secure Anti-Virus

F-Secure Radar

http://www.f-secure.com/products/radar/

F-Secure Security Information Center

http://www.f-secure.com/virus-info/

F-Secure Support

http://support.f-secure.com/enu/home/

Lavasoft Ad-Aware

Download, Support, Upgrade Center

http://www.lavasoftusa.com/

Microsoft Windows AntiSpyware (Beta)

Using Microsoft Windows AntiSpyware (Beta)

http://www.microsoft.com/athome/security/spyware/software/howto/
default.mspx

Network Associates McAfee VirusScan

Downloads

http://www.mcafee.com/us/downloads/default.asp

McAfee AVERT Alerts

http://vil.nai.com/vil/content/alert.htm

McAfee AVERT Virus Information Library

http://vil.nai.com/vil/default.asp

Sophos Anti-Virus

Download Latest Virus Identity Files

http://www.sophos.com/downloads/ide/

Sophos Email Notification

http://www.sophos.com/virusinfo/notifications/

Sophos Virus Analyses

http://www.sophos.com/virusinfo/analyses/

Spybot-Search & Destroy

Downloads

http://www.safer-networking.org/en/download/index.html

Support

http://www.safer-networking.org/en/support/index.html

Symantec AntiVirus

Symantec Downloads

http://www.symantec.com/downloads/

Symantec Support

http://www.symantec.com/techsupp/

Symantec Security Response—Search and Latest Virus

Threats Page

http://securityresponse.symantec.com/avcenter/vinfodb.html

Symantec Security Response—Alerting Offerings

http://securityresponse.symantec.com/avcenter/alerting_offerings.ht

L ZORIF. VMW AREES LV RISL I TRHEV IR IZT D56, BBARDHDHEDENDOMRLTND, [F
MO EIZDUNTIZ, Virus Bulletin Web 1 + (http://www.virusbtn.com/resources/links/index.xml?ven) D — &%
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http://www.stonesoft.com/support/
http://www.stillsecure.com/strataguard/support/updates.php
http://www.tippingpoint.com/support.html
http://www.v-secure.com/support/packages_bundles.asp
http://www.centralcommand.com/downloads.html
http://www.centralcommand.com/versions.html
http://www.centralcommand.com/support.html
http://www3.ca.com/securityadvisor/
http://www3.ca.com/support/
http://www3.ca.com/securityadvisor/virusinfo/default.aspx
http://www.f-secure.com/products/radar/
http://www.f-secure.com/virus-info/
http://support.f-secure.com/enu/home/
http://www.lavasoftusa.com/
http://www.microsoft.com/athome/security/spyware/software/howto/default.mspx
http://www.microsoft.com/athome/security/spyware/software/howto/default.mspx
http://www.mcafee.com/us/downloads/default.asp
http://vil.nai.com/vil/content/alert.htm
http://vil.nai.com/vil/default.asp
http://www.sophos.com/downloads/ide/
http://www.sophos.com/virusinfo/notifications/
http://www.sophos.com/virusinfo/analyses/
http://www.safer-networking.org/en/download/index.html
http://www.safer-networking.org/en/support/index.html
http://www.symantec.com/downloads/
http://www.symantec.com/techsupp/
http://securityresponse.symantec.com/avcenter/vinfodb.html
http://securityresponse.symantec.com/avcenter/alerting_offerings.html
http://securityresponse.symantec.com/avcenter/alerting_offerings.html
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Trend Micro Anti-Spyware & &U Viruswall

Support

http://kb.trendmicro.com/solutions/search/default.asp

Trend Micro Virus Encyclopedia Search

http://www.trendmicro.com/vinfo/virusencyclo/

Trend Micro Newsletters

http://www.trendmicro.com/subscriptions/default.asp
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‘ URL

Anti-Spam SMTP
Proxy (ASSP) Server

ASSP Server Project

http://sourceforge.net/project/showfiles.php?group _id=69172

BitDefender
AntiSpam for Mail
Servers

Softwin

http://www.bitdefender.com/site/Main/view/Server-Products-Updates.html

GFiMailEssentials

GFI Software

http://support.gfi.com/

Kaspersky Anti-
Spam

Kaspersky

http://www.kaspersky.com/productupdates/

MailShield Server

Lyris Technologies

http://www.lyris.com/store/mailshield/server/upgrade.html?s=sdbr

McAfee SPAMKiller | Network Associates http://www.mcafee.com/us/downloads/default.asp
Merak Instant Anti Merak http://www.merakmailserver.com/Download/
Spam

MIMEsweeper Clearswift http://www.clearswift.com/support/mswi/patch.aspx
NetlQ MailMarshal | NetlQ http://www.netiq.com/support/default.asp
SPAMfighter SPAMfighter http://www.spamfighter.com/Tutorial_Update.asp
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Blacklce

Internet Security

http://blackice.iss.net/update_center/

Systems
F-Secure Internet F-Secure http://support.f-secure.com/enu/home/
Security 2005
Kaspersky Anti- Kaspersky Labs http://www.kaspersky.com/productupdates
Hacker

Kerio Personal
Firewall

Kerio Technologies

http://www.kerio.com/kpf download.html

McAfee Personal
Firewall Plus

Networks Associates
Technology, Inc.

http://download.mcafee.com/us/upgradeCenter/?cid=11536

Norton Personal
Firewall

Symantec

http://www.symantec.com/downloads/

Panda Platinum
Internet Security

Panda Software

http://www.pandasoftware.com/download/

PC-cillin Internet Trend Micro http://www.trendmicro.com/download/product.asp?productid=32

Security

Sygate Personal Sygate http://smb.sygate.com/download_buy.htm

Firewall

Tiny Firewall Tiny Software http://www.tinysoftware.com/home/tiny2?s=5375286922906826215A1&&p
g=content05&an=tf6_download&cat=cat_tf6

ZoneAlarm Zone Labs http://download.zonelabs.com/bin/free/information/zap/releaseHistory.html

VPN 9547k

Cisco VPN Client Cisco http://www.cisco.com/public/sw-center/



http://kb.trendmicro.com/solutions/search/default.asp
http://www.trendmicro.com/vinfo/virusencyclo/
http://www.trendmicro.com/subscriptions/default.asp
http://sourceforge.net/project/showfiles.php?group_id=69172
http://www.bitdefender.com/site/Main/view/Server-Products-Updates.html
http://support.gfi.com/
http://www.kaspersky.com/productupdates/
http://www.lyris.com/store/mailshield/server/upgrade.html?s=sdbr
http://www.mcafee.com/us/downloads/default.asp
http://www.merakmailserver.com/Download/
http://www.clearswift.com/support/msw/patch.aspx
http://www.netiq.com/support/default.asp
http://www.spamfighter.com/Tutorial_Update.asp
http://blackice.iss.net/update_center/
http://support.f-secure.com/enu/home/
http://www.kaspersky.com/productupdates
http://www.kerio.com/kpf_download.html
http://download.mcafee.com/us/upgradeCenter/?cid=11536
http://www.symantec.com/downloads/
http://www.pandasoftware.com/download/
http://www.trendmicro.com/download/product.asp?productid=32
http://smb.sygate.com/download_buy.htm
http://www.tinysoftware.com/home/tiny2?s=5375286922906826215A1&&pg=content05&an=tf6_download&cat=cat_tf6
http://www.tinysoftware.com/home/tiny2?s=5375286922906826215A1&&pg=content05&an=tf6_download&cat=cat_tf6
http://download.zonelabs.com/bin/free/information/zap/releaseHistory.html
http://www.cisco.com/public/sw-center/
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NetScreen-Remote Juniper http://www.juniper.net/customers/support/
Nortel VPN Client Nortel http://www130.nortelnetworks.com/cgi-
bin/eserv/cs/main.jsp?cscat=software&tranProduct=10621
ProSafe VPN Client | Netgear http://kbserver.netgear.com/downloads_support.asp
SafeNet SoftRemote | CyberGuard http://www.cyberguard.com/support/
VPN-1 SecuRemote, | CheckPoint http://www.checkpoint.com/downloads/index.html
SecureClient
48 1IDS/IPS
AirDefense AirDefense http://www.airdefense.net/support/
AirMagnet AirMagnet http://www.airmagnet.com/support/index.htm
AiroPeek WildPackets http://www.wildpackets.com/support/downloads
AirPatrol Cirond http://www.cirond.com/support.php
BlueSecure BlueSocket http://www.bluesocket.com/products/intrusionprotection.html
Highwall Highwall Technologies | http://www.highwalltech.com/support.cfm
Red-Detect Red-M http://www.red-m.com/Support/
RFprotect Network Chemistry http://www.networkchemistry.com/support/
SpectraGuard AirTight Networks http://www.airtightnetworks.net/support/support_overview.html
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US-CERT National Cyber Alert System

‘ URL

http://www.us-cert.gov/cas/

US-CERT National Vulnerability Database

http://nvd.nist.gov/

US-CERT Vulnerability Notes Database

http://www.kb.cert.org/vuls/

Open Source Vulnerability Database

http://www.osvdb.org/

SecurityFocus Vulnerability Database

http://www.securityfocus.com/vulnerabilities
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CVE (Common Vulnerabilities and Exposures), 5-1, 5-2 INYFEBY—IL. [ToA—TSA Xy FEBY—
Cyber Security Alerts, 5-1 LI FSHE,

Cyber Security Bulletins, 5-1 INTA—T R, 3-8

Cyber Security Tips, 5-1 J7LTY94—)L, B-3

ICAT, 5-2 TH—IVAXHT47,39
ITERBO-HDEX1)TAREFIVIIANTATS '

TA—ILAKRS T 47T, 3-9

Ly, 4-6 RUF—DtFx2)T11E4R, 2-8, C-5

National Cyber Alert System. TUS-CERT (United States

. . RRF, B-3
Computer Emergency Readiness Team) National e . )
HRyrTrvI X, B-3
Cyber Alert System | & 4Z, ARJHR 3 31
National Vulnerability Database, 3-2, 4-6, 5-1, 5-2 7°EI’7“’5’A(D¥$E 3.8
OVAL (Open Vulnerability Assessment Language), 5-2 - '
US-CERT (United States Computer Emergency RE, 3-1
Readiness Team), 5-1 Y X/] B-4
National Cyber Alert System, 5-1 D?,‘ 2-13, 2-15
Vulnerability Notes Database, 5-2 0y 3Ty —IL, 3-5
Vulnerability Notes Database. [US-CERT (United States 7—L, B-4
Computer Emergency Readiness Team) Vulnerability EEna—F, 2-9,2-10, 4-3
Notes Database | #&4Z, EMERH, B-3
7 ) r—3v, B-3 REO—HIL T T RvbT—4 (VLAN
TIE— 30 DIERL, 3-4 virtual local area network), 2-15
T r—ar O EEEL, 2, 2-2, 2-16, 6-1 Al ffE, B-3
AT IR, 4-8 B85, B-4
AURUNY TORTF LAYRUNY | F54E, e, B-3
Y4, B-4 EEEIER, B-3
IUA—TFA XAV FELVHBHEEY—IL, waE, B-3
3-4,3-5 21, 2-7,2-8,2-12,B-4
IA—TSAXAFIyFEEY—IL, 2, 3, 2-1, 2-2, L2375
2-8, 2-12, 3-9, 4-1, 4-8, C-9 *TALEERE, 3-3
I—xUhE 4-1,C9 ffi38 =i —K, 1, B-3,C-8
EI—Tz bR, 4-1,C9 BRI DA%, 2-11, B-3
ARL—FAV TV RT L, B-3 BEA, 4-6,4-8
3Rk, 3-4,3-8 BEESNIzA RN EEY—)L, 2-5
D RT L, 2-3,2-5, 3-1, B-4 BEItShi=/\vFEA, 2,2-2,2-16, 6-1
DAFLAIRIRNY, 2, 2-2, 2-3, 2-6, 2-16, 6-1 FEZEITKD/\YFER, 4-1, 4-5, 4-8
VATLEEE, 1, 2-3,3-4,B-4 FHEED/NVTFER, 3
VAT LMESE, B-4 EIE
X1 UT4)—RADER, 2, 2-2, 2-6, 2-7, 2-16, 3-3, 6- HREL, 2-16, 6-1
1,C5 BIEHEE, 1, 2, 2-2,2-7,2-9, 2-11, 6-1, B-4
X2 F4RY, 4-3, 4-8 FT—RAN—X, 2, 2-2,2-9,2-16, 6-1
X175 HE, B-4 &tE, B-4
X TIRE, 2-12,4-7 HREE, 2-13
VIRIIT A RN, 4-4 A, 2-2,6-1
VIh 7 DHEIR, 2-11 & B-3
TAKN 2,2-1, 2-2, 2-9, 2-16, 3-3, 6-1 IEERDE, 2, 2-2, 2-13
f—=2%, 2, 2-3, 2-15, 2-16, 6-1 ETR LS, 2-10, 2-13, C-6
IR —OH—E X, 3-3 SiFE
N7, 2-11, 4-8, B-3 SHE, 2-15
NIRRT, 4T Me38tE, 1, 1-1, 2-7, 2-8, 3-2, 4-6, 4-8, 5-1, B-4
INYF, 1, 2-10, 2-11, 3-2, 4-7, 4-8, 6-1, B-3, C-5 A¥y,2,2-3,2-7,2-13, 3-5, 3-8, 3-9, 4-4, C-7
B A, 3-3,6-1 F—HRR—X, 2-8, 3-5,5-2, C-8
INYFELUVEBEES IL—7, 2, 2-1, 2-16, 3-4, 6-1 A5 YRR, 2-8
NyFHELVHEHFHEERE, 1 EREZX, B-3
TRYT 5L, 2-16,3-5,6-1 ZHE{LSNIHER, 3, 2-1, 4-7, 4-8, 6-1
BRFARE, 3-6 BRI 1T, 2, 2-2, 2-5, 2-8, 2-16, 6-1
JO+X, 2-1 SEFRIEIRUIEFRM (FIPS) Federal Information
NYFRY. 10T |1 F55E, Processing Standard) 199, 2-5, 2-6
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