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cC JE>73547)7 (Common Criteria)

ETR FHfi#ER S (Evaluation Technical Report)

HCD PP N=RIE-FNAZ2DTOFY>3>F0T74)L (collaborative
Protection Profile for Hardcopy Devices)

JCMVP BT 1-)LEBR R USREEHIE (Japan Cryptographic Module
Validation Program)

JISEC IT 21U UEREESIE (Japan Information Technology
Security Evaluation and Certification Scheme)

SAR tF1UT1RIEEHS (Security Assurance Requirement)

SFR F1UTHEEEZEF (Security Functional Requirement)

ST t+1)719-5Ybh (Security Target)
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(1] Common Criteria for Information Technology Security
Evaluation, Version 3.1, revision 5, April 2017.
Common Methodology for Information Technology Security
[2] Evaluation : Evaluation methodology Version 3.1 Revision 5, [CEM]
April 2017, CCMB-2017-04-004
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2.2.1.2 HARH

LT DB D &KSICT[HCDCPP] M 2. CC Conformance Claims @
“Conformance to this Protection Profile” T-REN TLNSIRA|ITEELTWNVSIE%F
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&2 TOE O TOE F&ZIA%. [HCDcPP]® TOE f&RE—BLTWBIEHEHLE
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PP HERIBUT D&% TEEL. PP OERESDIExact Conformancel TH
3. €D, TOE #ER(E PP E—BL TS,

- Required Uses
Printing, Scanning, Copying, Configuration, Auditing, Verifying
firmware/software updates, Verifying HCD function

- Conditionally Mandatory Uses
Sending PSTN faxes, Receiving PSTN faxes, Storing and retrieving
Documents, Nonvolatile Storage Devices

- Optional Uses
Image Overwrite, Wipe Data
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*FCS_CKM.1/SKG Cryptographic key generation (Symmetric Keys)
*FCS_CKM.1/AKG Cryptographic Key Generation (for asymmetric keys)
-FCS_CKM.2 Cryptographic Key Establishment

*FCS_CKM.4 Cryptographic key destruction

*FCS_COP.1/DataEncryption Cryptographic Operation (Data Encryption/Decryption)
*FCS_COP.1/SigGen Cryptographic Operation (Signature Generation and Verification)
*FCS_COP.1/Hash Cryptographic Operation (Hash Algorithm)

-FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation)
FPT_SBT_EXT.1 Secure Boot

LA @ Conditionally Mandatory Requirements & h 354

FDP_DSK_EXT.1 Protection of Data on Disk
FDP_FXS_EXT.1 Fax separation

LA @ Optional Requirements & FEh 354

FPT_WIPE_EXT Data Wiping

*FCS_TLSC_EXT.2 TLS Client support for mutual authentication
FCS_TLSS EXT.2 TLS Server support for mutual authentication

FCS _DTLSC EXT.2 DTLS Client support for mutual authentication
FCS_DTLSS EXT.2 DTLS Server support for mutual authentication

LUF® Selection-Based Requirements & h 358

-FCS_COP.1/StorageEncryption Cryptographic operation (Data Encryption/Decryption)
*FCS_COP.1/KeyWrap Cryptographic operation (Key Wrapping)

*FCS_COP.1/KeyEnc Cryptographic operation (Key Encryption)
*FCS_COP.1/KeyTransport Cryptographic operation (Key Transport)
FCS_IPSEC_EXT.1 IPsec selected

*FCS_TLSC_EXT.1 TLS Client Protocol without mutual authentication

FCS_TLSS EXT.1 TLS Server Protocol without mutual authentication
FCS_DTLSC_EXT.1 DTLS Client Protocol without mutual authentication
FCS_DTLSS EXT.1 DTLS Server Protocol without mutual authentication
*FCS_SSHC_EXT.1 SSH Client

FCS_SSHS_EXT.1 SSH Server

*FCS_COP.1/KeyedHash Cryptographic Operation (Keyed Hash Algorithm)
*FCS_PCC_EXT.1 Cryptographic Password Construct and Conditioning
*FCS_KDF_EXT.1 Cryptographic Key Derivation

*FCS_COP.1/CMAC Cryptographic Operation (for cipher-based message authentication)
*FIA_X509_EXT.1 X.509 Certificate Validation

*FIA_X509_EXT.2 X.509 Certificate Authentication

*FIA_X509_EXT.3 X509 Certificate Requests
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==

® [HCD SDIDEHE 7Y T«4ET+M Guidance Documentation @ ZFfi(Z1%
RATA4530AXE
£L.TOE ICEARBITEBNBITOLSIICEHRDORENDHNENDHATVANENE
FNTVREES. WITNHVEDDHA I VAN EDHERETHIIENARETT .
=1L, ZDHE L GERLE-BE, DV EDEZEEDOMBELETEHL-EHLIR
HLTLEZELY,
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HCD cPP &4 O 5{fiI%. [HCD SD)M stk <> CEMLET ,

[HCD SD]CI&. [HCD SD]IZfEitah TWA KRB FEM7 ¥ F(EF4IZMZ T,
[CEM]IZEER SN TWBEEIEEE RSN TULVET , =L U TORIEIVHR—R LD
FL@IL. [CEM]IZEE i EN=-NEZ[HCD SD] it SN -RNABICESRA TERBLET,

® ADV_FSP1
® AVA VAN.1

3.2 EBES7IITIVILRBROBRER

AEITIE, [HCD SD]ICFEEN TS BESTILTVXLDOEREDE M EHERT S
TANDFHB T VT 1ETAICBT AR EEERLET

3.2.1 JCMVP DOFEAICDWT

EE 7TV ALEEDEYEDOHEZED-HDT AN, TOE OFHEFI(CFHEE
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(JCMVP) |QBES 7 LI A LHERDIHERERNET 5 EEHBLET . JCMVP
F ESESI—ADNESTILITVALEZELSEEL TSI EZE R ERE!
WOTHER S HHIETHY . JCMVP BB DEE RSN TS EZ . KHIE
ERFRIZ IPA NEELTVET, TOOAXFIET TRESNSGFTBE T AN ERF
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L, RSN EES 7LV X LRENTHAROFTEF 1T HEDED
HATEDLIITRESNDINZEEL . ICMVP OHERBRTEATESEERAL
TEDFFMEDEHELYET,

3.2.2 TAMGEROBFAICDOWT

EETIINTVALEREL-ED 21— /LI, TOE ODEBOHEE, HIL(E, Eh4d
TOE T. A—DERENANLGNDIGEENHYET .

ZTDEIGIBZAETH, RAELT, EnEhd TOE HEDEREDBEYIMZHZT S
7=8& . [HCD SD]AKRHBHHET, ENEND TOEHEZT AN DBLENHYFET

! ISO/IEC 18367:2016. JCMVP. itk CAVP THEHEL TLWBEES 7L IUX AOBESHEROANB 2R (CIERENIZESE,
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DOBEMATHOOEHITHETIUTORNELATEL TS,
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FEUHEh., BIEL TSI LD RHL
3. TAMNBEADRELTAMNEREZBA AT AIEEDN(FTILARILTR—T
HHEDRW(FEZX, 7\ afE)
4. TANEHDRELTAMEREZBIRATIREOHFREEARNLTO
tyH4 0S &)

14



JISEC-CERT-2023-D10
-~
JISEC

3.3 MR EEO/HEEIR
SRS CEHT AMESEELUTICRLET,

3.3.1 FEEHE

3.1 #IT/RLT=&SIZ[HCDCPP]TI. [HCD SD]IZEREH SN F=FHELEMRET 5T LM
ROGNTWET , LA > T, sHEHREE IS E T STl A% - E#EIZIF, [CClE
[CEM]IZ/nA T[HCD SD]taE & L T=&LY,

sCEf

M EAES

1. Common Criteria for Information Technology Security Evaluation,
Version 3.1 Release 5

2. Common Methodology for Information Technology Security Evaluation,
Version 3.1 Release 5

3. Supporting Document Mandatory Technical Document Evaluation

Activities for collaborative Protection Profile for Hardcopy Devices,
Version 1.0

3.3.2 FMmERDRESE

FHMEREZCIX, L TOIEEDMELFTLH L TSV ENThORETHDHZ
ENBZICHBTERRSIIZ. TNEFNERADEEXRITS. AR OMEELTH. L
DHEZANT, TNEFNOMEEERHL TS,

A. [CEM]DFHM#ER DI
KHARSA2D 3.1 HiTRLI-[CEM]E-IX[CEM]D R B Z B =% -5
DFEMFER L. [CEM]D 8.5.5.3.4 BID LB VICTEE LIKEL TS, 12720,
AVA_VAN.1 D &3IZ[HCD SD]CHREDE (A RESNTNSIHEIE. TOEH
=9 LIITHEL TS,

B. AVA FHii®D “public-facing report”

AVA_VAN.1 Tl&, BE OB EITMNA T, MEERE ST “public-
facing report” 3K & 5 TULVET , “public-facing report” (. [HCD SD] @
A.3. Reporting IZEWVTROONTLSHMERNETZ . BE DMK ELIEX A
LT, BB&L TS,

BHE. AFHIETIEHE. “public-facing report” D ABIFITLVEE As
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KAARZA42 D 3.1 B CRUZFHET7 I T1E T+ DFFHEFER &, FHEAEIR
AIBERLSICUAT &= KSR EH; L TSN,
® [HCD SD]DFHET7 /TAETADER DERBIBELFFIEHEREDFIENE
ZITHIBITEDIL
® TSS. KMD. Guidance Documentation 289 25HE 7 VT 4ET 12D
T, FHEENE ML LTDE-TFSLEEITKY. FHMEEHNE # O 5Tl &
FEHETH-HDEHREEHDHE
SHBT7 O TAETADMERBDFIZUTIZRLET,

[HCD SDIDFHTi 7571 E T4 DIRERZS O
2. TSS OFHi 777 1E T 1 DFHIFER

2.6.5 FPT_TUD_EXT.1 Trusted Update
ST 75 E T4
The evaluator shall check to ensure that the TSS contains a description

of mechanisms that verify software for update when performing updates,
which is consistent with the definition of the SFR.

S SR

[ST] “7.1 Trusted Update”(C (- - -

U771 E T4

The evaluator shall check to ensure that the TSS identifies interfaces for

administrators to obtain the current version of the TOE as well as
interfaces to perform updates.

FHEFER
[ST] “7.1 Trusted Update”(C(&- - -

2.6.6. FTA_SSL.3 TSF-initiated termination

ULt
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